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Abstract –  The article aims to develop a methodology for quantitative assessment and forecasting of the quality of 

decision-making in organizational and technical systems under the conditions of uncertainty of control agents. A stochastic 

model for predicting the reliability of control results and decision-making risks under the uncertainty of model agents was 

developed. The paper proposes a method for aggregating system structural uncertainties of the control and measurement process 

on the example of robust multi-aspect. The proposed mathematical application implements a multi-agent approach to solving the 

general problem of evaluating the robustness of control according to the criteria of «producer risk» and «consumer risk». For the 

purposes of modeling, such branches of mathematics and methods as probability theory and mathematical statistics, regression 

and correlation analysis, expert evaluation methods, simulation and structural-functional modeling, and agent-based approach 

are used.   

A probabilistic model has been developed to assess and predict the reliability of control and decision-making risks under 

the uncertainty of system agents. The novelty of the proposed model consists in taking into account the statistical nature of 

normative values. The proposed mathematical application implements a dual method for solving the general problem of assessing 

the quality of the control process by the magnitude of risks in the decision-making system. In the first case, the problem of 

quantitative risk assessment is solved for given statistical characteristics of control agents, and in the second case, the necessary 

measurement accuracy is determined for given uncertainties and risk levels in the control system.  

Process, model, probability, decision making, statistics, modeling, distribution law, pressure. 
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I. INTRODUCTION 

 The performance of a complex system is formally 

evaluated by an integrated set of some functionally significant 

indicators [1]. In accordance with the operating regulations, 

these indicators are subject to periodic monitoring by 

quantifying (measuring) their values and comparing the 

measurement results with the established standards. Standards 

are single – limit with a restriction from the bottom or top and 

two-limit-tolerance. The control system for the functional 

robustness of an object necessarily contains a control process . 

In [1,2], it is proposed to present control as a contextual 

process consisting of subprocesses: measurement, comparison 

of the measured value with normative values, analysis, 

decision-making and impact on the object in order to restore 

its functionality (feedback). Subprocesses are system agents in 

terms of their degree of autonomy and functionality [3,4,5]. 

Feedback determines the final effectiveness of the entire 

management process, since without feedback, management 

loses all meaning and turns into a contemplation of the 

situation. 

 The controlled parameters and technological 

processes of control in real conditions have a non-

deterministic nature, and are mathematically approximated by 

some distribution laws. However, in the current practice, the 

evaluation of metrological quality of measurement is carried 

out only according to metrological passport data of tools for 

absolute and relative errors. This practice has known 

drawbacks, and therefore, the indicator «uncertainty» has been 

used in measurement technologies [6,7,8]. 

 The indicator «uncertainty» appeared more than 30 

years ago. According to [9], this approach is justified by the 

fact that «A parameter associated with the measurement result 

and characterizing the spread of values that can be attributed 

to the measured value with high probability». Uncertainties, as 

suggested by the authors, are divided into three classes: 

uncertainties associated with the incompleteness of our 

knowledge about the problem on which the decision is made; 
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uncertainty associated with the inability to accurately account 

for the reaction of the environment to our actions, and, finally, 

an inaccurate understanding of their goals by the decision-

maker (LPR) [10]. The use of this approach was demonstrated 

by the example of medical diagnostics in. In this paper, 

uncertainty was understood as a statistical standard deviation, 

and a structural model of the formation of the system 

uncertainty of the result was developed by simulation. Then 

this problem was solved on the example of technical 

diagnostics of fuel equipment of diesel engines. In emphasized 

«there is no difference in the calculations, is there standard 

uncertainty as a measure of dispersion of a probability 

distribution of the input variable, or as a measure of dispersion 

of a probability distribution of error of this value». This 

approach is currently recommended and widely used in the 

system of objective quality control of food products and is 

enshrined in the standard - Hazard Analysis and Critical 

Control Point (Hazard analysis, risk assessment and 

determination of critical control points in the production 

process (management) [11]. In the Russian Federation, the 

standard GOST R 51705.1-2001 «Quality systems». Food 

quality management based on HACCP principles. This 

standard is based on the following principles: Principle 1 - 

conduct of risk analysis; principle 2 - determination of critical 

control points (ccts); principle 3 - establishment of critical 

limits; principle 4 - establishment of a control procedure; 

Principle 5 - establishment of corrective actions. 

II. MATERIALS AND METHOD 

Describe in detail the materials and methods used when 

conducting the study. The citations you make from different 

sources must be given and referenced in references.  

2.1 Stochastic programmable control risk management 

principle  

The statistical nature of the structural system agents of the 

control process generates decision-making risks, which are 

usually divided into the risk of the producer and the risk of the 

consumer [7]. Quantitative assessment and forecasting of these 

risks is impossible without the use of mathematical tools and 

computer technologies. There are a number of works that offer 

approaches to solving these problems [1,2]. The problem of 

quantitative assessment and forecasting of risks in the control 

and decision-making system is becoming extremely relevant 

in many areas of science and technology. Under the existing 

circumstances of total digitalization of the economy and social 

sphere, along with the effective solution of some local 

management tasks, unforeseen and undesirable challenges and 

problems appear. For example, in medicine, the introduction 

of diagnostic systems based on new computer technologies, 

the quality of medical care does not meet the expectations of 

the population. As follows from the analysis of the US media 

and special literature, about 45% of primary medical diagnoses 

are incorrect. With sufficient certainty, this can be attributed 

to the Republic of Kazakhstan. As it turned out, most errors in 

medicine are generated at the stage of analytical laboratory 

research and decision-making by a clinical specialist. As an 

example, the Internet presents the results of studies of the 

process of blood pressure control, obtained by the International 

Federation of Clinical Chemistry, which showed that the 

reliability of the most modern digital blood pressure 

monitoring devices is at best 60-70%. The question arises, 

what does reliability mean in this case, with what reference 

result these data were compared to make such a conclusion. 

In medicine, most of the existing metrological standards, 

indicators and estimates are not acceptable. This is due to a 

number of reasons, and one of them is that if metrology is 

interested in the correctness of the measurement results in 

terms of their proximity to the actual value of the measured 

parameter, and the doctor is not interested in the measurement 

result itself, but in comparing the result with a group or 

individual "norm" of healthy individuals. The synergy of many 

factors generates decision-making risks in medical clinical 

practice, which are interpreted as the risk of the patient and the 

risk of the medical institution. Therefore, the use of formal 

methods based on system principles and approaches in 

laboratory and clinical studies will significantly increase the 

reliability of decision-making processes. The formalization of 

quantitative risk assessment of the patient and the person 

making clinical decisions will solve a very important problem, 

which consists in the fact that due to the adoption of a number 

of laws, the legal responsibility of medical personnel for the 

quality of medical services increases, there is an extreme need 

to objectively and evidently divide risks into two components: 

instrumental objective risks; subjective professional and 

competence risks. With the involvement of formal tools for 

describing the entire system process of risk formation, it 

becomes possible to make «transparent» the entire trajectory 

of the formation of the resulting decision-making error on the 

example of each control and measurement act and, thereby, 

reduce legal pressure on medical personnel. The introduction 

of expensive and supposedly accurate equipment also creates 

another economic problem-the optimal combination of cost 

and social efficiency of equipment. 

It follows that control risks under conditions of statistical 

uncertainty of process control factors can be considered as 

assessments of the robustness of the system, and at the context 

level – as quality [12,13,14,15]. 

From this follows the purpose of the article, which is to 

model the processes of improving the quality of control of 

functional indicators of a multiparameter system. 

To achieve the stated goal, it is necessary to solve the 

following tasks: 

- develop a probabilistic model for quantifying the quality 

of control with non-deterministic tolerance standards based on 

decision-making risk criteria. 

- develop software applications for evaluating and 

managing quality control. 

The scientific novelty of the research consists in the 

development of models for quantitative assessment of 

instrumental risks in the environment of uncertainty of agents 

of the control and measurement algorithm. 

Practical significance consists in the development of 

algorithms and software for risk management of control 

process agents. 

The quality management of the control process of some 

complex control and measurement process is considered. As 

functional subprocesses, measurement, comparison of the 

measured value with standards, analysis, and decision-making 

are studied. In this problem, the control process is considered 

as a multi-agent system, where agents should be distinguished: 

agent – external environment; agent - object of control; agent-

measurement process; agent-standard; agent-analysis, agent- 

decision-making system. In this context, «agents» combine 

such properties and concepts as: software and hardware 
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technologically targeted entity; joint solution of a common 

problem by system aggregation; inter-agent information 

exchange; modularity; extensibility and adaptability; multi-

approach in the process of formalizing the functionality of 

agents; system openness [16]. 

As noted, due to the fact that the measurement process 

technologically and at the formal level operates with 

uncertainties, control errors occur. Control errors are usually 

divided into errors called false and undetected failures 

(marriage Quantitatively, these errors are estimated by the 

corresponding probabilities, in this case, Rlb-the probability of 

a false marriage (false refusal) and Rnb-the probability of an 

undetected marriage (undetected refusal). The term «failure» 

is adopted from the theory of reliability. These probabilities 

are also given a pragmatic meaning of the risks of the work 

producer and the work consumer. Thus, the problem arises of 

developing formal models for risk assessment and forecasting 

in the function of statistical characteristics of the parameters of 

a multi-agent system. In a similar formulation, this problem 

was investigated in the works given above for the cases of 

deterministic standards. In this article we consider the case of 

nondeterministic specifications, which corresponds to a real 

multidisciplinary practice. Recently, there have been works in 

which it is also proposed to consider standards as random 

values, such as in ecology. 

The problem of standards in medical practice, as in no 

other industry, is particularly acute, since we are talking about 

human health and life. Therefore, the study and quantitative 

prediction of the magnitude of instrumental and 

methodological errors with the involvement of mathematical 

apparatus is extremely relevant. 

To develop mathematical models for estimating and 

predicting probable control errors in non-deterministic 

standards, a certain conditional diagnostic parameter Si was 

selected. The distribution density function of this parameter is 

f (S). The following are designated as standards: Sн - lower 

standard and Sв - upper standard and their statistical 

characteristics in the form of distribution laws: 

 
where sn, sb - standard deviations of the lower and 

upper standard values; Snsr, Svsr - the average values of the 

lower and upper standards. The average value of the Nsr is the 

center of the uncertainty region (scattering) of the lower 

standard. Similarly, the mean Hrv value is the center of the 

range of variations of the upper standard. The density function 

of the random error distribution of the measuring instrument is 

φ (y). It follows from this problem that the uncertainty 

parameters of the agent model under study are: the mean 

square deviations of the diagnostic parameter and the random 

measurement error; sn, sb - the mean square deviations of the 

standards. During the measurement, the following probable 

events are possible: 

- true value of the parameter Si in the limits ( N < Si < 

blower SB) and the measured value Is exceeds the upper limit 

or goes beyond the lower limit (Sm < N or Sm > blower SB). 

In this outcome, there is a case when the true value of the 

controlled parameter is in the permissible zone – «fit», and the 

«device» mistakenly fixes it outside the standard – «not fit». 

This case is called a «false failure», and the probability of its 

occurrence is the probability of a false failure of the Rlo;[17] 

- the true value of the Si parameter is outside (Si < Sn or 

Si > Sb), and the measured Si value is within the tolerance (Sn 

< Siism < Sb). This case is called an undetected failure and the 

probability of its occurrence is the probability of an undetected 

failure of the Rno. 

In this case, the composition is considered, when the 

distribution laws of the standards Sb and Sn are approximated 

by normal laws, and the controlled parameter S by the Weibull 

law. Weibull's law, as studies have shown, is not only one of 

the most common among the known laws, but also the most 

acceptable for modeling purposes. Weibull's law is a three-

parameter law. Many laws, including the normal law, can be 

considered in some approximation as special cases of this law. 

Formula for the total number of falsely rejected control 

and measurement solutions from the sample N 

 

 

 

In the case of an undetected defect-failure, the number of 

control and measurement solutions from the sample N will be 

 

 
In order to verify the adequacy of theoretical assumptions 

to practical results, experimental statistical studies and a 

computer experiment using software were conducted. Figure 1 

shows the screen form of the beginning of a computer 

experiment. The STATISTICA environment was used for 

statistical processing.[18,19] 

 
 

Fig. 1-Setting the parameters of a 

comprehensive study 
 

III. RESULTS 
The sample size included 200 observations for each age 

group. Figure 2 shows the results of modeling the non-

deterministic case of standards, where Rnb are a function, and 

the relative uncertainty σφ / σs is the abscissa axis. 
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Fig. 2- The result of a computer experiment for non-

deterministic standards (probability Rlb) 

 

As a result of the computer experiment, the 

following was found: the reliability of the control of 

systolic pressure in the age group up to 30 years was 

73%; the reliability of control for the age group from 30 

to 50 years was 61%; the reliability of control for the age 

group over 60 years old was 52% [20,21,22]. 

Control risks are the synergy of the following 

system agents: statistical distribution laws of the 

controlled parameter, measurement tools, standards, as 

well as the degree of uncertainty of the controlled 

parameter, measurement uncertainty and standard 

uncertainty. The control results are clearly nonlinear, 

which makes it impossible to predict the control results 

without the use of a mathematical apparatusThe 

quantitative assessment of control errors is determined 

not so much by the absolute values of σφ, σs, sn, sv, but 

to a greater extent by the ratios: σφ / σs; sn / σs; sv / σs. 

In these relations, as follows from Figure 2, the control 

errors are dominated by the normative value [23,24]. The 

presentation of the simulation results in 3D form allows 

you to reveal hidden, invisible in 2D constructions, 

patterns, for example, extreme areas of the minimum, as 

follows from Figure 2. 

As a result of a computer experiment, it was also 

found that the probability of a false marriage (customer's 

risk) Rlb is most affected. With the value of measurement 

uncertainty σφ commensurate with the value of σs, the 

risk of the customer of services (consumer) can reach 

45% [ 25]. 

 
 

III. DISCUSSION 

To assess the adequacy of the theoretical premises to 

practical results, a computer experiment was carried out. The 

purpose of the experiment was to study the metrological 

indicators of the quality of the control process using the 

example of measuring blood pressure with a device - a 

tonometer. The choice of this device is not accidental, since 

this device can be considered the most common device both in 

everyday life and in professional clinical practice. Blood 

pressure control is receiving unprecedented attention on the 

Internet and in the media. Experimental studies were carried 

out on the basis of the regional cancer center. The studied 

patient population consisted of three age groups: the first group 

up to 20 years old, the second group from 30 to 50 years old 

and the third group from 50 to 70 years old.  

V CONCLUSION 

The results obtained are extremely important when 

choosing alternatives in the control paradigm, that is, what to 

give preference to in the current professional situation: the 

precision parameters of devices or regulatory regulations. The 

results obtained can be used as mathematical and 

ethodological support for automated control systems for 

organizational and technical systems. 
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