Pamukkale Univ Muh Bilim Derg, 28(5), 701-709, 2022

Pamukkale Universitesi Miihendislik Bilimleri Dergisi

A novel analysis and applications of an introduced hyperchaotic system

Tanitilmis bir hiperkaotik sistemin yeni bir analizi ve uygulamalari

Emrah TELLI

, Zehra Giilru CAM TASKIRAN?"

1Department of Electrical-Electronics Engineering, Faculty of Engineering, Mugla Sitki Kocman University, Mugla, Turkey.
emrahtelli@mu.edu.tr
2Department of Electronics-Communication Engineering, Fac. of Elect-Elec. Engineering, Yildiz Tech. Univ., Istanbul, Turkey.
zgcam@yildiz.edu.tr

Received/Gelis Tarihi: 30.04.2021
Accepted/Kabul Tarihi: 22.10.2021

Revision/Diizeltme Tarihi: 02.09.2021

doi: 10.5505/pajes.2021.66178
Research Article/Arastirma Makalesi

Abstract

In this study, the new analysis of the introduced hyperchaotic equation
set was handled. The equation set was firstly analyzed mathematically
and then the results were proven by designing a more efficient circuit
with active elements. The aim of the study is offering an effective secure
communication application and random number generator
application. Hence, based on the new analysis of equation set, secure
communication system and random number generation application
were proposed. Accordingly, creating a Pseudorandom Number
Generator is the halfway house in this study. The signals received from
the chaotic oscillator were sampled at low frequency and with a simple
post-processing, a bit stream was created. The resulting bit stream
passed the NIST test successfully. The other halfway of the study is
creating a secure communication system by the synchronization of two
chaotic oscillators that are in transmitter and receiver. An identical
noise-like signals are generated in both transmitter and receiver parts.
At the transmitter part adding a noise-like chaotic signal to the
information is done. At the receiver, this same noise-like signal is
subtracted from the perceived signal. Thus, the information can be
transmitted securely. Spice simulations of both proposed applications
have been made and it has been shown that they are compatible with
mathematical analysis. The proposed circuits are suitable for
realization with commercially available circuit elements.

Keywords: Chaotic system, Chaotic synchronization, Circuit
implementation, CCII+, Secure communication system,
Pseudo-Random number generator.

0z

Bu ¢alismada, tanitilmigs bir hiperkaotik denklem setinin yeni bir analizi
ele alinmigstir. Denklem seti 6nce matematiksel olarak analiz edilmis,
ardindan aktif elemanlarla daha verimli bir devre tasarlanarak
sonuglar kanitlanmistir. Calismanin amaci, etkili bir giivenli iletisim
uygulamasi ve rastgele sayi lireteci uygulamasi sunmaktir. Bu nedenle,
denklem setinin yeni analizi temel alinarak giivenli iletisim sistemi ve
rastgele say1 tiretme uygulamasi énerilmistir. Bu baglamda, bir Sozde
Rastgele Say1 Ureticisi olusturmak, bu calismadaki yolun yarisidir.
Kaotik osilatérden alinan sinyaller diisiik frekansta érneklenmis ve
basit bir post-processing ile bit dizileri olusturulmustur. Elde edilen bit
dizisi NIST testinden basarti ile gecmistir. Calismadaki yolun diger yarisi
ise verici ve alicida bulunan iki kaotik osilatériin senkronizasyonu ile
gtivenli bir iletisim sistemi olusturmaktir. Hem verici hem de alici
parcalarda 6zdes bir giirtiltii benzeri sinyal tretilir. Verici kisminda
bilgiye giirtiltii benzeri kaotik bir sinyal eklenmektedir. Alicida, bu ayni
gtiriltii benzeri sinyal algilanan sinyalden c¢ikarilir. Béylece bilgiler
gtivenli bir sekilde iletilebilir. Onerilen iki uygulamanin da SPICE
benzetimleri yapilmis, matematiksel analizler ile uyumlu oldugu
gosterilmistir. Onerilen devreler, ticari olarak bulunan devre elemanlar
ile gerceklenmeye uygundur.

Anahtar kelimeler: Kaotik sistem, Kaotik senkronizasyon, Devre
uygulamasi, CCII+, Giivenli haberlesme sistemi, Sozde-Rassal say1
ureteci.

1 Introduction

1.1  Analysis and applications of a hyperchaotic system

Nowadays, everything is demanded to be fast. This approach
has made powerful progress in digitalization. Today, from bank
accounts to social security issues, everything has found its place
in the digital world. Even food or market orderings are possible
while staying seated on the couch. Although this transformation
makes daily life easier, there are also some disadvantages
brought by digitalization. At the same time that they have
digitalized, they became open to some risks. The risks are
mainly related to information security. All verification and
payment process depends on some personal information. Card
numbers, passwords need to transmit in the process. As
mentioned above lots of information is transmitted through
communication channels, and sometimes this information can
be very confidential. Like in all communication methods,
channels can be reached from multiple receivers. Sometimes,

*Corresponding author/Yazisilan Yazar

especially in this case, it can be a digital eavesdropper.
Considering the information is confidential, it is completely
undesirable. Thus, the increasing security requirements in
communication and data storage has pushed developers to find
new solutions. Chaos theory has applications that can meet
these requirements. The application examples can be given as
secure chaotic communication systems which are proposed as
the secure way to transmit information and random number
generators (RNGs) which stand a good way of data encryption
[1]-[3]. Correspondingly, chaos theory has specific
implementations as chaotic image encryption applications
[4]-[6], industrial internet of things (IoT) [7], communication of
interconnected embedded devices [8], extinguishment of the
security drawbacks of Vigeneére cipher algorithm used by
cryptography systems [9], and besides data encryption, chaos
theory has some applications to do with biological modelling
[10], financial estimations [11], industry management [12].
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In the referred image encryption application [4], Liu et al.
suggested a method based on chaos theory and public-key
cryptography (double random phase encoding) for a system
that is capable to make optical encryption and decryption
respectively in 0.0245s and 0.072s. It is an illustrative example
of chaos theory usage in optical communication systems. In the
referred industrial [oT application [7], thanks to chaos theory
two HR-coupled neuron systems were synchronized better
with good stability to be used in industrial loT. Similarly, in the
communication of embedded devices [8], chaos theory meets
the requirements of confidentiality for information
transmission used in Wireless Sensor Networks (WSN) and IoT.
For data encryption chaos theory offers fast, reliable solutions
either in optical transmission or WSN applications.

As itis seen from the referred studies chaos is a very part of life.
For the reason that chaos theory exhibits unpredictability,
similarity to randomness, reproducibility, synchronization and,
sensitivity to initial conditions, it suits well to the all referential
applications [13].

In this study, secure communication and random number
generation applications were focused. In secure chaotic
communication systems / applications, a transmitted signal is
encoded and hidden, and for this reason, it is very important to
obtain the data as close to its original by decoding it correctly.
Also, since chaotic systems are very sensitive, the system must
be well synchronized [14],[15]. There are many methods
proposed for the synchronization of chaotic systems in the
literature [16]-[18].

Random number generators have two types: Pseudorandom
Number Generators (PRNGs) and True Random Number
Generators (TRNGs). Generators that produce a sequence
seems random at the end of a certain algorithmic process are
called PRNG, while the hardware entropy sources that include
the noise in the system are called TRNG. In RNGs, the system
must ensure some specific tests as autocorrelation, bitmap,
frequency, cumulative sums, etc. [19]. The success of a random
number generator is scaled by the amount of test accomplished.
There are test suites that used for testing random number
generators, like NIST and Diehard [19]-[21].

For creating these applications, chaotic systems that create
strange attractors were proposed. Chaotic systems are
nonperiodic, inherently unpredictable, and highly sensitive to
their initial conditions [22]. These unique properties make
chaotic systems useful for applications like secure
communication and data encryption.

Chaotic systems are given as differential equation sets, and with
some specific coefficients that make them behave chaotically.
The first chaotic system that creates chaotic attractors found in
1963 by Edward Lorenz [23]. It is a three-dimensional chaotic
system found while studying atmospheric convection. The
equation set which is named by Lorenz is given below as
Equation (1).

x=aly—x)
y=cx—xz—y )
z=xy—bz

Lorenz equation set which is given by Equation (1) behaves
chaotically with coefficients a=10, b= 8/3, c=28.

Following studies in this field have made available many
chaotic system equation sets and electronic circuits depended
on them. In 1990, the synchronization idea of two chaotic

systems is suggested by Pecora and Carroll [24]. According to
Pecora and Carroll synchronization of chaotic oscillator circuits
may create an opportunity for secure communication. It was an
essential step to form a chaotic communication system. The
first chaotic system that is used to transmit information
securely is defined in 1993 by K. M. Cuomo et al. [25]. Cuomo et
al. used two chaotic oscillator circuits created by using the
Lorenz equation set as transmitter and receiver with the
synchronization idea. In 1992, Parlitz et al. used Chua’s circuit
to create a communication system [26]. In 1997, A. Iglesias et
al. similarly used the Chua’s circuit to create a secure
communication system, they have achieved to send a masked
picture with this system [27]. In 2009, Arman et al. defined a
new fractional chaotic communication system based on
extended fractional Kalman [28]. This is a different approach
that uses the fractional Lorenz equation set. Lately, there are
popular studies on chaotic secure communication systems
implemented by electronic components using active elements
as op-amps [29],[30], current conveyor (CCII+) [31],[32],
DVCCs [33] etc. In 2020 Algin et al. used CCII+ while designing
Sundarapandian-Pehlivan Chaotic Oscillator (SPCO) to create
FPGA for secure communication implementation [14].

The first attempt to create random numbers happened in 1927.
L.H.C. Tippett developed a table that includes 41.600 random
numbers and this table is published in Cambridge University
Press [34]. In May 1947, RAND corporation started creating
random numbers by using an electronic simulation of a roulette
wheel, and this study was published in 1955 as a random
number book named A Million Random Digits with 100,000
Normal Deviates [35]. In 2018, circuit designs and applications
of 4D hyperchaotic equation set is done. In this study PRNG is
created to mask an image [36]. Soon, generating RNGs which
are ensuring tests and giving response fast in real-time
applications are important. In 2020, B. Widynski explained a
counter-based method named Squares RNG. Widynski defines
the method as one of the fastest counter-based RNG of all time
[37].

In this study, the hyperchaotic system, which is defined by Bao
Bocheng, Liu Zhong & Xu Jianping in 2009 is handled to
accomplish given applications [38]. Bocheng et al. explained
both three-dimensional and four-dimensional chaotic systems
in their study. The Equation set of the hyperchaotic system is
given below by Equation (2).

( x=alx-y)

iyffz—cy+w )
z=xy—bz
w=d(x+y)

Bocheng equation set behaves chaotically with coefficients
a=20, b=4, ¢=32, d=70. Equation set behaves periodically if
d=92 with the same other conditions. Chaotic behaving signals
generates chaotic attractors when the signals are plotted
according to each other. Chaotic attractor is composed of two
or three non-intersecting, non-periodic chaotic signals.
According to the number of signals, shape is called 2D or 3D
chaotic attractor and the graph is named Phase portraits. The
three-dimensional chaotic attractor shape of Bocheng equation
set is given in the Figure 1.

Bao Bocheng et al. defined chaotic and hyperchaotic systems in
their study and they proposed applications of chaotic systems
by using operational amplifiers by LM741 or LF347, and
multipliers by AD633 [39]-[41]. The handled study was
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including a parallel synthesis method while designing the
circuit and extra numbers of elements were used. In this study,
the suggested structure includes active elements like analog
amplifiers and current conveyors to reduce noise and cost in
circuit through reducing element numbers.

Z-Y-X

00 L 250

Figure 1. Phase portraits of Z-Y-X variables of bocheng
equation set.

2 Analysis of dynamical differential equation
set

Clearly, the origin (0,0,0,0) is the unique equilibrium of the
differential equation set that is given by Equation (2). The
handled equation set behaves chaotic with the initial conditions
x(0)=1, y(0)=1, z(0)=1 and w(0)=0 and parameters
a=20, b=4, c=32, d=70. The analysis of the differential equation
set was done to acquire chaotic behavior of variables. Time
series and phase portraits were obtained theoretically by
solving differential equations with giving chaotic parameters
and chaotic initial conditions using MATLAB [42]. Time series
is the time-based plotted signals. If the examined signal is
chaotic, time-based plotted signal shouldn't be periodic or
repetitive at any time. Time series of X and Z variable in the
equation set is given in Figure2.

a0 Chaotic Waveform of X Variable

v

10 20 30 40 50
Time, [s]

~

Figure 2. Time series of X variable.

As it was explained before, phase portraits were generated by
plotting instantaneous state of two or three chaotic variables
according to each other. They are famous for generating shapes
like the wings of butterflies which is given by Figure 3.

These oscillations were obtained with chaotic parameters, on
the other hand by wusing periodic parameters
(a=20, b=4, c=32, d=92) a shape drawn by a singular line should
be obtained as illustrated by Figure 4.

Figure 4 is the same phase portrait given in Figure 1 with the

exception of changing parameters from chaotic to periodic. As
reported before, phase portraits of the periodic signals need to

be close to the single-line shape. In the Figure 4 the gathered
shape is almost a single line.

Y-Z
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Y

Figure 3. Phase portraits of Y - Z variables.
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Figure 4. Phase portrait of Z-Y-X variables with periodic
parameters.

2.1 Lyapunov Exponentials and Bifurcation Diagram

The divergence of the system can be calculated as given in
Equation (3).
VV—ax+ay+aZ+aW— b 3
T ox oy oz aw ¢ ¢ (3)
By using the chaotic parameters Equation (3) becomes
VV =20 — 32 — 4 < 0. Because the divergence is negative, the
system is dissipative and support the chaotic attractors.

The Lyapunov exponents were calculated as L1=0.936,
L2=0.078, L3=-0.723 and L4=-16.291 with parameters
a=20, b=32, c=4, d=70 [43]. By using these exponents, the
Lyapunov dimension or Kaplan - Yorke dimension [44] can be
calculated as given in Equation (4).

Jj

1

Dky = ]+ Z Li (4)
|Lj+1] &

Here ‘/’is the largest integer for which L; + -+ + L,, = 0. For the
system Ly + L, + L3 > 0 and j=3. Thus, the Kaplan - Yorke
dimension was acquired by solving Equation (4) as,

L4l
Lyapunov exponentials are standards for being chaotic. When
variables are plotted as Lyapunov exponentials according to
time if the highest exponential is positive (>0) equation set is
accepted to be chaotic. If there are no positive exponentials, this

equation set converges to a constant value. If there are more
than one positive exponential, the equation set is accepted as

Dyy = 3+ = 3.0186.

703



Pamukkale Univ Muh Bilim Derg, 28(5), 701-709, 2022
E. Telli, Z.G. Cam Tagkiran

hyperchaotic [43]. In this study, there are two positive
Lyapunov exponents (L1 and L2) and the sum of Lyapunov
exponents are negative, which means this equation set is
hyperchaotic. Lyapunov exponents obtained mathematically of
the Bocheng equation set were given by Figure 5.

o Dynamics of Lyapunov exponents

40 - 5

Lyapunov exponents

o 5 10 15 20 25 30 35 40 a5 50
Time, (s)

Figure 5. Lyapunov exponents.

A bifurcation diagram is the plotting of one variable according
to one parameter of the equation set. Here is ‘d’ parameter was
chosen for adjustment. According to changing values of ‘d’, peak
values of Z are obtained. Classifying the equation set's
behaviour as regards parameter values is possible. Considering
the given plotting, line-like parts of the graph give the ‘d’
parameters for the periodic or quasi-periodic behaviour. The
points on the graph that have a lot of dots show chaotic
behaviour parameters. As this number increases, chaotic
oscillations of the equation set increase as well. Bifurcation
diagram is shown in Figure 6.

-600
0 50 100 150
d

Figure 6. Bifurcation diagram.

As it is seen from the given Figure 6 at the point d=92, there is
a periodic or quasi-periodic appearance. Also, at the point
d=70, chaotic behaviour can be seen. After the given analyses
were done, modelling these chaotic variables by capacitors, and
modelling these equations with required circuit elements like
analog multipliers, current conveyors should be done to
process real-life implementations.

3 Circuit design of hyper chaotic oscillator

Each chaotic variable was modeled through capacitor voltages.
Thus, each equation in the equation set has become a node
equation in accordance with the current-voltage definition
relation of the capacitor element. The circuit design has been
made by connecting one terminal of the grounded capacitors to
these nodes. Chaotic parameters were provided with passive
element values in the circuit. At this stage, coefficients of
equations were modelled by elements as capacitors and
resistors. Thus, the chaotic oscillator which is given by Figure 7
circuit was composed.

Bs
L]
= Vo x
cen-

Figure 7. Chaotic oscillator circuit design.

After the analyses were done with chaotic parameter values,
some element values were acquired using MATLAB. These
element values needed to be normalized first to be expanded to
applicable values. Therefore, element values were normalized
first then the mathematical analyses were done with these
normalized element values. Next, the values were changed to
applicable denormalized values by extending them
proportionally. Thus, applicable denormalized element values
were acquired. For the purpose of getting optimum results,
some optimization was done to the values experimentally. The
used element values can be found in Table 1.

Table 1. Denormalized element values

Element Value Element Value
Cx 5x10-9F Rs 160 O
Cy 6.25x10-9F Rs 5kQ
(0 25x109F Re 5kQ
Cw 2.86x109F R7 5kQ
R1 10 kQ Rs 40 Q)
Rz 10 kQ Ro 160 kQ
R3 10 kQ k (AM) 0.1

Applying this extended element values

to equations

denormalized parameter values were obtained as in Table 2.

Table 2. Denormalized parameter values.

Parameter Formula Value
a 1/(Cx*R1) 20000
b 1/(Cz*R3) 4000
c 1/(Cy*R7) 32000
d 1/(CwxRe) 70000

When the same time series and phase portraits with the
theoretical solutions were achieved through OrCAD
simulations given by Figure 8 and Figure 9 the design of an
applicable chaotic oscillator is completed. In all simulations, the
commercially available AD844 integrated circuit was used as
CCII + by leaving the w port open, and the AD633 integrated
circuit was used as an analog multiplier.

Figure 8. Time series of the four variables.
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Figure 9. Phase portrait of Y - Z variables.

4 Applications of dynamical differential
equation set

As reported before, chaotic oscillators have some applications
in secure communication systems through synchronization and
in safe data storage systems through the pseudorandom
number/bit sequence generation.

41

Chaotic oscillators and their circuits have some usage in terms
of modulation of the information signal. This modulation
creates unpredictability and safety of the information signal, it
adds irregular appearance to the information signal. The
classical method in chaotic communication is to add a chaotic
variable to the information signal to be transmitted in the
transmitter part, to ensure that the transmitted signal has a
noise-like structure. In this way, a perception is created that the
transmitted signal does not carry any information. In the
receiver part, it must be the same as the chaotic signal added,
so that the information can be retrieved with a simple
subtraction process. For this reason, the synchronization of the
receiver and transmitter is very important. The method for
synchronization was provided through difference addition by
connecting two variables/capacitors with a current conveyor
and a resistance [8]. This method requires to add a difference

Secure communication system

term or an error term. Therefore, an error term has been added
to the equation on the receiver side of the 'z’ variable selected

for synchronization. The value € = 1/500C was determined as
y
the error term coefficient.

Related equations for both transmitter and receiver circuits
were given respectively by Equation (5) and Equation (6).

; 1
% =TER; (e = ye)

. 1
Ve = XeZg _W}’t + wy

(5)

Zt =XVt — o

In the Equation (5) all parameters were identified as
(Xt ¥, zt, we) for transmitter.

In the Equation (6) all parameters were identified as (xr, yr, zr,
wr) for receiver. As an error term ‘€(zt+zr)’ was added to the
equation for variable Z.

. 1
Xr = Cle (xr - yr)

i = —_— +
Yr = XrZr — o Vet Wr
(6)

1
TR T €zt — z)

Wr. (e +y7)

_ 1
B CWR6

These two chaotic signals must be generated at the same time,
in other words, these oscillators need to be synchronized for
addition in the transmitter and subtraction in the receiver at
the same moment with the same value.

In this sense, the circuit given by Figure 10. was composed
theoretically.

4

,\
o)

i

=

2]

7

=

Y “
L2
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I
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TRANSMITTER

ol |
d8

RECEIVER

Figure 10. Secure communication system circuit design.
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Then, by using OrCAD software, circuits were simulated and
executed. The same results with theoretical solutions and
OrCAD simulations for secure communication system were
obtained using denormalized design parameters in Table 2.

Synchronization of two identical chaotic oscillators in the
transmitter and in the receiver was achieved. Figure 11 shows
the synchronization of X variables/capacitor voltages in
approximately 1.1 ms. Figure 12 shows the synchronization of
Z variables/capacitor voltages in the same small-time.

In this example, a sinusoidal signal which has 1 kHz frequency,
and 0.1 V amplitude was used as information signal. By the
addition of this synchronized signal to the information signal,
an information-carrying signal with a noise-like appearance
was obtained. This signal was shown in Figure 13 As can be
seen, the signal transmitted from the transmitter to the receiver
is of an unpredictable structure, similar to noise.

In the receiver part, this identical noise-like signal was
subtracted from the received signal. It can be seen from
Figure 14 that after the synchronization was achieved, the
information signal, in this case, it is a sinus signal was obtained
purely.

4.2

The other application of this study is the pseudorandom
number generator. This PRNG can have applications like
frequency modulation so, again a secure communication
system can exist through software. But the primary application
of PRNG is the encryption of stored data. Unpredictable chaotic
bit sequences generated from PRNG can be added to any digital
signal. And this chaotic signal becomes the key to the stored
data.

Pseudorandom number generator

0.40ns
u(cxi:2)

0.80ns 1.20ns 1.66ns 2.00ns

0 U(BASLA)

2.48ns

Tine

3.26ns 3.60ns 4. hims

Figure 11. Synchronization of X variables in simulation with applicable parameters.

s 1.80ns
o U(TRAMSHITTER) » U(RECEIUER)

6.53ns

Figure 12. Synchronization of Z variables in simulation with applicable parameters.
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Figure 13. Masking of the information signal by chaotic signal. (a): Information signal. (b): Info, chaotic and masked info
(transmitted) signals.
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Figure 14. Comparing obtained information signal with original information signal after the subtraction of synchronized chaotic
signal. (a): Obtained info signal vs. original info signal. (b): Obtained info signal with original info signal.

In this study, the PRNG was generated by examining the voltage
of the X capacitor. Samples taken from the X channel of the
chaotic oscillator were sampled for 818 seconds at a sampling
frequency of 600 Hz. After the sampled data was converted into
float type numbers, the second digits after the comma were
examined. If this number is an odd number, logic'l ', if it is an
even number, logic'0' is recorded to create a bit sequence. The
size of the generated bit sequence is 490772.

4.2.1 Testresults obtained from NIST

After the bit sequence was generated, to approve the
randomness of the sequence, the sequence was applied to NIST
tests as a 10-bit stream, and the results were obtained.

In the results shown in Table 3, P-value should be greater than
0.01 to be considered random in each category like Frequency,
Cumulative sums, Linear complexity, etc. This is the number of
bits that are rejected in the percentage. Considering obtained P-
value results from NIST tests given in Table 3, the bit-stream
deserves to be named random. Thus, for the applications of
frequency modulation and safe data storage 490772 pieces of
random bits were generated in this study. These bits were
passed the randomness tests of NIST successfully.

5 Conclusion

In the study in which the examined and applied equation set
was introduced [29], a circuit that realizes this set of equations
was also proposed. The circuit proposed in the original article
is opamp-based and contains 12 active elements. The CCII+
based circuit proposed in this study contains 9 active elements.
The reduction of the number of elements is an advantage
considering noise reduction and compactness of
communication devices. Consequently, with the different
approach, the circuit application of a secure communication
system was achieved by synchronizing two identical chaotic
oscillators. This circuit was composed of applicable element
values to prove that it can be implemented in real life.

Also, for safe data storage applications and secure
communication systems pseudorandom 490772 bits were
generated in 818 seconds. This bit sequence has passed from
NIST randomness tests, it deserves the 'random’ title. The
proposed receiver and transmitter configurations can be
realized with commercially available elements. Since the
proposed PRNG has the same structure, it can be converted into
a TRNG by the physical implementation of the oscillator.
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Table 3. Test results obtained from NIST.

C1-C10 P-Value P-Value(xs) Proportion Statistical Test
1102200202 0.534146 0.870255 1.0 Frequency
3000120112 0.350485 0.727604 1.0 Block Freq.
0111211111 0.991468 0.882752 1.0 Cum. Sums
2200200022 0.350485 0.518107 1.0 Cum. Sums
0201204010 0.066882 0.720258 1.0 Runs
0021112111 0.911413 0.547014 1.0 Longest Run
2001212101 0.739918 0.829654 1.0 Rank
1012020004 0.066882 0.221796 0.9 FFT
1113101110 0.739918 0.648186 1.0 NonOverlappingTemp.
0001031203 0.122325 0.047416 1.0 NonOverlappingTemp.
1201111201 0911413 0.987851 1.0 NonOverlappingTemp.
0020103121 0.350485 0.218509 1.0 NonOverlappingTemp.
0210111211 0.911413 0.857053 1.0 Serial
0211110022 0.739918 0.681475 1.0 Serial
2111011030 0.534146 0.806425 1.0 Linear Complexity

Also, for proposed PRNG, the bit stream can be extended with
longer generation times. On the secure communication side, the
proposed scheme effectively ensures security with a
synchronization time of 1.1 ms. It is suitable for commercial
consumer electronics. The simulation results of the proposed
circuit and test results of random number generation
demonstrate the productiveness and effectiveness of the study.
The security issue of frequently transmitted information can be
solved by further implementations in real life thanks to the
applicable circuit proposed in this study.
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