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OzeT

Akilli telefonlarin hayatimiza girmesiyle birlikte akilli telefonlart kullanan kullanici sayisi her gegen giin artarak
devam etmektedir. Akilli telefonlarin fazla talep gérmesindeki neden, insanlarin bir cihazla istedikleri isleri tek
dokunusla kolaylikla yapabilmesidir. International Data Corporation (IDC) firmasinin 2016 2. ¢eyrek raporuna
gore; akilli telefon pazarinda Android %87.6 gibi ¢ok yiiksek bir paya sahiptir [1]. Android'in akilli telefon
kullanan kullanicilar arasinda popiiler olmasi ile birlikte agik kaynakli bir yapiya sahip olmasi ve markete
uygulama yiklenirken detayli olarak koétiiciil yazilim incelenmesi yapilmadigindan dolayr Android platformu
kotii niyetli kisilerin bir numarali hedefi haline gelmistir. Android market ve diger alternatif Android marketlerde
kotii niyetli uygulamalarin sayisi her gecen giin artmaktadir. G Data'nin 2015 1. Ceyrek raporuna goére; kotiiciil
yazilimlarin %50.3 finansal amaglidir [2]. Finansal amagh olmasindaki neden Avrupa kitasindaki kullanicilarin
%41'nin banka islemlerini akilli telefonlarim kullanarak yapmasidir [2]. Bu yiizden Android marketlerde
bulunan uygulamalarin kétiiciil olup olmadigini tespit etmek i¢in etkin koétiiciil yazilim tespiti yapan sistemlere
ihtiyag vardir. Bu ¢ergcevede bu ¢aligmada kotiiciil yazilim tespit sistemleri anlatilmustir.
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Android Malware Detection Systems Review

ABSTRACT

With the smartphones entering our lives, the number of smartphones continues to increase day by day. The
reason why smartphones are in so demand is that people can easily do what they want. According to IDC's 2016
Q2 report, Android dominated the smartphone market with an 87.6% share [1]. The Android platform has
become the number one target of malicious people because of Android has an open source and new application
installation has not been analyzed in detail. Therefore, the number of Android malicious applications are also
increasing every day on Google Play and alternative Android application markets.
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According to G Data's 2015 Q1 mobile malware report, 50.3% of malware is for financial purposes [2]. The
reason is that 41% of Europe's users use their devices for banking transactions [2]. Hence, there is need for

effective malware detection systems which are detect malicious software on Android application markets. In this
paper, malicious software detection systems will be explained.
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