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Abstract

In this study, it is aimed to address the problems that arise with the development of the digital economy thanks
to the digital transformation experienced with the Fourth Industrial Revolution (Industry 4.0), and to explain
what needs to be done by suggesting solutions in order to support the digital economy with a sustainable
development model. Since 1996, when the concept of digital economy was first introduced in the literature, many
studies have been carried out and the concept of digital economy has been used as a keyword in many scientific
papers, along with articles published in databases such as ScienceDirect, Wiley, Taylor&Francis, Springer,
SSRN, DergiPark. Due to the Covid-19 epidemic, which emerged in 2019 and was effective on a global scale, the
fact that individuals meet their basic needs and many needs through digital platforms has led to the acceleration
of digital transformation and entrepreneurship, the development of new production models, and the
diversification of digital marketing and digital economy tools. With the acceleration of the digital transformation
process, positive developments have been experienced in the context of the digital economy. However, this
situation has brought along some problems such as unemployment concerns, digital security problems, tax, audit
and financial reporting problems, problems in the supply of qualified personnel, difficulties in protecting
intellectual property rights, and selling low quality or counterfeit products. The aim of this study is to examine

the emerging problems and offer solutions, as well as the benefits of the digital economy that has developed with

digital transformation.

Keywords: Digital entrepreneurship, digital economy, digital transformation, digital security.

Oz

Bu calismada, Dordiincii Sanayi Devrimi (Endiistri 4.0) ile birlikte dijital doniistim sayesinde dijital ekonominin
gelismesiyle ortaya c¢ikan sorunlara deginilmesi ve dijital ekonominin siirdiiriilebilir bir kalkinma modeli ile

desteklenmesi maksadiyla ¢6ziim Onerilerinde bulunularak yapilmasi gerekenlerin anlatilmas1 amaglanmaktadir.

Dijital ekonomi kavramimn literatiirde ilk ortaya atildigi 1996 yihindan beri giiniimiize kadar pek ¢ok calisma
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yapilmis ve ScienceDirect, Wiley, Taylor&Francis, Springer, SSRN, DergiPark gibi veri tabanlarinda yayimlanmis
makalelerle beraber bircok bilimsel bildiri icerisinde dijital ekonomi kavrami anahtar kelime olarak kullanilmigtir.
2019 yilinda ortaya cikan ve kiiresel 6lgekte etkili olan Covid-19 salgin1 nedeniyle uygulanan yasaklar ve saghk
endiseleri, bireylerin temel gereksinimleri ve bir¢ok ihtiyacini dijital platformlar {izerinden karsilamasina, dijital
doniisiim ve girisimciligin hizlanmasina, yeni iiretim modellerinin gelismesine, dijital pazarlama ve dijital ekonomi
araclarinin gesitlenmesine neden olmustur. Dijital doniisiim siirecinin ivime kazanmasiyla birlikte dijital ekonomi
baglaminda olumlu gelismeler yagsanmasina ragmen bu durum issizlik endisesi, dijital giivenlik sorunlari, vergi,
denetim ve finansal raporlama problemleri, kalifiye eleman temini sorunlari, fikri miilkiyet haklarinin korunmasi
giicliikleri, diisiik kaliteli veya taklit tiriinlerin satilmasi gibi birtakim problemleri de beraberinde getirmistir. Bu
calismanin amaci, dijital doniisiimle birlikte gelisen dijital ekonominin getirdigi faydalarin yam sira ortaya ¢ikan

sorunlar1 incelemek ve ¢6ziim 6nerileri sunmaktir.
Anahtar Kelimeler: Dijital girisimcilik, dijital ekonomi, dijital doniistim, dijital glivenlik.
Introduction

The Covid-19 epidemic, which has affected the whole world on a global scale, has caused individuals to
meet many of their needs through digital marketing tools. This has contributed to the diversification of
digital marketing tools and the development of digital entrepreneurship with digital transformation.
The diversification of digital entrepreneurship marketing tools and the development of production
methods have increased the importance of the digital economy for countries. Due to the restrictions
imposed due to the pandemic and the emerging health concerns, consumers have had to use digital
marketing tools to meet their needs. After the pandemic, it is seen that global e-commerce has reached
approximately 5 trillion dollars by the end of 2021. In the next 5 years, this figure is expected to increase
by half and reach 4.5 trillion dollars. In a study conducted with the participation of approximately 3000
people in Europe and China, especially the USA, it was observed that especially food-related
expenditures increased by approximately 50% in China, approximately 30% in the UK and USA, and
approximately 25% in Germany (Statista, 2022). In Turkey, 0.33 billion TL in food and supermarket
expenditures from digital platforms in 2019 spent and this figure is 1.8 billion TL in 2020 with an

increase of 545% (Ikas, 2022).

After the global epidemic that emerged in 2019, e-commerce on a global scale has grown more than
twice in a short period of about a year. During the pandemic process, the average number of products
purchased per order increased by 60%. 44% of consumers have tried new brands and 43% of first-time
online shoppers stated that they think more positively about online shopping. In this process, 40% of
consumers stated that they were more comfortable with digital technology and e-commerce than before
the quarantine. Online gift shops reported an increase of approximately 490% in gross product value
compared to previous years (Worldef, 2021). As in many principles, online shopping has increased
approximately 3 times in Turkey after the pandemic. Compared to the previous year, this figure has
increased significantly, reaching approximately 2.5 billion Turkish Liras. Here, it is seen that the highest
demand is concentrated on food and market shopping (FinTech Istanbul, 2020). When March, April
and May 2019, when the pandemic was first seen in Turkey, and the same period of 2020 are compared,

it is known that especially online food and grocery shopping has increased by 528% from 246 million
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TL to 1.3 billion TL. While the number of businesses operating in e-commerce in Turkey was 68.457 in
2019, this number reached 256,861 in 2020 (an increase of 375%), which had significant implications
for the digital economy. In addition, the ratio of e-commerce expenditures in GDP in 2020 increased
by 51.8% compared to the previous year and showed a great difference. Although the rapid and
compulsory transformation process experienced by digital entrepreneurship has contributed to the

development of the digital economy, it has brought some problems (E-ticaret, 2021).

The aim of this study is to examine the problems that arise with the development of the digital economy
and to offer solutions. In order to achieve this aim, the content of the study is organized as follows: In
the first part, digital entrepreneurship and digital transformation, in the second part, the digital
economy, in the third part, the problems that arise in the digital economy are discussed. In the fourth
and last part, the results obtained are presented and suggestions are made for the solution of the

problems.
Digital Entrepreneurship and Digital Transformation

The concept of digital entrepreneurship, which emerged with the rapid adoption of developments in
information technologies by entrepreneurs; It is accepted as an area where emerging information tools
such as internet and cloud technology are used in the business world (Eyel and Saglam, 2021: 8). A
digital entrepreneur is defined as a person who can take risks by taking a constructive role in reaching
innovative solutions and create economic activity or social benefit by integrating them into management
effectively (Vural and Cavus, 2017: 52). Digital entrepreneurship is expressed as the search for
opportunity based on the use of digital media and other information and communication technologies
(McAdam et al., 2020: 349-350). Digital entrepreneurship, which is the new form of entrepreneurship
that develops with digitalization, requires that almost all of the activities carried out electronically. In
this way, a new understanding emerges with digital marketing tools, digital media platforms, digital
distribution channels and the digital workplace consisting of their combination. The extent to which
any business can carry out its activities in a digital environment, this shows the level of digitalization of
that business. For this reason, digitalization and digital transformation are important for businesses
and the internet has an important place. It is possible for people in different physical environments to
produce a new good or service at the same time (Younis et al., 2020: 57-58). The fact that seven of the
ten most valuable companies in the world are technology companies is shown as an important result of
digital commercial activities. The rapid digitalization of the goods and services offered after the global
developments has brought the digital economy to a more important and effective position in global

trade.

Most of the emerging technological innovations are used commercially by existing new businesses with
digitalization. New technologies emerging thanks to digital transformation take place quite differently
from the current traditional understanding of doing business (Aagaard, 2019: 18-19). In the first place,
entrepreneurship starts with the individual's ability to see new business opportunities thanks to his/her
competencies. The development and progress of this is possible by taking advantage of the emerging
technological innovations and entering into new searches. Thus, a real competitive advantage can be

achieved. New business models emerge with the adoption of new technologies developed with
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digitalization by entrepreneurs. This situation allows digital entrepreneurship to be moved to a different
dimension. Businesses gain the advantage of rejabet to the extent that they can realize digital
transformation. However, in the context of entrepreneurship, turning new technological developments
into opportunities depends on entrepreneurs acquiring new skills. Otherwise, it does not seem possible

to fully realize digitalization (Young et al., 2020: 2).

There are different definitions and studies in the literature on digital entrepreneurship. For example;
While Kollmann (2006) defines digital entrepreneurship as the establishment of a new business by
offering products and services over a virtual platform, Davidson and Vaast (2010) describe it as the
pursuit of opportunities based on the initiative of digital media, information and communication
technologies. Hair et al. (2012) expressed it as a form of entrepreneurship realized on digital platforms
instead of traditional entrepreneurship, while Yaghoubi et al., (2012) defined digital products or
services as a form of entrepreneurship that includes digital distribution, a digital workplace, a digital
marketplace or some combination of these. While Aulet and Murray (2013) defined it as
entrepreneurship that aims to operate regionally or even globally, thanks to the use of technology,
instead of operating locally, Rashidi et al., (2013) expressed digital entrepreneurship as the type of
entrepreneurship in which business is carried out using the internet and information technologies. This
form of entrepreneurship, which provides product development and income generation over the
electronic network, is considered as the digital transformation of business activity based on initiatives
that bring new digital products or services to the market (Welsum, 2016; Guthrie, 2014). Digital
entrepreneurship, which is a value creation activity that develops products, processes and economic
activities by using technology, can create significant differences in terms of production speed and
spread, unlike traditional entrepreneurship, using digital technologies, thanks to the intersection of
digital technologies and entrepreneurship (Giones and Brem, 2017; Sussan and Acs. , 2017; Parker et
al., 2016; Nambisan, 2016; Bogdanowicz, 2015; Von Briel et al., 2018). Le Dinh et al., (2018) define
digital entrepreneurship as a new way of doing business in the digital age as a result of the traditional
entrepreneur following technological developments. Digital entrepreneurship (Sahut et al., 2019;
Recker and Von Briel, 2019), which emerged as a result of the intersection of digital technologies with
traditional entrepreneurship, thanks to the use of new digital technologies as well as the use of new
digital technologies by creating transformation within themselves and directing economic and / or
social value (Sahut et al., 2019; Recker and Von Briel, 2019) is an entrepreneurial activity (Wentrup et
al., 2020). According to Satalkina and Steiner (2020b), it is an important driving force within the
innovation system that changes the structure, objectives and networking mechanisms of the overall
business system. Digital entrepreneurship is also defined as entrepreneurial opportunities created and
pursued through the use of technological platforms and other information communication equipment.
In short, digital entrepreneurship can be defined as the realization of entrepreneurs' new business ideas
and ideas by shaping them with digital outputs. Therefore, digital entrepreneurship encompasses many
business categories. As technology advances and evolves, these categories (eg, marketing, sales,
products, distribution, stakeholder management, operations) and new categories can potentially be

shaped.
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Activities carried out in the context of entrepreneurship are easily controlled thanks to digital methods
and tools and the data obtained is preserved. Social networks, digital platforms and digital tools
strengthen the technological infrastructure of digital entrepreneurship. In this way, it becomes easier
to use the information obtained in a commercial sense and the emergence of new business models
(Naudé and Liebregts, 2020: 2-4). With the ease of access to the Internet, the development of new ways
of doing business and the ease of establishing a business, digital entrepreneurship and digital
businesses have also increased. This form of entrepreneurship is positioned on the basis of producing,
obtaining, processing, using and creating value. The decrease in the costs of accessing digital technology
and the rapid and easy dissemination of information have led to an increase in digital entrepreneurship.
Thus, establishing a business, doing business (producing goods and services) and being able to compete
becomes easier. This form of entrepreneurship, which is based on the Internet-based information
exchange as the main argument, is increasing day by day. Low market entry costs, low cost of doing
business and production direct entrepreneurs to this field. In short, anyone who can produce goods or
services using innovative technologies and do this using digital tools (marketing, distribution,

promotion, sales) is a digital entrepreneur (Ratten, 2020: 93-94).

Deloitte (2018) defines digital transformation as a business's use of digital technologies to increase its
current operations and profitability. It is stated that the “Digital Transformation” or the “Second
Machine Age”, in other words, is more focused on producing added value, based on information, access,
interaction and cooperation, rather than physical and industry-oriented production (Brynjolfsson and
McAfee, 2014: 9- 13). Hess et al. (2016) defines digital transformation as the whole of the changes
experienced in the products and services they offer together with the new changes they have created in
the corporate structures of the enterprises with the new processes and business models that have
emerged thanks to the developing digital technologies. Digital transformation is a comprehensive
transformation that will affect all the functioning of businesses, supplier, customer and employee
relations, business value chains, business processes, as well as business models, organizational
structure, leadership understanding and working styles, which are ways of providing value and earning
income. Businesses in the digital transformation process mostly talk about the difficulties of this process
(Oswald and Krcmar, 2018). Due to the developments in Information and Communication Technologies
and changing social needs, the holistic process that businesses have realized between business
processes, business models, human, capital and technology components in order to provide more
effective and efficient service and to ensure satisfaction is called "digital transformation". For this
reason, there is a need for a strategy and roadmap that will successfully manage this process of change
and transformation. What is required to prepare a functional digital transformation roadmap is for

businesses to know well what transformation strategy to adopt.

Digital transformation is based on the way businesses realize their business models and the ability to
accurately and effectively manage the feedback obtained. Businesses need to align their existing
infrastructure, business processes, organizational forms, data and application systems, new business
models, with new customer needs requirements (Stepantseva, 2020: 15). Most digital transformation
activities also involve the transformation and adaptation of innovation processes. While the focus on

digital innovation has long been a reality for businesses in the information and communications sector,
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it now applies to many businesses in traditional industrial sectors such as machinery, automotive, retail
and logistics (Lichtenthaler, 2018: 499). It is accepted by scientists and researchers that significant
changes have occurred in the social, structural and economic fields of social life with the rapid
developments experienced. In the current conditions, where the world population exceeds 7 billion and
the number of people using smartphones and mobile data is over 5 billion (Brahima, 2015:2), digital
transformation has gained a great speed globally in individual, corporate and public spheres. Achieving
development in terms of industry mostly depends on the development of electronic and information
technologies. These developments in technology enable businesses to maintain their advantages in
terms of efficiency and effectiveness (Davidson and Vaast, 2010: 2). Today, most of the businesses
operating in different sectors have realized that digital transformation is important for the profitability
and sustainability of businesses. Therefore, the transformation of business functions such as sales,
marketing, human resources, operations, finance, research and development and customer support into
digital environment has become inevitable. Gale and Aarons (2018), in their study on businesses that
successfully realize digital transformation, revealed that operating costs decreased, innovation
opportunities increased, they became an effective business by gaining a more systematic structure, and
thus a competitive advantage was gained. In addition, businesses have realized that the way to specialize
in supply chain activities is through digital transformation. For this reason, it is important for
businesses to create new strategies and put them into practice so that they can implement digital
transformation and be successful. One of the most important aspects to consider in digital
transformation is to develop a corporate strategy that is designed, created and implemented by
leveraging digital resources to create a new business strategy and create value. Therefore, digital
transformation has a strong and growing relationship with digital entrepreneurship. However,
sometimes this relationship is perceived differently and confused with each other. In order to explain
the differences between digital transformation and digital entrepreneurship, the supply and demand
aspects of entrepreneurship should be well expressed. Digital entrepreneurs can create digital
transformation in their businesses by utilizing the opportunities that arise thanks to digital

transformation.

In the digital economy era, digitalization is a strategic management issue for businesses. In current
studies on digitalization and digital transformation, digital technology infrastructure, competitive
advantages of enterprises are discussed and the digitalization process is examined (Wang et al., 2020:
442). The development of digitalization is accompanied by digital transformation. The success of
digitalization depends on replacing existing technologies with new ones, developing new business
models, and following processes with completely digital methods and tools (Sotnyk et al., 2020: 98).
Businesses that have successfully completed the digitalization process not only show their presence in
the market they compete in, but also globally. With digital transformation, businesses can reach more
and different consumer groups (Matarazzo et al., 2020: 61-62). For this reason, the successful
realization of digital transformation is important for businesses to maintain their existence and gain
competitive advantage. However, this process is not only a process that businesses can perform

holistically with their own means. The most important reason underlying this is that the digital
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transformation ecosystem is not sufficiently developed for the realization of digital transformation. In
terms of digitalization, necessary IT and network infrastructures need to be developed. The success of
digitalization will enable the enterprise to develop business methods and tools and to completely
digitize its business processes. Digital transformation requires a radical overhaul at all levels of the
business. This inevitable change requires the adoption of a transformational general approach that

addresses architecture from business model to business processes.

Countries implement many new applications in order to achieve success in digital transformation. The
following examples can be given (BSTB, 2018b: 39): The European Union (EU) has prepared a 100
billion dollar grant program for Research, Development and innovation; The Netherlands has created
a network of digital centers of excellence; With the concept of Japan Society 5.0, it foresees the impact
of digital transformation on every aspect of life; South Korea trains an army of designers in the field of
additive manufacturing. In Turkey, on the other hand, the subject attracts attention by government
institutions, universities, development agencies and a wide range of individuals. Many strategic plans
are being prepared and incentive systems are in operation. Turkish Employment Agency (ISKUR)
(2018) develops important projects and collaborations for young people to adapt to digital

transformation.

Tiirkel and Bozagac (2018: 422) have shown that businesses gain competitive advantage and are more
successful in adapting to technological environmental conditions thanks to technological developments
and new management production models that have emerged with information technologies. In another
study, Pehlivanoglu (2014: 147) states that in the current market conditions, businesses should produce
new technology and be open to innovations in order to maintain their existence and gain superiority
over the businesses they compete in the market. In the study, which deals with the difficulties that
businesses will face with the fourth industrial revolution, the analytical network process in the method
where there is more than one alternative decision system and its importance for businesses are

emphasized (Ozkaya et al., 2019).

Digital transformation has some components. These components that make up the digital
transformation roadmap are expressed as follows (Ministry of Industry and Technology and TUBITAK,
2018):

v' Human: Raising a qualified workforce by improving the educational infrastructure.

v Technology: Developing innovation capacity with technology.

v Infrastructure: Strengthening the information technology foundation and data transfer
infrastructure.

v Suppliers: Providing support to local and national technology producing enterprises.

v Users: Encouraging stakeholders to technology and digital transformation.

v" Governance: Understanding the importance of branding and corporate governance.

It is important that these components are implemented in a coordinated way in order for businesses to
carry out the digital transformation process successfully. Otherwise, failure of the transformation

process to be realized at the desired level will prevent businesses from reaching their desired goals. In
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addition, this situation will cause businesses to lose their competitive advantage and sustainability over
time. For this reason, it is of great importance to fully realize the digital transformation in the transition

to the digital economy.
Digital Economy

The term digital economy was first used by Dan Tapscott (1996). The concept of digital economy, which
has constantly changing definitions and does not have a precise definition, is explained in the most
comprehensive way in the report prepared by OECD (2015a). According to this report, the digital
economy; It penetrates numerous aspects of the world economy, influencing sectors as diverse as
banking, retail, energy, transportation, education, publishing, media or healthcare. The digital economy
refers to all economic activities in these sectors in digital form. The concept of digital economy, which
is often confused with e-commerce, is a concept that also includes e-commerce, as can be understood
from the comprehensive explanation of the OECD. The digital economy encompasses all fields of

information technology, communication and informatics.

» «

This concept, which is also expressed with terms such as “knowledge economy”, “network economy” or
“new economy” (Mastar Ozcan, 2016: 74); It can be defined as the transformation process brought
about by information and communication technology, which makes technology cheaper, more powerful
and widespread, improves business processes and supports innovation in all sectors of the economy
(OECD, 2015: 11). E-commerce and digital economy are often used synonymously. However, when
viewed from a broad perspective, the digital economy includes e-commerce. For this reason, e-
commerce is only one of the components within the concept of digital economy. In addition to electronic
commerce, the digital economy includes all activities such as online advertising, online payment
services, cloud computing, web-based advertising, three-dimensional printing, and the use of digital
money (Mastar Ozcan, 2016: 73). By definition, the digital economy encompasses information and
communication technologies, including production and services, digital content, and everything from
e-commerce to music. However, taking this standard definition as a basis while classifying also causes
some important digital activities to be overlooked. As digital tools spread to a wider area and find use

in more sectors, the number of digital companies is also increasing (Portes, 2015: 3).

Due to the development of information technologies, economic activities carried out in the digital
environment have reached a significant volume in the international market. In 2021, retail e-commerce
sales within the digital economy reached approximately US$4.9 trillion worldwide. It is estimated that
this figure will grow by about 50 percent in the next four years, reaching approximately $7.4 trillion by

2025 (Statista, 2022).
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Figure 1. The Expectation of The Change and Development of E-Commerce Over The Years (Statista,
2022).

With the digital evolution of ways of doing business and commercial activities, it has become a necessity
for businesses to follow the requirements of the digital economy. For this reason, businesses have had
to determine new roadmaps for the transition to the digital economy. As a result of digitalization,
businesses need to benefit from social networking tools, mobile technologies and smart systems in order

to adapt the emerging new business models (Ungureanu, 2021: 28).

Mesenbourg (2001) stated that the digital economy should be considered as having three basic
components. These; infrastructure, electronic business processes (how the business is carried out) and
electronic commerce transactions (online sales of goods and services). The main features of the digital
economy that increasingly characterize the modern economy, although not simultaneously present in
any business; mobility, reliance on data (especially big data), network effects, versatile business model,
monopoly or oligopoly tendency, low barriers to entry and volatility due to rapidly developing
technology (OECD, 2015b: 73-74). Since the use of digital economy is becoming more and more
widespread in the world, the EU Digital Economy and Society Index (DESI) has been published by the
European Union Commission for the digital economy every year since 2014, and the digital performance

of EU member countries is measured with this index.

In a study on the digital economy, Nagy (2017) evaluated the digital economy situation of Hungary by
analyzing the digital economy and society situation of Hungary and Ukraine. Then, using secondary
data published by the European Commission, Nagy (2017) found that Hungary, from the two countries
he compared, was more developed and showed higher growth rates in terms of digital economy.
Castellacci and Tveito (2018), in their study as a literature review, concluded that there are four
channels through which the digital economy can shape welfare and development. This situation has
also changed the concept of individuals' time management with digitalization. In this way, the
emergence of new and different social environments, the rapid spread of information, its becoming a
global power, and the easy and cost-effective access to information have made significant contributions

to the living standards of individuals. Konu (2020) examined the impact of the digital economy on
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sustainable development with the horizontal-section regression analysis method. According to the
results of the econometric study conducted by EU countries using 2018 data, it was concluded that the
innovation variable did not have a significant effect on the Sustainable Development Goals Index,
however, the EU Digital Economy and Society Index (DESI) appears to has a statistically positive and
significant effect on the SDGI (Sustainable Development Goals Index). Dogruel Anuslu and Firat (2020)
used factor analysis and regression analysis in their studies investigating the effects of Industry 4.0 on
sustainable development and environmental performance. In the study, Dogruel Anuslu and Firat
(2020) used 2018 data from 116 countries. They preferred the GII for Industry 4.0, and the
environmental performance index and sustainable development goals to represent sustainable
development. In the results of the analysis, it has been determined that Industry 4.0, which has a very
high relationship with innovation, has positive and significant effects on the concept of sustainable

development.

Entrepreneurs in different geographical regions can create new and strong collaborations thanks to
digital technologies. This gives them the opportunity to compete not only in the market they compete
in, but also on a global scale. Thus, new opportunities and new collaborations emerge (Nobanee and
Dilshad, 2020: 4807). In order to realize the digital transformation, which is the necessity of the
transition to the digital economy, businesses need to acquire and use certain technologies. In this
context, businesses need to allocate financial resources in order to benefit from new technologies and
methods. The spread of digital entrepreneurship has increased the importance of the digital economy.
However, Block et al., (2020: 397) stated that the digital economy may cause problems that may
negatively affect social life in the industries and economies of developed countries. This indicates that

the developing digital economy will have some negative feedback as well as positive effects on social life.

When the concept of digital economy is taken into consideration, it is understood that information
technologies and information tools/systems are at the center of the concept of digital economy. Digital
services, sharing economy and businesses constitute the digital economy in a narrow scope. Along with
digitalization, electronic commerce, industry 4.0 and algorithmic economy explain the concept of digital

economy on a large scale.

Core:Digital IT/ICT
Industry

E commerce, )
Industry 4.0, \\
Algorithmic

Economy

Figure 2. The Concept of Digital Economy in Narrow and Broad Sense (Bukht ve Heeks, 2017).
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While software, hardware and telecommunication sectors are accepted as the core point of the digital
economy in this template, the current and most comprehensive phase of the digital economy includes a
process ranging from software and hardware to the sharing economy and from the sharing economy to

industry 4.0.

Varian, (2016: 7) proposes five main ways in which digital technologies will transform economic

activities and they explain these ways as follows:

Data Collection and Analysis: Production-related data can be stored in the computer environment and
these stored data will be analyzed in order to prevent and minimize a possible production error in the
future. Thus, failure points of automobiles, mobile phones, smart devices and other complex devices

will be detected more easily and lower cost and quality products will be produced.

Personalization and Customization: Now businesses will be able to offer customized products and
services. Customers will prefer the more experienced of these companies and will rely on vendors to
store information about their purchase history, billing preferences, shipping addresses and other

details.

Experience and Continuous Improvement: Companies will be able to use large data sets to improve
their performance thanks to online systems. In this direction, they will be able to automate systems and

use strong alternative algorithms for production and resource allocation.

Contract Innovations: Contracts are critical to economic transactions. But monitoring contractual
performance without a computer is often difficult or costly. Therefore, businesses and consumers will
be able to monitor the performance of production or products thanks to computers and contracts, and
will eliminate the situation of encountering asymmetric information such as negative selection. For
example, thanks to vehicle monitoring systems, it will be possible to obtain information about the usage
history and vehicle health of the vehicles, thus eliminating the risk of purchasing a worn and defective

vehicle.

Coordination and Communication: Even very small businesses today have access to communication
services that only very large and multinational companies could afford 20 years ago. Now these small
businesses can easily operate on a global scale. Because the cost of transport and communication has
fallen dramatically, and mobile devices have enabled the global coordination of economic activities that
was so difficult just a decade ago. For example, authors today can collaborate on documents at the same
time, even if they are thousands of miles away. As video conferencing, internet and information
communication technologies spread, a flexible structure emerges that will increase the productivity of

organizations.

The digitized economy also represents a new economic model. Applications such as e-commerce, online
advertising, cloud storage and online payment services, virtual application markets, social media
platforms can be said as the business models created by the digital economy (European Parliament,
2016: 15). Apart from these, business models such as blockchain, sharing economy business models,
internet of things, advanced robotic systems, 3-D printer business models, artificial intelligence are also

developing rapidly. Among these business models, it can be said that e-commerce is the most widely
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used business model, which includes "all kinds of online economic and commercial activities carried
out in electronic environment without physical confrontation". According to Statista, (2020) forecasts,
global e-commerce sales volume is expected to reach $6.54 trillion in 2022. When the e-commerce
volumes of the countries are examined, it is seen that China is the largest e-commerce player in the
market. E-commerce accounts for 15.9% of China's annual retail sales, with total online sales of $672
billion. The USA follows China. The share of US e-commerce volume in total retail sales is 7.5%, and
annual online sales are at the level of 340 billion dollars. England is in third place. The UK's annual
online sales are $99 billion and its share of total retail sales is 14.5%. These countries are followed by
Japan, Germany, France, South Korea, Canada, Russia and Brazil, respectively (The 10 Largest E-

commerce Markets in the World by Country, 2020).
Problems Arising in The Transition to Digital Economy

Although the digitalization of economic life has positive effects on the welfare level of societies, it also
brings with it many problems. Faster buying and selling procedure, ease of finding products, access to
more customers thanks to 24/7 buying and selling processes, elimination of geographical borders,
better service quality with lower operating costs, no need for a physical workplace, easier business
management, digital are some advantages of the economy. There are also disadvantages such as
everyone can easily start a business, it is easy to extort customers' money, product quality involves
warranty risk, mechanical failures, there are many hackers, e-commerce and service sites and payment

gateways are always prone to attacks.

With the pandemic process, the acceleration of digital transformation in terms of businesses has led to
the rapid development of the digital economy. Of course, although this situation has a positive effect on
the welfare of individuals, it has also brought some problems. People have lost their jobs, or because
they are worried about losing their jobs, there is a lot of pressure on them. The innovations created by
digitalization have led to problems called technostress on some working individuals. In addition, due to
the restrictions and health concerns, consumers have had to shop online. Especially people who have
not shopped through technology and digital platforms before have become the target of digital hackers,
and this has led to an increase in digital security problems. As another problem, problems related to
taxation have increased and informal economy problems have emerged. In terms of enterprises, the
problems in the supply of qualified personnel have increased with the digitalization. With digitalization,
difficulties have emerged regarding the protection of intellectual property rights of individuals. At the
same time, the sale of low quality or counterfeit products has also shown an increasing trend with the

development of the digital economy (Chernyakov and Chernyakova, 2018).

With the transition to the digital economy, positive developments have been experienced in many areas
in the national economies. There have been many positive benefits such as the increase in employment,
especially the welfare levels of individuals, the emergence of new business/occupational lines, the
reduction of informal economy and unemployment, the realization of sustainable development, the
development of business processes, the strengthening of national economies, the increase in

competition levels, and the acceleration of digitalization of enterprises. However, the developments
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have led to the emergence of some problems in the fields of taxation, financial reporting, auditing,
employment and digital security. In this context, the problems that arise with the transition to the digital

economy will be examined under four main headings and solutions will be presented.

Table 1. Problems Arising in The Transition to Digital Economy

Problem Area Emerging Problems Solution Offers
Double taxation Accurate determination of the source of
Determination of tax source taxation and implementation of an
Determination of tax rates applicable, auditable and fair international
Taxation Tax law deficiencies digital tax audit system, which will prevent
Determination of direct and double taxation in accordance with OECD
indirect taxes standards.
Determination of tax liability
Legal validity and Training of qualified accounting audit staff
changeability of electronic Ensuring the security of electronic books and
records records
Creation of websites and Classification of intangible assets as goods or
qualifications of domain services
Financial names Identification of revenues as commercial or
Reportingand  Accounting for intangible royalty earnings
Auditing company assets Determination of what depreciation is
Accounting for the use of site allocated
scores and credit card scores Replacing traditional reporting programs
Problems with ledger and Determination of book record order and
record layout audit principles
Financial reporting of Determining the way digital expenditures
websites, intangibles and client are shown in business accounting
lists
Developing technology and innovation
Technostress perceptions of former employees
Techno-Overload Regulation of workplace conditions
Techno-Invasion Imposing the digital workplace idea to
Employment Techno-Complexity employees and providing trainings
Techno-Insecurity Reducing the impact of the stress created by
Techno-Uncertainty technological change on employees
Training of well-equipped IT personnel in
the field of information technologies
Cyber attacks Developing digital literacy
Malware The prevalence of strong encryption
Phishing Employing personnel with IT security
Online scams and frauds certificate
Security Hacking attempts Development of digital security strategies
Weak password Addressing digital risk management
Shoulder surfing practices within the framework of corporate
Social engineering risk management
IP address hiding

Internal threats

Problems Related to Taxation in the Digital Economy

In environments where investments in digital economy activities flourish and capital can easily change
hands and travel between countries rapidly (Yilmaz, 2015), some countries have started to attract
capital by keeping their tax rates low. This situation has caused countries to compete with each other in
the field of tax policies applied to attract domestic and foreign capital. Existing taxation rules have fallen

short in many areas of the digital economy. Countries whose tax revenues are gradually decreasing and
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which have constant budget deficits have started to question the existing rules and practices in order to
compensate for their losses and to ensure the balance and fairness in the distribution of tax burdens
among taxpayers around the world and the distribution of tax revenues between countries (Yilmaz,

2015).

According to the OECD classification, taxes consist of six main parts. These; Taxes on income, profit
and capital gains, social security obligations, wage and employment taxes, taxes on property, taxes on

goods and services, other taxes (OECD, 2016a: 35; OECD, 2018a: 18).

Challenges to taxing the digital economy; Determining the liability and determining the nature/type of
the income obtained, determining the place where the income is obtained, determining the amount of
income obtained and taxable income and determining the taxation method to be applied (Yilmaz and
Akcura Deger, 2020). Determination of income type is the most important issue in terms of taxation.
Because the tax to be applied will be evaluated within the scope of the purchase of goods or services.
For this reason, the amount, method and base of the tax to be applied will change. Another issue is the
determination of how direct and indirect taxes will be applied (Yilmaz and Akcura Deger, 2018). Due to
the difficulties outlined above, a redesigned taxation regime is required to record the revenue from the
digital economy (Yiice and Akbulut, 2018: 111). If necessary regulations are not made in the tax system,
national economies may suffer from this and the removal of fair competition conditions will adversely
affect businesses (Boccia, 2016: 3). For this reason, OECD, European Union, Turkey and other countries
have started to discuss and develop fairer taxation methods that prioritize their own rights and prevent

tax avoidance and tax planning (Oktay, 2020: 98).

According to Pehlivan and Oz (2015), the most common problem in taxation is the difficulties
experienced in determining who will do the taxation. The income generated is taxable where it is
generated and the type of tax obtained is called direct tax. If the income is goods or services, tax is
recognized at the place where the goods or services are provided. In short, goods or services are subject
to tax where they are offered (Organ and Cavdar, 2012: 70). Obtained direct taxes have three main
problems in accounting. These; They are listed as Nexus (connection), nature of data and revenue
(characterization). In terms of indirect taxes, it can be said that there are some problems arising from
stamp duty, customs duty and Banking and Insurance Transactions Tax (BITT), but it can be said that

the main problems arise from taxes.

Considering the cross-border aspect of the digital economy, it is seen that these one-way taxation
practices of countries are insufficient to solve the current problem. Therefore, the necessity of finding a
fair multilateral international solution at the OECD level has come to the fore in order to develop
methods that protect the rights of countries and prevent tax avoidance. In other words, it is important
that the steps to be taken in this direction are handled at the international level and the necessary

consensus is achieved in order to protect and ensure equality among companies.

Since digital processes have privacy and virtualization features, determining the real identity of
taxpayers is a challenge for national tax authorities (Budak, 2017: 298). The diversity of the digital

economy also complicates the implementation of a single taxation regime (Tax Journal, 2018: 8). The
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digital economy essentially facilitates Base Erosion and Profit Transfer (Birinci, 2019: 511-512), causing
countries to be deprived of tax revenues that can be obtained in this area in terms of direct and indirect
taxes. For these and similar reasons, some global organizations, especially the OECD, are developing
comprehensive options to identify the difficulties in applying the digital economy to current
international tax rules and to overcome these difficulties. In addition, there are studies on preventing
companies that have a digital presence in a country from working without paying taxes by taking
advantage of the gaps, deficiencies or flexibility in certain legal rules, defining the income obtained from
new business models, and collecting Value Added Tax (VAT) effectively in the sales of international
digital products. Existing tax laws are insufficient in determining the digital taxes that will be applied
with the spread of the digital economy. Due to the fact that the concept of digital taxation is an abstract
and constantly changing dynamic structure, there are difficulties in taxation. The rapid and continuous
change of digital economic conditions causes taxation policies and practices to be slow. This situation
reveals important problems such as tax avoidance (Ault et al., 2014: 276). The fact that the concept of
digital market is quite broad causes the control of the transactions made, unfair gains and deprivation
of tax income (Hadzhieva, 2016: 37). Emerging new digital economic business models have significantly
reduced the need for a physical workplace. This situation causes serious problems in terms of taxation,

which requires a physical asset.
Financial Reporting and Auditing Problems in the Digital Economy

The issue of how to account and report transactions related to digital economy activities is very
important. Because, as in the taxation rules, it is seen that the current accounting rules are insufficient
in many areas related to the digital economy. On the other hand, although the audit dimension of the
digital economy is also very important, it is thought that studies on the subject can come to the agenda
mainly if taxation and financial reporting problems are resolved. Problems of financial reporting in the
digital economy; The legal validity of the records to be kept in the electronic environment, the
changeability of the internet sites, the qualifications of the domain names, the accounting of intangible
company assets, the site scores and the accounting of the use of credit card scores. Considering that
there are many problems especially in terms of tax law and that some businesses open and operate
websites located in different countries, it is seen that there are many legal problems that need to be
resolved. Although it is thought that the methods to be used in the financial reporting of digital economy
activities will not be different from the financial reporting methods in the old economy, there are also
those who emphasize the necessity of making arrangements to ensure that these activities are kept as a
separate item in the workplace accounting records. It is thought that these problems will be minimized
when it is clarified how the digital economy activities will be recorded in the accounts in the current
uniform accounting system. Problems of financial reporting in the digital economy; Bookkeeping and
registry issues are related to the financial reporting of websites' intangible assets and customer lists.
Other problems in terms of the control of the digital economy; Some other difficulties in recording
digital transactions can be listed as the auditors' lack of adequate equipment for auditing digital

transactions and the risk of manipulation of digital data.
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Problems with the control of the digital economy mainly arise from taxation issues. Purchases of goods
or services through digital platforms are difficult processes in terms of inspection and control principles.
This situation makes an effective taxation audit difficult. Because, if a physical asset constitutes a certain
leg of the transactions (for example; the delivery), there is no significant problem in taxation and
auditing, while if the said transactions are carried out completely in the digital environment, significant
problems arise in the taxation and auditing of the transaction. It is very difficult to determine the parties
accurately in digital economy activities. The same difficulties are experienced in determining the place
and nature of the activities in question. In addition to all these, uncertainties in payment information,
difficulties in identifying digital products, security problems in digital transactions, international tax
competition and tax havens cause important tax audit problems related to the digital economy (Cavdar,

2017: 17).

First of all, there are significant uncertainties about who carries out digital economy transactions today.
In particular, the transactions between the parties working in harmony with the tax administrations of
the bank, etc. If it is realized without intermediaries, it becomes difficult to determine the taxable event.
In many transactions, the parties can easily hide their real identities, so it becomes difficult to conduct
a sound tax audit. Because information such as real identity and address information of taxpayers is
one of the basic elements that must exist for the realization of taxation and auditing. However, if the
payments are made from abroad or even with digital money, it becomes almost impossible to identify
the parties, and thus to tax and control the transactions. Therefore, considering that money movements
are an important aid in tax auditing, the inability to track payments, especially in transactions made
with digital money, prevents an effective tax audit. The difficulty of collecting tax from a person who
has never entered any country is also an indication that the audit of the transaction cannot be carried
out in a healthy way. On the other hand, the problems in determining the place where the digital
economy activities take place mainly arise from the difficulty of creating a “nexus” with a fixed
workplace or the presence of servers. The fact that there is no fixed workplace in the digital economy or
it is technically very easy to change the location of the servers causes serious problems in the concept of
fixed or connected workplace on which the international tax regime is based and the taxation regime

attached to it. For all these reasons, it also invalidates the effective control of transactions (OECD,

2015g).
Employment Problems in the Digital Economy

With the transition to the digital economy, some problems have arisen that are closely related to
working life and national economies. Digital economy, increasing the welfare level of individuals,
emergence of new employment opportunities, meeting consumer demands/needs easily and quickly,
emergence of new goods and services with high added value, cost-effective use of economic resources
and providing savings, partially tracking economic activities, increasing digital literacy of consumers. It

provides many more benefits such as increased However, it also brings with it some problems.

With the development of robotic technologies, many professions that require human capital are at great

risk. Thanks to digitalization, most of the occupations that require physical activity, together with
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autonomous and smart systems, are likely to disappear. For example, 47% of occupations in the US are
at high risk. Some of those; secretarial and administrative assistant (e.g. order and supply clerk),
assembly line worker, machine operator, logistics, cargo and shipping agency, travel clerk and agency,
tour guide, accountant, bank clerk, office clerk (e.g. telephone operators, postal service) ), cashier,
driver, train driver, various professions in the service sector such as shops, restaurants, hotels, personal
financial consultancy, personal insurance consultancy, retail salesperson, library technician, courier,
farming, security guard, call center operator, laboratory technician, repairman (Lorenz et al., 2015;
TUBISAD, 2020).

When the studies investigating the effect of the transformation experienced with the transition to the
digital economy on professional competencies are examined, it is understood that the use of certain
digital systems together with the digital transformation will require certain competencies and things
will become more and more complex. It is estimated that the effective and widespread use of new
technologies with digitalization will lead to an increase in employment in engineering and computer-
based professions (Lorenz et al., 2015). As a result of the processes to be experienced, Industrial Data
Science Specialist, Robot Coordinator, Autonomous Vehicle Fleet Manager, Cloud Computing
Specialist, Industrial User Interface Designer, Information Technologies / Internet of Things Solution
Architect, Industrial Computer Engineer / Software Developer, 3D Printer Engineer, Wearable
Technology Designer, Data Security It is expected that new professions such as Specialist, Network
Development Engineer, Smart City Planning Specialist, Edge Computing Specialist, Virtual Shopping
Consultant will emerge. The importance of the digital economy with the digital transformation is
important in terms of the adoption of new technologies and developments by businesses and employees.
However, this situation brings with it some negative problems for the employees. Some of those;
Technostress, Techno-Overloading, Techno-Invasion, Techno-Complexity, Techno-Insecurity and

Techno-Uncertainty ( Gokalp et al., 2019).
Security Problems in the Digital Economy

“Digital Security Risk” is used to describe the category of risk associated with the use, development and
management of digital media in any activity. This risk may arise as a result of a combination of threats
and vulnerabilities in the digital environment. It may impair the realization of economic and social
objectives by impairing the confidentiality, integrity and availability of the relevant activity or
environment. Digital security risk is dynamic in nature. Digital and physical environments contain
components related to the individuals involved in the activity and the organizational processes that

support the activity.

Cyber attacks against e-commerce sites increased by 56% in 2020. While 33% of e-commerce sites are
attacked to obtain payment information, 27% are attacked to obtain personal data and 20% identity
information (DHA, 2021). Chauhan and Panda (2015) categorize frequently encountered digital threats
as malware, phishing, online fraud attack attempts, weak passwords, shoulder surfing, social
engineering attacks. Among the most common digital security risks are problems such as malware, IP

address hiding, piracy, and internal threats.
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It is aimed to access and misuse the personal information and data of individuals using digital
technologies with malicious software or types of aggression. Therefore, users need to have various
knowledge and skills in order to use the Internet, which is an integral part of life, in the face of these
threats, which are added every day. The increase in the number of internet users and their usage rates
causes the electronic commerce market to grow day by day. Consumers can shop in the comfort of their
homes, place their orders without effort, and their orders are delivered to their addresses in a short
time. The online store or online service in any part of the world is within the address distance of an
application or browser as long as it is connected to the network. While online shopping provides some
benefits such as convenience, comfort and privacy, it also contains some risks related to the product
and financial. While higher benefits for consumers increase the tendency to shop, higher risk perception
may cause them to avoid shopping. As the rate of consumers connecting to the network, especially with
mobile devices, begins to increase, the concept of time becomes more important (Kotler et al., 2017:
189). The advantages of online shopping seem to increase over time, with the inclusion of tools that
allow shopping at any time and from anywhere, such as mobile devices, into the lives of consumers.
However, not being in a physical shopping environment has risks in terms of product and time, while
the digital environment can bring financial risks. The age of digital marketing requires brands to take
some steps to adapt to these changes as consumers begin to change their purchasing habits. It has to
make improvements to increase the benefit factors and reduce the risk factors by understanding the
consumers who are trying to adapt to new shopping experiences. The volume and number of e-
commerce is increasing day by day in Turkey as well as in the world. According to the E-Commerce 2018
Market Size Report of TUBISAD (2019:11) (Information Industrialists' Association) in Turkey, the e-
commerce market has reached 59.9 Billion TL with an increase of 42% compared to the previous year.
According to the same report, the ratio of online retail shopping to total retail shopping increased from
4.1% to 5.3% (TUBISAD, 2019: 15). As consumers' trust in e-commerce increases, shopping rates will
also increase. It is natural that less trust in e-commerce compared to traditional commerce results from
concerns such as the fact that the payment takes place before delivery, the seller does not face to face,
and the seller will not fulfill his obligations (Kim et al., 2008: 544-545). Adaptation to internet
technology will lead to more confidence of the consumer in e-commerce. Consumers who are more
adapted to the Internet will be more aware of the benefits of e-commerce. With the arrival of the digital
marketing era, the fact that brands do not take part in the growing e-commerce market and not adapting
to changing customer preferences and purchasing behaviors will cause them to lag behind in the

competition.

The increase in the use of virtual technologies has led to the transfer of many works done in the physical
environment to the digital environment. This situation has led to the emergence of many new job
opportunities and new professions. Along with these business opportunities, the necessity of making
these trading transactions securely hinders the development of electronic commerce. Due to emerging
digital security problems, consumers are more distant towards online shopping. On the other hand,
digital entrepreneurs implement some new applications in order to convince consumers that online

shopping is safe and easy. In this context, financial risks related to digital security, misuse of personal
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information and data, physical risks, security risks of websites, political and cultural effects on security

are the main problems that arise in the context of digital security.

Conclusion and Recommendations

Considering the cross-border aspect of the digital economy, it is seen that one-way taxation practices of
countries are insufficient to solve the current problem. For this reason, it is essential to regulate and
implement new practices within the framework of transparent, impartial and auditable OECD
standards, which guarantee the rights of national economies in terms of taxation and auditing. In other
words, it is important that the steps to be taken in this direction are handled at the international level

and the necessary consensus is achieved in order to protect and ensure equality among companies.

In the regulations to be made in the Tax Procedure Law (TPL), it has been proposed to introduce a
provision that a workplace will be formed if services are provided for a certain period of time. Thus, it
is thought that artificial avoidance of tax avoidance status can be prevented. Necessary measures can
be taken by making a regulation based on the concept of "significant economic asset" similar to the
regulations in Israel, Slovakia and India, or by making similar regulations to the "directed income tax"
and Multinational Anti-Avoidance Law in the UK and Australia. Thus, digital transactions will be
taxable. In order to increase the efficiency of VAT collection on low value imports, it has been proposed

to apply the models determined by the OECD individually or in combination.

The difficulties experienced in determining the taxpayer or tax base for taxation in the digital economy
and the tax regulations regarding the status of payment instruments will also eliminate the problems
related to the registration order in financial reporting. Updating the legislation on the subject by
following the subject dynamically will in some cases prevent problems even before they arise. Planning
and operating costs of websites should be considered as period expenses, while costs at other stages
should be capitalized. Costs incurred in creating a website should be capitalized as assets where the
relationship between expenditure and future economic benefit is sufficiently evident. The rapid changes
and developments in ICT should be taken into account when determining the amortization period and
method to be applied for the capitalized website costs. If the website is established for promotional
purposes, the fees paid should be accounted for as an expense, and if it has a revenue-generating
function, it should be recorded as an asset. Components such as audio, video recordings and images in
a website with a revenue-generating function should be considered as intangibles within the framework
of the entirety of the website, rather than a fixture, and depreciation should be set aside at a rate
accordingly. Components such as audio, video recordings and images in a website established for
promotional purposes only can be directly eliminated. The said expenditures made during the
establishment phase of the enterprise are optionally capitalized or expensed by the enterprise, and the
expenditures made during the activity period will be capitalized. The provisions of Article 12 of the
OECD Model Tax Agreement should be applied globally, regarding whether the earnings from digital
products such as program downloads, audio, video recordings, images, e-books, etc., are commercial or

copyright earnings.
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It is seen that the problems related to financial reporting and auditing in the digital economy are mainly
caused by taxation problems. Problems of financial reporting in the digital economy; It emerges in the
financial reporting of intangible assets and customer lists of websites, especially regarding the book and
record order. The legality and authenticity of the transactions carried out in the electronic environment,
the security of the books and records kept in the electronic environment, the absence of organizations
that will confirm their accuracy and the lack of auditors with sufficient equipment, the lack of adequate
training of accountants and financial advisors to keep the records of digital activities in electronic
environment, the inadequacy of traditional reporting programs in document and record order and the
lack of digital some problems related to taxation in the economy constitute the most important
problems related to book and record order. The financial reporting problems of the websites are as
follows: What components will the websites that the businesses will have? Will the costs paid for the
installation stages and the costs incurred during these stages be recorded as assets or expenses? How
will the records be made in case the content is improved, such as updating the websites or adding a new
feature to the site? Whether components such as audio, video recordings and images within the website
can be qualified as fixtures and whether they can be depreciated? Whether a website domain name
qualifies as a company title? These are the issues regarding whether the value of the domain name will
be considered an establishment and organization expense, a period expense, or a depreciable asset
rather than these. It is stated that one of the important problems encountered in the taxation phase of
the digital economy is “audit” (Yiice and Akbulut, 2018: 113). Because the revenues arising from distance
sales cannot be audited at the desired and expected level with the current classical audit technique and
approach. In addition, considering that the parties (buyer and seller) in the digital economy are often
located in different countries, there may be difficulties in jurisdiction. In summary, considering the
cross-border aspect of the digital economy, it is seen that these one-way taxation practices of countries

are insufficient to solve the current problem.

It is important in terms of effectiveness and efficiency to make the recommendations specified within
the scope of the audit related to the digital economy: Ensuring that the information regarding the parties
engaged in digital economy activities is recorded accurately and precisely by establishing an
international consensus. With the agreements to be made between countries, digital transactions must
be made compulsory by banks, etc. ensuring that it is carried out through intermediary institutions.
With some incentives or discounts to be provided by international agreement, ensuring that the other
party of the digital transaction, as responsible, transfers the information about the transaction to the
tax office and makes the necessary tax payment. To prevent harmful tax competition, to impose
international sanctions on tax haven countries or to sign protocols between countries on compulsory
international exchange of information. Ensuring compulsory use of electronic applications such as e-
ledger, e-invoice, e-declaration, e-archive, e-signature for taxpayers. Ensuring that both the country's
own auditors and the auditors to be assigned in possible international platforms to be established within
the framework of international cooperation are equipped to understand complex ICT, with the trainings

to be provided. Implementation of regulations and practices, such as minimizing the risk by establishing
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national and international security units against the manipulation of digital data, will enable more

effective and efficient audits of the digital economy.

While innovations such as smart systems, autonomous vehicles and artificial intelligence applications
allow the development of new business models, the commercial existence of businesses using classical
business models is at risk (Burmeister et al., 2016). It is necessary to analyze what can be done to
minimize the negative effects of the Digital Transformation Revolution in economic and social areas. It
is stated that with these developments, many new professions will emerge, but some occupational
groups may disappear. Keeping up with the developments, involving employees in the process and
acquiring new competencies are of vital importance for existing businesses. Otherwise it will have to
perish. This will lead to increased unemployment problems. For this reason, it is important to
implement the recommendations stated in order to eliminate the negative effects on employment and
working life in the transition to the digital economy: Establishing an institutional structure to ensure
the continuity of the activities of monitoring, evaluating, managing and directing technologies in order
to review the changes in existing professions and new professions that will emerge in the light of
developments in technology. Developing professional competencies of human capital and ensuring
their adaptation to new professional competencies in order to achieve a sustainable, inclusive and
competitive digital economy by developing digital products and services. Updating the curricula of
Educational institutions, including the national occupational standard of new professions and national
qualifications, by making the necessary coordination with the Higher Education Institution, the
Ministry of National Education, relevant NGOs within the framework of the relevant legislation.
Creating an inventory to be associated with the employment of qualified personnel required by the
digital economy. Determining the training needs in advance by creating a structure authorized by the
state, established and supported by the law, in order to raise innovative, productive, critical thinking
and technology development individuals in order to increase the relationship between technology,
profession, education and employment, taking into account new professions and competencies. Making
necessary changes in the education curriculum and administrative regulations in order to ensure that
technology education starts at an early age. Creating an inventory that includes disadvantaged groups
and individuals who have been excluded from the digital economy and the regions, gender, age and
education levels across the country that can be associated with the areas in which these individuals can
be trained and employed. Educating and employing individuals who are out of the digital economy by
establishing “specialized vocational training centers” in the necessary regions for the new professions
created by the digital economy. Establishing an education and training structure that is suitable for the
digital economy at every education level and in which education at all levels is compatible with each
other. Promoting lifelong learning opportunities that will support the new competencies required by
the digital economy and thus new professions, harmonize existing professions, enable individuals to
improve themselves after school, and create certificate programs that are valid at national and
international level. It is necessary to create a fund and ecosystem to support new professions that
include digital competencies that can develop advanced technology products/services in global

competition.
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The digital economy contributes to the development of sustainable development with its features such
as the development of information and communication technologies, the increase in the volume and
structure of information, the rapid transmission of information and the provision of information (Tocan
and Duduman, 2010). The digital economy is generally accepted as an important tool of social
transformation in achieving both high and sustainable economic growth (Rezny et al., 2019: 1). Today,
the information society is a source of sustainable development and therefore plays a fundamental role
in building sustainable societies (Hegyes et al., 2017: 40). It is very important to create and implement
digital security strategies in order to eliminate the digital security risks that consumers, other
stakeholders and businesses are in, to create a reliable digital atmosphere and to establish a digital
economic life. In this context, high security keys and encryption methods are the most effective tools. It
is inevitable to take necessary precautions such as training digital control and security personnel and
information security gate. International digital security cooperation protocols need to be established. It
is necessary to create a detailed work program that includes what needs to be done in order to create
enterprise risk management maps, develop alternative contingency plans and eliminate possible risks.
According to these results, the production of policies for the development of the digital economy and
investments in information and communication technologies in this sense will enable the sustainable
development goals to be achieved more easily. The integration of digital technology, especially in
businesses, is very important in achieving sustainable development goals. As it is known, since digital
technology integration means digital transformation, in other words, digitalization, it will reduce the
physical burden (paper, printing, archive costs and their damage to the environment) in every field and
increase sustainability. In this way, a business's full integration into the digital world will be a pioneer

in achieving the world's sustainable development goals.
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Genisletilmis Ozet

Bu ¢alismamin amaci, dijital ekonominin gelismesiyle birlikte ortaya ctkan sorunlart incelemek ve ¢oziim
onerileri sunmaktir. Bu amaca ulasmak i¢in calismanin icerigi su sekilde diizenlenmistir: Birinci béliimde dijital
girisimcilik ve dijital doniisiim, ikinci boliimde dijital ekonomi, iigiincii boliimde dijital ekonomide ortaya ¢itkan
sorunlar tartisilmistir. Dérdiincii ve son béliimde ise elde edilen sonuglar sunulmakta ve sorunlarin ¢oziimiine

yonelik dnerilerde bulunulmaktadir.

Ekonomik hayatin dijitallesmesi toplumlarin refah diizeyi iizerinde olumlu etkiler yaratsa da bir¢ok sorunu da
beraberinde getirmistir. Daha hizhi alun satun prosediirti, tiriin bulma kolaylgi, 7/24 alim satim stiregleri
sayesinde daha fazla miisteriye erisim, cografi stmirlarin ortadan kalkmasi, daha diisiik isletme maliyetleri ile
daha tyi hizmet kalitesi, fiziksel bir isyerine ihtiya¢ duymama, daha kolay is yonetimi, dijital ekonominin
sagladigi baz avantajlardandir. Herkesin kolayca is kurabilmesi, miisterilerin parasimi gasp etmenin kolay
olmasu, tiriin kalitesinin garanti riski icermesi, mekanik arizalar, bilgisayar korsanlarimin ¢ok olmasz, e-ticaret
ve hizmet sitelerinin olmast ve ddeme ag gecitlerinin her zaman saldirilara agik olmast gibi dezavantajlart da

bulunmaktadir.

Dijital ekonominin simir 6test boyutuna bakildiginda iilkelerin tek yonlii vergilendirme uygulamalarimin mevcut
sorunu ¢ozmede yetersiz kaldig1 goriilmektedir. Bu nedenle ulusal ekonomilerin vergilendirme ve denetim

agisindan haklari giivence altina alan seffaf, tarafsiz ve denetlenebilir OECD standartlar: cercevesinde
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diizenlenmesi ve yeni uygulamalarin hayata gegirilmesi elzemdir. Diger bir deyisle, bu yonde atilacak adimlarin
uluslararas: diizeyde ele ahinmasi ve sirketler arasinda esitligin korunmast ve saglanmast i¢in gerekli goriis

birliginin saglanmasi 6nemlidir.

Dijital ekonomide finansal raporlama ve denetime iliskin sorunlarin agirlikh olarak vergilendirme
sorunlarindan kaynaklandii goriilmektedir. Dijital ekonomide finansal raporlama sorunlari; Ozellikle defter
ve kayit diizenine iliskin olarak internet sitelerinin maddi olmayan duran varliklarimin ve miisteri listelerinin
finansal raporlamasinda karsimiza ¢ikmaktadwr. Elektronik ortamda gerceklestirilen islemlerin hukuka ve
gercege uygunlugu, elektronik ortamda tutulan defter ve kayitlarin giivenligi, bunlarin dogrulugunu teyit edecek
kuruluslarin ve yeterli donanuma sahip denetg¢ilerin bulunmamas, yeterli egitimin olmamast muhasebecilerin ve
mali miisavirlerin dijital ortamda gerceklesen faaliyetlerin kayitlarim elektronik ortamda tutmasi, geleneksel
raporlama programlaruun belge ve kayit diizeninde yetersiz kalmast ve ekonomide vergilendirme ile ilgili baz
sorunlarin dijital ortamda olmamas defter ve kayitla ilgili en 6nemli sorunlar olusturmaktaduwr. Web sitelerinin
finansal raporlama sorunlar su sekildedir: Isletmelerin sahip olacadi web siteleri hangi bilesenlere sahip
olacak? Kurulum asamalar i¢cin 6denen maliyetler ve bu asamalarda yapilan maliyetler aktif veya gider olarak
kaydedilecek mi? Web sitelerinin giincellenmesi veya siteye yeni bir ozellik eklenmesi gibi icerigin tyilestirilmesi
durumunda kayitlar nasil yapilacak? Internet sitesinde yer alan ses, gériintii kaydi ve goriintii gibi unsurlar
demirbas sayilir mu ve amortismana tabi tutulabilir mi? Bir web sitesi alan adi sirket unvam olarak
nitelendirilebilir mi? Bunlardan daha ¢ok alan adi degerinin kurulus ve organizasyon gideri mi, dénem gideri

mi yoksa amortismana tabi varlik olarak mi degerlendirilecegi konularidir.

Akalh sistemler, otonom araglar ve yapay zeka uygulamalar gibi yenilikler yeni is modellerinin gelistirilmesine
olanak saglarken, klasik is modellerini kullanan isletmelerin ticari varlgi risk altindadwr. Dijital Doniistim
Devrimi'nin ekonomik ve sosyal alanlardaki olumsuz etkilerini en aza indirmek icin neler yapilabileceginin
analiz eedilmesi gerekmektedir. Bu gelismelerle birlikte bir¢ok yeni meslegin ortaya ¢ikacagi ancak bazi meslek
gruplarin ortadan kalkabilecegi belirtilmektedir. Gelismeleri takip etmek, calisanlar stirece dahil etmek ve
yent yetkinlikler kazanmak mevcut isletmeler i¢in hayati onem tasimaktadir. Aksi takdirde yok olmak zorunda
kalacaktir. Bu da issizlik sorunlarinin artmasina neden olacaktir. Bu nedenle dijital ekonomiye gegiste istihdam
ve calisma hayati iizerindeki olumsuz etkilerin ortadan kaldirilmast igin belirtilen tavsiyelerin hayata gegirilmesi
dnem arz etmektedir: Izleme, degerlendirme, yonetme ve denetleme faaliyetlerinin siirekliligini saglayacak
mevcut mesleklerdeki degisimleri ve teknolojideki gelismeler 1s1ginda ortaya ¢ikaracak yeni meslekleri gozden
gecirmek amaciyla teknolojilere yon vermek icin kurumsal yapimin olusturulmasi: gerekmektedir. Dijital tiriin ve
hizmetler gelistirerek stirdiiriilebilir, kapsayict ve rekabetci bir dijital ekonomiye ulagsmak igin begeri sermayenin
mesleki yeterliliklerini gelistirmek ve yeni mesleki yeterliliklere adaptasyonunu saglamak olduk¢a onemlidir.
Ilgili mevzuat cercevesinde Yiiksekogretim Kurumu, Milli Egitim Bakanhgi, ilgili STK'lar ile gerekli
koordinasyonu yaparak yeni mesleklerin ulusal meslek standartlar ve ulusal yeterlilikler de dahil olmak iizere
egitim kurumlarimin miifredatlaruun yeniden diizenlenmesi 6ncelikli konulardandir. Teknoloji egitiminin erken
yasta baslamasi saglamak i¢in egitim miifredatinda ve idari diizenlemelerde gerekli degisikliklerin yapimasi
onem arz etmektedir. Dezavantajh gruplar ve dijital ekonominin disinda kalms bireyler ile bu bireylerin
yetistirilebilecegi ve istthdam edilebilecegi alanlarla iliskilendirilebilecek iilke genelinde bélgeler, cinsiyet, yas ve
egitim diizeylerini iceren bir envanter olusturulmasi ve dijital ekonominin yarattigr yeni meslekler icin gerekli
bolgelerde “uzmanlasmis mesleki egitim merkezleri” kurarak dijital ekonominin disinda kalan bireyleri egitmek
ve istthdam edilmesi gerekmektedir. Her egitim kademesinde dijital ekonomiye uygun ve her kademedeki
egitimin birbiriyle uyumlu oldugu bir egitim ve 6gretim yapist olusturmak, dijital ekonominin gerektirdigi yeni

yetkinlikleri ve dolayisiyla yeni meslekleri destekleyecek, mevcut meslekleri uyumlastiracak, bireylerin okul
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sonrast kendilerini gelistirmelerini saglayacak, ulusal ve uluslararasi diizeyde gecerliligi olan sertifika
programlar olusturacak yasam boyu 6grenme firsatlarim tesvik etmek, kiiresel rekabette ileri teknoloji
triin/hizmet gelistirebilecek dijital yetkinlikleri iceren yeni meslekleri destekleyecek bir fon ve ekosistem

olusturulmasi énceliklidir.
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