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Abstract

The main purpose of this article is to provide data transfer by providing secure communication with drones, which is a kind of
unmanned aerial vehicle (UAV). In our study, without intervening hardware and software of the drone (most of the drones do not
allow interference with their hardware and software), a security layer is added for data communication. In our study for adding this
layer, Wemos D1 Mini, having wireless network module and cheap, was used. In the scope of the study, Wi-Fi modules are customized
and converted into Access Point and Client forms. The message sent to the specialized modules is provided through the Mobile
Application, which has been designed and implemented for this study. Thus, commands were transmitted in an encrypted form in the
wireless data transmission environment. As a result, this concept has become a prototype that can be customized according to any
specific drone having Wi-Fi communication.

Keywords: UAV secure communication, [oT secure communication, lightweight encryption
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Bu makalenin temel amaci, bir tiir insansiz hava araa (IHA) olan dronlarla (ugangéz) giivenli iletisim saglayarak veri aktarimi
saglamaktir. Calismamizda, dronun donanim ve yazilimina miidahale etmeden (birgok dron donanim ve yazilimina miidahele
edilmesine izin vermez) veri aktariminda bir glivenlik katmani eklenmistir. Calismamizda bu katmani eklemek icin kablosuz ag
modiiliine sahip ve maliyeti diisiik olan Wemos D1 Mini kullanilmistir. Calisma kapsaminda Wi-Fi modiilleri 6zellestirilmis ve Erisim
Noktas1 ve Istemci formlarina déniistiiriilmiistiir. Ozellesmis modiillerine gonderilen mesaj, bu calisma icin tasarlanan ve gelistirilen
Mobil Uygulama araciligiyla saglanmistir. Boylece, komutlar kablosuz veri iletim ortaminda sifrelenmis bir bicimde iletilmistir. Sonug
olarak, bu konsept, Wi-Fi iletisime sahip her tiirlii dron i¢in 6zellestirilebilen bir prototip haline gelmistir.

Anahtar Kelimeler: [HA giivenli iletisim, IoT giivenli iletisim, diigiik seviyeli sifreleme

1. Introduction The main reason for the problem is that the data transmitted
between the control station and the drone cannot be properly
protected. In particular, the data transmitted clearly between this
structure causes many problems. Because of these situations,
there is a need for improvements in this area in order to ensure
secure communication and to protect the transmitted data. In our
study, the connection between the control station and the
unmanned aerial vehicle (UAV) [5] was secured with additional
hardware components such as the Wemos D1 Mini wireless
fidelity (Wi-Fi) module. This study focuses on the UAV like DJI
Tello Drone.

Related Works

Security is essential for all structures. In particular, devices that
communicate wirelessly need further protection. Basically, extra
measures should be taken to ensure the control and safety of such
devices. Ensuring both safety and control is very important. The
biggest problem in achieving this control is that the transmitter
and receiver cannot be accurately verified due to wireless
transmission [1]. Especially drones that communicate wirelessly
are exposed to security problems. The drone, which is controlled
by any user, can be attacked, seized, or damaged. Hacking of
drones is an important challenge, and a list of events outlined in
[2] show that commandeering of commercial drones is quite 2.
common, and even military drones can be victim to outside

. . The project area covers drones, a sub-class of unmanned aerial
attacks. Therefore, network security is a vital concept for safe

vehicles [6]. It is necessary to ensure the safe communication of

drone operations.

Article [3] describes a Man-in-the-Middle (MitM) attack that can
be used to control a drone from kilometers away. The same
source has proposed various encryption schemes at chip and
application levels as possible solutions for the problem, please
see [4] for a more general review of network security problems
of drones.
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these unmanned aerial vehicles. In this context [7] is a good
guide. As mentioned in the article, unmanned aerial vehicles can
be used in many areas and they may be exposed to many threats
[8]. These attacks can sometimes take control of an unmanned
aircraft, render it dysfunctional or disable and damage it. Under
the control of malicious users, these devices can become very
dangerous. It can even threaten a person's life. In this article, it is
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stated that uses of unmanned aerial vehicles range from
education to industry, from trade to defense [9]. It explains the
deficits of unmanned aerial vehicles that communicate with
wireless communication channels [6]. Radio waves,
electromagnetic waves, and the communication channels they
use to communicate are explained in the article. From this point
of view, they have made improvements on how the wireless
communication channels can be more secure [10]. In the article,
attention has been paid to the communication network between
the sender and the receiver. The most important points of how
unmanned aerial vehicles are used, how much an attack can cause
damage and developing possible solutions to the attacks are
discussed.

As seen in article [11], attacks can be made to secure the drones.
Models were made for attack types. Thus, possible threats were
identified. The basis of the modeling is a controller that controls
the drones with any application or device. The controller is
connected to the drone via a wireless network. When the attacker
who intercepts the connection intercepts the drone, the drone is
out of control according to the legitimate user. Thus, the attacker
has all the information and control of the drone. The major
contribution of this article is to realize the gap between the
controller and the drone. In all of the modeled attacks, the user is
directly connected to the drone. Therefore, the attacker is trying
to connect to the drone to capture the drone. Due to insufficient
encryption in wireless networks [12], these attacks are often
successful. For such attacks, a solution has been produced in our
study.

In article [13], there is a drone in the given architecture. There is
a control console that controls the drone. In general, the man in
the middle attack between the controller console and the drone
is described. A mechanism called xBee is placed in the ancestor to
improve the mechanism that is likely to be exposed to this attack.
In this way, the communication channel expected to be provided
between the drone and the controller becomes gradual. In the
architecture we designed, we provide 2 wireless network
modules together. However, the module inserted in the discussed
article [13] is only one. And the connection to it is made
wirelessly. The architecture in the discussed article does not
mention the cryptography structure to be used in the
transmission of data. Advanced encryption standard (AES)
encryption was used in the communication channel in our study.
The use of number generators that would allow stream
encryption on the Wemos D1 Mini is not useful. In addition, AES
block cipher using strong, s-box and permutation embedded on
the module is preferred. Confusion and diffusion also favored the
use of block ciphers. At the same time, thanks to the CFB (Cipher
FeedBack) mode used by AES, it is possible to produce results
such as stream ciphers. A high level of security is provided with a
256-bit long key. In this article, the density that can be
experienced in data transmission is mentioned. With this point,
we provide data transfer with user datagram protocol (UDP) in
order to control the data transfer in our study. Another important
point in this regard is the protocol on which the commands to be
sent from the controller to the drone. Since the devices used are
Internet of things (IoT) devices, there are no high-capacity
processors or memory. Therefore, the architecture should be
designed taking these points into account. Since the devices we
are working on are flying devices, we opted for smaller, less
powerful devices to minimize weight. In other words, the main
purpose is to provide maximum efficiency with our hardware
assets. The most important contribution we extracted from the
whole study was the idea of placing a buffer mechanism between
the communication channel to improve security. This is one of the

fundamental points for our study. Another feature of our article
is that the architecture described is turned into a prototype.

In the article [14], the modeling of the quadrotor DJI Tello drone
in Python using fuzzy logic in artificial neural networks is
presented. This modeling has also been implemented by Python.
By controlling the drones, which are expressed in the study,
starting to take up a large space in technologies; human
detection/follow-up, analysis. Detection of data that does not
have the class attribute used in classical machine learning models
(for example, images flowing as streams in the drone) has been
demonstrated.

In the study [15], the image taken from the camera autonomously
and the determination of the location of the drone according to
its own coordinates are presented. Due to its physical structure,
the low cost of the algorithms running on the drone directly
affects the flight time/power from the parallel measure. For this
reason, in this study, object detection developed on the robot
operating system based on MATLAB and a system that can detect
the path by avoiding obstacles has been designed and
implemented. At the same time, the results are clearly
understood as the results are simulated with virtual reality.

Study [16] examines the situation of taking control of drones with
cyber-attacks and focuses on the control in the wireless channel.
Attack scenarios were analyzed, and defense situations were put
forward and implemented. In the wireless network, it has been
focused on not only passive protection with password settings
but also active protection against injections.

3. Materials and Methods

According to our study, an extra two Wi-Fi modules are needed
to establish the architecture of secure communication. The main
purpose of our study is to transfer the commands controlling
drone, which is unmanned aerial vehicle, in a secure
environment. Therefore, the modules used satisfy different
functionalities.

There are two modules (ESP32 (1) and ESP (2) from Figure 1)
interconnected by a physical cable. These modules are attached
to the drone. One of the modules (ESP32 (2)) was turned into an
access point. This means that when the module is connected to
the power unit, an access point called service set identifier (SSID)
that we define becomes visible on the Wi-Fi network. We have a
controller person that controls the drone using the base station.
In this study, the controller uses a mobile application to control
the drone. The controller first connects [17] to the access point
(Figure 1 ESP (2)). (S)he then enters the application on his/her
smartphone, and s(he) encounters an interface with commands
to control the drone.

The task of the module (ESP (2)) is to take encrypted commands
from the controller via Wi-Fi and after decrypting the commands
to transmit those to the other module (ESP (1)) via cable. The task
of the next module (ESP (1)) is to take commands from the first
module (ESP (2)) via cable and to transmit those commands to
the drone via Wi-Fi using the special port and user datagram
protocol (UDP). One reason to transfer the commands with UDP
is because it's known that the drone allows it as written in the
drone’s software development kit (SDK) document. This module
can also be called the client because it provides connection to the
drone. The drone also has an access point feature.
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Figure 1. Diagram of the proposed general mechanism.

One of the basic building blocks of the security in this mechanism
is the mobile application. Because the mobile application
encrypts the relevant command selected from the interface with
AES and transmits it to the Wi-Fi module (ESP (2)), which is an
access point, wirelessly. This module (ESP (2)) decrypts the
command and transfers it to the other module via cable. The
module that receives the command with the decrypted code
forwards it to the drone and the drone executes the command.
The main purpose of using buffer modules is to perform
encryption operations and add a security layer to any kind of
drone having a Wi-Fi connection.

In Figure 1, the described general mechanism diagram is
schematized. There are two access points in this structure. One
of them is our customized Wi-Fi module and the other is the
drone. If no intervention is made, both the access point and the
drone we defined will appear on the controller's Wi-Fi network.
Therefore, there may be a dilemma. In our study, we designed a
structure to prevent this dilemma. We covered the main frame of
the drone with aluminum foil and steel fabric and put the module
that sends the commands to the drone wirelessly with UDP in this
structure which was covered. In this way, the drone with its 2.4
GHz broadcasting antenna has been covered and its broadcasting
power has been reduced. The other module was placed on the
drone with the cable extension. Since this module is an access
point, it should be visible on the public network.

3.1. Encryption and decryption mechanism

In our study, the encryption processes of the command to be sent
are prepared on the mobile application. Encryption operations
were carried out with AES and Base64 structures. While
developing applications in Android environment, java/security,
javax/crypto and libraries in which some functions were made
special were used. The special here is to change the attribute
formats that the functions take in accordance with the format of
the incoming data. The purpose of this customization is to enable
the encryption to be decrypted on an IoT device, the Wemos D1
Mini. Decryption is proceeded on the Wi-Fi module in the form of
an access point (Figure 1, ESP (2)).

In our study, the Android application acts as the UDP Server. The
Wi-Fi module in the Access Point form is also defined as the UDP
Client. After encryption is proceeded on the application, the
message is sent to the UDP Client with the internet protocol (IP)
address of the module (192.168.4.1) and the specially defined
port number (6868). It is preferred over TLS as it has UDP
applicability with DJI Tello Drone. Although TLS is used in other
model drones, UDP has been preferred for Tello in terms of both
its compatibility with the encryption structure and its usefulness.
The Wi-Fi module (Figure 1, ESP (2)) reads incoming messages
from the UDP Server in packets of 512 bytes. Receiving the
message as encrypted, UDP Client decrypts the message it
receives in accordance with its encryption. In this way, data flows

in the wireless network encrypted. Commands that are decrypted
in the module are sent to the other module in plaintext with the
help of a small cable. While doing this sending process, the
transmitter (TX) pin of the sending module is connected with the
receiver (RX) pin of the receiving module. The sender writes the
message (s)he will send to the serial platform. The recipient can
also get the message by reading from the same serial platform.

This configuration prevents a man-in-the-middle attack,
because the wireless connection between the computer and the
drone is encrypted. The ESP modules are on the drone, connected
by a wire, so unless an attacker can physically access the drone,
there is no way for them to intrude the unencrypted
communication. The second module relays the commands to the
drone in unencrypted form, but because it's very close to the
drone, it can’t be affected by an attacker away from the drone.

In Figure 2 architectural view, the general mechanism of the
study is summarized. The controller (ground control station) is
connected wirelessly to the Wemos D1 Mini, which is an Access
Point. The controller sends the encrypted command to the Access
Point. The Access Point decrypts the command it receives in
encrypted form. It then sends the command to the Wemos D1
Mini in Client mode to which it is wired. Client receiving the
decoded command connects wirelessly to the drone and sends
the command. The drone executes the command and sends the
result of the execution to the Client. Wemos D1 Mini, which is one
of the two wireless network devices used, makes the
communication between the controller and the drone secure. The
Client and Access Point actually function as if they were a single
piece of hardware.

SECURE HARDWARE MECHANISM

coMMm,

DECRY

WEMOS D1 MINI
-ACCESS POINT-

CONTROLLER

WIRELESS

DECRYPT COMMAND
WIRELESS

DRONE

=
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Figure 2. Architectural view.
3.2. Executing commands on drone

Wemos D1 Mini module, which receives commands with cable by
decrypting, acts as a kind of client. Because this module connects
to Tello DJI Drone that has the feature of Access Point
automatically. It is this module that processes commands on the
drone. This module communicates with the drone using the
contact information specified in the SDK of the D]I Tello Drone.

The module, which establishes a wireless connection with the
drone to operate the commands, communicates with the UDP. In
this way, the operation requests from the user are made possible
to operate the drone. It also returns a message when the drone is
running or unable to run the messages it receives. In this
message, it transmits the data to the module with UDP.

3.3. Implementation platforms

While performing this work, one Wemos D1 Mini, two separate
Wi-Fi modules, and one mobile application were programmed.
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Arduino integrated development environment (IDE) was used
for programming the Wi-Fi modules [18]. We also used Android
Studio while developing the mobile application.

The Android application was implemented on the Java platform.
This application is defined as the UDP Server. The address and
port to communicate as code forced were determined. After the
user enters the command he wants to run on the screen, the
command is encrypted using the relevant encryption structure
and it is AES, Base64 in our study. Using the encrypted message
and contact information, the message is sent to the Access Point
in the form of UDP Client via UDP connection. For the Access
Point to receive the sent encrypted message, the mobile
application must be connected to the module that is the Access
Point on the device's Wi-Fi network [19]. The application uses the
UDP Socket connection and datagram packets when sending
messages. Whenever a command is sent, it is encrypted to a
distinct ciphertext, so that eavesdropper cannot make a guess
which encrypted data corresponds to which command by using
previously collected data.

While programming the modules acting as Access Points, we used
libraries such as ESP8266WiFi, WifiUdp, AES, Base64. When we
made the device visible in wireless networks, we assigned SSID
and password. The Access Point then waits for the connection of
the mobile application. Since the mobile application acts as UDP
Server, the module opens the 6868 port where it will
communicate with the server after the connection is established.
Operations are initialized in the "setup" function. The "loop"
function listens for requests from the UDP Server so that it can be
answered. Until reaching the size of the package defined jointly
between UDP Server and Client, the package is listened. The
incoming packet is then decrypted. The decrypted message is
written to the serial platform that it is wired to the other module.

Arduino IDE was used for programming the EPS32 modules.
Wire, ESP8266Wifi and WifiUdp libraries were used while coding
these modules. The Android application first tries to connect with
the drone in the "setup” function. The "setup"” function is used to
define the initial values required for the program. For example:
defining the port, specifying the constants to use, etc. After
connection is established, UDP communication is initiated. In
order to operate the commands on the DJI Tello drone, it is
necessary to send the command "command" first. After the UDP
connection is provided, this special start command is sent. Then
the data coming from the serial platform is read inside the loop
function that runs continuously. Thanks to the "loop" function,
incoming commands can be handled continuously. When the
related commands arrive to the EPS32 module (Figure 1, ESP
(1)), it sends them to the drone. In this way, control of the drone
is provided.

4. Results

In this project, improvements (The structure shown in Figure 2)
were made on drone commands to be safely operated and
transferred. According to these improvements, some tests were
carried out.

According to the results obtained from this study, received
encrypted messages are given in Table 1.

It is seen that the messages received from the controller are
encrypted and when the same message is sent again, it sends
unique encrypted messages. The "mixed" command shown in this
table is not available in the SDK. This command was created by
combining "take off, flip left and land" commands. The messages
shown in the table are obtained from the Access Point (Figure 1,
ESP (2)). Encrypted messages sent from the Mobile Application,
which is the controller, are obtained from the Access Point. In

addition, this table shows us that the command transmitted on
the Wi-Fi network that provides wireless communication is
definitely not in understandable and readable form. This plays an
importantrole in the safe transmission of commands transmitted
for drone control. This added security layer contributes to the
security part, which is the most critical point of unmanned aerial
vehicles. In this way, an important improvement has been
achieved.

Table 1. Received encrypted message.

l(izi:l:i'\]/izd Encrypted Message

Mixed 1YyvabuBVdKmCOuHPcrp3g==
Mixed nKhs3tUrtKnkScXIMcKZsQ==
Mixed pOmSJeLX12p7RcHQfwCGjQ==
Land JsiuSDCpKgetvNuVIIPj8g==
Land AvX3ig0V3c/yVaMhaN2yqQ==
Flip Left 7706CNCINsj2Kk]jSqVmqxQ==
Flip Left IracWH2ZeYIIALJv59RePw==
Takeoff Z2S5m3P95xHKhH913QqIPg==
Takeoff 995QLzaoWuTOF/Zk9UrqRw==

Encrypted message transmission durations (Table 2) are
prepared with the results obtained from the test studies. These
durations are from the Controller to the Access Point. The end
time is the time before transferring to the Wemos D1 Mini, which
has a client feature, after decoding at the Access Point. These
periods were obtained from the time outputs were given to the
serial monitor of Arduino IDE. The stability of the system was
checked by sending the same commands one after another for
testing purposes. As shown in the table, regardless of the
command sent, it can usually be transmitted around in 3
milliseconds. In addition, this table shows us that the command
sent in encrypted does not cause a significant delay to slow down
the operation. This is also very important for drones. For message
transmission durations, at least 10 samples were taken for each
command and their averages were taken.

Table 2. Encrypted message transmission durations.

Encrypted Received Encrypted Transmission

Message Duration (ms)
Mixed 2.6

Take off 3.5

Flip left 3

Land 3

The tests performed in calculating the values shown in Table 3
Plaintext Message Transmission Durations were used. While
performing the calculations in this table, it is assumed that the
Controller sends a command without encryption, explicitly
sending the plaintext commands. This means that the data is sent
without encryption in wireless network. When measuring the
processes, the start time is that the Access Point receives the
command, and the end time is sent to the Wemos D1 Mini with a
cable connection. As can be seen from Table 3, most of these
values are 0. This means that the added wired connection reduces
the transmission time. This shows the usefulness of the
mechanism designed in this study and the consistency of the
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solution. While obtaining the data in Table 2 Encrypted Message
Transmission Durations and Table 3 Plaintext Message
Transmission Durations, at least 10 samples were taken for each
command and their averages were taken.

Table 3. Plaintext message transmission durations.

Plaintext Received Plaintext Transmission

Message Duration (ms)
Mixed 0.33

Take off 0.5

Flip left 0

Land 0

The results of the study and the results obtained without using
any security architecture are given in Table 4. Execution times
are given for each command specified according to this table.

Table 4. With and without secure architecture command
execution time comparison.

Command Without Secure With Secure
Architecture (ms)  Architecture (ms)

Take off 6651 7512

Flip left 2870 2462

Land 3284 4152

The data received in the Without Secure Architecture column
were obtained as a result of direct communication between the
computer and the drone. While obtaining these calculations, a
software program developed with Node.js was run. During these
tests, 10 different samples were collected for each command. For
each sample, the start time was when the command was sent, and
the end time was when the command was run in the drone. The
averages of the received values were taken and given in the table.

The results in the With Secure Architecture column were
obtained as a result of running commands over the Security
Architecture described in the article. While calculating these
processes, the start time is to send the command with an
encrypted mobile application and the end time is to execute the
command in the drone. These values were found by averaging at
least 10 samples for each command.

This table was prepared to compare the security mechanism
developed in the execution of commands in general with the
system that the drone is directly linked to. The results show that
with the hardware part put to ensure the security of the
structure, the encryption and decryption mechanisms did not
create too many differences that could create control problems in
practice. In fact, the values are too small to notice the time
difference for humans.

5.

In this study, Wemos D1 Minis with two Wi-Fi modules were
placed between the drone and the control station. One of these
modules was converted to an Access Point and the other to a
Client form. The module in the Client form was designed to
provide a UDP connection with the drone. The Mobile
Application, which acts as the controller, has been developed and
the connection of the device with this application to the Wi-Fi
module in Access Point form has been provided. Modules in the
form of Client and Access Point were connected with a cable to
provide serial communication. With this structure, encrypted
transmission of commands sent from Mobile Application was
provided. With the help of Wi-Fi modules put together, these
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encrypted messages are decrypted, and the drone is operated.
Thanks to this structure, security was provided between the
drone and the controller without creating a significant delay.
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