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Abstract: Increasing need for efficient usage of frequency spectrum fosters the search of new methods. Network operators
are forced to use their frequency band as efficiently as possible due to high subscriber demands. Blind identification of
unauthorized users becomes necessary to obtain efficient usage of frequency bands. Like cyclic prefix (CP) length, the
position of the zero padding in the frame has an impact on the cyclostationary characteristics of signal, that can be used
for blind identification of unauthorized users. In this paper, it is shown that signals from two different users with the same
CP lengths can be differentiated from each other via mesurement results. Cyclic autocorrelation function and spectral
correlation density function are computed for each user. The differences between their cyclic properties are shown by
software defined radio measurements. It is shown that signals transmitted from specific users can be differentiated by
using cyclic autocorrelation and spectral density functions characteristics.
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1. Introduction

The need for frequency spectrum is constantly
increasing. The customers demand high data transmission
speeds and wide coverage areas. To satisfy their requests,
operators try to expand their frequency bands, which is not
a easy or a cheap option. They must find effective new
ways to accommodate the increasing demands of
subscribers. As the frequency spectrum is already limited,
reduction of the data transmission speed and coverage area
due to interference can not be accepted. It is important to
develop methods to monitor efficient usage of the limited
electromagnetic spectrum against such cases. In addition,
unlicensed spectrum equipment also reduces the
efficiency.

In our previous study [1], it was shown via simulations
that orthogonal frequency division multiplexed (OFDM)
symbols with different cyclic prefix (CP) lengths could be
separated from each other to blindly differentiate network
users. In this paper, identification of different users with
OFDM symbols of the same CP length is investigated. It
is aimed to blindly differentiate a desired message signal.
Cyclostationarity properties are investigated in terms of
cyclic autocorrelation function (CAF) and spectral
correlation density (SCD) function. To determine the
performances of the considered techniques a software
defined radio (SDR) based testbed is designed and
developed. Two different users’ orthogonal frequency
division multiple access (OFDMA) signals, that have same
CP symbol lengths, are generated by using two SDR
nodes, specifically Universal Software Radio Peripheral
(USRP) 2921 nodes. These generated signals are received
by an SDR and their CAF and fast Fourier transform (FFT)
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of CAF, SCD function, are computed. It is shown that the
cyclostationary features of a signal vary with zero padding
position in the frame; thus, the cyclostationary feature
differences between OFDMA signals which are received
from two distinct users -even if with same CP length- can
be blindly identified.

2. Related Literature

There are various studies in the field of
cyclostationarity signal analysis. Using cylostationary
signal features, blind detection and spectrum sensing
methods are proposed. In [2, 3] the modulation scheme is
determined by using cyclostationary signal analysis. An
algorithm is proposed for detection of primary user signals
in colored Gaussian noise by using cognitive radios in [4].
This algorithm uses conjugate and non-conjugate CAF.
Pilot-based and CP-based cyclostationary analysis are
detailed in [5] for Wi-Fi signals. In [6], the USRP platform
and SCD function are used for recognition of RF signals.
In [7], cyclostationary signal analysis is detailed for
signals using the same frequency band causing
interference. A method decreasing computational
complexity is stated in [8]. The method is based on
eigenvalue  matrix  for  fractional low  order
cyclostationarity. It is stated that this method shows better
detection performance than common cyclostationary
detectors. In [9], the detection of undefined secondary
users is studied by using time smoothing method. Also,
[10] is an informative source for implementations of
digital spectral correlation analyzers.

In our previous studies [1, 11], the impact of CP length
on the cyclostationary features of signals and the
difference between jamming signal and OFDMA signals
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are shown, respectively. In this paper, we aim to
differentiate the signals using the same protocol with the
same CP length. CAFs and SCD functions are given for
different signals of two users.

3. Cyclostationarity

Many frequently used signals are not stationary, but
they are processed as if they were stationary. Hence, some
periodicities or characteristics are ignored by signal
processors. To improve the performances of signal
processors, random signals can be modeled with statistical
parameters periodically varying in the time domain. This
model is referred to as cyclostationarity model. The
processors can bring underlying features of signals by
utilizing cyclostationarity.

To obtain second-order cyclostationarity, a nonlinear
transform is employed for continuous signal x(t) as

v, (&) =x(t+1/2)x"(t —1/2). Q)

Fourier coefficients of y, (t) is
My = (y, (t)e~?m), (2)

where <-» is the time averaging operation. Therefore, the
Fourier coefficients of (1) are obtained as

RE(T) = {x(t +1/2)x"(t — 1/2)e "), ®)
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can be used and (3) can be rewritten to obtain

Re() = ([ (t +5) e ()] [ (e Lo D),
4)

Let us define u(t) = x(t)e~ ™ and u(t) = x(t)e™, It
should be remembered that multiplying with e®imat
results in +a shift in frequency domain. Therefore,

a

U(H) =X(f+%) andv(p) =x (F-2) (5)

If and only if the correlation between u(t) and v(t) is not
zero, we can say that R%(r) contains second-order
periodicity. « is called cyclic frequency.

The frequency domain can provide a more reliable
representation for communication applications. Thus,
SCD function can be employed instead of CAF. While the
average power of a stationary signal x(t) is equal to
(Jx(@®)I?) = R(0), (u(t)v*(t)) indicates RZ(0) =
(lx(t)|?e~?maty of cyclostationary signal x(t). To
measure the average power of received signal at the output
of the filter, the signal x(t) is passed through a narrowband
bandpass filter (BPF) with bandwidth B. Let us assume B
is approaching zero and many filters are employed. In this

case, the set of average power of outputs express the power
spectral density (PSD) as

5:(F) = lim (|rf )« x(0)]) (6)

where h{; (t) is the impulse response of the one-sided filter
with bandwidth B and center frequency f. We can rewrite
(9) in terms of u(t) and v(t) like this

SE(H) = lim {[hE O »u@][Rb© »vO]). ()

(7) generates the spectral density of correlation between
X(f - %) and X(f + %). SCD function can be expressed in

terms of Fourier transform of CAF by using Wiener
relation

SE(f) = [ RE(v)e 7T d, (8)
this transform is called as the cyclic Wiener relation [12].

4. Test Environment

The test environment includes transmitter and receiver
nodes. They will be described below.

4.1, Transmitter Node

Using 4-quadrature amplitude modulation (QAM)
mapping, bits are modulated by transmitter node. After the
modulation process, pilot symbols using for channel
estimation and synchronization is inserted as 4-QAM
symbols. Then, serial data is divided into parallel data
blocks. Zero padding symbols are inserted by using
subcarrier allocation block. The subcarriers in time
domain, xx, are obtained at the output of inverse discrete
Fourier transform (IDFT) block as

1 N-1 i2mkn
Xy = 75 IDFT[X,,| = B2 Xnye W ©)

where, X, is the complex signal assigned to the n**
subcarrier of I** OFDMA symbol. Then, CP is inserted to
protect the signal from multipath channel effects after
conversion to serial data. In the time domain, L symbols of
CP are copied to the beginning of the frame. The analog
waveform s, ;(t) are obtained from OFDMA symbols. It
is shown that

1 eiZT[(t—lT—TCP)% (10)

Se(t) = XiZo Xp, T—Tep

by using rectangular pulse with carrier frequency kW/N
and T and Tcp are the total duration of transmission and
duration of CP part, respectively. Used transmitter
structure is given in Figure 1.
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Figure 2. OFDMA receiver block diagram

4.2. Receiver Node

Received RF signal is digitalized by using analog to
digital converter block. The output of this block can be
denoted with r, ;. CP part of symbols appending at the
transmitter side is removed. After removal process, time
domain symbols y, ; are divided into parallel data blocks
by using DFT block. The signal Y,, ; is obtained as,

1 _izmkn

Yo = DFT[y,] = ﬁZﬁ;& Y€ N (11)
in the frequency domain. The symbols are converted to
serial data. The least square method is employed for pilot
based channel estimation. For every 8 data subcarriers, one
pilot subcarrier and zero forcing equalization are used.
Employed receiver structure is given in Figure 2.

4.3. Testbed Properties

The real time measurement setup includes two NI
USRP 2921 nodes as a transmitter and NI PXI 1082 node
as a receiver. The nodes used for transmission can operate
in the 2.4-2.5 GHz and 4.9-5.9 GHz bandwidths. The node
employed as receiver has RFSA module to analyze the

signal. Implemented testbed is programmed with NI-
LabVIEW which is used for system design.

To overcome synchronization problem in OFDMA sys-
tem, NI PXI 6683 timing and synchronization module is
employed for 10 MHz clock signal. For synchronization in
the software side, NI RFSG signal and clocking generation
software and NI LabVIEW are used. In order to design an
accurate system, time and frequency offset algorithms in
[13] are used. Hardware and test environment are shown in
Figure 3. NI USRP 2921 transmitters are placed in setup.
The transmitters are located at 20 cm and 40 cm away from
receiver NI PXI 1082 for user-1 and user-2, respectively.
This difference provides asymmetric data transmission.

OFDMA transmitter nodes are designed respect to
parameters given in Table 1. Moreover, PHY parameters
of OFDMA system measurements are given in Table 2.
These parameters are configured by using Virtual
Instruments (VIs) which coordinate hardware and
software. For N = 128 subcarriers, 4-QAM symbols are
generated by loading 72 bits into the system. Using
pseudonoise sequence, pilot symbols which are modulated
by using 4-QAM symbols, are generated. Array functions
in LabVIEW are employed for pilot symbols and subcarrier
distribution functions. 56 subcarriers are used as zero
padding for guard subcarrier. CP lengths are kept the same
for user-1 and user-2.
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The receiver side of OFDMA system is set by using
RFSA and Vis. It is operating at 2.45 GHz carrier

frequency with 1MS/s. Aforementioned functionalities
such as CP removal, zero padding removal, pilot and data

Table 1. OFDMA frame structure with N = 128 subcarriers

Configuration Zero Padding Pilot + Information DC Pilot + Information Zero Padding
Component
Subcarrier Index 0-27 28-63 64 65-100 101-127

User 1 28 Subcarriers 36 Subcarriers 1 Subcarrier 36 Subcarriers as 27 Subcarriers
ZP
User 2 28 Subcarriers | 36 Subcarriers as ZP 1 Subcarrier 36 Subcarriers 27 Subcarriers

Table 2. PHY properties of OFDMA based system
measurements for two users

System Parameters | Userl / User2
Carrier Frequency 2.45 GHz
1/Q Data Rate 1 MS/sec
Transmission 1.25 MHz
Bandwidth
Number of Bits 72 bits

used in One Frame
Number of 4-QAM
Symbols

Number of Pilot 4
Subcarriers
Number of 32
Information
Subcarriers
Zero Padding 56

Length
(including DC)
IFFT/FFT Length 128
(N)

36 subcarrier

decomposition are handled by using array functions.
Besides array functions, channel estimation based on
linear interpolation and zero forcing equalization are
used. 1/Q data of the whole measurement are logged at
the receiver node to process.

5. Measurement Results

The logged data is processed and the measurement
results are detailed below.

5.1. Communication Performance Related
Measurements

Firstly, we mention about the received OFDMA
signal related measurements. The measurement results
are obtained for both users’ transmit data. At the receiver
side, both users’ data can be differentiated from each
other. The constellation diagrams for received signals
are given in Figure 4 and Figure 5. Figure 4 denotes the
constellation diagram for user-1 received signals with

N = 128 subcarriers and CP length L = 16. Figure 5 shows
the constellation diagram for user-2 received signals with the
same parameters.

Using CP, time and frequency offsets can be corrected.
Furthermore, the use of CP can aid combat

NI-PX1 1082
OFDMA Receiver

e

|
NI-USRP 2921

OFDMA User-2

Transmitter A\ '— .
4 = \
: NI-USRP 2921 Y

| OFDMA User-1
Transmitter

Figure 3. NI USRP 2921 nodes are used for OFDMA transmitter
nodes. NI PXI1 1082 module is used for receiver node, clocking,
and synchronization. For asymmetric transmission, the distance A
is set as 40 cm and the distance B is 20 cm.

the multipath delay spread. For various CP lengths, the EVM
performances of both users are measured and given Figure 6.
For CP lengths longer than 32, the EVM the performance of
received signal gets worse because of the sensitivity of
OFDMA system to CP. When CP lengthchanges from 32 to
64, EVM measurement is increasing by 430.72% for user-1.
As there is an asymmetry based on distance difference, the
received signals have varying EVM performance.

5.2. Measurement about Cylostationarity of
OFDMA Signals

OFDMA signals consist of hidden repeated patterns.
Therefore OFDMA signals can be differentiated from each
other by using their features like various CP lengths although
they use same protocols.
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We investigate whether we can identify the signals
belonging to different users even though they have the
same CP length. Thus, CAF measurements of OFDMA
signals with the same CP length are performed by using
various time delays () and cyclic frequencies (a). Due
to the position of zero padding in the frame structure and
random distribution of data symbols, it is expected that
there will be differences between the CAF of the signals
and also SCD functions of the signals. CAFs of the
signals are given in Figure 7 and Figure 8 for user-1 and
user-2, respectively.
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Figure 4. Constellation diagram for user-1 received signal
with N =128 and L = 16

0.8

. <
06 .
0.4 :
+ U2, L=16, N=128 (4-QAM)
L 0.2
3
£ 9
[
=1
&2
-0.4
06 . —t
v s
0.8 - "

In-phase

Figure 5. Constellation diagram for user-2 received signal
with N=128and L =16

3331

same CP length, the peak values appear at almost the same
cyclic frequencies. However, there are small differences in
the CAF values of the two signals due to zero padding and
random bit distribution. Using these differences, the signals
can be differentiated even if they have the same CP length.

In communication systems, the frequency domain is
widely used. Hence, SCD function behavior is investigated
to observe how CAFs change in the frequency domain. SCD
functions of OFDMA signals belonging user-1 and user-2
are given in Figure 10 and Figure 11, respectively. The
differences between SCD
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Figure 6. EVM performance for different CP lengths (L)
can be detected. Then, countermeasures can be resorted in order to
avoid unauthorized spectrum usage.

Figure 7. CAF of user-1 for different time delays and cyclic
frequencies

It is not trivial to differentiate the figures, so to focus
on their differences, the normalized CAF measurements
of both users” OFDMA signal at a constant lag of time
with 128 subcarriers and CP length of 16 are shown in
Figure 9. Itis clearly seen from the figure that user-1 and
user-2 signals have different CAF values because of
different zero padding locations in frame and random
distribution of bits. Since the OFDMA signals have the
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Figure 8. CAF of user-2 for different time delays and cyclic
frequencies

functions of both OFDMA signals can be seen easily.
Using these visible differences, the OFDMA signals of
different users can be blindly differentiated. Following
this, the

Figure 9. Normalized CAF of both users with the same CP
length L = 16 and a constant time lag for N = 128

Figure 10. SCD function of user-1 for different time delays
and cyclic frequencies

Figure 11. SCD function of user-2 for different time delays and
cyclic frequencies

frequency occupancy of any unauthorized user can be
detected. Then, countermeasures can be resorted in order to
avoid unauthorized spectrum usage.

6. Conclusion

In this paper, cyclostationarity signal analysis is used to
determine how zero padding position affects the signal
characteristics. As a consequence, the differences due to zero
padding position in a frame enable to differentiate OFDMA
signals received from different users. SDR based
measurement results are captured with the designed testbed.
CAF and SCD functions are computed for each signal
transmitted by each user. Differences between this
cyclostationary ~ features are  highlighted.  Using
cyclostationary features, blind identification can be realized
for interfering signals even if it has the same CP length.
Given expressions can be used to differentiate signals
received from users by using classifiers.
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