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Abstract

Cybersecurity is all the devices and software applications that protect computers, networks, software,
critical systems, and data from possible digital threats. The organizations have a responsibility to secure
data to maintain customer trust and ensure regulatory compliance. They use cybersecurity measures and
tools to protect sensitive data from unauthorized access, as well as prevent disruption to business operations
due to unwanted network activity, and implement cybersecurity by streamlining digital defense across
employees, processes, and technologies. Small and medium-sized businesses (SMBs) which make up a large
portion of organizations, contribute greatly to the economies of many countries. However, SMBs tend to
not care enough about cyber security or do not have the resources to implement it. Additionally,
cybersecurity research rarely focuses on SMBs. SMBs have extensively switched to remote/hybrid working
due to the global pandemic COVID-19 and this transition to remote/hybrid working methods had to adopt
new digital strategies and technologies very quickly. This situation has led to the emergence of more cyber
risks and cyber-attacks. This study highlights that it is crucial to strengthen SMBs and future preparedness
against cybersecurity threats. Specifically, in this study, cyber security problems and deficiencies in SMBs
are identified and suggestions are offered to eliminate them. Also, the work has shown the importance of
why the countries should give importance to SMB cybersecurity as well as the defense industry and future
studies should focus more on SMB cybersecurity applications.

Keywords: Medium Businesses, Small Businesses, SMBs Cybersecurity, SMB Cyber-attacks, SMB
Defense Techniques

1. Introduction

Daily life that moved to the internet, has introduced many new words into our
lives such as Cybernetics, Cyber, and Cyberspace and the transfer of crimes to the
internet created the terms Cyber Crimes and Cyber Security. Cybersecurity is
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defined as things that are done to protect a person, organization, country and
their computer information against crime or attacks carried out using the internet

(‘Cambridge Dictionary’, 2023; Es & Serdar, 2021).

Cybersecurity is all devices and software applications that protect computers,
networks, software, critical systems, and data from possible digital threats. The
fact that businesses use technologies such as the internet, intranet, and extranet
and that many of their employees carry out internet-connected transactions has
made businesses the target of electronic attacks but they have a responsibility to
secure data to maintain customer trust and ensure regulatory compliance

(Chidukwani, Zander, & Koutsakis, 2022; Es & Serdar, 2021; Levy & Gafni, 2022).

They use cybersecurity measures and tools to protect sensitive data from
unauthorized access, as well as prevent disruption to business operations due to
unwanted network activity, and implement cybersecurity by streamlining digital
defense across employees, processes, and technologies (Levy & Gafni, 2022).

Small and medium-sized businesses (SMBs) which make up a large portion of
organizations, contribute greatly to the economies of many countries. However,
SMBs do not care enough about cyber security or do not implement it.
Additionally, cybersecurity research also rarely focuses on SMBs. SMBs have
switched to remote/hybrid working due to the global pandemic COVID-19 and
this transition to remote/hybrid working methods had to adopt new digital
strategies and technologies very quickly (Ilyem & Danyal, 2021; Levy & Gafni,
2022). This situation has led to the emergence of more cyber risks and cyber-
attacks.

Small and Medium-Sized Businesses (SMBs) are important for economic
development in most countries, especially in the Western world, as they
represent the majority of businesses (Levy & Gafni, 2022; Zec, 2015). Gatni and
Pavel stated that SMBs, a term generally used in the United States (USA), are
known as Small and Medium Enterprises (SMEs) in Europe (Gafni & Pavel, 2019).
Sizes vary between countries. Different regions have their definitions of "small
or medium" and are usually measured by the number of employees. For example,
the European Commission (2022) stated that organizations with less than 250
employees are considered SMEs. While organizations with fewer than 500
employees are considered SMBs in the United States (“U.S. Small Business
Administration’, 2023), other countries account for SMBs as organizations with
fewer than 500 employees.
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Throughout the world, SMBs are a huge part of the growing global economy
(Paulsen, 2016). It constitutes 90% of the global economy and more than 50% of
employment worldwide (Chidukwani et al., 2022). They generate a significant
portion of a country’s overall national income (GDP) along with creating new
jobs that stimulate a country’s economic growth (“World Bank SME Finance:
Development news, research, data | World Bank’, 2023). According to estimates,
600 million jobs will be needed by 2030 to accommodate the growing global
workforce, making the development of SMBs a high priority for many
governments around the world. Most formal jobs in emerging markets are
created by SMBs, which create 7 out of 10 jobs ("World Bank SME Finance:
Development news, research, data | World Bank’, 2023).

Therefore, in terms of both economy and security, SMBs need to have strong
cyber security while taking advantage of all the opportunities offered by today's
multi-channel digital world. Many SMBs have had to adopt new digital strategies
and technologies very quickly to maintain, stabilize, or diversify their business
activities and models during the global pandemic and the rise of remote/hybrid

working methods. This situation has led to the emergence of additional cyber
risks (Eaves, 2023; Levy & Gafni, 2022).

Two main external threat vectors faced by SMBs stand out; Phishing and Social
Engineering in the Supply Chain ecosystem (‘Ponemon Institute’, 2018). When
combined with internal threat vectors including lack of risk assessment, poor
access control, data, device and password protection, low levels of investment,
inadequate training and awareness, and cyber hygiene culture and skills, this
creates a potentially very broad attack surface.

Precautions that SMBs should take against cyber-attacks can be listed as follows;

e All data regarding the company's sellers, customers, and sales should be
recorded. In short, a list of all information and assets about the company
should be created.

e Many security breaches are caused by outdated software, including
security software, web browsers, and operating systems. Therefore, it is of
great importance to update all technological tools.

e Regardless of the size of the company, it is necessary to have a backup
system. It is necessary to back up old information and switch to an
automatic backup system. The backup system will make SMBs feel safe
against ransomware attacks, which they frequently encounter.
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e It is of great importance for SMBs to inform their employees about e-mail
fraud incidents. You need to be careful with unusual connections.

® You need to have an action plan ready against hackers. What to do and
the methods to be followed in case of any data breach should be
determined.

e SMBs need to use complex passwords for the system they use.
Additionally, even if a unique password is used, passwords should be
updated frequently.

e It is possible to protect against ransomware, albeit partially, thanks to
antivirus programs. Therefore, your antivirus program must be running.

e To fully ensure information security, consultancy services on information
security should be obtained. There is a need for a security service provider
to step in in case of any threat. Here, attention should be paid to the
solution tools and service quality of the service provider. In addition,
safety standards and compliance with certificates should be checked.

According to research, 80% of SMBs accept IT security as a priority issue, and
50% of them do not have an IT security expert. It was revealed that 30% of them
spent less than 1000 USD on IT security in a year.

With the increasing use of e-commerce and evolving technology, one would
think it would be almost a given in this day and age that businesses would be
making sure they are secure from constant cyber threats. That is not always the
case. While large-sized businesses have the luxury of large budgets to dedicate
to cybersecurity and manpower, SMBs are not that fortunate because of the
inherent challenges that they face, such as limited resources and manning. These
challenges can become a hindrance to an SMB's overall cybersecurity. SMBs'
limited budget, lack of manpower, and even lack of knowledge of cybersecurity
leave them open to attacks (Sill, 2023). Due to these challenges and SMB's high
impact on a given economy, they are consistently targeted by cybercriminals and
deemed easy targets. With their limitations, SMBs must maximize their limited
resources as best they can. Allowing for a large budget dedicated to cybersecurity
manpower, the latest cybersecurity technology, and training is just a pipe dream
in most SMBs. Even some recommendations for SMBs are not very cost-effective.
Fortunately, there are a significant number of resources and recommendations
available to SMBs that are perfect for their meager budgets. Utilizing these cost-
effective resources and recommendations will allow SMBs to increase their
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cybersecurity awareness, training, and security all while spending little to
nothing.

This study highlights that it is crucial to strengthen change and future
preparedness against the cybersecurity threat. It reveals the cyber threat
landscape for SMBs, and why this is so significant challenge faced. In This study,
cybersecurity studies in SMBs are examined. Cyber security problems and
deficiencies in SMBs are identified and suggestions are offered to eliminate them.
The last finding in our study is that the countries should attach importance to
SMB cybersecurity as well as the defense industry and future studies should
focus more on SMB cybersecurity applications.

2. Literature Study and Background

Nine new-generation technologies that have entered our lives with Industry 4.0.
These technologies consist of simulation, autonomous robots, horizontal and
vertical system integration, cyber security, Internet of Things (IoT), additive
manufacturing, cloud technology, big data analysis, and augmented reality
(Demir, Sarusik, & Ogiitlii, 2022). While researching the design principles of
Industry 4.0, they tried to determine the usage potential of some of the new
generation technologies mentioned above during the implementation of Industry
4.0. Transactions carried out by SMBs have increased digitally over the internet
network with the Industry 4.0 process. Invoicing, payment of taxes, etc. carried
out by businesses. Along with many different transactions, digital commerce
constitutes the most important of these topics. Digital commerce, which
constitutes one of the important applications of digitalization, has significantly
increased its importance all over the world, especially during the "2020 Global
Pandemic" period. In fact, digitalization applications that have been used in the
trade of goods and services for many years have been used in the supply chain
and marketing stages (Demir et al., 2022).

This research was conducted on what possible threats, issues, recommendations,
and even recommended hardware solutions were sought by previous studies to
achieve a better overall potential solution for SMBs. Research Reviews were
conducted to better understand previous findings on cybersecurity in SMBs
(Levy & Gafni, 2022). This study covers a wide spectrum across different
industries and cybersecurity threats/vulnerabilities concerning SMBs to
complete a better overall picture rather than just focusing on a specific area. This
allows for a more complete solution that would cover most aspects.
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2.1. General SMB Cybersecurity

In (Paulsen, 2016), Paulsen researched explained how SMBs are targeted by
cybercriminals with little repercussions while also potentially using SMBs as a
stepping stone to get access to larger businesses and organizations which could
cause even more significant damage to economies. Paulsen gives some general
ideas on items that SMBs should take into consideration on how to secure their
business. The ideas stated are that cybersecurity checklists are geared more
towards actual risk profiles rather than the implementation of the security
controls in the checklists, SMBs should conduct a business process analysis to
determine critical business resources/processes instead of just hiring security
professionals to plug the vulnerabilities. The aim is creating a cybersecurity
culture within the SMB through proper training, reinforcement of the training,
and ensuring that the right people are hired (Paulsen, 2016).

2.2. SMB Cybersecurity Management Policies

To see about a more technical aspect, (Teymourlouei & Harris, 2019) gave
recommendations and techniques such as

e Understanding the level of cybersecurity knowledge of the business,
e Properly training employees,
e Using VPN connections,
e Antivirus software,
e Utilizing possible cloud-based security solutions.
The other recommendations are

e Using proper password management (complex passwords, password
expiration, etc.),

e Conducting backups,

e Using utilize encryption for data at rest,
e Securing Wi-Fi networks,

e Utilizing firewalls,

e Enforcing least-privilege.

It even specified utilizing specific software for encryption (VeraCrypt) and VPN
(Windscribe) along with introducing a business questionnaire (Chidukwani et
al., 2022; “Ponemon Institute’, 2018; Teymourlouei & Harris, 2019).
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2.3. SMB Cybersecurity Management

Alahmari and Duncan dealt heavily with cybersecurity risk management using
a review procedure that identified cybersecurity risk perspectives for SMBs
based on keyword searches among academic databases (Alahmari & Duncan,
2020). The findings on the cybersecurity risk perspectives were threats
underestimated by not utilizing proper security and created high-value targets
due to weak defense (SMB Threats). Training, behaviour, and commitment
played significant roles in security and safety (SMB behaviour), lack of SMB
security practices and engagement with research community (SMB Practices),
lack of cybersecurity attacks and associated consequences (SMB Awareness), and

lack of experts and professionals in executive manager decisions (SMB Decision-
Making) (Alahmari & Duncan, 2020).

2.4. Manufacturing SMB Cybersecurity

Heikkila et al. presented cybersecurity in more specialized manufacturing SMBs
(Heikkila, Rattya, Pieska, & Jamsa, 2016). They researched discussed
cybersecurity risks associated with manufacturing SMBs along with possible
solutions for those SMBs. The research discussed ideas like Enterprise Resource
Planning (ERP) implementation for SMBs. The biggest cyber-defense limits in
SMBs are budget and security awareness. It is costly and complex and it is seen
as a risk. The proper and constant training is important role in manufacturing
SMBs. Intellectual property theft is a big concern, for manufacturing SMBs that
causes too much emphasis being placed on information protection rather than
manufacturing process and life cycle security. Manufacturing technology
complexity equals higher risk, and SMBs should make use of free material to help
security management due to lack of resources and budget (Heikkila et al., 2016).

2.5. Current Cyber Hygiene of SMBs

Manufacturing SMBs showed similar risks with general SMBs which led to
research into the next area of current cyber hygiene amongst SMBs. Ncubukezi
et al. discussed how cybercrimes have affected SMBs current cyber hygiene
(Ncubukezi, Mwansa, & Rocaries, 2020). They found that cyber hygiene varied
amongst SMBs with a general lack of standards/guidelines causing bad cyber
hygiene along with results showing current security practices and
recommendations for good cyber hygiene. The results showed that 93% of
malware incidents had antivirus/antispyware software installed, but unsure if
they were updated, 83% of SMBs did not dedicated personnel to remind or run
device updates, 100% of SMBs relied on passwords for protection that did not
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meet criteria, and cybersecurity risk assessment/analysis was not prioritized
with employees relying on their knowledge. The recommendations for SMBs
were to include proper cybersecurity awareness programs, training, adherence
to security measures, and implementing proper security measures (Ncubukezi et
al., 2020). Understanding the cybersecurity hygiene of SMBs can allow for an
increase in providing suitable solutions.

2.6. Evolution of Cybersecurity Issues in SMBs

With the knowledge gained on the current look of cyber hygiene in SMBs,
research focused on the evolution of cybersecurity issues in SMBs. Bhattacharya
discussed how changes in information technology have led to an evolution of
cybersecurity issues in SMBs in which SMBs tend to fail to evolve with the issues
which leave them open for increasing attacks (Bhattacharya, 2015). Bhattacharya
presented SMBs constantly fail to put in place proper security policies due to a
lack of resources (skills, infrastructure, security assessments, etc.) Information
technology evolution has caused SMBs to become more dependent on
outsourcing (expertise, cloud computing, etc.). In addition, relying on
mobile/portable devices that increase cybersecurity risks, and taking a proactive
approach in dealing with evolving cybersecurity threats must include cost-
effective, practical, and realistic approaches, which work with the limitations of
SMBs (Bhattacharya, 2015).

2.7. Future Proof in SMBs

With the evolution of information technology causing issues with SMBs, research
was conducted on possible ways to future-proof cybersecurity in SMBs. Elezaj et
al. researched which gave insight on one aspect of future-proofing SMBs (Elezaj,
Yayilgan, Abomhara, Yeng, & Ahmed, 2019). They covered Intrusion Detection
Systems (IDSs) for SMBs as an important tool for network attacks where an IDS
framework consisting of signature-based anomaly detection was utilized to
improve the efficiency of detecting network anomalies for SMBs. The research
found that challenges facing SMBs regarding IDSs were that there were no IDS
public datasets, a gap between intrusion detection results and interpretation, and
no self-adaptation. The study further found that utilizing a hybrid IDS
(signature-based with anomaly-based) achieved an overall accuracy of 99.9872%.
This hybrid IDS checked signature matches first, then tested input on a classifier
model and balance to training the model that finally is fed back into the signature
database for updating (Elezaj, Yayilgan, Abomhara, Yeng & Ahmed, 2019). This
would allow for the self-adaptation of IDSs and protection against possible future
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network threats. The biggest concern with utilizing self-adapting IDS is the
complexity and cost over regular signature-based IDSs.

2.8. Cyber Attack Impacts on SMBs

Saleem et al. (Saleem, Abedisi, Ande, & Hammoudeh, 2017) presented
cybersecurity issues, attack trends, and the effects on SMBs with an emphasis on
non-technical individuals. They laid out the cost of attacks, trending
threats/challenges, mitigation, and penetration testing value. It stated that
attacks like ransomware or the evolution in technology such as cloud and IoT
have made it increasingly difficult and costly for SMBs to keep up due to a lack
of awareness and emerging threats of IoT device attacks like Mirai are generally
caused by a lack of security within the IoT devices. It also provided
recommendations in which enterprises should adhere to four security standards
(update device software/firmware, encrypt communications/data transfer,
strong password policy, and incorporate multi-factor authentication) at a
minimum, and conduct regular penetration testing into the SMBs security
procedures (Elezaj et al., 2019).

3. Proposed Research and Contributions

While ISO/IEC 27001, COBIT, and NIST have well-laid out standards for
cybersecurity frameworks, these are all geared to corporate level-large scale
entities in which some of the standards do not fit into SMB concept or there are
some others that are more valuable to SMB rather than larger businesses.
Moreover, some of the specific standards require extensive workload and/or
costs that the SMBs cannot cover. That is why here we base our structure on the
common cybersecurity elements that are better fit for SMBs. Specifically, this
work proposes to utilize an existing training platform for SMB employees and
cost-effective solution to test and patch the system for vulnerabilities.

3.1. SMB Cybersecurity Awareness and Training

Based on the research conducted on cybersecurity in SMBs, indicated that
cybersecurity training and awareness were big concerns with SMBs and gave
recommendations that proper cybersecurity awareness and training needs to be
conducted (Paulsen, 2016; Teymourlouei & Harris, 2019; Elezaj et al., 2019). The
greatest issue that SMBs have with conducting proper cybersecurity awareness
and training is how to go about it with a limited budget and lack of expertise.

The best solution for SMBs would be to utilize the free and openly available
resources online. This is the best cost-effective and time-reducing method for
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SMBs. There is no reason that they should re-invent the wheel per se. One of
those resources to SMBs for cybersecurity awareness and training is the
Department of Defense (DoD) (‘Cybersecurity’, 2023; Levy & Gafni, 2022) Cyber
Exchange Public website (Levy & Gafni, 2022; ‘Security Technical
Implementation Guides - DoD Cyber Exchange’, 2023), This website has
numerous free cybersecurity training and awareness modules available to the
public. All the modules are self-paced and can be completed usually within an
hour, depending on the course. One such course is the Cyber Awareness
Challenge training module, which is actually an annual requirement for all DoD
personnel to take. It can help give a basic understanding of cybersecurity and
increase awareness. These courses can be utilized to satisfy the need for
cybersecurity training, awareness, and reoccurring training at SMBs without the
need to produce a separate cybersecurity training and awareness program, and
with the added bonus of being free.

3.2. Cost-Effective SMB Cybersecurity

Another common concern amongst SMBs found in the literature study was the
lack of antivirus/antimalware, firewall, application whitelisting, and encryption
software to protect the SMB computers or systems (Teymourlouei & Harris, 2019;
Heikkila et al., 2016; Ncubukezi et al., 2020; Saleem et al., 2017). This is a very
simple cost-effective solution for SMBs to overcome. This gives SMBs security for
antivirus/antimalware, firewall for network protection, and encryption for data
at rest, application whitelisting, and code integrity all included with the cost of
the OS. While IDSs are valuable assets, utilizing something such as a self-
adaptive IDS could be too complex and costly for normal SMBs which leads me
to recommend not going the route of hybrid IDSs, but instead sticking with
standard signature-based IDSs.

3.3. Securing SMB Computers

The SMB computer’s OSs would have to be hardened, firewall setup, and
BitLocker to be enabled. This can be a very time-consuming effort where most
SMBs would have to hire a dedicated cybersecurity expert to ensure their systems
are secure. Most SMBs do not have the time or monetary resources dedicated to
handling that, however, there is a very easy cost-effective way to handle it. SMBs
can make use of two free applications provided by DoD to secure computers and
help with a previous concern in (Paulsen, 2016) that cybersecurity checklists do
not show how to implement security controls in checklists. The two free publicly
available applications by DoD are Security Content Automation Protocol (SCAP)
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and SCAP Compliance Checker (SCC). The applications utilize Defense
Information Systems Agency (DISA) created Security Technical Implementation
Guides (STIGS) to harden and secure systems (‘Security Technical
Implementation Guides - DoD Cyber Exchange’, 2023). he SCC application is a
vulnerability /compliance checker with preloaded STIG benchmarks used to
conduct a scan on the computer. While the SCAP application is a Java app used
to take the results for the SCC scan and conduct manual STIG checks which were
missed by the SCC benchmarks. SCAP can also be used to view STIGs and each
of their security requirements. Utilizing SCC and SCAP with the DISA produced
STIGs, numerous OSs, applications, and various software can be secured all for
no cost to the SMBs.

4. Results and Discussion

SCC and SCAP scans were conducted on a Virtual Machine (VM) loaded with
just a plain Enterprise version of Windows 10 (LTSC). The results were recorded
to demonstrate on all the security vulnerabilities found with a normal Windows
10 load that would be used by SMBs. Fig. 1 shows how a STIG requirement is
displayed in SCAP. The STIG requirement not only discusses why it is
recommended, but also how to check for the security requirement, fix action if it
is not enabled, and technical references. The SCC application was run with the
following Windows 10 benchmarks checked, IE 11 STIG, MS Dot Net Framework
STIG, Windows 10 STIG, Windows Defender Antivirus STIG, and Windows
Firewall STIG. Fig. 2 shows the SCC application upon start up and Fig 3 shows
the results of the SCC application scan.
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Rule Title: Windows 10 systems must use a BitLocker PIN with a minimum length of 6 digits for pre-boot authentication.
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Fig. 3. SCC Scan Results on the SMB Computer

The SCC application scans showed a score of 0% for IE 11, 80% for MS Dot Net
Framework, 42.65% for Windows 10, 43.9% for Windows Defender Antivirus,
and 25% for Windows Firewall. The higher the score, the more score the area is.
As can be seen, a basic Windows 10 system is not very secure. Each individual
section can be viewed independently in either HTML or XML. Fig 4 shows a
small clip of the breakdown from the Windows 10 section.
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Fig.4. SCC Scan Results on Windows 10
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The SCC application automatically saves the results in various formats that can
be imported into various applications, such as OVAL for OpenSCAP (OSCAP)
and XCCDF for SCAP. The results are time-stamped based on the date/time
format and saved under the user’s profile in Windows. To get the most accurate
results for the SCAP application, the following STIGs were downloaded and
imported into the SCAP application, MS Dot Net Framework V2R1, MS IE11
V1R19, MS Windows 10 V2R1, MS Windows Defender Antivirus V2R1, and
Windows Firewall V1R7. Using the SCC application results, the saved XCCDF
XML files can now be imported into the SCAP application for manual STIG
checks. The SCAP application is a Java-based application that requires the latest
version of JRE to be installed to run the application. Fig 5 shows the SCAP
application upon start up and Fig 6 shows the results of the imported SCC
application scans.

@) DISA STIG Viewer: 2.11: STIG Explorer - o X
[ Export Checkist Options  Help

STIG Explorer

¥ STIGs Vul ID Rule Name

K
Apache Server 2.4 UNIX Server Securi
Apache Server 2.4 UNIX Site Security
Application Security and Developmer’
Database Security Requirements Guic
MeAfee VSEL 1.9/2.0 Local Client Sect
McAfee VSEL 1.9/2.0 Managed Client

Profile: | No Profile
Fiter Panel No content in table
Must match: @ All () Any
Keyword - Add
®) Inclusive (+) Filter () Exclusive () Fitter

/- Keyword Filter

No content in table

Remove Filter(s) || Remove All Filters

No Rules Selected

Fig. 5. SCAP Application upon Start-up
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- Severity Overrde: | CATI ~

Microsoft DotNet Framework 4.0 Security Technical Implementation Guide :: Version 2, Release: 1 Banchmark Date: 22 Jan 2021

NR V46477 DTBI0IB-E11-Py

Fig. 6. SCAP Results Obtained from Windows 10 Test Computer

Once the results were loaded and a checklist created, the SCAP application
showed a total of 500 findings which 294 were “Open”, 117 were “Not a Finding”,
89 were “Not Reviewed”, and 0 were Not Applicable. Each STIG requirement
can be then viewed individually and further assessments can be done to
determine fix actions, further guidance, or determination if it is applicable at all.

5. Conclusions and Future Work

SMBs have special requirements that require special considerations to meet their
specific needs. Using cost-effective methods that do not hinder their resources
(time, manning, and revenue) is the best solution possible instead of relying on
the generally accepted cybersecurity standards offered by ISO, NIST, etc. By
using free openly available training along with applications designed by the
DoD, such as SCC and SCAP, SMBs can ensure that they are as protected as they
possibly can be. The items shown are readily available to all and should be
utilized as a part of overarching cybersecurity defense.

There will always be a need to find better approaches to securing SMBs. The ones
provided offer the bonus of being maintained and updated constantly by the
DoD and DISA. This ensures that the latest STIGs and applications are the most
up-to-date to better assist SMBs in securing themselves as effectively as possible.

Although the proposed work proved to be effective for a Windows 10 local
machine-based SMB, it is also important to note that with sophisticated

35



Oliver A. Luukkonen, Yesim Ulgen Sonmez, “Cybersecurity for Small and Medium-Sized Businesses”, Journal of
Sustainable Economics and Management Studies, Vol. 3, Issue 1, June 2022, pp. 21-38.

Advanced Persistent Threats capabilities and increasing zero-day attacks, the
SMB will need to be always on alert for such threats and continue with the regular
updates on the systems, training of the employees, and checking other
standardizations to enhance the security of such systems. In the near future, we
plan to extend this work to other server capabilities and Bring Your Own Device
platforms used in SMBs. Also, focusing on a specific SMB type can help the
company to create a better-customized security mechanism.
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