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ARTICLEINFO

Bu makale, sosyal miihendislik saldirilarma ve bunlarin ulusal ve uluslararasi giivenlik de dahil olmak tizere
siber giivenlik iizerindeki etkilerine genel bir bakis sunmay1 amaglamakta, tespit tekniklerini ve karg1 dnlem
icin baglica yontemleri ortaya koymaktadir. Sosyal mithendislik saldirilar1 ulusal ve uluslararasi giivenligi nasil
etkiler? Peki onlarla bas etmek neden bu kadar zor? Bu sorularin yanitlarini arayan bu makalede, 6zellikle
literatiir taramas1 ve vaka analizi olmak iizere nitel arastirma yontemleri kullanilmaktadir. Arastirmada agirlikli
olarak nitel arastirma yontemleri kullanilmakla birlikte, gerekli goriildiigiinde nicel arastirma yontemlerinden
de yararlanilacaktir. Online dolandiricilik olarak da bilinen sosyal mithendislik saldirilari gogu zaman az teknik
bilgi ya da teknik bilgi gerektirmeyen nitelikte saldirilardir. Kullanici siber giivenlikte en zayif halka olarak
kabul edildiginden, sosyal miihendislik saldirilart bireylerin zaaflarindan ve hatalarindan faydalanir. Birgok
¢alisma, dijital diinyadaki basarili siber saldirilarin biiyiik ¢ogunlugunun sosyal miihendislik (SE) saldirilart
oldugunu, ciinkii bunlara karsi koymanin teknik siber saldirilara karsi koymaktan daha zor oldugunu
gostermistir. 2016 ABD Bagkanlik segimlerine miidahale, 2015'te CIA direktorii John Brennan'in hacklenmesi
ve 2010'da Stuxnet gibi bazi bilyiikk siber saldirilarin analizine dayanan makale, sosyal miihendislik
saldirilarmin bireysel, kurumsal, toplumsal, ulusal ve uluslararasi diizeyde siber giivenlik tizerinde ¢ok biiyiik
etkiye sahip oldugunu ortaya koymaktadir. Sizma testleri ve farkindaligi artirmaya yonelik egitimler, sosyal
miithendislik saldirilarint azaltmanin etkili yontemlerindendir.
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This paper aims to provide an overview of social engineering attacks, and their impacts on cybersecurity,
including national and international security, and figures out detection techniques, and major methods for
countermeasure. How do social engineering attacks affect national and international security? And why is it so
hard to cope with them? Seeking for answers to these questions, this paper applies qualitative research methods
particularly literature review and case analysis. While qualitative research methods are predominantly
employed, quantitative methods will also be utilized when deemed essential. Social engineering attacks, also
referred to as online fraud, are a type of attack that typically necessitates minimal or no technical knowledge.
Social engineering attacks, instead benefit from the weaknesses and mistakes of individuals, since the user is
accepted as the weakest link in cybersecurity. Many studies have shown that the vast majority of successful
cyber-attacks in the digital world are social engineering (SE) because countering them is more difficult than
countering technical cyber-attacks. Based on the analysis of some major cyber-attacks such as the intervention
in the 2016 US Presidential elections, the hacking of CIA director, John Brennan in 2015, and Stuxnet in 2010,
the paper figures out that social engineering attacks have a tremendous impact on cybersecurity on the
individual, institutional, societal, national, and international levels. Penetration tests and training for raising
awareness are the prolific ways to mitigate social engineering attacks.
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Introduction

Social engineering (SE) from the security perspective is a collection of dynamic
activities including new forms and tactics growing constantly, particularly since it has evolved
and developed dramatically in the last two decades. It is similar to a moving target. “Social
engineering has existed in many forms throughout history and will continue to exist" (Wang,
et.al, 2020, s. 85095). That is one of the causes why it is hard to develop a proper definition for
them and likewise to cope with them.

SE is not a novel strategy. In the 1990s, Kevin Mitnick, a well-known hacker,
contributed to the idea's widespread dissemination in cybersecurity, however, such tactics had
existed since 1184 B.C. Greece-Troy tensions arose when the Trojan horse deception was
initially employed. Today, it has become one of the most prevalent cyberattacks in the digital
realm. As cybersecurity tools and countermeasures against technology-based assaults like
malware have matured, cybercriminals have moved to SE techniques.

The goal of SE is to trick the system users by providing their needs based on human
nature. For example, when the customer service employee is trying to help the customer by
providing detailed information about his organization. Cyber security is commonly seen as a
consequence of technical cyberattacks. Nevertheless, there are non-technical and/or minimally
technological cyberattacks known as SE that pose a severe risk to cybersecurity. Social
engineering attacks are conducted using tricks to collect the needed information from the
system end users. Literature on SE is scarce, particularly literature on the national and
international security impacts of SE attacks. Therefore, our study seeks to contribute to the
literature in this regard as well. This study seeks to answer questions such as "How do SE
attacks impact national and international security?" and "Why is it difficult to combat SE
attacks?" as well as "What can be done to lessen their impact on cybersecurity in general and
national and international security in particular?"

This research employs a literature review, existing statistics on SE, and a major
international case analysis to answer these problems. The literature will provide us with
definitions and some methods of detection and mitigation, statistics will outline the
effectiveness of SE, and case studies, such as the intervention in the 2016 US Presidential
elections, the hacking of CIA director John Brennan in 2015, the South Caroline spam e-mail
attack in 2012, and Stuxnet in 2010, will illustrate the impact of SE on cybersecurity, which
has become the most important component of both national and international security globally
over the last decade.

This study focuses on the theoretical and conceptual framework, assesses some of the
most significant SE attacks in international relations, and evaluates the existing detection and
countermeasures against SE. Before the conclusion, discussions and findings will be further
upon.

Theoretical and Conceptual Outline

Whether the data of states, companies, or even individuals is on paper or in information
systems, information must always be protected against threats to itself and protected by those
who use it. Cyberspace, which is the most frequently used for accessing information, has been
the most important source for accessing information concerning personal and national security.
The infrastructure systems used to play a critical role, from ensuring the security of the
information concerning public security and sharing it among the institutions that provide
national security. Changes in areas such as the internet and metaverse in today’s world have led
to the expansion of cyberspace (Sohret, 2022, s. 133)
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Social engineering attack is a widely known issue in cybersecurity and is one of the
most difficult tests faced by all cyberspace stakeholders as it exploits one's trust-based
propensity (Jimoh, 2022). SE attacks pose a serious threat to all levels of security from
individual to global cybersecurity. 98% of cyber-attacks involve some form of SE and it is used
in up to 90% of malicious data breaches (Reed, 2022). Figure 1 demonstrates that just 3% of
malware tries to take advantage of a purely technical weakness. Instead, the remaining 97% use
SE to target users. 55% of all emails are spam (Sysgroup, 2022). Consider that according to
Internetlivestats on average 250 billion e-mails are sent worldwide per day (Internetlivestats,
2022).

Figure 1: Statistics on spam email and general attack types

Spam email percentage Attack type
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Social engineering does not usually require a high level of technology knowledge. SE
takes advantage of common human characteristics like curiosity, politeness, trust, greed, lack
of thought, shyness, and apathy (CERT-UK, 2015, s. 3). Although it requires the least technical
knowledge, SE is one of the most fertile, thriving, and conclusive ways of accessing closed
systems and acquiring sensitive information. With features full of secrets and unknowns, it has
a wide range from phishing e-mails to pretexting, from tailgating to quid pro quo, and more
(CERT-UK, 2015, s. 3). Social engineers are masters of their craft because they use the
standards of human brain research to build beliefs with users regularly, knowing that the
individual may be their "in." It all starts with deciding on a brand and human target(s)
(Mitnicksecurity, 2015, s. 3).

Figure 2: Social Engineering Life Cycle
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Resource: Duarte, N., Coelho, N., Guarda, T. " SE: The Art of Attacks", In Guarda, T., Portela, F., Santos, M.F.
(eds) Advanced Research in Technologies, Information, Innovation, and Sustainability. ARTIIS 2021.
Communications in Computer and Information Science, vol 1485. Springer, Cham. https://doi.org/10.1007/978-
3-030-90241-4_36 [Access date: November 04, 2022].

Figure 2 illustrates the SE life cycle, which includes several steps. According to this
scheme, the attacker first conducts a thorough investigation, including identifying the target,
gathering background information, and determining the methods to be used. The second step
entails communicating with the target, fabricating a story, and exerting control over the
interaction. The next step is to identify the target and launch the attack, either by blocking the
service or obtaining the desired information. Finally, it is to clear all traces, restore the system
to its original state, and exit.

Defining Social Engineering

In the literature, there are too many distinct definitions for the concept, each of which
captures different parts of the process. Hadnagy, for instance, proposes a broad, vague, and non-
cyberspace-specific definition of cyber environment, arguing that SE refers to any activity that
influences an individual to take a course of “action that may or may not be in his or her best
interests” (Hadnagy, 2018, s. 7). However, another definition offers a more precise meaning
of social security. The act of misleading someone in person, over the phone, or through a
computer to breach some level of personal or professional security (Chinta, Alaparthy, and
Kodali, 2016, s. 225). Recent definitions in the literature tend to emphasize the concept's non-
technological aspects. Krombholz et al. make a compelling case for such claims, defending the
position that SE is the act of convincing end users to breach IT systems. Social engineers are a
subset of hackers that don't focus on technology but rather on persuading and influencing people
in positions of power to commit destructive acts, such as leaking sensitive information or
launching attacks. Breda, Barbosa, and Morais on the other hand, focus on cybersecurity aspects
of the concept by arguing that “it is primarily used to induce victims towards disclosing
confidential data, or to perform actions that breach security protocols, unknowingly infecting
systems or releasing classified information” (Breda, Barbora and Morais, 2017). In addition to
that SE is a type of attack when a hacker(s) use social interaction to exploit human
vulnerabilities to violate cybersecurity through technical and non-technical vulnerabilities
(Wang, et.al, 2020, s. 85105). In this context, Oosterloo provides a comprehensive definition,
stating that it is the successful or unsuccessful efforts to persuade an individual(s) to disclose
details or behave in a way that might cause the illegal disclosure, use, or declassification of a
computer system, network, or data (Oosterloo, 2008, s. 3).

Based on the definitions provided above, this paper defines SE as primarily non-
technical activities, methods, and processes to get into desired confidential data or information
or closed systems by deceiving and using people as pawns by exploiting his or her mistakes,
weaknesses, psychological, and moral states. Any definition of SE will be incomplete because
it is a constantly evolving cyberattack with new forms emerging every day. That is why, over
the last 20 years, it has become such a popular, prolific, and effective method of cyber-attacks.
According to Wang et al., such a variety of definitions has resulted in many “conceptual
deficiencies (such as inconsistent conceptual intentions, a vague conceptual boundary,
confusing instances, overgeneralization and abuse) of the term making serious negative impacts
on the understanding, analysis, and defense of social engineering attacks” (Wang, et.al, 2020,
s. 85094).

There is a wide variety of resources available to social engineers for use in gaining
access to confidential information. These may serve as informational resources, or they may
employ manipulative psychological techniques that play on people's vulnerabilities. OSINT and
HUMINT are the two most important ones. Other personal resources include strong emotion,
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overloading, reciprocation, deceitful relationships, diffusion of responsibility, moral duty,
authority, integrity, and consistency.

Classification of Social Engineering Attacks

The internet evolution simplifies information sharing using the social media platforms
such as Facebook, Snapchat, WhatsApp, Instagram, and much more. Social engineering
assaults, which pose a grave threat to cybersecurity, can be classified on a variety of grounds
(see Figure 3). It can be based on operators like software or humans, or it can be based on
channels like e-mail, SMS, phone, websites, the physical cloud, or social networks, and it can
be based on tactics like technical, social, physical, or socio-technical (Krombholz et al., 2014,
s. 5).

Figure 3: Classification of Social Engineering

Social engineering classification

Channel Operator Type
* E-mail * Software-Technology based * Physical
* Instant messenger * Human-based * Social
* Phone, Voip * Technical
* Website * Socio-technical
* BSocial network
* Cloud

Classification based on technology and humans will be elaborated and analyzed in this
paper. Phishing, baiting, virtual impersonation, watering holes, and whaling are among
technology—based SE attacks, while tailgating, dumpster diving, pretexting, and reverse SE are
accepted as human-based SE attacks. Human-based attacks involve the attacker physically
meeting with the target and engaging in conversation to glean the information they need. As a
result, they are restricted in the number of people they can harm. Software-based assaults collect
information from their targets via electronic devices like computers and mobile phones
(Salahdine, and Kaabouch, 2019, s. 3). Attacks employing SE may incorporate social, human,
technical, computer, and physical elements. Phishing, help desk impersonation, dumpster
diving, document theft, diversion theft, bogus software, quid pro quo, baiting, pretexting, pop-
up windows, tailgating, ransomware, reverse SE, and phone SE are all forms of social
engineering. (Salahdine, and Kaabouch, 2019, s. 3).

Table 1: Major Social Engineering Attacks Based on Types of Operator

Technology-Based Attacks Human-Based Attacks
1 Phishing Vishing
2 Impersonation Baiting
3 Spear Phishing Pretexting
4 Smishing Dumpster Diving
5 Whaling Tailgating
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6 Brand Theft / Typosquatting Quid Quo Pro
7 Watering hole Scareware
8 Reverse SE

Resource: The table is designed by the authors.

Social engineering is a dynamic process that grows, changes, and transforms
considerably more rapidly than countermeasures. Therefore, SE techniques and methods are
not restricted to those listed above. They are, however, the most significant and widespread
types of SE attacks over the last two decades. All of these strategies, their functions,
methodologies, and effects on cybersecurity will be described in this paper in brief.

Technology-Based SE

Some of the SE attacks are performed through technology tools and channels such as
emails, SMS, social media, websites, etc. Some of them are phishing, spear phishing, brand
theft, watering holes, etc.

Phishing is one of the oldest techniques in the toolbox of the malicious actor (Indzhov,
et.al.,2022, s. 13). Phishing (e-mail phishing, smishing, and social phishing) is a type of SE
assault used to gain sensitive or personal data from a corporation or institution. By posing as a
trustworthy source, an attacker attempts to deceive a victim into opening an email (email
phishing or spam-phishing), instant message (smishing), or social media message (social
phishing). Phishing is the practice of sending harmful emails purporting to originate from
legitimate sources (Hadnagy, 2018, s. 229). Some may request a response to the email, after
which they will participate in an exchange of communications to elicit sensitive information
(CERT-UK, 2015, s. 4). Phishing attacks can be performed via email, text messages, phone
calls, social media, fax, and other modes of communication, including social media (CERT-
UK, 2015, s. 3). The victim is then tricked into clicking on a malicious attachment or link,
which can result in the installation of Trojan horse into computer or the system.

Phishing, which accounts for an estimated 77% of all social-based attacks, is the most
productive form of SE (CERT-UK, 2015, s. 3). A Phishing attack can have disastrous
consequences for the target person, institution, organization, or state. The purpose of phishing
is to steal personal data such as passwords, usernames, credentials, or credit or social security
card information, download information from the system or can be placed to make a larger
attack such as an advanced persistent threat (APT) event on an organization or a national critical
infrastructure. According to Carahsoft's 2021 HIMSS Healthcare Cybersecurity Study, over 12
months, Figure 4 reveals that phishing attempts were the most common threat, accounting for
45% of security events.
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Figure 4: Phishing Attacks Top Threat to Healthcare

Supply Chain Compromise or Attack Il 2%
Theft or Loss Il 2%
Distributed Denial of Service Attack Il 2%
Website or Web Application Attack Il 2%
Credential Harvesting Attack I 4%
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Negligent Insider Activity I 5%
Breach or Data Leakage I 7%
Ransomware Attack [N 17
Phishing Attack I £ 5%
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Source: MedCity News

Resource: https://www.hhs.gov/sites/default/files/the-impact-of-social-engineering-on-healthcare.pdf

Spear phishing is utilized by more advanced attackers who restrict their target group
and increase the precision of their messages, thereby enhancing their credibility. Those targeted
by a spear phishing assault may be in the same field of work, belong to the same organization,
or share some other commonality (CERT-UK, 2015, s. 5). Spear phishing, in all its different
forms, is a type of phishing that is very personalized (Hadnagy, 2018, s. 231). A good attacker
will learn as much as they can about their target(s) to increase their potential for success.
Attempts will be made to learn more about the organization, such as its structure and how to
get in touch with it. They will combine this information with what they know about their target
using information available online, such as social media accounts. The message will probably
include specifics about the recipient, such as using their name instead of a generic greeting that
makes it more personal (CERT-UK, 2015, ss. 5-6). Spear-phishing is the first stage of an
Advanced Persistent Threat (APT) attack, that is utilized to gain access to a computer system.
It's a form of assault that aims at a particular segment of a company's workforce. By combing
through websites, blogs of employees, and social profiles tailored phishing is developed.
Malware is sometimes hidden within phishing emails, such as Trojan, whose primary purpose
is mass surveillance (Aldawood and Skinner, 2019, s. 10).

Whaling is a phishing attack, similar to spear phishing, and usually targets company
owners and senior personnel.

Smishing or SMS Phishing SMS phishing is based on the same fundamentals as phishing
but uses a different channel, SMS. As suggested by its name, smishing is simply mobile
phishing. The origin of the term "smishing” is a combination of "phishing” and "SMS".
(Indzhov, O.et.al., 2022, s. 18) This threat should not be ignored because it uses the same
psychological factors that make phishing and other SE techniques so effective.

Brand Theft and Typosquatting to automate exploits to incentivize employees. In brand
theft, employees are led to believe They are using legitimate platforms and services. These
attacks employ typosquatting URL hijacking or the registration of domain names containing
minor typographical errors. The misspelled domains are intended to deceive users who do not
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closely examine email headers. It leads to copyright violations and a loss of public confidence
in institutions (Aldawood and Skinner, 2019, s. 10).

A watering hole is an SE attack in which attackers in the digital realm target website
users by taking over websites that their targets frequently visit and installing malware on them.
Similar to baiting, attackers use trustworthy web pages to cause in infection in victims'
electronic devices. In addition to requiring technical knowledge in most cases, they are more
advanced than other SE methods. A watering hole attack involves compromising a trusted third-
party web page to cause harm by transmitting harmful software to the computer of the target
person, company, or organization (CERT-UK, 2015, s. 6).

Human-Based Social Engineering Attacks

Among too many ways of conducting SE based on human channels scareware, baiting,
tailgating, pretexting, quid quo pro, dumpster diving and reverse SE are the most common ones.

Impersonation is the practice of adopting the identity of another person to obtain or alter
information (Ghauri, 2021). It is accepted as one of the most hazardous channels, yet also one
of the most lethal for SE attackers to deploy. Consequently, it is the least utilized of the four
vectors. Impersonation is the process of dressing up as an employee of a competing company
employee or a trusted authority figure, such as law enforcement, a utility worker, etc (Hadnagy,
2018, s. 241). To carry out subsequent hostile acts, such as piggybacking, pretexting, and quid
pro quo, the malicious actor takes on a fictitious identity to obtain credibility (Breda, Barbosa,
and Morais, 2017).

Pretexting assaults involve the creation of fictitious and persuasive situations to steal
identifying information from a victim. Attacks are predicated on making the victim believe and
trust the attacker. The attack is carried out by e-mails, physical media, or phone calls (Salahdine
and Kaabouch, 2019, s. 5). The heart of this attack is the creation of a realistic situation suitable
for engaging the targeted person(s). The attacker tries to breach security procedures by
mimicking a legitimate source to steal sensitive data such as passwords and bank account
numbers. To avoid suspicion, this strategy necessitates a convincing story, which necessitates
extensive research on the target (Breda, Barbosa, and Morais, 2017). The malicious user adopts
a fake personality and uses the name of a trusted organization. This persona is used to facilitate
interaction with the intended target. Data, finances, passwords, and other information about the
target are used to try to take control after a certain amount of time has passed.

Baiting is a type of SE used to gain access to air-gapped systems or intranet that is
inaccessible online. Through baiting cybercriminals exploit the curiosity of target user groups
to launch cyberattacks. An opponent can use hardware in an attempt to attract a target or target.
Due to its specific nature, this form of SE is typically used by more advanced attackers against
a targeted industry, organization, or person. Baiting typically entails leaving discarded digital
media (such as a USB flash drive, CD, or DVD) in a place visited often by the target, sometimes
with a tempting label (like a car park). Hoping that they will take it and then put it to work on
a computer at home or the office, spreading malware. The attacker may be in a position to give
away infected USB drives at conferences or other events or to provide extra details on digital
media that has been compromised (CERT-UK, 2015, s. 7).

Often referred to as "road apples,” baiting attacks are a form of phishing that promises
users something of value if they click on a link. They function as trojan horses, attacking targets
using easily accessible, unprotected computer materials like storage media or USB drives
infected with malware. This USB drive is a real-life Trojan horse that will attack any computer
it is plugged into. This form of attack is stealthy, taking place in the background and performing
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malicious tasks without the targets’ knowledge (Salahdine and Kaabouch,2019:6;
Mitnicksecurity, 2022, s. 9).

Vishing (Voice Phishing) "is a mash-up of voice phishing, which is phishing over the
phone." (Hadnagy, 2018, s. 233). In such attacks, the user is contacted over the phone and
attempts are made to gather information from the user that will complete or facilitate the attack.
Sometimes, terrible actors take advantage of the influence of a gentle voice. These are
voicemails that tell you to call back right away to do something, and they often use fear to get
you to call back (Mitnicksecurity, 2022, s. 8). Based on the data presented in Figure 5, the
volume of phishing attacks rose by 6% between Q1 and Q2 of 2022.

Figure 5: Share of Reported Vishing Cases
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Resource: https://www.hhs.gov/sites/default/files/the-impact-of-social-engineering-on-healthcare.pdf

Scareware is a type of malicious code that an attacker uses to frighten users with
worrisome messages, pop-ups, and warnings that their account has been hijacked. The objective
of scareware is to coerce the user into performing a repository function. It attempts to convince
victims to purchase and download potentially harmful code. People's attention may be grabbed
and held with this method and be terrified. All of these characteristics are typical of scareware:
difficult-to-close pop-up advertisements, software companies with unfamiliar names, and
unauthorized virus scanning (ESET, 2021, s. 19). Thus, Because of this, paid and free cyber
security programs that compromise user privacy become widely available (Ghauri, 2021).

Tailgating implies following a human target who has permission to enter a secure area
past a closed door without the victim's knowledge. The offender could either have the victim
hold the door for him or sneak in right before it closes down (Breda, Barbosa, and Morais,
2017). Assaults committed by "tailing," "piggybacking," or "physical access" involve following
someone who has been granted access to a restricted area or building. They provide trespassers
with a means of entering structures illegally. If the assailants forget their ID card or RFID card,
they may ask a bystander to hold the door open for them. They can even use someone else's
computer or mobile device to harm, like installing malware (Salahdine and Kaabouch,2019, s.
6). In the same way that a driver may hug the back of your car to get a better view of what
you're doing, to get entry to a secure area that requires a fob or code, social engineers may
follow a worker as they enter the facility. The attackers usually enter a building while following
their target, and they do so by using a cunning pretext, like dressing up carrying packages as a
deliveryman or as a friendly face bringing some food for the staff (Mitnicksecurity, 2022, s. 9).

Quid Pro Quo, derived from the Latin phrase "exchange for values or something for
something,” is a social manipulation approach in which the malicious user promises a benefit
in return for information or access (Mitnicksecurity, 2022, s. 9). As a sort of SE and cyber
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security "extortion,” this assault typically takes the shape of a purported technical service
offered to the victim in exchange for the latter's private information. By pretending to be a
helpful IT professional, the attacker can infect a victim's system while appearing to help them
out with their problems (Breda, Barbosa, and Morais, 2017).

Dumpster diving is a common method among attackers for obtaining sensitive
information by simply searching within the garbage. Documents, papers, and even hardware
are often improperly discarded by individuals and corporations from which confidential
data/information can be recovered (Breda, Barbosa, and Morais, 2017). It is gathering
confidential information from company waste or outdated technology (e.g., hard drives, CDs,
and DVDs) (Salahdine, F., and Kaabouch, 2019, s. 8).

Reverse Social Engineering, uses techniques to persuade their victim to approach them
first, lowering the likelihood that they will raise suspicion. The attacker assumes the role of a
trustworthy third party, develops a fictitious problem for the victim, and then indirectly offers
a remedy (Breda, Barbosa, and Morais, 2017). In this type of SE assault, the bad guys pose as
the ones who can help you with your network's issue. There are essentially three stages
involved: (1) producing some sort of difficulty, like a network crash; (2) advertising that only
the attacker can cure the problem; and (3) fixing the problem while also obtaining the needed
information and then disappearing undetected (Duarte, Coelho and Guarda, 2021; Salahdine
and Kaabouch, 2019, s. 6).

Figure 6: Attacks Linked to Social Engineering
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SE attacks are not limited to these techniques, but they are the most frequently used and
applied. As previously stated, because these attacks are dynamic, new types are constantly
emerging. Attacks including social engineering are depicted in Figure 6 below. Quarterly in
2021, the proportion of assaults attributable to phishing, exploiting vulnerabilities, and using
stolen credentials.

Major Social Engineering Attacks at the Global Level

An individual, a business, or even a country may be the target of a SE attack. As the
case studies below demonstrate, these types of attacks have significant effects on security at the
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individual, societal, and international levels. Some of these attacks target vital national
infrastructures, while others target national security facilities and political institutions and
processes. Below is a list of notable international SE attacks and how they threaten international
security.

Russian Spear Phishing Attack on US Presidential Elections of 2016: Digital Cold
War?

One of the most prominent examples of SE is the U.S. presidential election of 2016. The
triumph of Donald Trump over Hillary Clinton may have been influenced by the leak of
thousands of messages and information from the Democratic Party as a result of spear phishing
attacks (Gatefy, 2021). Russian hackers allegedly sent spearphishing emails posing as Google
warning Democratic National Convention staff of suspicious activity on their Google accounts.
After simply clicking the shortened link, the website prompts for new passwords. After victims
clicked on the phishing link and entered their login information, cybercriminals got full access
to their Google accounts, including Gmail, and deleted thousands of emails with sensitive
Hillary Clinton campaign information (Mitnicksecurity, 2020).

Impersonation Attacks on CIA Director

British teen Kane Gamble hacked the e-mail account of CIA director John Brennan,
then made phone calls to his home, and even gained control of the iPad of Brennan’s wife. The
hacks were part of a politically motivated campaign to harass senior U.S. officials. Gamble was
only 15 years old when he impersonated a telecoms employee and Brennan to obtain passwords,
contact lists, and confidential documents about operations in occupied Iraq and Afghanistan.
After Brennan, Gamble launched a series of attacks from his bedroom in Leicestershire against
other top security officials. Jeh Johnson, the Secretary of Homeland Security, was one of his
victims. He also targeted James Clapper, the director of national intelligence, and the families
of Mark Giuliano, the former deputy director of the FBI during the Obama administration. The
identities of 1,000 employees and information on the officer who shot Michael Brown in
Ferguson were leaked to the public when hacked into an FBI database (Michael, and
Cambridge, 2018).

Phishing in the Department of Revenue in South Carolina

The South Carolina Department of Revenue has millions of stolen Social Security
numbers and debit and credit card data in 2012. Workers fell for the phishing scam and revealed
their passwords to the attackers. Criminals breached the governmental agency's network by
stealing user credentials (Gatefy, 2021). According to studies, the intrusions were the greatest
cyberattack ever perpetrated against a state government body, leading to the loss of 3.8 million
Social Security numbers and 387,000 credit and debit card data. After the incident, computer
security firm Mandiant released a report with fresh information. Scammers infiltrated the state
agency's network by delivering malicious links in spam emails to state personnel. Mandiant
found that when workers visited the link, malicious malware was installed on their computers
and stole their login information. Using this, the hackers may pose as tax authorities and gain
access to confidential data (Brown, 2012).

Baiting in Stuxnet

Stuxnet is the most well-known, discussed, and studied cyber attack in the world.
Stuxnet is the most complex malware ever created by humans, and it is the first known code to
physically damage machines in addition to damaging computer programs. It was aimed
specifically at a particular centrifuge.[1] In addition to delivering the virus to its intended target,
the Iranian engineer reportedly provided intelligence agencies with information about the
centrifuges and their installation, allowing allegedly to US developers to write code targeting
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the Natanz using Windows operating systems manufactured by Siemens, a German company
that produces enriched uranium for nuclear weapons and reactors (Fruhlinger, 2017). The
Stuxnet worm demonstrated that infecting computers via USB drives is an effective method for
targeting air-gapped (intranets or networks that are not connected to the internet) networks
(Baezner, and Robin,2017, s. 11). Experts believe that an infected USB stick was either given
to an Iranian facility operator by SE (the most likely scenario being a baiting attack) or used by
a double agent working inside the facility to breach the "air gap" network defense at a facility
that used Siemens software but was not connected to the Internet, such as Iran's nuclear program
(Tabba, 2020).

Spear Phishing in Snowden Leaking

Edward Snowden, a former CIA and National Security Agency (NSA) employee has
provided news sources with findings that the United States digitally monitors its citizens. The
NSA is reportedly gathering the phone information of millions of Verizon customers, one of
the biggest telecom firms in the United States, by a secret court order. The order, a copy of
which was acquired by The Guardian, mandates that VVerizon "ongoing, daily"” furnish the NSA
with data on all calls placed within the United States and between the United States and foreign
nations. It reveals for the first time that the Obama administration gathers communication
information of millions of American individuals regardless of whether or not they have done
anything illegal (Greenwald, 2013).

Some of the sensitive material Snowden disclosed came from a spy base in Hawaii, and
He accessed it using credentials supplied to him by his coworkers there. According to research,
20 to 25 intelligence service workers who provided Snowden with access information were
tracked down, questioned, and dismissed. Snowden socially engineered these people by
claiming he needed their login information to do his job as a systems administrator
(Sjouwerman, 2022).

Electricity Hack in Ukraine

SE techniques are never to be underestimated. This became especially apparent on
December 23, 2015, when the lights went out in Ivano-Frankivsk, a city in western Ukraine.
Several power plants were damaged and rendered inoperable in this area, leaving tens of
thousands without power (Kontio, 2016, s. 39). As is typical in cyberattacks, Ukraine's
electricity system was first compromised by human error: The attacks known as spear-phishing
were used to access to the power-plant (McLellan, 2016) and cyber attacked was realized.

Whaling Attack on Belgian Bank

The Belgian bank Crelan was the target of likely the most successful SE attack in
history. Crelan figured out its CEO had been "whaled" after applying internal monitoring
(Sjouwerman, 2022) but the perpetrators got away with $75 million and have never been
brought to justice (Zorz, 2016).

The number and scope of SE attacks against critical infrastructures and other sensitive
plants that have an impact on national and international security are expanding daily. These
attacks typically target individuals as information sources. Since cybercriminals are aware that
the user is the most vulnerable component of cyberspace.

Discussions and Findings

Each case examined so far has implications for cybersecurity, national security, and
international security. Long before international cybersecurity discussions in international
relations, the globalization literature widely acknowledged the interaction and
interconnectedness of security at all levels, such as individual, societal, national, and
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international. Cyberspace bolstered this case. Not only do the examples above illustrate how
SE attacks threaten national and international security, but they also demonstrate the
interconnectedness of security at all levels. For instance, an individual's error can jeopardize
national security, as in the South Carolina Department of Revenue, impersonation attacks on
the CIA director, Stuxnet attack on Iran's nuclear facilities, or the errors of a few can endanger
global democracy, as in the 2016 attacks on the US presidential election.

It is known that numerous SE techniques exist. Since people can develop new
techniques, it would not be incorrect to assert that their number is theoretically infinite.
However, there are a few widely employed and effective strategies. The first of these is
phishing, followed by spear phishing and impersonation. It is well known that baiting is a very
effective way to get into systems or intranets that are not connected to the outside world.

Russian interference with the US presidential election of 2016 has raised concerns
about global democratization and democratic processes. On July 29, 2018, Republican Senator
James Lankford told ABC television that Russia will "continue its war with our democracy",
claiming that the attacks so far have not been successful, but that Russia has tried every means
to interfere in the elections and continues to do so, even today (Scanlan, 2018).

Although all these discussions are focused on the US election, there is a serious fear of
interference and discussions about it, especially in the upcoming elections globally, particularly
in EU countries (Dorell, 2017). One factor that strengthens this fear is the claim that the
intelligence reports published in January 2017 suggest that Russia will try to influence the
elections to be held across Europe (Ignatius,2017). Ignatius argues that Russian interference in
the elections is a global threat. If the necessary measures are not taken, this process may be the
beginning of the "Post-Western era™ as Lavrov claims (Ignatius, 2017). Not only international
interventions but also the issue of election security and cyber interventions by internal power
centers in the world, especially in countries where authoritarian tendencies are stronger, arouses
concern among the public (Akyesilmen, 2018, s. 242).

Some argue that cyber attacks against the USA and its allies are different from
conventional warfare (Singer, 2017) and that it is a kind of cyber cold war (Dolly, 2017).
Intelligence reports suggest that Russia undermines American politics with hacks, e-mail leaks,
and campaigns such as fake news, and makes the Presidential election the subject of discussion.
Considering the series of cyber conflicts in which Russia is involved, the conflicts are drawn
into cyberspace and experts agree that this is a digital cold war (Pagliery, 2017).

Stuxnet is the most complicated malware ever produced by human beings, and it is
known not only to damage computer programs but also to be the first code that physically
damages industrial machines. It specifically targeted a special centrifuge that used the Windows
operating system and was manufactured by Siemens, a German company that produces
enriched uranium for nuclear weapons and reactors (Fruhlinger, 2017).

Stuxnet was the first cyber weapon because, as the first of its kind, it caused physical
destruction. It is also claimed that Stuxnet is the first aggressive cyber tool used by countries to
achieve their foreign policy goals (HIIK, 2017, s. 37). Stuxnet, which accomplished what
conventional weapons could not and rendered the victim helpless because it self-destructed and
its source is unknown, is a watershed moment that profoundly affects the concept of cyberspace,
including cyber weapons and cyberwar (Fleming, 2010).

States may wish to improve their cybersecurity to avoid a repeat of the Stuxnet-like
incidents. The Stuxnet worm demonstrated that infecting computers via USB drives is an
effective method for targeting air-gapped networks. That's why governments must focus on the
problem of people utilizing unrecognized USB devices on their computers. To ensure that users
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are aware of the risks and the harm that this behavior might create, states can launch targeted
efforts to educate those who work in key infrastructures on the issue. This would hopefully
encourage a more circumspect approach to this matter (Baezner and Robin, 2017, s. 11).

Snowden case is about individual freedoms, human rights, and the right to protect
private life, as well as re-questioning and restructuring citizen-state relations; He brought up
the issue of the reliability of companies that store sensitive information (Israel, 2018). NSA
Director Keith Alexander claimed that Snowden obtained unauthorized confidential
information and documents and obtained the generated digital keys. This event clearly shows
that companies and institutions that store personal data, confidential, and sensitive information
should develop policies on how to protect their internal mechanisms, how to secure encryption,
and how best to provide authorization (Hill, 2018) and be careful against SE attacks.

The energy shutdown in Ukraine in 2015, SE attacks on an Austrian aircraft
manufacturer, and whaling on the Belgian Crelan Bank illustrate the vulnerability of cyber
technology to SE attacks. The phishing attack on the South Carolina Revenue Department in
2012, the breach of the Ukraine power grid in 2015, and the whaling on Belgian Cleran Bakn
in 2016 have illustrated those national critical infrastructures such as finance, energy,
transportation, telecommunication, etc. are vulnerable against SE attacks. These sectors are
vital for national security and political stability. Therefore, governments, institutions,
corporations, and world leaders should develop better techniques and methods against SE
attacks to better protect their data and information and prevent leaks. States will have a more
difficult time providing genuine network security.

Detecting and Mitigating Social Engineering Attacks

Human-based attacks are far more sophisticated and difficult to detect, necessitating
their prevention. To protect against SE assaults and lessen the damage they do by taking
advantage of employees' vulnerabilities, organizations should use both technical and human
forms of protection. Mitigation techniques for SE attacks aim to lessen the impact of the attacks
on individuals, institutions, and national security. There are many different ways to protect
against SE, but education, training, and awareness activities; implementing SE penetration tests,
and technological measures are among the most common and effective.

The first step should be to train users and raise their awareness. To raise awareness,
designers focus on providing instruction on SE attacks, employee training courses, television
programs, and/or publications on actual case scenarios. Perhaps the most effective way is to
provide all citizens with a comprehensive digital citizenship education, particularly employees
in both private and public institutions.

While conducting a penetration test, social engineers zero in on the weak spots in people
and procedures. Common social engineering (SE) attacks carried out by an ethical hacker
during a pen test include phishing, vishing, smishing, USB drops or baiting, and impersonation.
The purpose of this evaluation is to find areas of improvement in an individual, team, or
procedure, as well as to pinpoint vulnerabilities that may be easily fixed (Allen, 2022).

Technology-based measures also help detect and mitigate technology-based SE attacks,
specifically, the use of technological measures, including spam filters, anti-virus software, and
the banning of known phishing/baiting websites, which can aid in the prevention of some
phishing assaults. Create measures that lessen the likelihood of a successful phishing attempt
(CERT-UK, 2015, s. 8). There have been suggestions for anti-phishing technologies that can
blacklist and ban known phishing domains. McAfee anti-phishing filter, Microsoft phishing
filter, and Web sensing are examples of these tools (Salahdine and Kaabouch, 2019, s. 9) and
"For tailgating attacks, they may be prevented by training employees to never give access to
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someone without badge with no exceptions and requiring locks and IDs for all employees”
(Salahdine and Kaabouch, 2019, s. 9).

Social engineering attacks pose major security risks, and companies and organizations
should address them. Companies should promote employee security awareness. Several
techniques exist to detect and prevent these attacks (Salahdine and Kaabouch, 2019, s. 8). Some
of the most important techniques are: One, all employees, including management and IT staff,
should get consistent cybersecurity training. Two, check for passwords that are too simple and
might let an intruder into your company's system. Increase password security by using multi-
factor authentication; Third, use technological means to prevent fraud in the form of electronic
messages by detecting, quarantining, neutralizing, and erasing spam and phishing messages.
Provide security guidelines that staff can follow in the case of a SE and that they can easily
comprehend (ESET, 2021, s. 20). 5- Disseminate information about security attacks.;6- Web
pages with the authenticated credential should be utilized.; 7-Users must pause before spreading
credentials; 8-Must verify the legitimacy of websites before making a payment.” (Ghauri,2021).
9- Make sure users are conscious of the warning signs of phishing emails.; 10 - Think about
doing user awareness sessions, perhaps as a part of training or induction days, and incorporating
a penetration test depicting a successful SE attack against an (anonymous) member of the
business.;11- The eleventh piece of advice is to tell your users to double-check any odd requests
or communications by phoning the sender at a known number.; 12-Do not disclose your ID or
password over the phone; 13- Never leave vital information on your desk unattended.; 14- Shred
documents before discarding them to prevent their contents from being read.

To achieve its objectives, SE attacks exploit human errors and psychological
vulnerabilities. There is no doubt that SE attacks against individuals and employees will
increase in the future. Some phishing attacks can be prevented by employing technological
measures, such as spam filters, anti-virus software, and the banning of known phishing/baiting
web pages. Disabling CD/DVD drives and restricting access to USB ports can help protect
against baiting attacks. A successful social engineer, on the other hand, will try to circumvent
these safeguards. As a result, increasing user education and awareness is the best way to prevent
SE (CERT-UK, 2015, s. 8).

Conclusion

The proliferation and increasing integration of digitalization in all aspects of everyday
life have led to the emergence of novel cyberattack techniques that target consumers in
cyberspace. In the face of persistent attacks targeting individuals, companies, and even states,
it is noteworthy that social attacks, which exploit human vulnerabilities, represent the prevailing
kind of attack. With the advancement of cybersecurity products and measures, there has been a
notable shift in the strategies employed by attackers, who have transitioned from technical
cyber-attacks to a more targeted approach that capitalizes on individuals' vulnerabilities and
shortcomings.

The utilization of social engineering technigues can serve as a means to independently
gather sensitive information or as a component inside a broader and intricate attack strategy. In
essence, a cyber-attack can be executed exclusively through social engineering tactics, or it can
be employed as a constituent or instrument during specific stages of a technological cyber-
attack.

Social engineering and other non-technical cyberattacks constitute a substantial danger
to international cybersecurity. These attacks are frequently difficult to detect and avoid, and the
implications for individuals, businesses, governments, and the international community can be
disastrous.
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In the instance of social engineering, attackers use human psychology to dupe others
into disclosing sensitive information or acting in ways that jeopardize their security. This can
be accomplished using a variety of techniques, including phishing emails, vishing phone calls,
and luring assaults.

Social engineering assaults are frequently successful because they exploit people's
vulnerabilities, such as their confidence in others, desire to help others, or fear of missing out.
Furthermore, social engineers are continually developing new strategies to capitalize on the
most recent technologies and trends.

To defend against social engineering assaults, it is critical to understand the various
types of attacks and the strategies used by attackers. Security methods like secure passwords,
multi-factor authentication, and security awareness training are also essential. At the
international level, governments and organizations must collaborate to increase awareness of
social engineering attacks and establish risk-mitigation techniques. This involves exchanging
information about new threats, creating shared training programs, and working with law
enforcement on investigations.

The final inferences from the analysis above are: a) User or human being is the weakest
link in cybersecurity. b) SE attacks rely on human weaknesses and vulnerabilities. ¢) SE attacks
need less technical or software knowledge. d) Phishing, spear phishing, impersonation, and
baiting are widely used attacks. e) SE techniques are the only way to access to air-gapped
networks or intranets. f) SE attacks have deep impacts on national and international security
along with individual and company security. g) Some very powerful SE attacks have been
launched on national and international security in the last decade including attacks on the Iran
nuclear facility, intervention in the US Presidential Election of 2016, hacking of the CIA
director, and some major attacks on critical infrastructures. h) Awareness training particularly
digital citizenship education is the most effective way of preventing and mitigating SE attacks.
i) Finally, SE is a dynamic process evolving constantly and thus needs constant measures and
development policies.
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