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INTELLIGENCE IS ADISTINCT DISCIPLINE

ABSTRACT

Journal of Intelligence Research and Studies (ICAD) is pleased to host an interview?
with Sir David Omand GCB, visiting Professor in the Department of War Studies
Department, King’s College London. David Omand is a Cambridge University graduate in
economics. He is a member of the editorial board of Intelligence and National Security. He is
responsible for delivering training to government intelligence analysts, and lectures regularly
to BA and MA level classes in intelligence studies. After 9/11 he was appointed the first UK
Security and Intelligence Coordinator, responsible to the Prime Minister for the professional
health of the intelligence community, national counter-terrorism strategy and “homeland
security”. He served for seven years on the Joint Intelligence Committee. He was Permanent
Secretary of the Home Office from 1997 to 2000, and before that Director of GCHQ
(Government Communications Headquarters, the UK SIGINT Agency). Previously, in the
Ministry of Defence he was Deputy Under Secretary of State for Policy, and was Principal
Private Secretary to the Defence Secretary during the Falklands conflict. He served for three
years in NATO Brussels as the UK Defence Counsellor.

He has published a range of scholarly articles and four books, Securing the State
(London: Hurst/Columbia, 2010); Principled Spying: The Ethics of Secret Intelligence, with
Mark Phythian (Oxford/Georgetown University Press, 2018); How Spies Think: 10 Lessons
from Secret Intelligence (London: Penguin Viking 2020); and most recently How to Survive a
Crisis: Lessons in Resilience and Avoiding Disaster (London: Penguin Viking, 2023). He co-
authored the first study of what he termed SOCMINT, “social media intelligence”, which
analyzed the potential use of social media for intelligence purposes. His paper entitled Digital
Intelligence and the Norms that should Govern It (London, 2015) played an important role in
shaping the outcome of Carl Bildt’s Global Commission on Internet Governance (2015). He
was a member of the RUSI Independent Surveillance Review, A Democratic Licence to
Operate, commissioned by the UK Deputy Prime Minister and that contributed to the passing
of the Investigatory Powers Act of November 2016. In addition, the review he chaired on The
Security Implications of Drones (Birmingham, 2014) made a significant contribution to the
evolution of British policy on the use of Unmanned Aerial Vehicles. His contribution to the
academic study of intelligence and security issues has been widely recognized. He has
received Honorary Doctorates from the University of Birmingham and the University of
Glasgow and is an honorary Fellow of Corpus Christi College Cambridge.

After retirement from the Civil Service, Sir David studied mathematics and theoretical
physics with the Open University and was awarded a First-Class honors degree. He continues
to contribute to the study and practice of security policy as a Distinguished Fellow of the
Royal United Services Institute and as a member of the editorial board of this journal. He is a
frequent contributor to national debates on security issues on television, radio and in the
media. He is currently a senior advisor to Paladin Capital Group, a global investor that
supports innovative cyber technology companies.

Keywords: Intelligence, Intelligence Studies, Technology and Intelligence, Social Media
Intelligence, Future of Intelligence.

1 This interview was held by e-mail on July 16, 2023, by Erol Basaran BURAL. The interview was
translated into Turkish by Erol Basaran BURAL and Hatice VAROL DAGDELEN. The views and
opinions expressed in this interview are those of the speaker.
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Interview with Sir David Omand GCB
Social Media Intelligence is a Distinct Discipline

ICAD: Prof. Omand, first of all, thank you for accepting the interview
request from Journal of Intelligence Research and Studies (ICAD). We know
that there is no generally accepted definition for secret intelligence. The
definition of intelligence may differ from state to state, organization to
organization, and even person to person. Considering all these facts, we
wonder how you define secret intelligence. What do you think intelligence is
and what is it not?

Prof. Sir David Omand: | like to think that the evolution of intelligence in
the human species was because of the survival value that it provided to our
distant ancestors. Out hunting, there is a noise in a bush ahead. The hunter
must decide is that likely to be my supper — or am | to be its supper? The
primary purpose of intelligence today is the same: to improve decision
taking by reducing the ignorance of the decision taker of the dangers they
may face.

We now have access to a vast amount of so-called open-source
information (some admittedly may require some expertise to find) that we
can use to reduce our ignorance. Perhaps 80-90% of the information being
used by an intelligence analyst is of this type. But there remains a vital part
of the picture that is not readily accessible to us because it is made up of the
secrets that those who mean us harm do not want us to have. They are likely
to go to considerable lengths to prevent us acquiring their secrets, and in
some case very violent lengths to deter us from trying (as shown by the
Russian poisoning in the UK of former KGB agent Alexander Litvenenko
using Polonium 210 and the attempt to kill GRU Col Sergei Skripal and his
daughter in Salisbury using the banned nerve agent Novichok).

Two important consequences follow that definition of purpose. First,
those ethical risks have to be taken if the determined will of the person with
the secret is to be overcome and the secret stolen. They will not give it up
easily. And second, which sources and methods are being used against which
threats must remain deep secrets — otherwise the targets just dodge our
attention. The secret world can never be fully transparent.

ICAD: As we try to summarize in your resume, you have had senior posts
that involved both producing and using secret intelligence. For this reason,
we would like to ask a question that is of great importance for young people
who want to join and make a career in this field. Who do you think is best
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suited to intelligence work? What does he or she do? And what
characteristics should he or she have?

Prof. Sir David Omand: The overwhelming requirement for an effective
intelligence community is to have a diversity of first-class minds, capable of
solving difficult problems by coming up with unexpected and novel
solutions. The UK intelligence community was well served during the
Second World War when leading scholars from many disciplines were
drafted in to work with military colleagues and professional intelligence
officers. An example was the groundbreaking invention at Bletchley Park by
Alan Turing (from Cambridge University) of the first true computer to help
solve the cyphers used by the German High Command. A second
characteristic | would look for is a belief in public service including evident
trustworthiness with the nation’s secrets. Some very talented young people
see their careers bringing them external recognition, fame and riches: the
secret world is unlikely to be right for them. All that said, there is no single
pattern. A human intelligence agency needs outgoing, self-starting
individuals, good at hard languages, who will relish a career mostly spent in
difficult places overseas. A domestic Security Service will be looking for a
rather different mix of talents, including ‘the ability to fly in formation’ as
part of an investigative team. Technical agencies will be looking for
mathematicians, computer engineers and coders, and analysts that are at
home with advanced Al. Analytic bureau will be looking for those with the
traits, including curiosity and respect for evidence, associated with first class
researchers and scholars. There is plenty of scope for a diversity of talent.

ICAD: You have had the opportunity to closely follow intelligence
activities, both as a practitioner and as a coordinator, since the end of the
Cold War. When you compare the Cold War Era with today's world, what
are the main similarities and differences in terms of intelligence activities?

Prof. Sir David Omand: That is a very interesting question to which there
are many answers. If we look at the demands for intelligence, at the end of
the Cold War we saw the entry into NATO of the former Warsaw Pact
countries, the reunification of Germany and the withdrawal of the Group of
Soviet Forces based in East in Germany. Intelligence priorities for the UK
switched dramatically, and collection stations in the UK and across Western
Europe were closed. The focus of intelligence demands switched to counter-
terrorism, global counter-proliferation and supporting the police service in
detecting and countering serious crime gangs including narcotics smuggling,
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piracy and later people smuggling. By the early years of the century
intelligence demands for cyber and information security was added as a high
priority. The demands were often for intelligence about targeted individuals:
their identities, associates, location, movements, financing, and intentions.

On the supply side these demands coincided with the commercial
development of the Internet and social media, sources that became the
natural place to look for personal information about individuals. As the
terrorist threat from Al Qaida (and later Daesh) developed so Western
intelligence focused on pre-emptive CT intelligence to uncover terrorist
gangs and disrupt their plots. Now, with the rise of inter-State threats — and a
major war in Europe — demands have swung back to ‘traditional’ military
intelligence on capabilities and intentions.

But the sources today are of course very different, including digitized
imagery, tactical mobile device interception, and all the Al assistance that
can fuse multiple open and classified sources for the analyst. For Western
intelligence communities, in addition to the dynamic interaction between
these profound demand and supply changes we have the legal and ethical
constraints (especially insistence upon necessity and proportionality) now
imposed by the democracies in order to protect the personal privacy of the
citizen. That creates a necessary asymmetry with our adversaries who do not
have such scruples.

ICAD: So, what do you think the intelligence services of countries should
do to avoid a surprise like the 9/11 attacks?

Prof. Sir David Omand: The US 9/11 Commission wrote about the paradox
of warning, that even if the dots have been correctly connected it may be too
late to stop the crisis because pre-emptive action may politically be too
difficult to justify - before the evidence from the crisis itself is available. So,
there are several parts to my answer.

First the intelligence community must get better at establishing
situational awareness from both open and secret sources, then provide
reliable explanation of what is being seen and why (a step that is hard and
the source of many errors), then estimate on different assumptions how
events may play out in the near future.

In addition, analysts can help the policymakers by providing strategic
notice of potential future problems by working back from envisaging



Interview with Sir David Omand GCB
Social Media Intelligence is a Distinct Discipline

possible futures to allow examination of how actions today might make
those futures less likely and less threatening (such as building up national
resilience). These are the steps that | describe in my book, How Spies Think.
Together these four outputs from analysis form my acronym SEES:
situational awareness, explanation, estimation and strategic notice. The first
three make up Bayesian inference working from the recent past into the
future. The final S for strategic notice is working the other way round from
the future back to the present. All that said, there needs also to be a
relationship of trust between intelligence and policy communities where
truths can be spoken and warnings heeded.

ICAD: In 2002 you were appointed as the UK’s first Security and
Intelligence Coordinator. Do you think that this coordination mechanism is
necessary for countries?

Prof. Sir David Omand: Yes, | think it is necessary to have strong central
coordination of the different components that make up an intelligence
community, with a senior figure that can exert pressure for modernization
and joint exploitation of opportunities. The responsibilities of my old post
are now included in the wider role of the UK National Security Adviser, but
the principle of coordination remains. Coordination is of course different
from direction, and the heads of the UK agencies retain their right of access
when needed to the Prime Minister. And retain their statutory responsibilities
to their Secretaries of States (the Home Secretary for the domestic Security
Service (MI5), the Foreign Secretary for the Secret Intelligence Service
(MI6) and for GCHQ, and the Defence Secretary for Defence Intelligence).
The US has of course now the Director of National Intelligence that
represents a move more towards direction.

ICAD: Based on the task given to you, can you talk about the importance of
the coordination between intelligence and security?

Prof. Sir David Omand: UK legislation for the secret agencies lays down
their functions, for example in the case of MI6 ‘to obtain and provide
information relating to the actions or intentions of persons outside the British
Islands; and to perform other tasks relating to the actions or intentions of
such persons’ — but only provided it is the interests of national security, with
particular reference to the defence and foreign policies of Her Majesty’s
Government; or in the interests of the economic well-being of the United
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Kingdom from external threats; or in support of the prevention or detection
of serious crime.

So, intelligence and security for the UK are two sides of the same
coin. One of the purposes of the UK intelligence community is therefore to
support the work of the police in preventing and detecting crime. The UK
does not accept the rigid distinction that some European Parliaments insist
upon (following the lines of the Treaty of European Union) between national
security and law enforcement. The British approach is, | believe, eminently
justified by the existence of serious international terrorist groups, involved in
narcotics, money laundering, sanctions evasion and people smuggling, and
hostile cyber and ransomware groups’ intent upon massive cyber-theft. Such
serious cross-border threats can only be countered by using all the
capabilities and methods of modern intelligence to support law enforcement.
That also usefully allows threats such as terrorism to be treated as a crime
whilst being classed as a threat to national security, which it undoubtedly
also is.

ICAD: Since our journal mainly focuses on the academic study of
intelligence, we would like to ask questions about Intelligence Studies as an
academic discipline. We know that you are also working on the development
of intelligence as an academic field of study. In your opinion, what stages
did intelligence studies go through from the day they started? What can you
tell us about the history of intelligence studies in the UK? Can it be said that
Intelligence Studies is a unique academic discipline today?

Prof. Sir David Omand: The origin of the academic study of intelligence
lies in the work of the distinguished Cambridge history Prof. Christopher
Andrew who with his colleague David Dilkes published in 1984 an
influential book, The Missing Dimension: Governments and Intelligence
Communities in the Twentieth Century. What this established is what
Christopher describes as historical attention span deficit disorder (HASDD):
historians had simply ignored secret intelligence as a factor influencing the
events they were studying. Thus, how could Wellington’s decisive victory
over the French Army at Salamanca during the Penninsular war in 1812 be
explained without knowing that on his staff was the talented cryptographer
Major Scovill who cracked the Great Paris Cypher revealing the dispositions
and intentions of the French commander? And how can the crucial 1940
battle of the Atlantic be explained without knowing that British
cryptographers were reading the German Enigma cypher used by their
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submarines? (and in parallel their US counterparts reading the Japanese
Magic cypher). Even more striking, we have the example in 1944 of how a
secret intelligence-based deception plan convinced the German High
command that the main weight of Operation Overlord would fall on the Pas
de Calais, leading them to hold back an armored Panzer Division from
opposing the allied invasion force that had landed on the beaches of
Normandy.

Examples like those led the UK government to commission official
histories of intelligence during the Second World War (including the work
on Enigma and on strategic deception) and release more intelligence related
papers to national archives. Other scholars started to research the history of
the intelligence agencies and their relationships, including the origins of the
5-eyes collaboration with the US, Australia, Canada and New Zealand.
Others specialized in documenting the development of the different “INTs”;
SIGINT, HUMINT, IMINT, GEOINT and so on. Others specialized in the
relationships between different kinds of agency. University mathematicians
now write about cryptanalysis and cyber security. Lawyers write about
governance and legal regulation. The social construction of secret
intelligence as a cultural phenomenon is examined by the post-modern
sociologists. Now, the reading list for any intelligence studies course will
have thousands of books and articles that can be consulted. Rather like
geography, however, it is less a unique academic discipline and more the
coming together of a set of disciplines that illuminate from different aspects
what remains a very practical and useful human activity.

ICAD: What then should be the purpose of intelligence studies in the
academic field? What issues should intelligence researchers focus on to
increase intelligence capabilities of the states? What are the main gaps in the
literature?

Prof. Sir David Omand: Intelligence is a human attribute and activity that
deserves academic study in all its aspects, for its own sake, like any field of
inquiry some results can be of use for the practice of the subject, although
that is not the primary purpose of most research, nor given the inherent
limitations of official secrecy would that be possible. But looking into the
past is possible and intelligence officers need to know the history of their
craft and what led it to be the way it is today. As Winston Churchill is
reported to have said: “The further back you look the further ahead you can
see”. As for gaps, most of the available academic literature is anglophone in
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origin. | encourage academics to look much wider, as is happening for
example in France where there are now distinguished intelligence studies
academics in a number of universities. Of course, as technology advances
new fields of inquiry open up. The next is likely to be how intelligence
communities are using machine learning algorithms and large language
models.

ICAD: We have another question parallel to the previous question. The
development of artificial intelligence is one of the most discussed issues in
the world. What do you think the relationship is between the development of
artificial intelligence and intelligence processes? What are the advantages
and possible negative consequences of artificial intelligence for intelligence
agencies? What are the threats and opportunities created by the relationship
between technology and intelligence today?

Prof. Sir David Omand: It is too early to say. History shows us how
intelligence officers have been quick to exploit technological breakthroughs
such as the electric telegraph, radio transmissions, microelectronics and the
internet. Machine learning and Al are no different. The latest development,
large language models, will | be sure be exploited, limited only by the
ingenuity of our intelligence officers here and those of hostile states.

ICAD: In addition to the education in universities, various organizations
contribute to intelligence studies academically in the UK. Can you tell us
about the developments in the UK in this regard?

Prof. Sir David Omand: There are several universities in the UK offering
undergraduate, graduate (Masters) level and postgraduate (PhD) degrees in
intelligence studies, or in related fields such as the study of international
relations and terrorism of which intelligence studies forms a key part. The
major think-tanks in London (including Royal United Services Institute
(RUSI), The Royal Institute for International Affairs - Chatham House, the
International Institute for Strategic Studies (11SS) and DEMOS) and north of
the border the Scottish Council for Global Affairs (SCGA — a collaboration
between the universities of Glasgow, Edinburgh and St Andrews) all sponsor
research whose output inevitably contributes to aspects of intelligence
studies. A good example is the work of my former colleague Nigel Inkster at
1SS who has published in-depth studies of Chinese cyber intelligence,
adding significantly to the academic literature.
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ICAD: You are also the first academic to study Social Media Intelligence
(SOCMINT). After your study, more attention was given to SOCMINT,
which means intelligence obtained from the analysis of social media data.
Considering the big data produced by social media today, the place of social
media in people's daily lives, and the methods of obtaining data from social
media, should we consider SOCMINT as a subset of open-source
intelligence (OSINT) or as a separate discipline independent from OSINT?

Prof. Sir David Omand: The answer is a separate discipline. In 2012 | co-
authored with Jamie Bartlett and Carl Miller of the think tank Demos an
article in Intelligence and National Security, “Introducing Social Media
Intelligence (SOCMINT)”. We wanted to highlight the way that the digital
world had rapidly developed (Facebook in 2004, YouTube in 2005, Twitter
in 2006) and could supply answers to intelligence and law enforcement
guestions. This was novel and did not fit easily into categories such as
HUMINT, SIGINT or indeed OSINT. It deserved study in its own right. We
highlighted that some sources could be treated as OSINT such as tweets (like
opening a window and shouting opinions into the public square) but
accessing a closed Facebook community through acquiring the password or
role playing as a sympathizer to gain entry were covert intelligence activities
for which proper authorization under existing laws would be required in the
UK.

ICAD: While we are talking about SOCMINT, we would like to ask you
something about the public fear of being spied on social media. Do you feel
that there has been an escalation of public fear of being spied on? Is this a
case of increasing public paranoia or not?

Prof. Sir David Omand: Opinion polls in the UK show a consistent
majority support (with minority dissent) for allowing our intelligence
agencies access to modern digital methods for acquiring intelligence on their
suspects, on the understanding this is done under the rule of law, is regulated
with a system of warrants and independent judicial and Parliamentary
oversight, and with ethical restraints to ensure that activity is only conducted
when necessary and proportionate to the potential harms being posed by
suspects. If there is increased public concern today it is, | suspect, over the
monetization of their personal data for commercial gain by the unregulated
internet giants who know more about us as individuals from our data than
any intelligence or security agency could or ever should know.
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ICAD: What motivated you to write your precious book, How Spies Think:
Ten Lessons in Intelligence? What is the main theme and the main message
of this book that you want to convey to the reader?

Prof. Sir David Omand: | started writing this book after seeing how the UK
Brexit referendum and the 2016 US Presidential election were being
reflected in social media with a rising tide of half-truths and distortions to try
to persuade us online of what we ought to think and want, and increasingly
setting us at each other’s throats. But we should not to have to suffer those
who blur, or even deny, the very nature of truth. No-one is entitled to their
own alternative facts. So, my book is a manifesto for rational thinking of the
kind that intelligence analysts conduct, and is also applicable to our personal
decisions and to the world of business. When it comes to making a big
decision, we have to bring together in our own head two different qualities
of thought. On the one hand, rational analysis of the situation we are in and
the options open, and on the other hand, what our values tell us we must do
given our ambitions for what we want to achieve by our choice, or what
outcomes we fear and wish to avoid. Both kinds of thought, the
dispassionate and the impassioned, the “what is” and the values driven “what
we hope will be”, need to be understood and integrated if we are to make
sound decisions. But without rationality we are lost.

ICAD: Prof. Sir David Omand, a last question is about the future of
intelligence. We know that you have a book chapter about this question, but
what will the future of intelligence look like? What will be the threats,
challenges, and opportunities for the states in the context of secret
intelligence?

Prof. Sir David Omand: Each national jurisdiction will have to find their
own answer. In the UK we have focused on creating a genuine intelligence
community. We have retained separate agencies, with their own specialisms
and legal standing, but they are now working together (the task force model)
with staff moving between agencies to help each other to meet intelligence
requirements. There may be a parallel with defence where we retain separate
armed services, optimized to recruit, build capability and train in their
environment — land, sea, air (and now space and cyber) but the delivery of
military effect these days comes from their combining forces under a Joint
Command. To be successful, intelligence communities will need to find
answers, appropriate to their circumstances, of how to work across
traditional boundaries: domestic and overseas; open and secret sources;
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human and technical sources; intelligence and law enforcement; intelligence
and evidence; from own sources and from overseas partnerships, and so on.
The British intelligence community is stronger than before, in part because
of it manages pragmatically across these boundaries, in part due to major
investment in the new technologies, in part because of the close overseas
relationships developed over the years since 9/11 and of course in part
because of their combined effect (including in the case of the Security
Service collocating regional headquarters with the police) and the
establishment of joint organisations such as the Joint Terrorism Analysis
Centre and the National Cyber Force.

ICAD: Finally, what advice would you give to young academics who want
to work in the field of secret intelligence?

Prof. Sir David Omand: Read deeply into the subject and stay grounded in
the practice as well as the theory. If possible, stay away from well-tilled
fields (quite enough has been written, for example, about Bletchley Park and
the breaking of Enigma during the Second World War) and find unexplored
pathways that prompt new research questions. A good example is the recent
research by Helen Fry into previously untold stories of the key role women
have played in secret intelligence (now published as Women in Intelligence)

ICAD: Thank you for answering our questions. Is there anything you would
like to add?

Prof. Sir David Omand: Only to recall the wise words of Sir Rodric
Braithwaite, former UK Ambassador in Moscow and former chair of the
Joint Intelligence Committee. He once compared secrets to sex: people get
over-excited about both; most of us think that others get more than we do;
some cannot get enough of either; both generate exaggerated claims which
verge on fantasy; policymakers have exaggerated expectations of what
intelligence can do; and in the end there is no essential difference between
secret and open information in that our knowledge of the external world is
always incomplete, fragmentary and will sometimes be wrong. Worth
remembering...
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SOR DAVID OMAND GCB iLE SOYLESI: SOSYAL MEDYA
ISTIHBARATI DiGERLERINDEN FARKLI VE BAGIMSIZ BiR
DISIiPLINDIR
OZET

Istihbarat Arastirmalar1 ve Calismalari Dergisi (ICAD) olarak King’s College Londra
Savas Arastirmalar1 Boliimiinde misafir 6gretim gorevlisi S6r David Omand ile bir sdylesiye!
ev sahipligi yapmaktan biiyiik bir mutluluk duydugumuzu ifade etmek isteriz. Profesér David
Omand, Cambridge Universitesi ekonomi mezunudur. David Omand halen “Istihbarat ve
Ulusal Gtlivenlik Dergisinin” yayin kurulu {iiyesidir. Omand Birlesik Krallik istihbarat
analistlerine egitim vermekten sorumludur. Ayni zamanda istihbarat c¢alismalari alaninda
diuzenli olarak lisans ve yiiksek lisans diizeyinde dersler vermektedir. 11 Eyliil’den sonra,
ulusal terdrizmle miicadele stratejisi ve “i¢ giivenlik” konularinda Bagbakana kargi sorumlu
olan ilk Birlesik Krallik Giivenlik ve Istihbarat Koordinatorii olarak atanmistir. Omand, Yedi
yil boyunca Miisterek Istihbarat Komitesinde gorev yapti. 1997°den 2000 yilina kadar 6nce
Devlet Iletisim Merkezi Birlesik Kralhik Sinyal Istihbarati Ajans1 (Government
Communications Headquarters, the UK SIGINT Agency) Direktorii olarak ve ardindan ise
Icisleri Bakanligi Daimi Sekreteri gorevini yiiriitti. Daha 6nce Savunma Bakanlhiginda
Politikadan Sorumlu Disisleri Bakanligi Miistesar Yardimcisi olarak ve Falkland Thtilafi
siiresince Savunma Bakan1 Bas Ozel Sekreteri olarak gdrev yapti. Omand ayrica, iig yil
boyunca NATO Briiksel’de Birlesik Krallik Savunma Miisavirligi gorevini yiiriitti.

Omand’in bir dizi bilimsel makalesi ve dort kitabt yayimlanmistir. Bu ¢aligmalar
strastyla: Devleti Korumak (London: Hurst/Columbia, 2010); Mark Phythian ile birlikte ilkeli
Casusluk: Gizli Istihbaratin Etigi, (Oxford/Georgetown University Press, 2018); Casuslar
Nasil Diisiiniir: Gizli Istihbaratta 10 Ders (Londra: Penguin Viking 2020) ve son olarak Bir
Krizden Nasil Kurtuluruz: Dayaniklilik ve Felaketten Kaginma Dersleri (Londra: Penguin
Viking, 2023) isimli caligmalardir. Tk defa sosyal medyanin istihbarat amaciyla potansiyel
kullanimimi analiz eden, “Sosyal Medya Istihbarat” adli ¢alismanin ortak yazaridir. “Dijital
Istihbarat ve Onu Yonetmek i¢in Gereken Normlar” (Londra, 2015) baslikli makalesi, Carl
Bildt’in Kiiresel internet Yonetim Komisyonu (2015) sonug¢ raporunun sekillenmesinde
onemli bir rol oynadi. David Omand, Birlesik Krallik Bagbakan Yardimcisi tarafindan
gorevlendirilen ve Kasim 2016 tarihli Sorusturma Yetkileri Yasasi’nin kabul edilmesine
katkida bulunan RUSI Bagimsiz Gozetim Incelemesi grubunun bir iiyesi olarak da gorev
yapti. Ayrica kendisi “Insansiz Hava Araglarmin Giivenlik Uygulamalar1” (Birmingham,
2014) baslikli incelemeye de bagkanlik ederek, insansiz hava araglarmin kullanimina iliskin
Ingiliz politikasmin gelisimine 6nemli bir katkida bulundu. Istihbarat ve giivenlik konularma
iliskin akademik calismalara yaptig1 katki, genis capta kabul gordii. Birmingham Universitesi
ve Glasgow Universitesinden Fahri Doktora unvani almasinin yaninda Corpus Christi College
Cambridge’in de fahri iiyesidir.

S6r David Omand, kamu hizmetinden emekli olduktan sonra agik iiniversitede
matematik ve teorik fizik okudu ve birinci sinif onur derecesi ile ddiillendirildi. Kendisi Royal
United Services Institute Segkin Uyesi ve bu kurumun yayimladigi derginin yayin kurulu
iiyesi olarak giivenlik politikalar1 alaninda katkida bulunmaya devam etmektedir. Omand
televizyonda, radyoda ve medyada giivenlik konulariyla ilgili ulusal tartigmalara sik sik
katkida bulunmaktadir. Halen yenilik¢i siber teknoloji sirketlerini destekleyen kiiresel bir
yatirimet olan Paladin Capital Group’un kidemli danigmani olarak gérevini siirdiirmektedir.

Anahtar Ke.limeler: Istihbarat, Istihbarat Calismalari, Teknoloji ve Istihbarat, Sosyal Medya
Istihbarat, Istihbaratin Gelecegi.

! Bu séylesi 16 Temmuz 2023 tarihinde gevrimici olarak e-posta araciligr ile Erol Basaran BURAL
tarafindan gergeklestirilmistir. Soylesi Erol Bagaran BURAL ve Hatice VAROL DAGDELEN tarafindan
Turkge’ye cevrilmistir. Soyleside ifade edilen goriis ve disiinceler konugmaciya aittir.

12



. SOr David Omand ile Séylesi
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ICAD: Prof. Omand, o6ncelikle Istihbarat Arastirmalari ve Calismalari
Dergisi’nin (ICAD) roportaj talebini kabul ettiginiz igin tesekkiir ederiz.
Istihbaratin genel kabul gérmiis bir tanimmmin olmadigini biliyoruz.
Istihbaratin tamin iilkeden iilkeye, organizasyondan organizasyona ve hatta
kisiden kisiye farklilik gosterebilmektedir. Tiim bu gergekleri gbz Oniine
aldigimizda istihbarati sizin nasil tanimladiginizi merak ediyoruz. Sizce
istihbarat nedir ve ne degildir?

Prof. S6r David Omand: insanoglu igin istihbarat evriminin, atalarimza
sagladig1 hayatta kalma yetenegi nedeniyle degerli oldugunu diisiinmek
hosuma gidiyor. Ava ¢iktiginizda ilerideki bir ¢aliliktan bir ses geliyor. Avci,
bunun kendisinin aksam yemegi mi olacagina karar vermeli. Yoksa aver mi
onun aksam yemegi olacaktir? Giinlimiizde de istihbaratin temel amact
aynidir: Karar alicinin karsilasabilecegi tehlikeler konusundaki bilgisizligini
azaltarak, karar almay1 gelistirmek.

Bilgisizligimizi azaltmak i¢in kullanabilecegimiz, her ne kadar bazilariin
elde edilmesi biraz uzmanlik gerektirebilse de, ¢ok biiylik miktarda veri
iceren ve acgik kaynak denilen bilgiye erisimimiz var. Bir istihbarat
analistinin kullandig1 bilgilerin belki de %80 ile 90’1 bu tiirden yani agik
kaynaga aittir. Ancak resmin diger tarafinda bizim i¢in kolayca erisilemeyen
hayati bir kisim kaliyor ve bu kisimda bize zarar vermek isteyenlerin sahip
olmamizi istemedikleri sirlardan olusuyor. Bu sirlarim1 ele gegirmemizi
engellemek i¢in hasimlarimiz biiyiik ¢aba harciyorlar. Bazi durumlarda bizi
bu sirlart ele gegirmeyi denemekten dahi caydirmak icin g¢ok siddetli
yontemlere basvuruyorlar (Rusya’nin Birlesik Krallik’ta eski KGB ajani
Alexander Litvenenko’yu Polonyum 210 kullanarak zehirlemesi ve Rus
Askeri Istihbaratinda gérevli Albay Sergei Skripal ve kizinin Salisbury’de
yasakli sinir gazi Novichok kullanilarak 6ldiiriilmesi olayinda oldugu gibi).

Bu tanimlamalardan iki onemli sonu¢ ¢ikmaktadir. Birincisi, sirr1 elinde
bulunduran kisinin kararl iradesinin asilmasi ve sirrin ¢alinmasi igin etik
risklerin alinmast gerektigidir. Bundan kolay kolay vazgeg¢meyeceklerdir.
Ikincisi, hangi tehditlere kars1 hangi kaynaklarin ve yontemlerin kullamldig
derin bir sir olarak kalmalidir. Aksi takdirde hedefler dikkatimizden
kagabilmektedir. “Gizli diinya asla tamamen seffaf olamaz”.

ICAD: Ozgegmisinizde 6zetlemeye ¢alistigimiz gibi, hem istihbarat iiretme
hem de bu istihbarati kullanma ydniinde iist diizey gorevleriniz oldu. Bu
nedenle bu alana katilmak ve kariyer yapmak isteyen gencler icin blyik
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Onem tasiyan bir soruyu sormak istiyoruz. Sizce istihbarat ¢alismalarina en
uygun kisi kimdir? Bu kisiler hangi 6zelliklere sahip olmalidirlar?

Prof. SOr David Omand: Etkili bir istihbarat toplulugunun en biiyiik
gereksinimi; beklenmedik durumlarda yeni ¢6ziimler iireterek, zor sorunlari
¢Ozebilen birinci simif zihin gesitliligine sahip olmaktir. Birlesik Krallik
istihbarat toplulugu, bircok disiplinden akademisyenleri, askerleri ve
profesyonel istihbarat gorevlilerini bir arada ¢aligmak tizere gérevlendirdigi
Ikinci Diinya Savasi sirasinda iyi bir hizmet verdi. Bunun bir &rnegi,
Cambridge Universitesinden Alan Turing’in Bletchley Park’ta Alman
Baskomutanlig1 tarafindan kullanilan sifreleri ¢ozmeye yardimci olan ilk
gercek bilgisayari icat etmesiydi.

Arayacagim ikinci 6zellik, iilkenin sirlarinin korunmasini da igeren
kamu hizmetine goniilden bagliliktir. Olduke¢a yetenekli genglerin bir kismi
kariyerlerinin onlara taninma, séhret ve zenginlik getirdigini ya da getirmesi
gerektigini diistiniiyorlar: “Gizli Diinyanin” onlar i¢in uygun olmast pek
miimkiin degildir. Elbette biitiin bu 6zellikler, tek bir kaliba bagli degildir.
Bir insan istihbarati teskilatinin; disa doniik, inisiyatif alan, denetim olmadan
caligabilen, kendiliginden is gorebilen, zor 6grenilen lisanlarda iyi olan ve
cogunlukla yurtdisindaki zor yerlerde gecirilen bir kariyerden keyif
alabilecek bireylere ihtiyaci vardir.

Ic giivenlik servisleri daha ziyade farkli yeteneklerin bilesimini
ararlar. Bunun igerisinde arastirmaci bir ekibin parc¢asi olarak uyum iginde
caligabilmek de bulunmaktadir. Teknik istihbarat servisleri ise
matematikgiler, bilgisayar miihendisleri ve kod yazicilar ile yapay zeka
analistlerini tercih edeceklerdir. Analiz biirolari; merak eden ve bulgulara
saygi duyan birinci sinif arastirmact ve akademisyenlerle ¢alismak isterler.
Yetenek cesitliligi i¢in bolca farkli alan bulunmaktadir.

ICAD: Soguk Savasin sona ermesinden bu yana hem uygulayict hem de
koordinatdr olarak istihbarat faaliyetlerini yakindan takip etme firsatiniz
oldu. Soguk Savas Doénemi ile gilinlimiiz diinyasim karsilagtirdiginizda
istihbarat faaliyetleri agisindan temel benzerlikler ve farkliliklar nelerdir?

Prof. SOr David Omand: Bu, pek ¢ok cevabi olan oldukea ilging bir soru.
Istihbarat isteklerinin ge¢misine baktigimizda, Soguk Savasin sonunda eski
Varsova Pakti iilkelerinin NATO’ya girisini, Almanya’nin yeniden
birlesmesini ve Dogu Almanya’da konuslu Sovyet Gliglerinin geri
¢ekilmesini gordiik. Ardindan Birlesik Krallik’in istihbarat Oncelikleri
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Onemli Slciide degisti ve Bati Avrupa’daki istihbarat toplama istasyonlari
kapatildi. Istihbarat isteklerinin odak noktasi, terdrle miicadele, niikleer
silahlarin yayilmasina karsi kiiresel miicadele, uyusturucu kagakeiligi,
korsanlik ve insan kagake¢iligi da dahil olmak Gzere sug orgitlerinin tespit
edilmesi ve bunlara karsi miicadelede polis teskilatinin desteklenmesine
doniistii. Yiizyilin ilk yillarinda ise siber gilivenlik ve bilgi giivenligine
yonelik istihbarat istekleri yiiksek oncelikli istekler olarak listeye eklendi.
Istekler genellikle hedeflenen bireyler hakkinda istihbarata yonelikti: bu
sahislarin  kimlikleri, iligkileri, konumlari, hareketleri, finans trafigi ve
niyetleri.

Bu istekler, bireyler hakkinda kisisel bilgilerin aranacagi “en dogal
yer” haline gelen internetin ve sosyal medyanin ticari gelisimiyle de
ortismektedir. El Kaide’den ve daha sonra DEAS’tan kaynaklanan terorist
tehdit biiyiidiikce bat1 istihbarati, teror orgiitlerini ortaya ¢ikarmak ve onlarin
planlarim1  bozmak i¢in Onleyici terSrizmle miicadele istihbaratina
odaklandilar. Artik simdilerde devletlerarasi tehditlerin artmast ve
Avrupa’da biiyiik bir savag yasanmastyla birlikte talepler “geleneksel” askeri
istihbarata dondu.

Ancak giiniimiiziin kaynaklar1 da elbette ¢cok farklidir. Bunlar arasinda
dijitallestirilmis goriintiiler, mobil cihaz dinlemesi ve analist i¢in birden fazla
acik ve siiflandirilmis kaynagi bir araya getirebilecek yapay zeka destekleri
yer almaktadir. Batili istihbarat topluluklar igin, bu istek ve arz
degisiklikleri arasindaki dinamik etkilesime ek olarak, vatandaslarin kisisel
verilerini korumak amaciyla artik demokrasiler tarafindan dayatilan yasal ve
etik kisitlamalara (6zellikle gereklilik ve orantililik konusundaki israrlara)
sahibiz. Bu durum, bu tir teredditleri olmayan rakiplerimizle aramizda bir
asimetri yaratmaktadir.

ICAD: Peki sizce 11 Eyliil saldirilari gibi bir “siirprizle” karsilasmamak icin
iilkelerin istihbarat servisleri ne yapmal1?

Prof. S6r David Omand: ABD 11 Eylul Komisyonu, ikaz paradoksu
hakkinda sunlar1 yazdi: “Noktalar dogru bir sekilde birlestirilmis olsa bile,
krizi durdurmak i¢in ¢ok gec olabilirdi. Ciinkii bizzat krizin kanitlar1t mevcut
olsa bile Onleyici miidahaleyi politik olarak hakli ¢ikarmak ¢ok zor
olabilirdi.” Benim cevabimin ise birka¢ béliimii var. Oncelikle istihbarat
toplulugu hem agik hem de gizli kaynaklardan durumsal farkindalik
olusturma konusunda daha iyi hale gelmelidir. Daha sonra neyin olacagina
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ve neden olacagina dair giivenilir bir aciklama getirmelidir (bu zor bir adim
ve birgok hatanin kaynagidir). Ardindan farkli varsayimlara dayanarak yakin
gelecekte olaylarin nasil olabilecegini tahmin etmelidir.

Ayrica analistler, gelecekteki tehditleri azaltmak amaciyla gelecekten
giiniimiize dogru g¢alisarak potansiyel problemlere iliskin stratejik ikazlarda
bulunarak politika yapicilara yardimci olabilmektedirler. Bunlar “Casuslar
Nasil Diisilintir” isimli kitabimda da bahsettigim adimlar. Analizden elde
edilen bu dort c¢iktiyt ben “DATS” seklinde kisaltiyorum: ‘“Durumsal
Farkindalik”, “Ac¢iklama”, “Tahmin” ve “Stratejik Bildirim”. Ik ticii, yakin
gecmisten gelecege dogru calisan Bayes c¢ikariminit olusturmaktadir.
Stratejik ikaz ise gelecekten giiniimiize dogru ters sekilde calismaktadir.
Biitiin bunlarla birlikte, istihbarat ve politika topluluklar1 arasinda
gerceklerin konusulabilecegi ve ikazlarin dikkate alinabilecegi bir giiven
iligkisinin de olmas1 gerekmektedir.

ICAD: 2002 yilinda Birlesik Krallik’in ilk “Giivenlik ve Istihbarat
Koordinatorii” olarak atandiniz. Boyle bir koordinasyon mekanizmasinin
diger iilkeler agisindan da gerekli oldugunu diisliniiyor musunuz?

Prof. Sor David Omand: Evet, bir istihbarat toplulugunu teskil eden
bilesenlerin, modernizasyon ve firsatlarin birlikte degerlendirilmesi igin tist
diizey bir yetkilinin gii¢lii bir merkezi koordinasyonu altinda birlikte hareket
etmesinin gerekli oldugunu disiiniiyorum. Eski gérevimin sorumluluklar
artik Birlesik Krallik Ulusal Giivenlik Danigmaninin yetkileri genisletilerek
onun sorumluluguna verildi. Ancak koordinasyon ilkesi devam ediyor.
Koordinasyon elbette yonlendirmeden farkli ve Birlesik Krallik kurumlariin
baskanlar1 gerektiginde Basbakana erisim haklarmi sakli tutuyorlar. i¢
istihbarat servisinden (MI5) sorumlu igisleri Bakami, Dis Istihbarat
Servisinden (MI6) ve Devlet Iletisim Kurumundan (Government
Communications Headquarters / GCHQ) sorumlu Disisleri Bakani, savunma
istihbaratindan sorumlu Savunma Bakanina karsi yasal sorumluluklarin1 da
siirdiirmektedirler. ABD’nin de bu kapsamda Ulusal istihbarat Direktorii
bulunmaktadir.

ICAD: Size verilen gérevlerden yola cikarak istihbarat ve giivenlik
arasindaki koordinasyonun 6neminden bahseder misiniz?

Prof. S6r David Omand: Birlesik Krallik’in gizli servis mevzuati, gizli
servislerin iglevlerini ortaya koymaktadir. Ornegin MI6 &rneginde “Britanya
Adalar1 disinda yasayan sahislarin eylemleri veya niyetleri hakkinda bilgi
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elde etmek, bu kisilerin eylemleri veya niyetleriyle ilgili diger gorevleri
yerine getirmek (ancak bunun yalnizca Majestelerinin Hiikiimetinin savunma
ve dig politikalar1 ¢ergevesinde ulusal giivenligin korunmasi sartiyla) veya
dis tehditlere karsi Birlesik Krallik’in ekonomik refahin1 korumak ya da
sucun Onlenmesi veya tespitine destek olmak icin yapilabilecegi” belirtiliyor.

Yani Birlesik Krallik i¢in istihbarat ve gilivenlik ayn1 madalyonun iki
yiiziidiir. Bu nedenle Birlesik Krallik istihbarat toplulugunun amaglarindan
birisi polisin sugu Onleme ve tespit etme c¢alismalarimi desteklemektir.
Birlesik Krallik, baz1 Avrupali Parlamentolarinin (Avrupa Birligi Antlagsmasi
cergevesinde) ulusal giivenlik ile kolluk kuvvetleri arasinda israr ettigi kati
ayrimi kabul etmemektedir. Uluslararas: teror orgilitlerinin; narkotik suglar,
kara para aklama, yaptirnmlardan kaginma ve insan kagak¢ilig1i yapmalari,
ayrica kitlesel siber “soygun” yapmayi amaglayan fidye gruplarinin
varligindan dolayr Ingiliz yaklasiminin  fazlasiyla hakli  olduguna
inantyorum. Bu tiir ciddi sinir &tesi tehditlere ancak kolluk kuvvetlerini
destekleyen modern istihbaratin tiim yeteneklerinin ve yoOntemlerinin
kullanilmasiyla karsilik verilebilir. Bu ayni1 zamanda terdrizm gibi tehditlerin
bir su¢ olarak ele alinmasina ve ayni zamanda ulusal giivenlige yonelik bir
tehdit olarak siniflandirilmasina da faydali bir sekilde olanak tanimaktadir.

ICAD: Dergimiz agirlikli  olarak istihbarat kapsaminda akademik
caligmalara odaklandigindan, akademik bir disiplin olarak istihbarat
caligmalar1 hakkinda da sorular sormak istiyoruz. Ayrica sizin akademik bir
caligma alani olarak istihbaratin gelistirilmesi konusunda da calistiginizi
biliyoruz. Sizce istihbarat calismalari, bagladigi giinden bu yana hangi
asamalardan gecti? Birlesik Krallik’taki istihbarat caligmalarinin tarihi
gecmisi hakkinda bize neler sdyleyebilirsiniz? Istihbarat calismalariin
giiniimiizde kendine 6zgii bir akademik disiplin oldugu sdylenebilir mi?

Prof. Sor David Omand: Istihbaratla ilgili akademik calismalarin kokeni,
Cambridge tarih Prof. Christopher Andrew’un meslektagi David Dilkes ile
birlikte 1984°te yayimladiklar1 “The Missing Dimension: Governments and
Intelligence Communities in the Twentieth Century” isimli segkin ¢aligmaya
dayanmaktadir. Bu ¢alismanin ortaya koydugu temel sey, Christopher’in
“Tarihsel Dikkat Araligi Eksikligi Bozuklugu” (TDAEB) olarak tanimladigi
seydir. Buna gore tarihgiler, lizerinde ¢alistiklar1 olaylan etkileyen bir faktor
olarak istihbarati gérmezden gelmislerdir. Dolayisiyla, Wellington’un
1812’de Yarimada Savasi sirasinda Salamanca’da Fransiz Ordusuna karsi
kazandig1 kesin zafer, Wellington’un ekibinde yer alan yetenekli kriptograf
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Binbas1 Scovill’in Biiyiik Paris sifresini kirarak Fransiz komutanin muharebe
diizenleri ve niyetlerini ortaya c¢ikardigimi bilmeden nasil agiklanabilir?
Ingiliz kriptograflarin Alman denizaltilar1 tarafindan kullanilan Enigma
sifresini okuduklarini ve buna paralel olarak ABD’li mevkidaslarinin Japon
Sihirli sifresini okuduklarmi bilmeden, 1940’taki kritik Atlantik savasi nasil
aciklanabilir? Ayrica, 1944°te istihbarata dayali bir aldatma planinin, Alman
Bagkomutanligini, Overlord Operasyonunun ana agirliginin Pas de Calais’e
bolgesine denk gelecegine ve bir zirhli Panzer Timeninin Normandiya
sahillerine  ¢ikan  miittefik  kuvvetlere saldirmasin1  engellemeye
yonlendirecegine nasil ikna ettigine dair daha da ¢arpici bir 6rnegimiz var.

Bunlara benzer ornekler, Birlesik Krallik Hiikiimetinin Enigma ve
stratejik aldatma calismalar1 da dahil olmak iizere ikinci Diinya Savasindaki
resmi istihbarat tarihi ile istihbarat hakkinda ulusal arsivlerde daha fazla
belge yayinlamasina yol agti. Diger akademisyenler ise ABD, Avustralya,
Kanada ve Yeni Zelanda ile “5 Goz Ittifakimin” kokenleri de dahil olmak
iizere, istihbarat teskilatlarinin tarihi ve aralarindaki iliskileri arastirmaya
bagladilar. Baz1 arastirmacilar sinyal istihbarati, insan istihbarati, goriintii
istihbaratt ve cografi istihbarat gibi farkli istihbarat ¢esitlerinin gelisimi
konusunda uzmanlagtilar. Bazilar1 ise farkli servisler arasindaki iliskiler
konusunda uzmanlasti. Matematikgiler kripto analiz ve siber giivenlik
hakkinda, hukukgular ise yonetim ve yasal diizenleme hakkinda yaziyorlar.
Istihbaratin kiiltiirel bir olgu olarak sosyal insas1 post-modern sosyologlar
tarafindan inceleniyor. Giinimiizde herhangi bir istihbarat g¢aligsmalar
dersinin okuma listesine konulabilecek binlerce kitap ve makale var. Ancak
su an istihbarat tipki cografya gibi, benzersiz bir akademik disiplinden
ziyade, olaylar1 farkli yonlerden aydinlatan bir dizi disiplinin bir araya
gelmesinden meydana gelen bir disiplindir.

ICAD: Peki akademik alanda istihbarat galismalarinin amaci ne olmalidir?
Devletlerin istihbarat kabiliyetlerini artirmak i¢in istihbarat arastirmacilari
hangi konulara odaklanmalidir? Literatiirdeki temel bosluklar nelerdir?

Prof. Sér David Omand: Istihbarat, tiim ydnleriyle akademik calismay1 hak
eden bir beseri faaliyet olup herhangi bir arastirma alaninda oldugu gibi, baz1
sonuglar konunun pratigi i¢in faydali olabilir. Ancak ge¢mise bakmak
miimkiin olup, istihbarat gorevlilerinin kendi zanaatlarinin tarihini ve onu
bugiin bu hale getiren seyin ne oldugunu bilmek de haklaridir. Winston
Churchill’in sdyledigi gibi: “Ne kadar geriye bakarsaniz, o kadar ileriyi
gorebilirsiniz”.
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Literatiirdeki bosluklara gelince, mevcut akademik literatiiriin cogu Ingilizce
kokenlidir. Akademisyenleri ¢ok daha genis bakmaya tesvik ediyorum,
ornegin Fransa’da oldugu gibi, artik bircok iiniversitede istihbarat
caligmalar1 alaninda seckin akademisyenler bulunmaktadir. Elbette teknoloji
ilerledikce yeni arastirma alanlar1 da acilmaktadir. Bir sonraki adim
muhtemelen istihbarat topluluklarinin makine 6grenmesi algoritmalarini ve
biiyiik dil modellerini nasil kullandig ile ilgili olacaktir.

ICAD: Bir onceki soruya paralel bir sorumuz daha var. Yapay zekanin
gelisimi diinyada en ¢ok tartigilan konularin basinda geliyor. Yapay zekanin
gelisimi ile istihbarat siirecleri arasindaki iliski sizce nedir? Yapay zekanin
istihbarat tegkilatlar1 agisindan avantajlart ve olasi olumsuz sonuglari
nelerdir? Giinlimiizde teknoloji ile istihbarat arasindaki iligkinin yarattig
tehditler ve firsatlar nelerdir?

Prof. S6r David Omand: Bunu sdylemek igin henliz ¢ok erken. Tarih bize
istinbarat gorevlilerinin telgraf, radyo, mikro-elektronik ve internet gibi
teknolojik buluslardan ne kadar hizli yararlandigini gosteriyor. Makine
Ogrenmesi ve yapay zeka da bunlardan farkli degildir. En son gelismelerden,
yalnizca bizim degil, diisman devletlerin istihbarat gorevlilerinin de
yararlanilacagindan eminim.

ICAD: Birlesik Krallik’taki iiniversitelerdeki egitimin yami sira cesitli
kuruluslar da istihbarat galigmalarina akademik olarak katki sagliyorlar. Bu
konuda Ingiltere’deki gelismelerden bahseder misiniz?

Prof. S6r David Omand: Birlesik Krallik’ta istihbarat ¢alismalar1 alaninda
veya uluslararasi iligkiler ve ter6rizm ¢aligmalart gibi istihbarat
caligmalarinin anahtarini olusturdugu ilgili alanlarda lisans, yiiksek lisans ve
doktora dereceleri sunan birgok {iniversite bulunmaktadir. Kraliyet Birlesik
Hizmetler Enstitiisii (RUSI), Kraliyet Uluslararas1 Iliskiler Enstitiisii -
Chatham House, Uluslararasi Stratejik Arastirmalar Enstitiisii (IISS) ve
DEMOS dahil olmak iizere Londra’daki baslica diisiince kuruluslar1 ve Iskog
Kiiresel Iliskiler Konseyi (SCGA) istihbarat caligmalarina bazi yonlerden
katkida bulunan tiim arastirmalar1 desteklemektedirler. Bunun bir ornegi,
IISS’deki eski meslektasim Nigel Inkster’in Cin siber istihbaratina iligkin
derinlemesine c¢aligmalar yayinlayarak akademik literatiire Onemli katki
saglayan ¢aligmasidir.

ICAD: Siz ayn1 zamanda “Sosyal Medya Istihbarati” alaninda ¢alisan ilk
akademisyensiniz. Caligmanizin ardindan sosyal medya verilerinin
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analizinden elde edilen istihbarat anlamina gelen sosyal medya istihbaratina
daha fazla dnem verildi. Giinlimiizde sosyal medyanin iirettigi biiyiik veri,
sosyal medyanin insanlarin giinliik hayatindaki yeri ve sosyal medyadan veri
elde etme yontemleri dikkate alindi§inda, sosyal medya istihbaratini agik
kaynak istihbaratinin bir dali olarak m1 yoksa ayr1 bir disiplin olarak m
diisiinmeliyiz? Sosyal medya istihbarati agik kaynak istihbaratindan
bagimsiz bir disiplin mi?

Prof. Sor David Omand: Cevap: ayr1 bir disiplin. 2012°de DEMOS isimli
diisiince kurulusundan Jamie Bartlett ve Carl Miller ile birlikte Istihbarat ve
Ulusal Giivenlik dergisinde “Sosyal Medya Istihbaratina Giris” baslikl1 bir
makale yazdim. Dijital diinyanin nasil hizla gelistigini (2004’te Facebook,
2005’te YouTube, 2006’da Twitter) ve sosyal medya istihbaratiyla kamu
diizenine destek saglanabildigini vurgulamak istedik. Sosyal medya
istihbarat1 yeni bir seydi ve insan istihbarati, sinyal istihbarati veya acik
kaynak istihbarati gibi diger kategorilere uymuyordu. Bu nedenle ayr1 bir
disiplin olarak kendi basina bir incelemeyi hak ediyordu. Bu ¢alismamizda;
Tweetler gibi baz1 sosyal medya kaynaklarmin agik kaynak olarak
nitelenebilecegini (pencereyi agarak goriislerini bagirarak bildirmek gibi)
ancak kapali bir Facebook topluluguna Birlesik Krallik mevcut yasalar
uyarinca uygun yetkilendirmenin gereklilikleri altinda erismenin veya giris
icin sempatizan rolii oynamanin gizli istihbarat faaliyetleri oldugunu
vurguladik.

ICAD: Sosyal medya istihbaratindan bahsederken, kamuoyunun sosyal
medya iizerinden casusluga maruz kalmasi korkusuyla ilgili bir sey sormak
istiyoruz. Siz bu korkunun arttigini diisiiniiyor musunuz? Sizce bu korku,
toplumsal paranoyanin artmasiyla ilgili bir durum mu, degil mi?

Prof. Sor David Omand: Birlesik Krallik’taki kamuoyu yoklamalari,
istihbarat teskilatlarimizin silipheliler hakkinda istihbarat elde etmek
amaciyla modern dijital yOntemlerle veriye erismesine izin verilmesi
konusunda biiyiik bir desteginin oldugunu gosteriyor. Tabi ki bunun
hukukun dstiinligli ¢ercevesinde yapildigi anlayisina dayali olarak,
faaliyetin yalmizca gerekli oldugunda ve siiphelilerin yol acabilecegi
potansiyel zararlarla orantili olarak yiiriitilmesini saglamak icgin izinler,
bagimsiz  adalet, parlamento denetimi ve etik kisitlamalarla
diizenlenmektedir. Bugiin kamuoyunda artan bir endise varsa, bu durumun
hakkimizda herhangi bir istihbarat veya givenlik kurumunun
bilebileceginden daha fazlasimi bilen ve kisisel wverileri ticari kazang
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amactyla kullanan denetimsiz internet devlerinden kaynaklandigindan siiphe
ediyorum.

ICAD: Sizi “Casuslar Nasil Diisiiniir: Istihbaratta On Ders” adli degerli
kitabinizi yazmaya iten neden neydi? Bu kitabin okuyucuya iletmek
istediginiz ana tema ve ana mesaji nedir?

Prof. Sér David Omand: Bu kitabi, Birlesik Kralliktaki Brexit
referandumunun ve 2016 ABD Baskanlik se¢imlerinin sosyal medyaya nasil
yansidigi, bizi ne yapmamiz gerektigine dair yar1 gergeklerle carpitmalar
vasitastyla internette ikna etmeye calisan bir etkileme dalgasin1 gordiikten
sonra bagladim. Ancak gercegin dogasini bulaniklagtiran, hatta inkar
edenlere katlanmak zorunda kalmamaliyiz. Hi¢ kimsenin kendi alternatif
gerceklerini kabule zorlamaya hakki yoktur. Dolayisiyla kitabim, istihbarat
analistlerinin ylriittiigii tlirden rasyonel diisiinmenin bir manifestosudur ve
ayn1 zamanda kigisel kararlarimiza / is diinyasina da uygulanabilir. Konu
biiyiik bir karar vermeye geldiginde, iki farkli diisiince niteligini kendi
zihnimizde bir araya getirmeliyiz. Bir yanda i¢inde bulundugumuz durumun
ve acik seceneklerin rasyonel analizi, diger yanda tercihimizle neyi
basarmak istedigimize dair hirslarimiz g6z oniine alindiginda degerlerimizin
bize ne yapmamiz gerektigini sOyledigi ya da hangi sonuglardan
korktugumuz ve kaginmak istedigimiz. Eger dogru kararlar alacaksak, her iki
diisiince tirti de, yani tarafsiz ve tutkulu, “nedir” ve ‘“ne olacagini
umdugumuza” dayali degerler anlagilmali ve biitiinlestirilmelidir. Ama
rasyonellik olmazsa kayboluruz.

ICAD: Prof. S6r David Omand, son bir soru da istihbaratin gelecegiyle
ilgili. Bu soruyla ilgili bir kitap boliimiiniiz oldugunu da biliyoruz. Sizce
istihbaratin gelecegi nasil olacak? Istihbarat baglaminda devletlerin
kargilagacag tehditler, zorluklar ve firsatlar sizce neler olacak?

Prof. SOr David Omand: Her ulusal hiikiimet kendi cevabini bulmak
zorunda kalacak. Birlesik Krallik’ta gergek bir istihbarat toplulugu
yaratmaya odaklandik. Kendi uzmanliklar1 ve yasal konumlar1 olan ayr
teskilatlar1 elimizde tuttuk. Bu teskilatlar artik gorev giicli modeli adi altinda
istihbarat gereksinimlerini kargilamak i¢in birbirlerine yardim ederek ve
personeli birbirleri arasinda degistirerek birlikte calisiyorlar. Kara, deniz,
hava ve simdi de uzay ile siber ortaminda; personel alimi, yetenek gelistirme
ve egitim igin optimize edilmis ayr1 silahli hizmetlerimizi muhafaza
ettigimiz savunma ile bir paralellik olabilir, ancak gilinlimiizde askeri etkinin
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saglanmas1 bunlarin birlesiminden kaynaklanmaktadir. Basarili olmak igin
istihbarat topluluklarinin sinirlarin 6tesinde nasil ¢alisilacagina dair kendi
kosullaria uygun yanitlar bulmasi gerekecektir: yurti¢i ve yurtdisi; agik ve
gizli kaynaklar; insan ve teknik kaynaklar; istihbarat ve kanun yaptirimi;
istihbarat ve kanit; kendi kaynaklarindan ve yurtdisi ortakliklardan vb.

Birlesik Krallik istihbarat toplulugu, kismen yeni teknolojilere yapilan
bliylik yatirimlar nedeniyle, kismen de 11 Eyliil’den bu yana yillar i¢inde
gelistirilen denizagiri iliskiler nedeniyle elbette ki eskisinden daha gui¢lidr.
Birlesik Krallik, Ortak Terdrizm Analiz Merkezi ve Ulusal Siber Gii¢ gibi
ortak orgiitlerin kurulmasi nedeniyle bu giice sahip oldu.

ICAD: Son olarak istihbarat alaninda calismak isteyen geng
akademisyenlere ne gibi tavsiyelerde bulunursunuz?

Prof. SOr David Omand: Konuyu derinlemesine okuyun ve teorinin yani
sira pratige de bagli kalin. Miimkiinse, iyi islenmis alanlardan uzak durun.
Ornegin, Bletchley Park ve Ikinci Diinya Savasi sirasinda Enigma sifresinin
kirilmasi hakkinda yeterince sey yazildi. Yeni arastirma sorularina yol agan
kesfedilmemis yollar bulun. Bunun iyi bir 6rnegi, Helen Fry’in, kadinlarin
istihbaratta oynadigi kilit role iliskin daha Once anlatilmamis hikayeler
iizerine yaptig1 “Istihbaratta Kadinlar” ismiyle yayinlanan son arastirmadir.

ICAD: Sorularimiz1 yanitladiginiz igin tesekkiir ederiz. Eklemek istediginiz
bir sey var m?

Prof. Sor David Omand: Sadece Birlesik Krallik’in eski Moskova
Biiyiikelgisi ve Ortak Istihbarat Komitesinin eski baskam Sér Rodric
Braithwaite’in sozlerini hatirlamak isterim. Bir keresinde sirlan iliskiye
benzetmisti: Insanlar her iki konuda da asir1 heyecanlaniyor. Cogumuz
bagkalarmin bizden daha fazlasini aldigimi diisiiniiriiz; bazilar1 ikisine de
doyamaz; her ikisi de fanteziye varan abartili iddialar tretir, politika
yapicilar istihbaratin neler yapabilecegine dair beklentileri abartir; ve
sonugta gizli ve agik bilgi arasinda temel bir fark yoktur; ¢iinkii dis diinyaya
iliskin bilgimiz her zaman eksik, parcali ve bazen yanlis olacaktir.
Hatirlamaya deger.

22



