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Oz

Dijital dontisiim ¢agi, kiiresel manzarada devrim yaratarak iilkeleri yapay zeka (AI)
uygulamalarmi etkin bir gekilde entegre etmek i¢in altyapilarini modernize etmeye zorluyor.
Bilim ve teknolojideki siirekli ilerlemelerle birlikte, toplumlar artik karmasik olaylar: tahmin
etmek ve ele almak igin benzeri goriilmemis yeteneklere sahiptir. Bu makale, yapay zekanin
afet yonetimi ve kolluk kuvvetlerindeki donistiiriicii potansiyelini arastirmakta ve
zorluklarin ongoriilmesi ve azaltilmasindaki kritik roliinii vurgulamaktadir. Yapay zeka,
kapsamli veri analizi ve makine 6greniminden yararlanarak hem dogal afetlere hem de sugun
kiiresellesmesine kargt proaktif miidahalelere olanak saglamaktadir. Afet yonetiminde,
ongoriicti yapay zeka modelleri, deprem gibi olaylar1 tahmin etmek igin sismik aktivite,
jeolojik modeller ve cevresel degiskenler dahil olmak iizere kapsamli veri kiimelerini analiz
eder. Bu modeller, yetkililerin erken uyarilarda bulunmasim, acil durum planlari
gelistirmesini ve olast can kayiplarini ve ekonomik kayiplar: azaltmasini saglar. Felaketleri
onceden tahmin etme yetenegi, yapay zekanin toplumsal dayaniklihigi ve hazirlig:
artirmadaki daha genis faydasini yansitmaktadir. Tahmine dayali teknolojilerin entegrasyonu
yalnizca acil zorluklari ele almakla kalmaz, ayn1 zamanda siirdiiriilebilir kalkinma i¢in uzun
vadeli stratejileri de giiglendirir. Buna paralel olarak, sugun kiiresellesmesi, kolluk kuvvetleri
icin geleneksel metodolojileri agan yenilik¢i ¢oziimler gerektiren benzersiz zorluklar ortaya
koymaktadir. Kestirimci polislik, modern sugun karmasikligiyla miicadele etmek i¢in yapay
zeka odakli analitigi kullanan ileriye doniik bir yaklasim olarak ortaya ¢ikmustir. Tahmine
dayali polislik sistemleri, ge¢mis sug verilerini, davranig kaliplarini1 ve gevresel faktorleri
inceleyerek potansiyel sicak noktalar1 belirler, sug¢ faaliyetlerini tahmin eder ve kaynaklari
daha stratejik bir sekilde tahsis eder. Bu metodoloji yalnizca operasyonel verimliligi
artirmakla kalmaz, ayni1 zamanda suglari meydana gelmeden once oOnleyerek adalet
ilkeleriyle de uyum saglar. Tahmine dayali polislikte yapay zeka uygulamasi Oriintii
tanimanin 6tesine geger. Gelismis algoritmalar, sug faaliyetlerinin dinamik dogasimna uyum
saglayarak, gelisen egilimleri ve suglular tarafindan kullanilan yenilik¢i metodolojileri ele
alir. Bu uyarlanabilirlik, sugun giderek daha sofistike ve ulus Gtesi hale geldigi bir ¢cagda
kritik onem tasimaktadir. Ayrica, 6ngdriilii polislik, kolluk kuvvetleri ve halk arasinda
isbirligini tegvik ederek daha giivenli topluluklar olusturulmasma katkida bulunur.
Teknolojiyi sosyal katilimla biitiinlestiren bu sistemler, etkili polisligin temel bilesenleri olan
giiven ve igbirligini giiglendirir. Bu ¢aligma, afet yonetimi ve kolluk kuvvetlerinde 6ngdriicii
YZ'nin ikili 6nemini vurgulamaktadir. Her iki alanda da YZ, reaktif stratejileri proaktif
cergevelere doniistiirerek riskleri en aza indirir ve toplumsal refahi artirir. Tahmine dayali
modellerin kullanimi, YZ'nin kiiresel zorluklar1 biitiinsel olarak ele alma potansiyelini
orneklendirmekte ve yenilik, giivenlik ve esneklik ile karakterize edilen bir gelecek
saglamaktadir. YZ'nin entegrasyonu etik ve operasyonel hususlar sunarken, dogal afetlerin
azaltilmas1 ve sugla miicadeledeki faydalari potansiyel dezavantajlarindan gok daha agir
basmaktadir. Sonug olarak, YZ'nin kritik sistemlere entegrasyonu, ¢agdas zorluklarm ele
alinmasinda degerli bir ilerlemeyi temsil etmektedir. Dogal afetlerin ongoriilmesinden sug
faaliyetlerinin  Onlenmesine kadar, YZ uygulamalar1 toplumsal tepkileri yeniden
sekillendiren yenilik¢i ¢oziimler sunmaktadir. Bu makale, giderek daha fazla birbirine
baglanan bir diinyada hazirlikli olmayi, dayamkliligi ve giivenligi tesvik etmek igin
ongoriicii teknolojilerden yararlanmanin dnemini vurgulamaktadir. Ulkeler, altyapilarin
modernize ederek ve yapay zeka odakli stratejileri benimseyerek dijital ¢agin
karmagikliklarim etkili bir sekilde yonetebilir, siirdiiriilebilir ilerleme ve kiiresel istikrarin
Ontinii agabilir.

Anahtar Kelimeler: Yapay zeka, 6ngoriicii polislik, sorgulama, dijital doniisiim, teknolojik
ilerleme.
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Abstract

The digital transformation era has revolutionized the global landscape, urging countries
to modernize their infrastructures to integrate artificial intelligence (AI) applications
effectively. With continuous advancements in science and technology, societies now
possess unprecedented capabilities to predict and address complex phenomena. This
paper explores the transformative potential of Al in disaster management and law
enforcement, emphasizing its critical role in anticipating and mitigating challenges. By
leveraging comprehensive data analysis and machine learning, Al enables proactive
responses to both natural disasters and the globalization of crime. In disaster
management, predictive Al models analyze extensive datasets, including seismic
activity, geological patterns, and environmental variables, to forecast events such as
earthquakes. These models empower authorities to issue early warnings, develop
contingency plans, and reduce potential casualties and economic losses. The ability to
anticipate disasters reflects the broader utility of Al in enhancing societal resilience and
preparedness. The integration of predictive technologies not only addresses immediate
challenges but also strengthens long-term strategies for sustainable development. In
parallel, the globalization of crime presents unique challenges for law enforcement,
requiring innovative solutions that transcend traditional methodologies. Predictive
policing has emerged as a forward-looking approach that harnesses Al-driven analytics
to combat the complexities of modern crime. By examining historical crime data,
behavioral patterns, and environmental factors, predictive policing systems identify
potential hotspots, forecast criminal activities, and allocate resources more strategically.
This methodology not only enhances operational efficiency but also aligns with the
principles of justice by preventing crimes before they occur. The application of Al in
predictive policing extends beyond pattern recognition. Advanced algorithms adapt to
the dynamic nature of criminal activities, addressing evolving trends and innovative
methodologies employed by offenders. This adaptability is critical in an era where crime
has become increasingly sophisticated and transnational. Furthermore, predictive
policing contributes to building safer communities by fostering collaboration between
law enforcement agencies and the public. By integrating technology with social
engagement, these systems strengthen trust and cooperation, essential components of
effective policing. This study accentuates the dual significance of predictive Al in
disaster management and law enforcement. In both domains, Al transforms reactive
strategies into proactive frameworks, minimizing risks and enhancing societal well-
being. The use of predictive models exemplifies the potential of Al to address global
challenges holistically, ensuring a future characterized by innovation, safety, and
resilience. While the integration of Al presents ethical and operational considerations, its
benefits in mitigating natural disasters and combating crime far outweigh potential
drawbacks. In conclusion, the integration of AI into critical systems represents a
valuable advancement in addressing contemporary challenges. From forecasting natural
disasters to preventing criminal activities, Al applications provide innovative solutions
that reshape societal responses. This paper stress the importance of leveraging predictive
technologies to foster preparedness, resilience, and security in an increasingly
interconnected world. By modernizing infrastructures and embracing Al-driven
strategies, nations can navigate the complexities of the digital era effectively, paving the
way for sustainable progress and global stability.

Keywords: Artificial intelligence, predictive policing, querying, digital transformation,
technological progress.
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Introduction:

With the emergence of digital environments in the modern era and the adoption of smart city
strategies by nations utilizing cutting-edge technologies in the age of artificial intelligence, there has been a
notable shift in criminal policy towards employing modern scientific methods for crime detection, while
respecting civil liberties and legal safeguards. Artificial intelligence techniques, such as surveillance
cameras that identify individuals and their locations and predictive policing, which utilizes statistical
analysis to anticipate and prevent crimes, have become integral tools in law enforcement (Al-Sha'ar, 2020) .
Predictive policing aims to detect and prevent crimes early, utilizing scientific evidence to establish
criminal responsibility, while upholding constitutional rights to protection of personal data.

Artificial intelligence in the realm of crime serves as a double-edged sword. On one hand, it has
facilitated the globalization of crime through some of its applications, such as programs that learn user
behaviors to mimic them, leading to the exchange of ideas and discussions that may result in terrorist
activities with crime-affiliated extremists. Chatbot programs powered by artificial intelligence can recruit
children and teenagers from within their homes to carry out terrorist attacks and become involved in
organized crime.

Moreover, criminal activities have increased with this new pattern, where artificial intelligence
technologies are exploited to alter and manipulate images or video clips, depicting individuals engaging in
criminal acts, thereby making them susceptible to blackmail, particularly in pornographic activities that
tarnish individuals' reputations, coercing them to comply voluntarily with these criminals.

Hence, artificial intelligence applications are capable of increasing fraud and crime rates. However,
this can be countered by deploying artificial intelligence applications as well, as one researcher stated,
"Artificial intelligence only defies artificial intelligence." Through effective tools utilized by judicial
authorities and security agencies in combating crime, such as the creation of strategic predictive analytics
relying on historical crime data to identify its types, locations, and severity, authorities can predict and
prevent crimes in specific areas. This proactive approach aids security agencies in preparing and mobilizing
human and material resources and deploying patrols in hotspots where criminal activities are likely to
occur. Additionally, surveillance systems equipped with advanced technologies and utilizing sophisticated
computer algorithms for analysis and identification of suspicious activities enable preemptive crime
detection and prevention.

The goal of artificial intelligence in the criminal field serves two important roles: preventive and
deterrent. The first is preventive through forecasting and future insights to reduce crime using modern
technologies that analyze predictive data, identify crime hotspots, and preemptively recognize criminals
based on their behaviors and lifestyles. This is achieved by understanding the nature of human intelligence
through the development of Al programs capable of simulating human behavior characterized by
intelligence, thereby combating crime and predicting it before it occurs.

The second goal is deterrent, occurring after the crime has been committed, through the use of
artificial intelligence to search for criminal evidence that proves the act and assigns responsibility to the

perpetrator, providing irrefutable evidence for attribution.
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The importance of research in the legal framework of predictive policing, with the necessity of
accessing data and the legitimacy of the means used therein, can be considered both as precautionary
measures at times and as investigative procedures at other times. The extent to which judges rely on these
algorithms in determining criminal liability and imposing penalties lies within the realm of probability.
Hence, it is crucial to delineate the legal framework that should regulate the applications of artificial
intelligence in this domain.

The problem that can be raised in this context is: within the framework of respecting criminal
legitimacy and personal data for each individual, what is the legitimacy of activating predictive
policing procedures using artificial intelligence applications to prevent future crimes?

To answer this question, we divided our research into two main axes:

**  The first axis addresses the legitimacy of predictive policing in risk management.

**  The second axis deals with predictive policing techniques and their legitimacy.

We relied on an analytical approach to describe crimes and analyze artificial intelligence
technologies to assess their legitimacy and the legality of the evidence derived from them.

First Axis: Legitimacy of Predictive Policing in Risk Management

In the context of globalization, new global changes, as well as economic, social, political, cultural
shifts, and internal and external security threats, risk management has become a new and essential
challenge for every state to confront and mitigate crimes preemptively. Predicting crime before it occurs
involves studying the patterns of criminal behavior based on algorithms that form the backbone of artificial
intelligence, as was the case with jurisprudential theories that have long observed criminals, sometimes
analyzing them psychologically, sometimes socially, and sometimes biologically (Al-Sari, n.d.). Law
enforcement agencies can better anticipate criminal developments through predictive policing.

Predictive policing is built on experimental maps continuously updated to include the types of
crimes prevalent in neighborhoods, the network of active criminals, and the institutions most susceptible to
robbery and theft. This data is fed into algorithmic engines to predict where the next crime will occur.

Risk management in policing is an established science in itself, where algorithms capable of self-
learning through artificial intelligence are fed with citizens' data in a city, their criminal records, as well as
the dates, locations, and nature of each crime that occurred in the area. Here, algorithms provide results
about crime-prone categories and the closest locations to their occurrence.

It is also an art in terms of searching for the best methods to achieve the best results with the aim of
controlling and containing risks and restoring balance to society in the shortest time and with minimal
effort and losses.

First: The Concept of Crime Prediction:

If anticipation or prediction is a specific recognition of potential danger, crisis management's
fundamental principle is the ability to predict crises, thereby alleviating their severity upon occurrence and
enhancing their containment capabilities. This relies on thought, deduction, data reliance, analysis,
prediction, and exploration, leveraging artificial intelligence applications resulting from the interaction
between communications, mathematical, spatial, virtual, and real-world realms in crime prediction (Al-

Eissawi, 2020, p. 89).
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Prediction or forecasting is not only a sense of current or future danger that can alert to the source of
danger or the person responsible. This is what is referred to as the science of security foresight. This is
accomplished through establishing sound information systems in each institution of the state, civil society,
and local authorities.

Prediction is defined as planning and making assumptions about future events using specialized
techniques over different time periods. It is also defined as the art and science of predicting future events. It
is an art because experience and personal judgment play a role in prediction and in selecting the appropriate
method of prediction. It is a science because it uses objective mathematical and statistical methods and
approaches to increase accuracy and reduce bias (Amer, 2017, p. 82).

This applies generally to prediction. However, if we employ this information in criminology, crime
prediction is akin to precautionary measures, which are the clearest example of traditional methods of
crime prevention before it occurs, such as commitment to mental health facilities, therapeutic institutions,
and social care institutions. Most criminal legislations have sought to establish legal frameworks to
mitigate future crime, such as parole systems and suspension of punishment for the purpose of not
committing a new crime.

However, in the era of globalization, technology has played a significant role in detecting anticipated
crimes by adopting artificial intelligence applications, through which crimes expected to occur in the future
can be detected with sufficient lead time to apprehend suspects.

Second: The Legal Nature of Crime Prediction:

Modern jurisprudence has differed in establishing the legal nature of predictive policing, considering
that this technique relies on artificial intelligence. Given the novelty of this subject, which relies on data,
algorithms, equations, and conclusions, it was necessary to examine the most important similar systems to
attribute and establish it. Several previous studies, notably the research conducted by Dr. Mahmoud Salama
Abdel Moneim Sharif, concluded that the legal nature of crime inquiry is inherently different from other
procedural systems.

1. Precautionary Measures System:

Jurists in the field of criminal law have sought alternatives to punishment aimed at rehabilitating
the offender. The positivist school prioritized concern for the criminal and how to reform, treat, and
reintegrate them into society. Thus, a set of precautionary measures was enacted to prevent future crimes.

Returning to the Precautionary Measures System, it represents a set of measures that confront
crime and criminals by taking actions to prevent the recurrence of crime and protect society from the
danger posed by the offender. It bears resemblance to predictive policing, which aims to prevent future
crimes. Both systems share the concept of criminal risk probability and the likelihood of future crime
recurrence. In the precautionary system, the criminal, with his criminal record, determines the step of the
criminality and the likelihood of recidivism. Similarly, in predictive policing, algorithms and personal data
analysis determine the individual's risk level.

The precautionary system may also resemble predictive policing in their unified goal of
preventing future crimes and their execution without the need for the victim's consent. Both systems

impose measures without the individual's consent for the sake of prevention. However, it should be noted
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that predictive policing, which seeks information without prior consent, operates under legal legitimacy and
respects constitutional and personal data protection laws.

Despite the significant similarities between the two systems, predictive policing cannot be
attributed to the precautionary system due to several considerations:

** It is widely accepted that the precautionary system is post-crime, whereas crime inquiry is pre-
crime. Despite shared goals, they differ temporally, altering their legal nature.

** The precautionary system adheres to the legality principle, where no crime, punishment, or
security measure is valid without legal basis. In contrast, the legal framework and regulation of predictive
policing, particularly concerning individual freedom and personal information protected by law, are less
defined. When can it be said that inquiry does not violate criminal legality principles?

** In terms of jurisdiction, the judiciary is authorized to issue precautionary measures against
convicted individuals, while accessing the realm of artificial intelligence and searching for crime hotspots
and criminal hubs falls under administrative entities like the police or gendarmerie equipped with
intelligence offices.

Considering all these considerations, we find that the nature of precautionary measures differs
from crime inquiry through data and analysis. The former is punitive, while the latter is procedural.
Although both are aimed at combating crime, they undoubtedly differ in their legal nature.

2. System of Investigation and Inquiry:

As commonly understood, investigation aims to gather evidence to establish suspicion against
individuals who may be accused before the judiciary, based on the totality of inquiries and information
available to them. Among these pieces of evidence, algorithmic prediction methods may be employed,
which are among the tools relied upon by judicial police in investigating crimes and criminals.

In criminal law, investigation involves the use of all lawful methods specified in criminal procedure
laws, governed by legal principles aimed at pursuing criminals, apprehending them, and referring them to
the judiciary with compelling evidence. However, these tools used do not rise to the level of conclusive
scientific evidence. Every judicial record provides them with relative legal validity and evidential value,
subject to the discretion of the criminal judge.

However, with the digital transformation and reliance on the police inquiry system, or what is known
as predictive policing, artificial intelligence applications can intervene in research and investigative
methods to early detect crimes, accurately diagnose crime hotspots, identify suspects, and refer them to
justice based on this new evidence.

As in cases of neighbourhood gangs, predictive policing leads to identifying individuals who may be
involved in rioting crimes due to algorithms confirming their frequent presence and activities in the
neighbourhoods, based on their personal data, especially in such types of cases.

It is acknowledged that notification tools at the level of police stations, especially in traffic
accidents, which monitor the speed of drivers in specific locations, can immediately alert other police
officers on the road to stop these individuals, thus avoiding subsequent accidents.

However, the issue that arises in this context is the legality of the means used. Determining the legal

nature of predictive policing must adhere to the principle of legal legitimacy and the legitimacy of the
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algorithms used in data analysis through artificial intelligence applications. These applications analyze
actions and positions in the present, past, or future through speeches, symbols, images, or specific actions
that occurred in the past or present, or are expected to occur in the future. Undoubtedly, the use of data
storage today has become more extensive and easier, leading the Algerian state to enact internal legislation
and approve agreements to ensure the protection of data from risks, transgressions, and violations, the most
important of which is Data Protection Law 18-07 dated July 10, 2018, Official Gazette No. 34.

Moreover, the adoption of artificial intelligence applications in collecting and accessing this data and
analyzing the algorithms of suspected individuals necessitated states to enact legislation to ensure human
privacy and individual freedom. This was further reinforced by the 2020 Constitution in Article 47, which
stipulates "the protection of individuals in processing personal data as a fundamental right."

However, providing a legal description of the nature of predictive policing as being investigative
may encounter some criticisms, as articulated by modern legal scholars:

** Investigation always occurs after the commission of the crime, which is rooted in legal provisions
distributed by the legislator in criminal procedural law, in respect of criminal legal legitimacy. Actions
such as apprehension, search, hearing, and detention are all investigative procedures of a purely legal
nature that cannot be carried out without a legal provision authorizing them.

However, predictive policing is exceedingly preemptive to the investigation stage and contradicts the
principle of criminal legal legitimacy, especially concerning the querying of personal data, as the
constitutional principle asserts the presumption of innocence.

In cases where individuals are detained based on predictive policing and heard, there must be
unequivocal evidence and data, leaving no room for error before the individual is removed from the
category of suspects. Additionally, the bias observed in some countries' use of this data to detain a specific
category, especially those with dark skin, diverges from the intended goal.

Considering the two previous systems, we find that the investigatory system is closer to the
precautionary system. However, both are subsequent to the commission of the crime, while predictive
policing constitutes actions preceding the crime, merely consisting of inquiries about potential occurrences
and predictions of crimes, making its legal framework closer to administrative and regulatory nature.

3. The Administrative Nature of Crime Prediction:

The administrative nature of crime prediction becomes apparent when considering two elements:

Firstly, referring to the authority responsible for data inquiry and analysis, there exists a specialized
agency empowered by a legal framework that protects its actions. One such example is the intelligence
agency operating at the level of police directorates, which has effectively shifted the paradigm from merely
investigating crimes to preemptively eradicating them. This proactive approach aims to create a safer and
more secure future.

On the other hand, the administrative nature of predictive policing is evident in the tools used, which
transcend the judicial realm or any other jurisdiction through the utilization of artificial intelligence
technologies. For instance, facial recognition technology supported by artificial intelligence aids in
identifying the whereabouts of wanted individuals, leading to their apprehension before they become aware

of being under surveillance. Artificial intelligence systems have also succeeded in developing preemptive
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strategies and effective measures to combat various criminal networks, such as monitoring communication
channels, decrypting encrypted messages, and identifying voices and biometric data to apprehend criminals
involved in illegal activities.

Furthermore, inspection procedures conducted through scanning devices to prevent the flow of
contraband across borders and apprehend smugglers fall within the framework of maintaining public order
and security. Thus, the functional criterion defines the administrative nature of using artificial intelligence
algorithms in crime prediction.

The Second Axis: Techniques of Predictive Policing and Their Legitimacy:

The introduction of artificial intelligence into the realm of data analysis is one of the most discussed
topics globally and scientifically, particularly in various fields such as industry, commerce, medicine,
environment, and notably, security. However, in the legal domain, the authorization to use these
applications must be legally regulated to uphold the principle of legal legitimacy.

Access to artificial intelligence applications must be accompanied by legal security to protect users
from violating the constitutional principle that safeguards individual freedom and data from intrusion.

However, the question that arises in this context concerns the validity of these technologies
when facing suspects who have not yet committed a crime and cannot be prosecuted for actions they
might have been inclined to commit or may change their intentions.

Firstly, an Overview of Predictive Policing Techniques:

Various technological methods are employed by law enforcement agencies in the era of artificial
intelligence for crime prediction, akin to forecasting earthquakes, weather forecasts, and epidemic
predictions, all relying on a systematic approach serving all platforms equipped with such intelligent
applications. However, beyond the realm of technology and the necessity of globalization across all fields,
discussing these techniques and their legality from a legal perspective and their respect for the constitution
and personal freedoms is imperative (El-Masri, 2023).

01. Utilizing Artificial Intelligence Algorithms:

The sequence of steps or studies following a sequential method, relying on previous data in a
precise sequence, as introduced by the Persian mathematician Muhammad ibn Musa al-Khwarizmi for
analyzing and predicting a specific phenomenon. Artificial intelligence algorithms used by applications in
law enforcement agencies for crime prediction and identification of criminals follow pre-established steps
and previous statistics. These algorithms are integrated into programs where crime rates in specific areas
and the number of criminals are analyzed over a specific period of time, providing undeniable results in
discovering new crimes (Al-Eissawi, 2020,).

02. Feeding Artificial Intelligence with Pre-existing Data:

Feeding artificial intelligence applications with massive amounts of data and inputting new
information, similar to the growth of the human mind and its nourishment with qualitative information that
increases human awareness and shapes thinking and inference. This facilitates law enforcement agencies in
providing clear and accurate results, with high accuracy rates. These data have reliable sources, including
administrative programs such as hospitals that determine the proportions of victims of assault and battery

crimes, as well as prison management, which determines crime rates and the number of detainees for each
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crime and their areas of commission. Similarly, data obtained from courts, the number and types of
criminal cases, vary from one area to another, such as cases of substance abuse, as well as data acquired
from sensor devices such as radar and location tracking devices, for example, for traffic violations.

Additionally, another type of source is pertinent for cybercrimes, as the entry and exit of individuals
from websites through searching for specific items confirm the inclinations of suspects to commit a certain
crime (Khan, 2019, pp. 100-112).

Criminal behavior and its danger rely on the analysis conducted by artificial intelligence on the data,
as is the case in studying the behavior of criminals who frequent suspicious websites and pages or target
victims from specific groups, such as those seeking legal migration or engaging in prostitution.

Based on the foregoing, it can be said that the fuel for algorithms is accurate data, which we input
into artificial intelligence applications to obtain accurate results and predict crimes with very high
accuracy. Predicting a robbery in a specific area by a suspected individual is based on algorithms fed with
data about their daily activities at different times, as well as through investigations and their personal and
social data, and their activities on social media (Lababili, 2020).

03. Self-learning of Artificial Intelligence:

Self-learning of artificial intelligence is considered the future of Al, through machine learning from
included data, continuous data, and previous experiences. The vast amount of information enhances self-
learning and makes crime prediction a tangible reality through criminal statistics to monitor criminal
movements, track them, and apprehend them before committing crimes. For instance, financial crimes were
mainly attributed to white-collar individuals who extensively used electronic payment cards to defraud
their clients. Artificial intelligence technologies detected most of the categories searching for fraud and
deceit, hindering their activities before executing any crime (Omar, 2022, pp. 55-70).

Secondly, the Protection of Data from Artificial Intelligence Mediums:

Personal data fuels artificial intelligence algorithms, as after collecting, processing, examining,
compiling, recording, storing, merging, transmitting, receiving, circulating, publishing, changing,
modifying, retrieving, and analyzing the data using any electronic means, we have a platform capable of
predicting any desired information. Algeria, like all countries, has given great priority to protecting
individuals in their private lives and safeguarding them from technologies that process and trade their data.
Hence, Law 18-07 was issued to address several issues regarding the protection of individuals.

Through this law, the correct framework for entering personal information and the possibility of
legally researching, investigating, and monitoring while respecting humanitarian principles, dignity, and
the sanctity of private life was established. Predictive policing is regulated by Law 18-07, which also
established a national authority to protect data with financial and administrative independence. This
authority has various tasks aimed at protecting data (Amer, 2017, p. 82).

However, the predictive policing entity and its early crime inquiry cannot fully comply with this law,
as it has exceptions allowing it to access and process data without prior authorization. Still, it must adhere
to certain obligations (Sharif, n.d.):

1. Confidentiality of Processing and Inquiry:
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The predictive policing entity must take all measures to ensure the complete security of the data
from leakage or disclosure to unauthorized parties and maintain professional secrecy according to the rules
of public law and special laws even after the completion of its tasks.

2. Integrity of Processing:

Exposing data to any unauthorized use, hacking, damage, or any other use outside the intended
purpose exposes the owner to accountability. Therefore, the use of crime detection algorithms may fail if
others are allowed access to their information network.

Hence, it can be said that the predictive policing process, which is at the core of state security,
stability, and the preservation of public order, through the use of artificial intelligence technologies, is
legally regulated to protect others' information from hacking and never conflicts with the principle of

legitimacy (Al-Sari, n.d.).

Conclusion:

In conclusion, the integration of artificial intelligence in proactive crime prevention is an inevitable
necessity. Transitioning from crime suppression to its prevention is imperative in the face of global
criminality. Law enforcement must confront it with methods that mirror the evolutionary intelligence of
devices, ensuring a future of security devoid of crime. However, accessing crime prediction through
algorithms, analyses, and data mining must be framed within a legal framework. This framework should
serve as the basis for criminal prosecution, ushering in a new era of anticipating and apprehending suspects
without infringing upon their personal liberties or compromising the presumption of innocence. Today's
law faces a new challenge of crime anticipation and suspect apprehension, ensuring the validity of the
means used, from circumstantial evidence to conclusive evidence that assigns responsibility to its owners.
Among the key findings of this research are:

**% Framing the predictive policing process within a legal system that defines its principles and
exceptions.

**% Working towards legal intelligence that mirrors artificial intelligence and the globalization of
crime through innovative investigative methods.
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