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Abstract  The global construction sector, employing 7% of the worldwide workforce and 

contributing 13% to global gross domestic product (GDP), is among the largest industries. It 

encompasses various stakeholders, including owners, contractors, subcontractors, and suppliers. 

However, the management of payments within this supply chain encounters numerous hurdles, 

such as delays, rework, errors, late payments, and inadequate supervision and financial oversight. 

This paper presents a blockchain-based payment handling system for construction supply chains. 

The system leverages blockchain's features of data transparency and sharing, and decentralization 

and immutability to provide a secure and trusted tool for handling payments. The system enables 

tracking work progress, the payment of installments for completed work, and provides a facility 

for resolving disputes between buyers and sellers on-chain. The system ensures smooth execution 

and commitments by all parties with blockchain data transparency, escrow payments and 

independent risk assessment. The paper provides a detailed description of the system design and 

results of function tests. 

 

1. Introduction 

The construction supply chain consists of the activities that lead to starting and completing a construction project 

of one or more buildings. These activities include identifying the demand for the buildings, construction 

activities (such as laying the foundation, concreting, welding, plastering, plumbing, etc.), maintaining the 

building during use, and the demolition of the building. The construction industry is a $10 trillion industry, 

accounting for 13% of global GDP. A construction supply chain, thus, employs a lot of stakeholders that 

contribute to its activities, including the owners of the construction project, contractors, suppliers of raw 

materials as well as engineers and architects (Studer and De Brito Mello, 2021).  Construction supply chains are 

characterized by the flow of materials, information, and finance across all stakeholders to ensure the smooth 

implementation of construction projects (Xue et al., 2007).  

A smooth flow of funds, however, is a rare occurrence in the construction supply chain due to high number of 

stakeholders involved in construction projects as well as influences and disruptions in the flows of materials and 

information. Nanayakkara et al. (2021)  reported several issues and problems that occur in the construction 

supply chain when handling payments among stakeholders which include: delays in completing work due to 

supply chain issues, going over budget, rework and errors, late payments, improper supervision and financial 

controls, improper withholding of payments, lack of trust between stakeholders. Ramachandra and Rotimi (2015) 

identified several factors causing delays in payments in the New Zealand construction industry which include: 

cash flow difficulties due to non-payment on other projects, disputes over payment claims, and dishonesty of the 

payers. 

Blockchain is a distributed tamper-proof record of ordered transactions that is secured cryptographically. The 

blockchain ledger is stored on a network of computers, each computer having an identical copy of the entire 

ledger. The tamper-proof nature of the blockchain is ensured by the collective effort of all computers on the 

network (Levis et al., 2021).  The Ethereum blockchain was released in 2015 and brought the concept of smart 

contracts to blockchains. Smart contracts allow writing and executing software applications on the blockchain 

(Zhou et al., 2022). Thus, all blockchains share several characteristics which include “immutability”, which 
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means it’s impossible to make any changes to the data that is stored on a blockchain; “transparency”, all data 

stored on the blockchain is publicly available and accessible.  

In this paper, we propose a blockchain-based system that aims to manage and handle the processing of payments 

in the construction supply chain. The purpose of this system is to provide a solution that addresses the issues 

with construction supply chain payments reported in the literature. The system has the following features: 

- Tracking Work and Installments. The system allows the supply chain stakeholders to track work on 

projects and manage the payment of installments through the supply chain. 

- Dispute Handling. If any of the stakeholders fails to comply with the agreement, the system can handle 

initiating and resolving disputes.  

- Risk Mitigation. The system mitigates the risks associated with payments by utilizing escrow accounts 

and credit risk scores for all stakeholders, thus creating a motivation for them to commit to their 

agreements and comply with their obligations. 

To the knowledge of the authors, this is the first system in the literature that combines the features of work 

tracking, payment and installment handling, dispute handling and risk mitigation in one blockchain-based system, 

which is the main contribution of this study.  

1.1. Literature Review 

Researchers in the construction supply chain have explored the potential of blockchain technology to tackle 

various challenges. In their study, Shemov et al. (2020) investigated the application of blockchain as a digital 

platform to address common issues within the construction supply chain. Despite acknowledging security 

concerns associated with blockchain use, the authors concluded that the technology offers a viable solution to 

many challenges, particularly those related to trust and project delays. In another study, Lu, Wu, et al. (2021) 

developed a blockchain-based model for government supervision of construction work (GSCW) that 

incorporates an incentive mechanism. Their model facilitates information sharing, preserves privacy, and 

seamlessly integrates into existing GSCW teams' workflows without disruption. Lu, Li, et al. (2021) introduced a 

novel solution utilizing smart construction objects (SCOs) to address the challenge of bridging blockchain 

systems with real-life construction projects. The research demonstrates the effectiveness of this approach in 

ensuring data accuracy and recording reputation scores. Zhang et al. (2023) explored the potential of blockchain 

technology in addressing flaws within construction contract management (CCM), such as information sharing 

and payment processes.  

Blockchain technology is not only used for the construction supply chain, but also in other supply chains/supply 

chain applications as well. The exploration of blockchain technology's application in supply chains is an 

extensively studied subject in academic literature, driven by its attributes including traceability, transparency, 

decentralization, immutability, and automation. According to Han and Fang (2024), blockchain technology is 

used in a variety of supply chain functions, including logistics traceability, supply chain finance, supply chain 

collaboration, sustainable management, and risk management. Ioannou and Demirel (2022) reported that 

blockchain can be harnessed in supply chain finance to tackle issues such as limited visibility within the supply 

chain, cumbersome manual paperwork processes, and the risk of fraud. Archa et al. (2018) presented a system 

based on blockchain to tackle the problem of drug counterfeiting within the pharmaceutical supply chain. This 

system monitors the quantities of drugs held by each party and traces the movement of drugs across all parties 

involved in the supply chain. Rogerson and Parry (2020) outlined several instances where blockchain is 

employed to combat counterfeiting and enhance trust and visibility within the food supply chain. Kumar et al. 

(2021) proposed a holistic framework based on permissioned Blockchain technology to address challenges in 

international trade practices. The framework aims to enhance supply chain and logistics operations by addressing 

issues such as traceability, data integrity, and decentralized decision-making. 

Ensuring the uninterrupted flow of funds within a construction supply chain is crucial for averting issues and 

delays (Studer and De Brito Mello, 2021). However, due to the rarity of a seamless fund flow, numerous studies 

have focused on pinpointing the challenges and obstacles encountered by stakeholders in managing payments. 

Some of these studies aimed to compile a spectrum of issues, as demonstrated by the works of Ramachandra and 

Rotimi (2015) and Swai et al. (2020). Ramachandra and Rotimi (2015) delved into the root causes of payment 
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problems in the New Zealand construction sector, identifying factors such as cash flow constraints stemming 

from delays and non-payments on other projects, disputes over payment claims, prevalent payment culture, payer 

dishonesty, inadequate supervision, financial control, and cost overruns. On the other hand, Swai et al. (2020) 

explored the factors contributing to unfair payment practices within the UK construction industry. Their findings 

implied late payments to contractors, conditional payment practices, downward pressure on contractor rates, and 

retention payments as among the leading factors. Other studies have proposed targeted solutions to specific 

challenges. For instance, Xie et al. (2019) investigated the impact of payment cycles at two critical junctures in 

the construction supply chain: from owner to general contractor and from general contractor to subcontractor. 

Their research revealed that shortening the payment periods at these junctures could expedite fund flow and 

facilitate the provision of advance funds, thereby ensuring smoother progress on construction projects. 

Researchers utilize blockchain technology to automate payments and overcome challenges within supply chains. 

Kaid and Eljazzar (2018) presented a blockchain-based system aimed at resolving trust and visibility concerns 

among stakeholders, incorporating a straightforward mechanism for managing payment installments within the 

supply chain parties. Their approach involves buyers and sellers agreeing on a rule, such as withholding payment 

until 50% of the contracted services are fulfilled, and subsequently sharing service-related information on the 

blockchain. In a blockchain-based scheme for supply chain finance proposed by Tsai (2023), three key actors are 

involved: a large enterprise acting as a buyer, an small and medium enterprise (SME) acting as a seller, and a 

financial institution. The process begins with the buyer creating a purchase order, followed by the seller shipping 

the products. Subsequent steps, such as invoicing and receipt confirmation, are then completed to finalize the 

purchase operation. Financial institutions then issue a loan to the seller, with the buyer responsible for repaying 

the seller's loan. Omar et al. (2021) proposed a blockchain-based solution to enhance the efficiency of Group 

Purchasing Organization (GPO) contracts witin the healthcare supply chain (HCSC), addressing current 

inefficiencies in procurement processes. By integrating blockchain technology and decentralized storage, the 

solution aims to streamline communication among stakeholders, minimize procurement timelines, and ensure 

transparency, thus potentially reducing pricing discrepancies and inaccuracies. Alnıpak and Toraman (2024) 

explored  the adoption of Blockchain technology for payment transactions in Turkey's maritime industry, aiming 

to measure stakeholders' intentions through Technology Acceptance Model (TAM). Findings reveal strong 

positive relationships between usage intention and perceived usefulness, as well as perceived ease of use.  

Researchers explored the application of blockchain technology to address payment-related challenges in the 

construction supply chain. In their work, Motawa and Kaka (2009) introduced an IT system capable of modeling 

various payment systems, allowing stakeholders within the construction supply chain to collectively determine 

the most suitable payment mechanism. This approach aims to ensure smooth cash flow and safeguard the supply 

chain against potential disruptions, thereby satisfying all involved parties. Meanwhile, Hamledari and Fischer 

(2021) examined the potential of blockchain-based smart contract solutions to automate progress payment 

tracking in the construction supply chain. Additionally, Das et al. (2020) presented a decentralized blockchain-

based model for managing interim payments in construction projects. Notably, this model eliminates the need for 

trust among stakeholders and can autonomously enforce the terms and conditions of interim payments. Moreover, 

it facilitates the confidential sharing of sensitive financial information among stakeholders. Sigalov et al. (2021)  

introduced the implementation of smart contracts in construction projects to address issues with complex 

contract structures, delayed payments, and lack of transparency. By integrating Building Information Modeling 

(BIM) with blockchain-based smart contracts, automated and transparent payment processing is achieved. Their 

solution facilitate automatic payments upon acceptance of construction work, enhancing efficiency and trust in 

the construction industry. 

2. Materials and Methods 

In this section, we provide a detailed description of the proposed payment system with its features and 

capabilities. We propose a payment process workflow that is adopted in the payment system, so we provide a 

description of that process. Lastly, we provide a description of the system components, and the blockchain smart 

contract that was built to implement the proposed system functions. 
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2.1. System Features 

2.1.1.  Actors 

There are four actors (or users) that have access to the system, each user plays a role in carrying out the payment 

process, namely: the buyer, the seller, the auditor, and the credit scoring agency. The buyer is the supply chain 

stakeholder that’s buying goods and services and wants to handle the payment of the price of these goods and 

services on the system. The seller is the individual or entity selling those goods and services to the buyer. The 

auditor is a 3
rd

 party entity that has two tasks: verifying the work that was completed by the seller and 

confirming its compliance with the terms and conditions of the agreement between the buyer and the seller. The 

other task of the auditor is resolving disputes between the buyer and the seller. The credit scoring agency is an 

institution that evaluates the financial situation of the buyer and the seller and gives them a credit score. 

2.1.2.  Work and Installment Tracking 

The proposed system relies on the concept of “progress payments”, which associates work with payments. This 

is the reason why there are two components of the system, one is for tracking work, and the other is for tracking 

installments. These components are independent of each other (i.e., an installment can be paid by the buyer 

without necessarily having the work associated with it completed). This way, if the buyer is satisfied with the 

work being done by the seller and they trust them enough, they can pay the installments without having to track 

the work associated with it on the system. Work Tracking consists of three stages: first, the seller announces 

that they completed a portion of the work as agreed, then the auditor verifies the completed work to make sure it 

complies with the terms and conditions of the agreement, then the buyer confirms work completion. All that 

progress is committed to the blockchain in the form of “events”. Installment Tracking works by defining the 

installments that need to be paid by the buyer; the buyer pays the installments one after the other to the system, 

and the seller then withdraws those installments from the system. Thus, the system acts as a “trusted middleman” 

between the buyer and the seller. 

2.1.3.  Credit Risk and Escrows 

The system requires the buyer and the seller to declare their credit score. Credit risk assessment serves as a 

valuable tool for both buyers and sellers in evaluating each other's financial stability. This assessment informs 

decisions regarding various installment payment terms, including the escrow amount, down payment, and 

installment count. Financial information provided by both parties is evaluated by a credit assessment agency to 

determine credit risk. Subsequently, this information is shared with both the buyer and seller as part of the 

payment process. Credit assessment is based on several indicators of a business. For example, the information 

taken into account when evaluating the credit risk of SMEs may include short term debt/equity, cash/assets, 

EBITDA/assets, retained earnings/assets and EBITDA/interest expenses (Altman and Sabato, 2007). 

Based on the credit risk information, the buyer, and the seller both agree on an “escrow” amount that each of 

them pays as a guarantee for the smooth implementation and compliance with the terms and conditions of the 

agreement. Escrow and payment retention are common practices within the construction industry aimed at 

safeguarding the interests of owners. In the study by Antipin and Trufanova (2021), escrow accounts serve to 

protect shareholders of a construction project from developers with uncertain financial standing. Funds from 

shareholders are deposited into the escrow account, which is then utilized by a bank to finance project operations. 

The developer only receives funds from the escrow account upon project completion and commissioning. 

Further, as discussed in Swai et al. (2020), payment retention ensures that contractors fulfill their contractual 

obligations, thereby safeguarding the interests of owners. The buyer and the seller deposit their escrow payments 

in the system, and then they can withdraw their escrows once the project is over. 

2.1.4.  Dispute Handling 

If one party (buyer or seller) fails to comply with their obligations as defined in the terms and conditions of their 

contract, the other party can dispute that noncompliance from within the system. If a dispute is initiated, all 

further work on the system is frozen, including deposits and withdrawals, until the dispute is resolved. There are 

two possible resolutions for a dispute; either both parties agree to proceed with the agreement as described or 

they terminate the agreement. If the buyer and seller agree to terminate the agreement, a settlement is made 
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where the buyer and the seller are refunded a portion of whatever amount that is left in the system on their 

agreement’s balance (which consists of the escrows that have been deposited as well as any installments that are 

still not withdrawn). The auditor is in charge of handling dispute resolution as well as settling balances. 

2.1.5.  Blockchain 

The system is implemented on top of blockchain technology. The use of blockchain technology has several 

benefits for payments handling which include: 

- Immutability: All information about a deal is tamper-proof and cannot be changed by anyone outside 

the functions that the system offers. This makes the data extremely reliable and trustworthy. 

- Transparency: All information and data, including those of previous deals performed by the buyer 

and/or the seller, are publicly available and accessible. This allows both the buyer and the seller to learn 

about the reputation, credibility, and history of dealings (work completion, disputes, delays, etc.) of the 

other party and ensure that they’re a reliable entity to work with. 

- Information Sharing: Blockchain is a great platform for information sharing. Once a piece of 

information becomes available on the blockchain, it can be accessible by all parties in real-time all over 

the world. 

2.2. Payment Process Workflow 

The system’s workflow consists of five stages, namely: Deal Creation, Depositing the Escrow, Work Tracking 

and Installments, Disputes, and Completion. Figure 1 is a flow chart of the proposed payment process stages. 

Below is a description of each stage:  

- Deal Creation: In this stage, a contract (in the system, known as a “Deal”) that defines the terms of the 

service is established between the buyer and the seller. The system is designed to have the seller create 

the contract and define its terms and buyer to approve. The buyer’s approval of the deal is indicated by 

their depositing the escrow amount in the next stage. When creating the deal, the seller specifies the 

following: a link to the full contract document, the buyer, the auditor, the credit scoring agency, the 

number of installments and their amounts, the escrow amount of the buyer and the escrow amount of 

the seller. 

- Deal Guarantees: In this stage, the buyer and the seller have to deposit an amount of money in the 

smart contract that serves as a guarantee against failure of compliance with the terms and conditions of 

the contract. This stage consists of two steps, credit score evaluation and escrow deposit. 

o Credit Score: The independent scoring agency provides the credit score of both the buyer and 

the seller directly to the smart contract. 

o Escrow Deposit: In this stage, both the buyer and the seller deposit their escrow amounts as 

defined in the deal. This stage concludes when both escrow amounts are deposited. The system 

prevents any further steps until escrows are deposited. However, the buyer can still deposit 

installments even if they have not deposited their escrow yet. 

- Work, Installments: At this stage, the seller starts working on delivering the services as agreed in the 

contract that is linked to by the deal in the system. This stage has two activities that run concurrently, 

namely: tracking work and paying installments.  

o Work Tracking: Whenever the seller completes a portion of the service, they can announce 

that to the buyer and the auditor through the system. The auditor then verifies the completed 

work, then announces that they approve it. Lastly, the buyer reviews the completed work and 

approves it. 

o Paying Installments: If the buyer is satisfied with the service, they deposit the installment that 

corresponds to the portion of work that is completed. The buyer can choose to pay the 

installment at any time, even if work is still in progress or has not started yet. The buyer can, 

thus, pay all installments even before the project starts. 

- Disputes: This stage is optional and can only be entered if the buyer or the seller decides so. If the 

buyer or the seller are not satisfied with the other party’s compliance with the deal terms and conditions, 

they can initiate a dispute. When initiating a dispute, the system allows the user to mention the reasons 

they think the other party is noncompliant with the terms of the deal. When a dispute is initiated, the 
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system freezes all further activities until that dispute is resolved. The auditor then reviews the dispute 

and resolves it as per the terms of the contract. The result of the dispute is either “dispute resolution” or 

“deal termination”. 

o Dispute resolution: If the dispute is resolved, work resumes from the point it halted due to the 

dispute and continues according with the previous stage. 

o Deal termination: If the deal is terminated, the auditor then “settles the balances” by 

refunding the balance of the deal (which consists of the escrows and any unwithdrawn 

installments) back to the buyer and the seller as per the contract terms and conditions. 

- Completion: Once all installments are deposited by the buyer, work on the deal officially concludes. At 

this stage, two main activities take place as follows: 

o Installment Withdrawal: The seller continues to withdraw whatever amounts from the 

deposited installments that are still not withdrawn. Then, once all amounts are withdrawn, the 

system marks the deal as completed. 

o Escrow Withdrawal: Once the deal is marked as completed, the system then allows the 

buyer and the seller to withdraw the escrows that are deposited at the beginning of the deal. 

 

Figure 1. Flow of the payment process. 

2.3. The Deals Smart Contract 

The system is designed to manage the payments between two parties, one is a buyer buying goods and/or 

services, a seller selling these goods and services, and an auditor who’s in charge of ensuring the smooth 

delivery of goods and services and dispute resolution. The system also allows a credit scoring agency to provide 

the credit scores of the buyer and seller so that escrow amounts are determined in accordance with the risk 

involved in the deal. Thus, all stakeholders can use the system to handle the flow of goods and services and 

funds among them, two stakeholders at a time. The system consists of a single smart contract, called Deals. The 

smart contract offers several functions to the system users that allows them to carry out all actions relevant to the 

payment handling workflow explained above, which are: create deals, deposit, and withdraw escrows, monitor 

work, deposit and withdraw installments, initiate and resolve disputes and settle balances. The contract 

specifications document can be stored on an off-chain file storage service such as interplanetary file system  

(IPFS) or a cloud storage service. The smart contract was written in the Solidity programming language and can 

be deployed on the Ethereum blockchain or any blockchain that has an Ethereum virtual machine (EVM). Figure 

2 illustrates the relationships between the various system components and its users.  
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Figure 2. Components of the proposed payment system and their relationship with its actors/users. 

2.3.1.  Deal Structure 

The information and data of every deal managed by the system is stored in a data structure called Deal. All Deal 

objects are stored in a mapping called deals and the unique identifiers of the stored deals are stored in an array 

called dealIds. Below are the data members of the Deal data structure and their descriptions: 

- Deal ID: A unique identifier given to each deal. This identifier is used by the smart contract and the 

users to refer to the desired deal when executing functions. 

- Specs URI: A link to the contract specifications document that defines the terms and conditions of the 

deal between the buyer and seller, which includes, among other terms: a description of the work that 

needs to be done, the total price, the number of installments and the amount of each installment, as well 

as the terms and conditions of dispute resolution. 

- Seller: The seller’s account (their address on the blockchain). 

- Buyer: The buyer’s account (their address on the blockchain). 

- Auditor: The auditor’s account (their address on the blockchain). 

- Credit Scoring Agency: The credit scoring agency’s account (their address on the blockchain). 

- Status: The current status of the deal, which can be one of the statuses in the enum STATUS (Figure 3). 

- Comment: A comment that is set by the user whenever they execute a function on the smart contract 

and cause the deal status to change. It is used to share messages among the users. 

- Installments: An array of all the installments that need to be paid by the buyer to the seller; each 

element of the array constitutes an installment and specifies its amount in ETH. 

- Current Installment: The index of the installment the latest installment that is yet to be paid from the 

Installments array. 

- Balance: The total amount currently held in the deal by the smart contract, (balance = total deposited 

escrows + total deposited installments – total withdrawn installments and escrows). 

- Buyer Credit Score: The credit score of the buyer, which is set by an independent credit scoring 

agency.  

- Seller Credit Score: The credit score of the seller, which is set by an independent credit scoring agency. 

- Seller Escrow: The total amount of escrow required to be deposited by the seller. 

- Buyer Escrow: The total amount of escrow required to be deposited by the buyer. 

- Seller Escrow Deposited: True, if the seller deposited their escrow, and false otherwise. 

- Buyer Escrow Deposited: True, if the buyer deposited their escrow, and false otherwise. 
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Figure 3. The STATUS enum that defines all possible statuses of a deal object. 

2.3.2.  Events 

The smart contract broadcasts a DealStatusChange event every time a function is executed on a deal that causes 

its status to change. The UpdateStatus function is used by all the other functions in the smart contract to emit the 

DealStatusChange event. The DealStatusChange event commits the following information to the blockchain: 

- Changed By: The account address of the user that executed the function. 

- From: The deal status before the function was executed. 

- To: The deal status after the function execution. 

- Comment: The new value of the comment after the status change. 

- Deal Balance: The balance of the deal whose status was updated. 

- Contract Balance: The balance of the smart contract, which is the sum of the balances of all deals 

managed by the smart contract. 

2.3.3.  Modifiers 

The smart contract contains several modifiers that are designed to enforce user access permissions as well as the 

rules that apply at different stages of the payment process lifecycle as described in the workflow section of this 

paper. Table 1 lists the available modifiers and what they do when applied to the smart contract functions. 

 

Table 1. A list of the modifiers defined in the smart contract and the behavior changes they make to the 

functions that they're applied to. 

Modifier Behavior 

dealActive(dealId) Requires the deal to be active to allow a function to proceed with its execution. 

dealCompleted(dealId) Requires the deal to be completed to allow a function to execute. 

escrowDeposited(dealId) Requires that both the buyer’s and the seller’s deposited to allow function execution. 

noDispute(dealId) Requires that no dispute is active to allow a function to execute. 

onlyCreditScoringAgency(dealId) Requires that the user attempting to execute a function is the credit scoring agency of 

the deal. 

onlyBuyer(dealId) Requires that the user attempting to execute a function is the buyer of the deal. 

onlySeller(dealId) Requires that the user attempting to execute a function is the seller of the deal. 

onlyAuditor(dealId) Requires that the user attempting to execute a function is the auditor of the deal. 

onlyBuyerSeller(dealId) Requires that the user attempting to execute a function is either the buyer or the seller of 

the deal. 

onlyUser(dealId) Requires that the user attempting to execute a function is either the buyer, the seller, or 

the auditor of the deal. 

dealExists(dealId) Requires that a deal with the provided ID exists to allow the function to execute. 
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2.3.4.  Functions/Algorithms 

These functions in the smart contract allow its users to modify the deal and add updates to it relevant to the stage 

of the payment process that it is at. The ability to execute a function is restricted by the rules and behaviors 

enforced by the modifiers in Table 1 applied to it.   

2.3.4.1.  Add Deal 

This function allows a user to add a new deal and define this information for it: Specs UIR, Buyer, Auditor, 

Buyer Escrow, Seller Escrow, and Installments. It is assumed that the user that adds the deal is the seller, 

therefore their address is taken from their transaction information. The function generates a deal ID, creates a 

Deal object and adds it to the deals mapping. Figure 4 shows the code of the Add Deal function. 

 

Figure 4. The Add Deal function code. 

2.3.4.2.  Set Credit Scores 

Allows the credit scoring agency to provide the credit score of both the buyer and the seller. The credit scores 

must be provided immediately after adding the deal, otherwise, the operation will be reverted. Figure 5 shows 

the code of the Set Credit Scores function. 

 

Figure 5. The Set Credit Score function code. 

2.3.4.3. Deposit Escrow 

The Deposit Escrow function allows the buyer and the seller to deposit their escrows. Escrows are deposited 

after credit scores are saved to the deal. The function requires that the full amount of escrow as defined in the 

deal object to be deposited, otherwise the operation is rejected. Figure 6 shows the code of the Deposit Escrow 

function. 
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Figure 6. The Deposit Escrow function code. 

2.3.4.4. Complete Work 

The Complete Work function allows the seller to announce the completion of a portion of the work as per the 

agreement with the buyer. It also allows the auditor to announce their verification of the completed work, and the 

buyer to confirm that work was completed. Figure 7 shows the code of the Complete Work function. 

 

Figure 7. The Complete Work function code. 

2.3.4.5. Deposit Installment 

The Deposit Installment function allows the buyer to deposit the amount of the current installment, which is 

referenced by the Current Installment field of the Deal object. The buyer is required to deposit the full amount of 

the installment, otherwise the operation will be rejected. If this was the last installment deposited by the buyer, 

the system changes the status of the deal to ALL_INSTALLMENTS_DEPOSITED. Figure 8 shows the code of 

the Deposit Installment function. 
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Figure 8. The Deposit Installment function code. 

2.3.4.6. Withdraw Installment 

Allows the seller to withdraw the installments that are deposited by the buyer. Once all installments are 

withdrawn, the system marks the deal as completed by changing its status to DEAL_COMPLETED. Figure 9  

shows the code of the Withdraw Installment function. 

 

Figure 9. The Withdraw Installment function code. 

2.3.4.7. Withdraw Escrow 

Once the deal is completed, this function allows the buyer and the seller to withdraw the escrows that they 

deposited at the beginning of the deal. Figure 10 shows the code of the Withdraw Escrow function. 
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Figure 10. The Withdraw Escrow function code. 

2.3.4.8. Initiate Dispute 

The Initiate Dispute function allows the buyer or the seller to halt any further activities on the deal and initiate a 

dispute with the other party. Figure 11 shows the code of the Initiate Dispute function. 

 

Figure 11. The Initiate Dispute function code. 

2.3.4.9.  Resolve Dispute 

Allows the auditor to resolve an active dispute by either allowing the deal to proceed (by marking the status of 

the deal as DISPUTE_RESOLVED) or terminating the deal (by marking it as DEAL_TERMINATED). If the 

deal is terminated, all but the Settle Balances function are deactivated. Figure 12 shows the code of the Resolve 

Dispute function. 

 

Figure 12. The Resolve Dispute function code. 

2.3.4.10.  Settle Balances 

Allows the auditor to refund the remaining balance to the buyer and the seller. The auditor has to refund the 

entire balance of the deal, otherwise, the operation is reverted. The balance consists of the escrows deposited by 

the buyer and the seller as well as any deposited installments that are not withdrawn yet by the seller. Figure 13 

shows the code of the Settle Balances function. This function can only be executed if the deal was terminated by 

the Resolve Dispute function. 
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Figure 13. The Settle Balances function code. 

3. Results and Discussion 

An experiment of a hypothetical deal was conducted to test the system functions. The cost of invoking each of 

the smart contract functions is in Table 2. The Remix IDE was used to write and test the code, and a local Hard 

Hat Node was used to test the smart contract. Results show that the system enables complete oversight and 

control of construction supply chain deals and the enforcement of their terms and conditions. The test results 

demonstrate that all system functions are working as they should in managing and handling payments. Further, 

test results show that the cost of handling payments on top of the system is quite low, despite the record high 

price of the Ethereum coin of $3,260 at the time of the test, which makes the system an efficient, reliable, and 

cost-effective alternative to handling payments for construction supply chain stakeholders. 

Table 2. Smart contract functions and their cost of execution. 

Function Cost in Gas Cost in USD1 

Deploy 3,916,767.00 0.64 

Add Deal 380,959.00 0.06 

Set Credit Score 86,570.00 0.01 

Deposit Escrow 60,624.00 0.01 

Complete Work 65,623.00 0.01 

Deposit Installment 76,084.00 0.01 

Withdraw Installment 65,923.00 0.01 

Withdraw Escrow 55,208.00 0.01 

Initiate Dispute 107,758.00 0.02 

Resolve Dispute 57,571.00 0.01 

Settle Balances 65,837.00 0.01 
11 ETH = ~$3,260, 1 Gas = 20 GWEI (at the time of writing this paper). 

3.1. Functional Test Experiment and Results 

The deal is as follows: A contractor wants to hire an architect to create the designs for an upcoming construction 

project that the contractor plans to start. The contractor and the architect agree on a deal with the total price of 

$8,900, divided as 20% down payment, then two 30% payments that are associated with agreed upon milestones, 
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then a last payment of 20% upon the delivery of the final deliverable. The contractor and the architect want to 

use the proposed system to handle the payment process and ensure smooth execution of the project. The deal, 

thus, becomes as follows: 

 For the purposes of the proposed system, the buyer is the contractor, and the seller is the architect. 

 The payments are divided into 4 installments, which are $1780, $2670, $2670, and $1780. 

 An independent credit scoring agency gave a rating of 1377 to the contractor and 721 to the architect. 

Therefore, the buyer and the seller agreed that the escrow amounts are $445 for the contractor (buyer), 

and $1,335 for the seller (architect). 

 The buyer and seller agreed that another contractor trusted by both to be the auditor for the deal.  

After agreeing on all the deal specifications, the buyer and seller signed a contract detailing all the terms and 

conditions. Then, the seller uploaded the contract to a cloud storage service and obtained a link to it. The seller 

then converted the installments and escrows into ETH (Ethereum currency) according to the exchange price of 

$3,260 and created a Deal on the proposed system using the Add Deal function with the following details: 

 The link to the contract. 

 The account addresses of the buyer, auditor, and the credit scoring agency. 

 The credit scores of both the buyer and the seller. 

 The buyer and seller escrows, which are 0.14 ETH and 0.41 ETH, respectively. 

 The installments, which are (all in ETH): 0.55, 0.82, 0.82, 0.55. 

Then, once created, the system returned a Deal object with the exact same information as well as the deal’s 

unique identifier, confirming the creation of the Deal. Figure 14 shows the result of invoking the Add Deal 

function. Monetary inputs and outputs are provided in the WEI format, which is a fractional representation of 

ETH where 1 ETH = 1 * 10-18. Figure 15 shows the result of invoking the Get Deals function, which returns the 

data of a specific deal object. Whenever a function that returns a structure object (struct object, such as the Deal 

object in our case), the EVM returns a “tuple” that shows the data types of data structure as well as the values 

corresponding to each data member. Arrays (such as the installments array in our case) are shown as a comma 

separated series of values. And that is what is shown in Figure 15. 

 

Figure 14. Results of invoking the Add Deal function. 
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Figure 15. Results of invoking the Get Deal function. 

The credit scoring agency then added the credit scores of both the buyer and seller. The buyer then deposited 

their escrow amount of 0.14 ETH followed by depositing 0.41 ETH by the seller for their escrow amount. The 

buyer then deposited the down payment of 0.55 ETH. Figure 16 shows the result of invoking the Deposit 

Installment. The DealStatusChange event shows that the status was changed by the buyer address, the old and 

new statuses as a number, the total balance of the deal and the smart contract after the successful invocation of 

the function. The balances are shown in WEI. The total deal balance amount is 1100000000000000000 WEI, 

which is 1.1 ETH (which equals the 0.14 buyer escrow, the 0.41 seller escrow, and the 0.55 first installment). 

Since there’s no other deals managed by the smart contract at the time of the experiment, the contract balance is 

the same as the deal balance.  

 

Figure 16. Results of invoking the Deposit Installment function for the down payment. 

After paying three of the four installments, the buyer initiated a dispute to complain about a delay caused by the 

seller in delivering the last deliverable. Figure 17 shows the result of initiating the dispute using the Initiate 

Dispute function. The auditor investigated the issue and reached an agreement with the seller and the buyer on an 

updated delivery date. The auditor then invoked the Resolve Dispute function and passed the 

DISPUTE_RESOLVED status with the comment “Buyer and seller agreed to have the last deliverable ready in 

15 days”, and that’s what is shown as the result of invoking the Resolve Dispute function in Figure 18. The deal 

then proceeded until the last installment was paid by the buyer and withdrawn by the seller. The buyer then 

withdrew their escrow followed by the seller’s withdrawal of their escrow. Figure 19 shows the result of 

invoking Withdraw Installment where the seller withdrew the last installment. In that figure, there are logs of 

two DealStatusChange events; the first event is announcing the withdrawal of the amount while the second is 

switching the status of the deal from ALL_INSTALLMENTS_DEPOSITED to DEAL_COMPLETED. Figure 

20 shows the result invoking the Withdraw Escrow by the seller, which was the last amount to be withdrawn 

from the Deal, which is why the Deal balance after the withdrawal was 0. 
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Figure 17. Results of invoking the Initiate Dispute function. 

 

Figure 18. Results of invoking the Resolve Dispute function. 

3.2. Management Implications 

According to Raj et al. (2022), there are three payment modalities in construction supply chains: cash on delivery, 

advance payment, and credit payment. Cash on delivery is when the buyer pays the price of the goods once they 

arrive in their location. Advance payment means that the buyer pays a down payment prior to initiating the 

service, then pays the rest throughout the service provision period. Credit payment means that the seller sells the 

goods and services to the seller by extending a line of credit, and then the buyer settles the balance later. The 

proposed system enables construction supply chain stakeholders to handle payments with all three modalities. 

Further, the proposed system creates an environment of mutual accountability where it’s in the interest of both 

the buyer and the seller to be committed to their obligations to each other as per the terms and conditions of the 

deal. This environment is supported by the transparency, decentralization, immutability, and efficiency that 

blockchain technology offers. That environment is also supported by the full transparency about the history of 

deals and financial standing of both parties, and by the risk of losing the escrow money that both parties deposit 

in the system as a guarantee of smooth execution of the deal. Thus, the system helps construction supply chain 

stakeholders overcome the many problems and issues with payment handling that are found in the literature 

(Nanayakkara et al., 2021), (Ramachandra and Rotimi, 2015), (Xie et al., 2019), (Swai et al., 2020), including 

going over budget, rework and errors, late payments, improper withholding of payments, lack of trust, and 

disputes over quality of work. 
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Figure 19. Results of invoking the Withdraw Installment function. 

 

Figure 20. Results of invoking the Withdraw Escrow function by the buyer. 

3.3. Comparison 

In this section, we compare our solution with several other solutions from literature, namely, the works proposed 

by Raj et al. (2022), Tsai (2023), and Wu et al. (2023). Table 3 shows the comparison between our study and 

these studies. 

3.4. Limitations and Future Work 

As with any study, ours has some limitations. Firstly, the smart contract in its current design does not support the 

handling of paying a commission to the auditor to do their job. So, there’s always a risk that the auditor may 

delay the payment process if they don’t play their role in a timely manner. By introducing a feature where a 

commission is paid to the auditor by the smart contract each time, they complete a task, or an entire fee that is 

paid to the auditor once the deal completes, the auditor will have a motivation to complete their work so they 

could collect their fees. Secondly, the proposed system does not support the ability to make changes to the deal 

while in progress; should there be any changes that need to be made to the deal, the buyer and seller have to 

terminate it and create a new one with the desired changes. Introducing the ability to make changes to the deal 

makes the process more efficient and less time-consuming. Thirdly, the credit scoring part of the payment 
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process is handled off-chain. A feature can be introduced into the system where information about the buyer’s 

and seller’s financial standing can be shared automatically with another smart contract that represents the credit 

scoring agency, and that smart contract can then calculate the credit score for each of the buyer and seller in real-

time and share it with the system; the system then pays the credit scoring smart contract a fee for that service. 

Lastly, a lot more testing is still needed to test the functionality of the system, specifically the edge cases that 

involve money transfers. This is to ensure that there’s always a reliable way that money can be taken out of the 

smart contract and doesn’t get stuck in it forever; also, to ensure that there are no security loopholes that could 

enable potential breaches and theft. Future research can focus on introducing the improvements suggested in this 

section, so the system is more capable of handling payments in a reliable, efficient, and secure manner. Further, a 

next step based on our study would be to pilot the system where a buyer and a seller in some construction 

projects manage their payments on the system to examine the system’s effectiveness in a real-world scenario and 

gather feedback of what improvements need to be made.  

Table 3. A comparison between the system proposed in our study with other studies in literature. 

Criteria Our Solution (Raj et al., 2022) (Tsai, 2023) (Wu et al., 2023) 

Sector Construction Sector-neutral Sector-neutral Construction 

Actors Buyer, seller, auditor, 

credit scoring agency 

Buyer, seller, 3PL1 SMEs (seller), 

financial institutions, 

core enterprises 

(buyer) 

Client, quality 

inspector, main 

contractor, progress 

inspector, quantity 

supervisor, 3rd party 

auditor 

Work Tracking Yes Yes Yes Yes 

Installment 

Tracking 

Yes Yes Yes No 

Payment 

Guarantees 

Escrow, credit risk, 

auditor 

3PL Financial institution Consensus mechanism 

Dispute Handling Yes No No No 
13rd party logistics provider. 
 

4. Conclusion 

In this paper, we presented a blockchain-based system for handling payments in the construction supply chain. It 

works by allowing a buyer and a seller to create a deal, define its terms and conditions, track the agreed upon 

goods and services delivery until completion, and manage the payment of installments that are associated with 

these goods and services. The system ensures a transparent, secure, reliable, and safe environment for the buyer 

and the seller by requiring both parties to declare their financial standing and have it reviewed and scored by a 

separate credit scoring agency. Further, deals are ensured by having both parties deposit an escrow amount that 

serves as a guarantee that can be used to compensate one party if the other fails to comply with their obligations. 

The system enables initiating and solving disputes transparently on the blockchain. The system introduced the 

role of an auditor, which is a 3rd party in charge of verifying completed work and resolving disputes. The system 

functions were tested with an experiment and their costs were recorded. Test results showed that the system can 

enable an efficient, reliable and cost-effective environment for handling payments. Future work can focus on 

introducing the ability to make changes to an ongoing/incomplete deal, automating the credit scoring operation, 

and introducing a feature for paying the auditor a fee in exchange for their services. The system also requires 

further testing, ideally in a real-world scenario with a buyer and seller from a construction project to test its 

effectiveness and get more feedback for improvements.  
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