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Makale Bilgisi OZET
. . Artan e-posta ve sosyal medya kullanimi nedeniyle spam sayist artmig ve bu durumun sistemlere zarar
Gelis Tar llfl:.25'09'2024 vermeden etkili bir gekilde tespit edilmesi ve simiflandirilmasi konusunda kritik bir zorluk olusturmustur.
Kabul Tarihi: 14.11.2024 Bu makale, Tiirkce ve Ingilizce veri kiimelerini kullanarak e-postalar1 spam veya ham olarak tespit etmek
Yayin Tarihi: 30.08.2025 ve smniflandirmak i¢in en etkili yaklagimlar analiz etmek ve ortaya gikarmak igin biitiinsel bir strateji

sunmaktadir. Birlesik olarak olusturulan yeni veri kiimelerine ek olarak, farkli dillerde olusturulan iki farkli
veri kiimesi kullanilmaktadir. Gelismis makine 6grenmesi ve derin 6grenme yaklasimlarini temel alarak en

Anahtar Kelimeler: iyi spam posta algilama yontemlerini sunmak i¢in karsilastirmali bir ¢aligma yapilmaktadir. Ayrica yeni bir

Hlb,rl,t Ogrenme, . yaklasim olarak spam posta tespiti i¢in toplu ve hibrit 6grenme yontemleri bir araya getirilmistir. Optimize
Ingilizce Veri Setleri, edilmis 6zellik secimi yaklagimlari ve 6n isleme ile dogal dil islemeyi ve gelistirilmis 6grenme algoritmalart
Toplu Ogrenme, kullanilmaktadir. Literatiirde yaygin olarak kullanilan Multinomial Naive Bayes, Destek Vektor Makinesi,
Tiirkge Veri Setleri, Lojistik Regresyon, K-En Yakin Komsular, Karar Agaci, Rastgele Orman, Oylama smiflandiricist ve
Spam Mail. makine 6grenme algoritmalari olarak Yiginlama Siniflandiricist ile Uzun Kisa Siireli Bellek, Cift Yonli

yontemlerini kargilastirmaktayiz. Uzun Kisa Siireli Bellek, Transformatorlerden Cift Yonlii Kodlayici
Gosterimleri ise derin 6grenme algoritmalar olarak kullanilmaktadir. 5 kat ¢capraz dogrulamaya ek olarak,
veri kiimeleri her model i¢in 80:20 oranlariyla egitim verileri ve test verileri olarak boliinmiistiir. Izgara
Arama teknigi kullanilarak modellerin hiper parametreleri de optimize edilmektedir. Makine dgrenmesi
yaklasimlarina dayali toplu 6grenme yontemi, Ingilizce Enron veri seti igin %99,9 ile en iyi performanst
saglarken, basit ortalamaya dayali hibrit toplu 6grenme yaklasimi, UCI ve Kaggle'dan Tiirkge veri seti i¢in
%398,43 ile en iyi dogruluk degerini vermektedir.

Spam Mail Detection in Turkish and English Languages: A Holistic Study of Al-based
Techniques including Individual, Ensemble and Hybrid Approaches

Article Info ABSTRACT

. Spam has surged due to increased email and social media use, posing a critical challenge in effectively
Received: 25.09.2024 detecting and classifying this growing volume without causing harm to systems. This paper presents a
Accepted: 14.11.2024 holistic strategy to analyze and reveal the most efficient approaches for detecting and classifying e-mails
Published: 30.04.2025 as spam or ham by using Turkish and English datasets. We use two different datasets generated in different

languages in addition to conjunctively generated new datasets. We make a comparative study to find out
the best spam mail detection approaches based on our enhanced machine learning and deep learning

Keywords. methods. We also bring ensemble and hybrid learning methods together as a new approach for spam mail
English Datasets., detection. We utilize natural language processing, and improved learning algorithms with optimized feature
Enserpble Legrnlngs selection approaches and preprocessing. We compare various methods commonly used in the literature
Hybrid Learning, which are Multinomial Naive Bayes, Support Vector Machine, Logistic Regression, K-Nearest Neighbors,
Turkish Datasets, Decision Tree, Random Forest, Voting classifier, and Stacking classifier as machine learning algorithms,
Spam Mail. and Long Short Term Memory, Bidirectional Long Short Term Memory, Bidirectional Encoder

Representations from Transformers as deep learning algorithms. We split the datasets as train data and test
data with the 80:20 ratios in addition to 5-fold cross-validation for each model. We also optimize the
hyperparameters of our models by using Grid Search. The ensemble method based on machine learning
approaches provides the best performances which are the percentage of 99.9% for the English Enron
dataset, and the hybrid ensemble approach based on simple average yields the best accuracy value of
98.43% for the Turkish dataset from UCI and Kaggle.
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INTRODUCTION

Electronic mail (e-mail) is increasingly favored for communication by institutions, organizations,
and individuals due to its efficiency and accessibility. The number of e-mail users is rising significantly,
projected to reach 7.73 billion by 2026. While e-mails serve various purposes such as business processes,
document sharing, and marketing, they pose risks like information theft and system vulnerabilities [1—
3]. Spam e-mails, including harmful content and unwanted advertisements, contribute to network
congestion and inefficiency. Despite advancements in spam detection, they still constitute 53% of
worldwide e-mail traffic. Researchers propose combining machine and deep learning algorithms into
network systems to address this issue for more effective spam detection and removal.

There are two common approaches to detect whether an e-mail is legitimate or not. The first one
is based on non-Artificial Intelligent (Al) techniques, software frameworks such as server authorization
methods, architectural modification-based statements, collaborative models, rule-based models, and
content-dependent models [4]. The latter leverages Al-based approaches including machine and deep
learning techniques. In recent years, machine and deep learning approaches have been used for
classifying and detecting spam or ham e-mails [5], [6]. Big companies like Google and Yahoo utilize a
machine learning-based spam mail filtering approach. The content and behavior of the unsolicited mail
can be changed in time. Thus, instead of static solutions, our systems can learn and decide effectively
and dynamically with a higher accuracy performance. It is possible to implement spam mail filters on
different sides of the network such as a firewall filter, a mail server filter, a mail transfer server filter, a
mail delivery agent filter, and a client-side filter. A spam mail filter can generally be deployed on a
gateway, or a router, on the applications hosted by a cloud platform, and on the user's system [6, 7].

Machine and deep learning algorithms are beneficial solutions to optimize, categorize, and
classify in different areas [8§—10]. In this study, we propose an Al-based spam filtering solution by
utilizing machine learning (ML) and deep learning (DL) approaches. We exploit natural language
processing (NLP) to understand the content of e-mails and improve our spam mail filter accuracy. We
use three different datasets. They are generated in Turkish and English language. We also take advantage
of feature selection and optimization methods to enhance the accuracy performance of learning models.
At this point, our contributions can be presented as follows:

We present a comprehensive and comparative study that analyzes ML and DL algorithms while
considering hybrid and ensemble methods. We propose optimized solutions for spam mail detection
including a novel hybrid ensemble method approach. We use Turkish and English imbalanced datasets.
We also generate two new datasets by combining all Enron datasets into one and bringing together two
Turkish data sets with a new one. The generated English dataset is more balanced in comparison to
separate individual datasets. Hence, we consider both balanced and imbalanced datasets in our
experiments. Different optimized feature selection approaches are leveraged to overcome overfitting
problems and longer processing times so that we improve commonly used ML and DL algorithms in the
literature. Our results also present the processing time for each technique. Different NLP solutions for
modifying our data to enhance the performance of learning algorithms are utilized. To the best of our
knowledge, there is a gap in the literature that aggregates and compares all these methods with a
categorical point of view in addition to seeking out the best of them for different datasets. Therefore, we
propose a holistic approach to spam mail detection solutions. We bridge this gap in this study by
formulating recommendations for individual, ensemble, and hybrid methods by consolidating the most
effective techniques and considering the running time details of each algorithm.

The rest of the paper is organized as follows. The successive session discusses a comprehensive
literature review, and we present the common datasets with the newly generated datasets. The
implementation of commonly used ML and DL algorithms and their comparisons are illustrated.
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Moreover, we explain the steps beginning with preprocessing and splitting the datasets, feature
extraction and selection, the structure for ML and DL models, and the model validation. In the
Experimental Results section, we present the outcomes of our experiments using various techniques
across different datasets. In the Discussion section, we reveal the best results of our solutions for datasets
in different languages. In the Conclusion section, we summarize the study and discuss future work.

MATERIALS AND METHODS
Related Work

This section presents the state of the art regarding spam classification and detection of algorithms
in different ways. We can roughly classify the related studies in the literature as individual, hybrid, and
ensemble approaches as demonstrated in Table 1. The first category includes only ML and DL
algorithms. The hybrid method including different methods comes together to propose more accurate
models, on the contrary, the ensemble learning methods include the same category but different
algorithms' voting or other weights. Based on the literature, most of the studies commonly develop their
models using the following steps: data collection or dataset selection, data preprocessing, feature
extraction and selection, training of models, and evaluation of the models. Most of the studies use
accuracy, precision, recall, and F1 metrics to analyze and compare the performance of models. There
are two kinds of validation methods such as cross-validation and splitting of the data as train and test.

Although many studies and algorithms have been put forward in spam email filtering, on the other
hand, since spam contents have a very dynamic structure there is a need for efficient, reliable, and agile
algorithmic approaches to detect new spam variants in different contexts [11]. Rustam et al. [11] make
use of multiple features to increase the accuracy of the supervised ML algorithms. They utilize a
composition of two feature selection methods which are the bag of words (BoW) and the term frequency-
inverse document frequency (TF-IDF) feature selection methods. The authors consider imbalanced data
and use a resampling approach against this issue. Random Forest (RF), Support Vector Machine (SVM),
Gaussian Naive Bayes (GNB), Gradient Boosting Machine (GBM), and Logistic Regression (LR) are
analyzed as machine learning models with several optimized hyperparameters. Long short-term memory
(LSTM) and gated recurrent unit (GRU) are also applied for the spam mail classification. Two Kaggle
datasets which are " the Spam or Ham - EMP Week 2 ML HW Dataset" and " the Spam filter Dataset"
are utilized in addition to the combination of these two datasets. They use new data to validate and test
the models' performances. Based on the results of that study, the LR and RF algorithms have the highest
accuracy performance results which are 99% and 99.1%, respectively. In [6] evaluates the effectiveness
of K-Nearest Neighbors (K-NN), Naive Bayes (NB), and SVM classifiers, the Multinomial Naive Bayes
(MNB) algorithm achieving the highest accuracy performance at 96.2%.

To make an accurate detection of spam content, ML models require optimization techniques. In
Gibson et al. [5], the bio-inspired metaheuristic approaches such as Genetic Algorithm (GA) and Particle
Swarm Optimization (PSO) are leveraged to optimize the following machine learning algorithms: Multi-
Layer Perceptron (MLP), NB, RF, SVM, and Decision Tree (DT). They analyzed the Ling-Spam dataset,
6 different Enron datasets, the PUA dataset, and the SpamAssassin dataset. To validate their results,
they split their data into 70%-80% train and 25%-20% test data. According to the results, optimized
MNB based on GA has the highest performance which is 100% when the SpamAssassin dataset is used.
There are various datasets including text analysis approaches and content-based features for training
spam and phishing mail filtering models. The result of that study classifies the data into three classes
which are spam, ham, and phishing. Magdy et al. [7] use the SpamBase dataset, the CSDMC2010
dataset, and a combination of the SpamAssassin and Nazario datasets as benchmark datasets including
content-based features since text analysis approaches require more time to process. They suggest a deep
learning approach based on a neural network. They select their features by implementing Low variance,
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Principal Component Analysis (PCA), and Chi-squared (CHI) techniques. To validate and analyze their
method performance, they exploit a 10-fold cross-validation approach. Their model gives the highest
result when Chi-squared is used as a feature selection approach and the Phishing Corpus dataset is
utilized as the benchmark, which consists of three classes ham, spam, and phishing in comparison to
other datasets. In addition to CHI, another study utilizes different feature selection methods such as
information gain (IG), accuracy (ACC), document frequency thresholding (DF), and odds rate (OR)
[12]. Synthetic-minority over-sampling technique (SMOTE) is also used for preprocessing [13].

Table 1

A categorization and comparison table including state of the art individual, hybrid and ensemble approaches.

Category of Best algorithms and Feature Extraction /
solution manner Utilized Datasets Used Algorithms/Classifiers Performances Preprocessing hod. Validati Ref
80% training
ivi ataset: ails 0/ tacting s
Individual Enron dataset: 32638 emails Feed Forward Neural Network FENN, 99.22% (F1-score) BoW TFIDF IDF 20% testing. and [14]
(DL) for 150 users (FENN), BERT. 0 5-folds cross
’ validation.
Individual) ML E-mail msg spam MNB, Bernoulli Naive MNB, any random email
(Individual) detection dataset from Kaggle Bayes (BNB), GNB, RF, SVM 98.8%, (accuracy) BoW (new data) [15]
L. . NB, RF, Artificial . .
(Individual) ML Sms-spam collection Neural Networks (ANN), SVM, Bi-LSTM, TF-IDF Word E_mb_eddmg Text NA 016]
and DL dataset form Kaggle LSTM. Bi-LSTM 98.57%, (accuracy) vectorization
ML and DL . LSTM, Bi-LSTM, 70% for training,
. The Enron email dataset BERT, ; . [17]
(Individual) BERTSVM,K-NN, MNB, DT, LR, RF 99.14%, (aceuracy) Count Vectorizer, TF-IDF 30% for testing
ML 2006 Enron corpus dataset, K-NN K-NN, Tokenization, Removing stop ~ 80% for training,
(Individual) 2007 Trec dataset 93.18%, (accuracy) words, noise, and stemming 20% for testing [18]
SVM, RF, NB, K-NN, C4.5, MLP,
ML TurkishEmail, TrtHamSpamEmai 1v1.0 LR, Sequential minimal optimization MLP BoW, TF-IDF, CHL 1G, NA [12]
(Individual) (SMO) %098, (accuracy) ACC, OR, DF
NB, DT, RF, SVM,
ML, DL Various datasets are Neural Networks (NN), Automatic NB Vectorizer Various methods  [19]
(Individual) referenced Identification System (AIS) 99.46%, (accuracy)
ML, DL Kaggle Dataset in English, and its NB, SVM, LSTM, LSTM, 98.4%, Tokenization 80% for training,
(Individual) translated version into URDU language Convolutional Neural Networks (CNN) (accuracy) 20% for testing ~ [20]
Black widow Optimization
BGWOA-FKNN 97.61%,  Algorithm (BWO), Binar: 10-fold cross-
ML 3 g s y
(Hybrid) SPAMBASE dataset from UCL K-NN, RF, NB, Fuzzy K-NN (FKNN) (accuracy) Grey Wolf Optimization validation 1]
(BGWO)
Enron email dataset, CNN with Count Vectorizer, a 10-folds
A]/I{L;r}éi DL SMS Spam LSTM witE];ENRFE)?V](\;[{\IB XGB the Glove model, 96.52%, TF-IDF, cross-validation 22)
(Hybrid) Collection dataset ’ ’ ’ (accuracy) ‘Word Embedding mode.
) SVM, LR, K-NN, RF, BERT +SVM, 10-fold cross
DL, ML TREC Public Spam, GenSpam, BERT + K-NN. BERT + LR FT+HAN, . S .
Hybrid ) N ierarchical  99.2% Word Embedding validation, splitting 23]
(Hybrid) SA, Enron (EN), and LS. Federating Learning (FT) + Hierarchical .2%, (accuracy) train and test
Attention Network (HAN)
SVM, CNN, K-NN,
DL, ML Enron, Dredze, multi-modal architecture based on 99.16%, (accuracy) Paragraph Vector, Doc2Vec 5-fold cross 24]
(Hybrid) TREC 2007 model fusion (MMA-MF), Proximal +1070, (aceuracy. DBoW validation
Support Vector Machine (P-SVM)
ML Enron Spam GA, DT,K-NN, SVM, GADT
BoW,TF-IDF, PCA NA
(Hybrid) dataset form UCI J-48,NB, GADT 95.5%, (accuracy) © 2]
SVM, NB, K-NN, 10-fold cross
ML, DL SMS spam collection RF, CNN, LSTM, DCF, Word Embdedding, validation 13
(Ensemble) from UCI Deep Neural Networks (DNN) + 98.38%, (accuracy) SMOTE 80% for training,
Discounted cash flow (DCF) 20% for testing
Three cases of
Fnsemble Email Spam Classification Dataset, o train:test ratios
ML) Spam filter dataset from Kaggle DT, SVM, NB, MLP, VC 99% (accuracy) NA - 70:30, 80:20, [26]
and 90:10
SMS-Spam-Collection-Dataset K-NN, NB, ETC. ini
, NB, ETC, 80% for training,
ML, from Kaggle, Twitter spam dataset RF,SVC, LR, XGB, DT, I\E/'I(':é ?)77976;{2 ((zgccﬁizccy)) Vectorizer 20:/0 (f);, 1::;:@ [27]
(Ensemble ) from nclab the proposed VC T Y. s
ML, DL, ENRON Dataset K-NN+MNB with stacking,
(Ensemble ), Turkish spam dataset K-NN, MNB, SVM, RF, SVM, LR, 99.9%, (accuracy) . TF-IDF, BoWw ) 80% fqr training, our
ybri rom Kaggle . ~Turk + okenizer, Word2Vec, Keras, 7o Ior testing 5-fol
(Hybrid) fi ggl DT, BI -LSTM. LSTM. BERT, BERT-Turk + SVM  Tok Word2Vee, K % for testing 5-fold stud
(Ensemble + Turkish spam dataset from BERT-TURK with simple average, BERT-Turk cross-validation Y
Hybrid) UClL 98.43% (accuracy)

The e-mail data classification such as normal, harassment, fraudulent, and suspicious is another
important issue [28]. Some disadvantages of skipping meaningful information of some filtration and
keyword-based search algorithms cause short sequence emails and extraneous problems. Thus, the study
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proposes a multi-class email classification solution relying on LSTM based on a Gated Recurrent Neural
Network (GRU) to overcome these limitations. In that study, some of the feature extraction techniques
such as Word2Vec, TF-IDF, Vector Normalization, BoW, and embedding vector for the DL algorithm.
This study presents a hyper-tuned DL scheme. In this study, the loss function is selected as Categorical
cross-entropy and the value of the weights optimizer is chosen as the ADAM optimizer. The accuracy
of the model is the percentage of 95%. A self-extended dataset is used including three original e-mail
datasets, social media sources from Twitter, and criminal activities. For the validation part, they split
their data into three sub-datasets which are training, validation, and test. The ratio of the three sub-
datasets is 65, 10, and 25, respectively.

All in all, there are many state-of-the-art kinds of research presented in Table 1 by categorizing
them. We provide a holistic approach to show the best algorithms by relying on individual methods
including ML-based feature selection methods, hybrid and ensemble methods. ML-based feature
selection methods called hybrid ensemble algorithms have the best performance solutions even if we
have different data sets in different languages.

Mi-Based and DI-Based Methods by Using Different Datasets In Turkish and English

In this study, we use several datasets, including the open-source six pieces of the Enron dataset
for detecting spam emails in English, and open-source datasets from UCI and Kaggle for Turkish spam
email detection. Subsequently, the dataset is preprocessed by employing the most suitable techniques.
The preprocessed datasets are then transformed into numerical vectors using various methods such as
BoW, TF-IDF, Word2Vec, and Glove. This transformation is carried out to make the data suitable for
input into ML, DL models, and other different learning model implementations. We select various ML
and DL algorithms demonstrating effective performance in practical applications, including document
classification and spam filtering. ML approaches including the MNB algorithm [29-31], SVM [32], K-
NN [33,34], DT [35], RF [35], and LR [36] algorithms as well as ensemble learning methods like VC
and Stacking classifier (SC), are trained. DL algorithms such as LSTM [37, 38], Bi-LSTM [39], BERT
[40, 41], and BERTurk [42] are employed, and their accuracy values are compared. All these steps are
discussed in-depth in this paper. Figure 1 illustrates our methodology. We use the Google Colab
platform to conduct our experiments. The system properties are like the following: Linux 5.15.120+
x86\ 64, 12 GB RAM, 110 GB Harddisk, Tesla T4 GPU, and Intel(R) Xeon(R) CPU @ 2.20GHz,
Thread(s) per core: 2, Core(s) per socket: 1.

Datasets
English Datasets

The detection of spam emails in English is carried out using the open-source Enron dataset [43].
Within the Enron dataset, six separate datasets are chosen for analysis, categorized into spam and raw
emails in varying quantities. Here's a breakdown of the Enron datasets: Enron 1 dataset comprises a
total of 5,172 email texts, with 3,672 being raw emails and 1,500 being spam emails; Enron 2 dataset
contains a total of 5,857 email texts, consisting of 4,361 raw emails and 1,496 spam emails; Enron 3
dataset includes a total of 5,512 email texts, with 4,012 being raw emails and 1,500 being spam emails;
Enron 4 dataset encompasses a total of 6,000 email texts, with 4,500 being spam emails and 1,500 being
raw emails; Enron 5 dataset consists of a total of 5,175 email texts, with 3,675 being spam emails and
1,500 being raw emails; Enron 6 dataset contains a total of 6,000 email texts, with 4,500 being spam
emails and 1,500 being raw emails. Each of these datasets is used to analyze and detect spam emails.

The process for handling the English datasets begins with the extraction of data from compressed
files. Then we read the email contents from text files and save them in comma-separated values (CSV)
file format. During this process, we determine that there are no missing data points within the datasets.
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However, duplicate text contents are identified as follows: 178 in the Enron 1 dataset, 33 in the Enron 2
dataset, 238 in the Enron 3 dataset, 149 in the Enron 4 dataset, 63 in the Enron 5 dataset, and 11 in the
Enron 6 dataset. To ensure that these duplicate entries are systematically removed from the datasets,
making them ready for preprocessing steps.

Enelish Datasets

Turkish Datasets

Splitting 80%Train, 20:3%Test

ENRON

Dataset

Combined All

E E E —
|
Y

Kaggle UCI Datset

| PREPROCESSING

Kaggle Dataset

+

UCI Datset

EMAL, m—_!‘
i FEATURE SELECTION/TOKENIZER
J TF-IDF, BoW, Vectorizing, Word2vec,
‘Word Embedding, Glove - @
HAM

3

ML

DL

TF-IDF, BoW

[x ][ ] [ ] or ][ ][]

Tokenizer, Word2Vec, Keras, Bert-TURK

| Bi-L5TM || LSTM || BERT | BERT-TURK

Only for Tr
dataset

4 L

ENSEMBLE (HYBRID Features)

Voting | Stacking | Simple Averaging

F

R

VALIDATION

B0% Train, 20:3%Test, 5-fold cross validation

Figure 1
Proposed spam/ham mail detection methodology.

Turkish Datasets

To detect spam emails in Turkish, open-source datasets from Kaggle [44] and UCI [45] websites
are utilized. The Kaggle dataset comprises a total of 1,015 email texts, with 514 categorized as spam
and 501 as raw. In contrast, the UCI dataset contains 790 email contents, consisting of 324 spam emails
and 466 raw emails. To facilitate the analysis, the content from the Kaggle dataset is extracted from text
files and converted into CSV file format. However, the UCI dataset initially presented challenges as it
could not be correctly read in CSV format. As a result, is processed to be converted back to CSV format
to make it suitable for analysis. During the analysis, we determine that the UCI dataset has one row of
missing data. The Kaggle dataset contains four repeated rows, and the UCI dataset has 71 repeated rows.
The identified duplicate rows are removed from the dataset to eliminate such records that may
potentially cause issues in future analyses and to prepare for preprocessing.

Data Preprocessing

The initial step in any ML or data analysis solution involves cleaning and processing the data.
The execution of these procedures plays a key role in the success of the intended model. In this study, a
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comprehensive exploration of commonly employed preprocessing steps including NLP tasks for textual
data is conducted. These preprocessing procedures encompass the following steps which are the removal
of stop words, and elimination of the symbols, signs, punctuation marks, and numerical values from the
text to ensure uniform treatment of all text data. The others are like the following: creating regular
expressions to handle special cases such as emails, URL domains, HTML tags, and codes, and then
removing them from the dataset, discarding words that do not contribute to the meaningful content of
the text, and converting words to lowercase. Each of the described steps is applied to every dataset
individually. Subsequently, each of the English and Turkish datasets are separately merged and prepared
for analysis. Once the datasets have undergone preprocessing, they are prepared for conversion into
digital vectors, a crucial step in many NLP and ML tasks.

Feature Selection Methods

Text analysis is a significant domain for ML algorithms. However, these algorithms typically
require fixed-size numerical feature vectors as input, whereas raw text documents come in variable
lengths. To bridge this gap, several methods have been developed to extract numerical features from
email content. Within the scope of this project, some of these methods, namely BoW, TF-IDF,
Word2Vec, and Glove are employed. The BoW technique serves as a method for extracting features
from text, which can then be utilized in ML algorithms. BoW is primarily used to determine whether
known words are present in the text [46]. The TF-IDF method is a statistical approach employed to
assess the significance of a word within an entire corpus of text [47]. Its importance increases
proportionally to the frequency of the word's occurrence within a document [48]. Word2Vec is a transfer
learning algorithm enabling the conversion of text data into input suitable for ML algorithms and
facilitating model training [49]. Glove, Global Vectors for Word Representation, is a type of word
embedding method. In Glove, each word is represented as a vector, and these vectors are computed
based on the word's usage in language and its associations with other words within a specific context
[50, 51].

In the conducted studies, models are trained using BoW and TF-IDF vectors with ML algorithms.
Additionally, in the context of DL algorithms, models are trained using Word2Vec and Glove methods.
Furthermore, uncased tokenizers, readily available in BERT models, and Keras tokenizer vectors from
the Keras library are trained and evaluated. The results obtained from these different approaches are
compared for the analysis.

Splitting of Datasets for Training and Test Steps

After performing all the preprocessing steps and being transformed into numerical vectors, the
datasets are prepared for model training. They are split into two sets: an 80% training set and a 20% test
set. This division allows for the training and evaluation of models using the data.

Evaluation Metrics

In the study, various classification performance evaluation metrics are utilized, including
accuracy, recall, precision, and F1-score. These metrics rely on different aspects of model performance
such as True Positives (TP), True Negatives (TN), False Positives (FP), False Negatives (FN). TP are
values that are true and correctly predicted. The TN Values are not correct and are correctly predicted
as such. The FP Values mean that are not correct but are incorrectly predicted as correct. The values of
FN are correct but are incorrectly predicted as not correct. The representation of these components in a
confusion matrix is illustrated in Table 2. This matrix provides a comprehensive view of the model's
performance across various categories, facilitating the assessment of classification results.
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Table 2
Confusion matrix.

Predicted (HAM) 0 Predicted (SPAM) 1
Actual (HAM) 0 TN FP
Actual (SPAM) 1 FN TP

This study uses accuracy, recall, precision, and F1-score as evaluation parameters to assess the
performance of classification models, and these metrics can be calculated based on the values presented
in the confusion matrix, as follows:

The value of accuracy is calculated by using (1):

A B (TP + TN)

CCHrAY = (TP + FP + TN + FN) (1)
We can find the value of recall by utilizing (2):
Recall = k4

TP FN) @)
The value of precision is measured by (3):
Precision — TP

recision = (TP + FP) 3

F1-Score equals to (4):

2 % (precision X recall
F1-Score = (p )

(precision + recall) (4)
EXPERIMENTAL RESULTS

Machine Learning Results

In the Enron 1 dataset, LR and SVM models, trained with TF-IDF vectors, achieve an accuracy
0f 99.1%. The Enron 2 dataset has an accuracy of 99.74% result from a MNB model trained with TF-
IDF vectors achieving. For the Enron 3 dataset, an MNB model trained with TF-IDF vectors reaches an
accuracy of 99.62%. In the Enron 4 dataset, an LR model achieves an accuracy of 98.88%. For the Enron
5 dataset, a MNB model, trained with BoW vectors, attains an accuracy of 99.51%. On the Enron 6
dataset, the K-NN model, trained with TF-IDF vectors, reaches an accuracy of 98.08%. Finally, for the
combined dataset, an SVM model, trained with TF-IDF vectors, achieves the highest accuracy of
99.51%.

Similarly, for the detection of spam emails in Turkish, the training process involved exploring all
hyperparameter combinations, and subsequently, the models are retrained and tested using the
hyperparameters that yield the best results. After conducting these tests, the model's performance is
evaluated using various evaluation metrics. The best results of the ML models developed for Turkish
and English spam email detection, along with their respective results, can be found in Table 3.

Deep Learning Results

In the Enron 1 dataset, the Bi-LSTM model, trained with Word2Vec vectors, achieves an accuracy
0f 97.49%. In the Enron 2 dataset, a Bi-LSTM model trained with Keras Tokenizer word vectors reaches
an accuracy of 98.12%. The same accuracy is also attained by the Bi-LSTM model trained with Keras
Tokenizer word vectors in the Enron 3 dataset. For the Enron 4 dataset, the Bi-LSTM model trained
with Word2Vec vectors achieves an accuracy of 97.82%. In the Enron 5 dataset, a Bi-LSTM model
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trained with Keras Tokenizer word vectors excels with an accuracy of 99.16%. The LSTM model
training with Word2Vec vectors has the highest performance in the Enron 6 dataset, with an accuracy
01 99.13%. In the combined dataset, the Bi-LSTM model training with Word2Vec vectors achieves the
highest accuracy of 99.26%. Various models are created for each dataset for spam email detection in the
Turkish language. The initial step involves preprocessing the data and converting it into numerical
vectors using various methods such as Keras Tokenizer, Word2Vec, Glove, and BERT Tokenizer. After
analyzing the results, all the datasets are merged, and model training is conducted once more. During
the model training process, hyperparameters are tuned to attain the highest accuracy values. The best
results of the models developed, and their respective outcomes can be found in Table 4.

Table 3
ML Methods Results.
Dataset Model Accuracy Recall Precision F1-Score Train Time (s) Prediction Time (s) Total Time (s) Best Parameters
Enronl LR TF-IDF  99.09% 99.09% 99.10%  99.10% 0.82 0.001 0.82 penalty: 12, solver: Ibfgs
Enron2 MNB BoW  99.74% 99.74% 99.74%  99.74% 0.01 0.001 0.01 alpha: 0.01
Enron3 MNB TF-IDF  99.62% 99.62% 99.62%  99.62% 0.05 0.01 0.06 alpha: 0.001
Enrond LR BoW 98.88% 98.88% 98.89%  98.88% 0.62 0.001 0.62 l(é:fIOQO, penalty: 12, solver:
s
Enron5 MNB BoW  99.51% 99.51% 99.51%  99.51% 0.02 0.001 0.02 alpha: 0.01
Enron6 K_I\IISFTF_ 98.08% 98.08% 98.09%  98.06% 0.01 0.39 0.41 n neighbors: 3
Combined Enron ~ SVM TF-IDF  99.51% 99.51% 99.51%  99.51% 2433.18 42.38 2475.57 C: 10, gamma: 0.1, kernel:rbf
Dataset
Kaggle MNB TF-IDF  94.55% 94.55% 94.63%  94.53% 0.005 0.001 0.006 alpha: 0.01
ucl LR TF-IDF  93.75% 93.75% 94.09%  93.68% 0.58 0.007 0.58 C: 1000.0, penalty: 12,solver:
saga
Combined Turkish MNB TF-IDF 95.08% 95.08% 95.13%  95.06% 0.01 0.03 0.01 alpha: 0.1
Dataset
Table 4
DL Methods Results
. - Train Prediction Total
Dataset Model Tokenizer Optimizer Epoch Batch Time (5) Time (5) Time (5) Accuracy  Loss
Enronl BI-LSTM ‘Word2Vec Adam 15 32 290 2 292 97.49% 0.06
Enron2 BI-LSTM Keras Tokenizer Adam 10 64 1013 12 1025 98.12% 0.07
Enron3 BI-LSTM ‘Word2Vec Adam 10 32 209 2 211 97.82% 0.06
Enron4 BI-LSTM ‘Word2Vec Adam 10 32 209 2 211 97.82% 0.06
Enron5 LST™M ‘Word2Vec Adam 20 32 69 0 69 99.13% 0.03
Enron6 LST™M ‘Word2Vec Adam 20 32 46 0 46 98.42% 0.05
Combined Enron Dataset BI-LSTM Word2Vec Adam 20 32 2333 16 2349 99.22% 0.03
Kaggle BERTurk Bert Tokenizer AdamW 5 16 150 10 160 97.24% 0.05
ucl BERTurk Bert Tokenizer AdamW 10 16 110 10 120 96.07% 0.07
Combined Turkish BERTurk Bert Tokenizer AdamW 12 16 319 24 343 97.72% 0.03
Dataset

Hybrid, Ensemble, and the Combination of Those Learning Methods

In this section, we analyze the methods ensemble methods in addition to hybrid feature selection
methods and hybrid methods including the best ML and DL algorithms.

Ensemble Learning is an ML approach designed to enhance overall prediction performance by
aggregating the predictions of multiple models. This strategy aims to achieve more accurate predictions
by leveraging the strengths of different models while mitigating their shortcomings. It operates on the
concept that combining weak models can create a more powerful and robust predictive model. Ensemble
Learning has various applications, including improving decision reliability, optimizing or near-
optimizing feature selection, data fusion, incremental learning, handling non-stationary learning
scenarios, and error correction [52]. The core idea behind this technique is rooted in the understanding
that when individual forecasts are appropriately combined, the collective decision of the ensemble
provides better overall accuracy than any individual committee member's prediction [53-55].

In the study, new models are trained by combining ML and DL models using voting, stacking,
and simple average ensemble techniques. The VC is a type of ensemble learning technique that allows
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for the combination of multiple diverse ML models. Once each model selected for ensemble learning is
trained, their outputs are subjected to a voting process. This voting can be performed in two main ways:
hard or soft. In the hard voting process, also known as majority voting, the final output is determined by
taking most of the individual model outputs. In the soft voting approach, the output values are averaged,
and the prediction corresponds to the output with the highest average. After completing the voting
process, the ensemble produces a prediction result by aggregating the decisions of its constituent models.
This technique is beneficial because it often results in improved prediction accuracy compared to using
individual models in isolation [56]. The SC is an ensemble learning technique that combines multiple
ML models. Once the selected models for ensemble learning are trained, their predictions are collected.
Subsequently, the final predictions are generated using a meta-model, which is constructed based on the
combined predictions of these models. The SC is particularly useful when different models have unique
strengths and weaknesses, as it can exploit the complementary aspects of these models to improve
overall prediction performance [57]. In the simple average ensemble method, the trained models can be
combined to improve the predictions. In this method, first, the models to be predicted are trained. Then,
the prediction results of the trained models are averaged. The resulting average value is considered as
the result predicted by the model. After all model developments are completed with ML and DL
algorithms, model developments are carried out by hybridizing the three ML algorithms that gave the
best results for both Turkish and English data sets, DL algorithms, and finally ML and DL algorithms
together. Voting and stacking ensemble methods are used in ML and ML hybrid models, the stacking
ensemble method is used in DL and DL hybrid models, and the simple average ensemble method is used
in ML and DL hybrid models.

Ensemble, Hybrid and Hybrid Ensemble Learning Results

For the Enron 1 dataset, the LR and MNB hybrid model using TF-IDF vectors created by stacking
have the best outcomes. In the Enron 2 dataset, the LR model utilizing TF-IDF vectors depending on
stacking gives the highest accuracy. The MNB and SVM hybrid model, along with LR trained with TF-
IDF vectors using stacking, achieves the best results in the Enron 3 dataset. For the Enron 4 dataset, the
MNB hybrid model and the LR and SVM hybrid model, both trained with TF-IDF vectors, provide the
best results. The K-NN and MNB hybrid model using TF-IDF vectors delivers the top results In the
Enron 5 dataset. For the Enron 6 dataset, the MNB and SVM hybrid model, based on TF-IDF vectors,
provides the best performance. The MNB and SVM hybrid model, consisting of TF-IDF vectors, yields
the best results for the combined dataset. These outcomes suggest that different hybrid models have
superior performance on different datasets. It can be said that these hybrid approaches have led to
increased accuracy in most datasets, with the MNB model performing exceptionally well in the Enron
2 dataset. This demonstrates the versatility of ensemble methods and hybridization in improving model
performance across a range of data scenarios.

For the Kaggle dataset, the best performance belongs to the SVM and MNB hybrid model trained
with TF-IDF vectors created through voting. However, for the UCI dataset, the LR and MNB hybrid
model using TF-IDF vectors depending on voting delivered the highest accuracy. If we look at the results
of the combined dataset, stacking with LR and MNB hybrid models trained with TF-IDF vectors resulted
in the best performance. In the light of the results, it is observed that different hybrid models have more
successful results for different datasets. In the case of the Kaggle and UCI datasets, the hybrid models
achieve the same accuracy value as the MNB and LR models for each respective dataset, while
underscoring the effectiveness of ensemble techniques. Additionally, the MNB model performed
exceptionally well in the combined dataset. This demonstrates the flexibility and utility of hybridization
and ensemble methods in achieving high accuracy across various data scenarios. The best ML ensemble
models, and their respective outcomes can be found in Table 5.
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Table 5
ML-based ensemble model results.

.. R Prediction Total
Dataset Model Ensemble Accuracy  Recall Precision F1-Score Train Time (s) Time (s) Time (s)
Enronl LR + MNB TF-IDF Stacking  99.19% 99.19% 99.21% 99.20% 320.23 1.60 321.84
Enron2 LR + MNB + SVM TF-IDF  Stacking  99.65% 99.65% 99.65% 99.65% 414.28 291 417.20
Enron3 LR + MNB TF-IDF Stacking  99.71% 99.71% 99.71% 99.71% 7222 0.02 7225
Enron4d LR + SVM TF-IDF Stacking  99.48% 99.48% 99.48% 99.48% 357.28 2.55 359.84
Enron5 KNN + MNB TF-IDF Stacking  99.90% 99.90% 99.90% 99.90% 26.25 0.01 26.26
Enron6 KNN + MNB TF-IDF Stacking  98.99% 98.99% 98.99% 98.99% 2.13 0.51 2.64
Combined Enron Dataset SVM + MNB TF-IDF Stacking  99.62% 99.62% 99.62% 99.62% 45.66 0.15 45.82
Kaggle SVM + MNB TF-IDF Voting 94.55% 94.55% 94.63% 94.53% 0.10 0.002 0.10
ucI LR + MNB TF-IDF Voting 93.75% 93.75% 94.09% 93.68% 0.16 0.001 0.17
]C)og:bi?ed Turkish LR + MNB TF-IDF Stacking  94.79% 94.79% 94.82% 94.78% 0.16 0.01 0.17

atase!

The experimental results generated by one of the DL-based methods for the English language,
which is the BERT + Bi-LSTM hybrid model has an accuracy value of 94.49% in the Enron 1 data set,
94.62% in the Enron 2 data set, and 95.83% and 97.97% accuracy in the Enron 3 and Enron 4 data sets,
respectively. BERT + LSTM hybrid model with 97.20% accuracy on the Enron 5 dataset, BERT +
LSTM hybrid model with 95.67% accuracy on the Enron 6 dataset, and BERT + Bi with 95.61%
accuracy on the combined dataset. According to the results, the Bi-LSTM model provides the best
performance. When analyzing the Turkish language, BERTurk + Bi-LSTM hybrid models show the best
performance with an accuracy value of 87.19% in the Kaggle dataset, 89.02% in the UCI dataset, and
92.20% in the combined dataset, respectively. The best results of the DL ensemble models developed,
and their respective outcomes can be found in Table 6.

Table 6
DL-based ensemble model results.

Train Prediction Total

Dataset Model Tokenizer Optimizer Epoch Batch Time () Time (s) _ Time () Accuracy Loss
Enronl BERT +BI'-LSTM  BERT Tokenizer Adam 20 32 1344 11 1355 94.49% 0.15
Enron2 BERT +BI-LSTM  BERT Tokenizer Adam 10 64 1013 12 1025 98.12%  0.07
Enron3 BI-LSTM BERT Tokenizer Adam 20 32 1385 12 1397 95.83%  0.12
Enron4 BI-LSTM BERT Tokenizer Adam 15 32 1181 13 1194 97.67% 0.07
Enron5S LSTM BERT Tokenizer Adam 20 32 1325 11 1336 97.20% 0.09
Enron6 LSTM BERT Tokenizer Adam 20 32 1476 13 1489 95.67% 0.11
Combined Enron Dataset BI-LSTM BERT Tokenizer Adam 17 32 6753 75 6828 95.61% 0.11
Kaggle BERTurk Bert Tokenizer AdamW 20 32 75 0 75 87.19% 0.70
uUCt BERTurk Bert Tokenizer AdamW 20 32 65 0 65 89.02%  0.47
Combined Turkish Dataset BERTurk Bert Tokenizer AdamW 20 32 97 0 97 92.20% 042
Table 7
Hybrid ensemble model results.
Dataset Model Accuracy Recall Precision F1-Score Irain Prediction Total
Time (s) Time (s) Time (s)
Enronl LSTM + SVM 99.19% 99.34% 98.05% 98.69% 205.15 154.90 360.05
Enron2 LSTM + SVM 99.57% 99.31% 98.97% 99.14% 206.53 141.76 348.29
Enron3 LSTM + SVM 99.57% 99.31% 98.97% 99.14% 206.53 141.76 348.29
Enron4 LSTM + SVM 99.48% 100% 99.29% 99.64% 169.53 107.98 277.51
Enron5 LSTM + SVM 99.70% 100% 99.58% 99.79% 137.77 97.29 235.06
Enron6 LSTM + KNN 98.41% 99.77% 98.09% 98.92% 85.81 476.11 561.92
Combined Enron Dataset Bi-LSTM + LR 99.39% 99.79% 99.01% 99.40% 2449.35 2029.55 447891
Kaggle BERTurk + MNB 97.92% 99.41% 96.56% 97.96% 167.04 11.85 178.89
ucI BERTurk + MNB 97.77% 98.83% 95.14% 96.95% 115.24 14.35 129.60
Combined Turkish Dataset BERTurk + SVM 98.43% 98.82% 97.68% 98.25% 337.95 25.96 363.91

In the study conducted for the English language, the accuracy values are 99.19% in the Enron 1
data set, 99.57% in the Enron 2 data set, 99.14% in the Enron 3 data set, 99.48% in the Enron 4 data set,
and 99.70% in the Enron 5 data set, respectively. The LSTM + SVM hybrid model shows the best
performance, the LSTM + KNN hybrid model with an accuracy value of 98.41% on the Enron 6 dataset,
and the Bi-LSTM + LR model with an accuracy value of 99.39% on the combined dataset. In the study
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conducted for the Turkish language, BERTurk + MNB hybrid models showed the best performance with
accuracy values of 97.92% and 97.77% in the Kaggle and UCI datasets, respectively, and BERTurk +
SVM hybrid model with 98.43% accuracy in the combined dataset. The best results of the hybrid
ensemble models developed, and their respective outcomes can be found in Table 7.

DISCUSSION AND PERFORMANCE EVALUATION

In this study, ML and DL algorithms are employed to address real-world problems, specifically
related to spam email detection. The algorithms selected for this research are developed as potential
solutions for the classification problem concerning spam emails. This study focuses on several key
aspects, including pre-processing steps, vectorization of data, and the impact of the raw or spam ratio
on performance. Experiments are conducted using a total of 1085 Turkish email texts and 33,716 English
email texts. The datasets are open access. Each of these datasets is subjected to several key steps such
as pre-processing and vectorization before being applied to various models. We extensively discuss
these crucial steps in the Methodology section. To ensure accuracy in the comparison of these models,
ML algorithms are assessed according to precision, recall, F1-score, and accuracy metrics, while DL
algorithms are evaluated based on accuracy and loss values. The results are systematically recorded, and
statistical information is employed to analyze and compare the findings. Based on the performance
results obtained, the study conducts comparisons using different methods and presents comprehensive
evaluations. This research contributes to the understanding of how various factors, including data pre-
processing and vectorization, can impact the performance of ML and DL models in the context of spam
email detection.

For English datasets, the best results are obtained while using one of the ML algorithms which is
MNB models trained with TF-IDF vectors. Among the DL algorithms, it has been observed that Bi-
LSTM models using Word2Vec vectors give the best results. Among the ensemble learning methods,
the stacking method created with ML algorithms has been shown to produce the best results. Thus, spam
mail detection in English is solved with 99.9% as the highest accuracy value, with at least 97% accuracy
performance.

According to the Turkish data sets, the best results are obtained in spam mail detection with MNB
models trained with TF-IDF vectors, one of the ML algorithms. Among the DL algorithms, it has been
observed that BERTurk models trained with BERTurk tokenizer vectors give the best results. Among
the ensemble learning methods, the simple average method created with ML and DL algorithms has
achieved the best results. Thus, spam mail detection in the Turkish language is solved with 98.4%
accuracy, with at least 93% accuracy value.

All in all, although this study does not produce a generic solution for spam mail detection on the
languages used, the obtained results show that especially hybrid and ensemble learning methods and
some ML algorithms provide more successful outcomes.

CONCLUSION

In recent years, the prevalence of spam emails has increased significantly due to the widespread
use of email in business and personal communication, as well as the growth of social media platforms.
Effectively detecting and categorizing this rising volume of spam emails is a critical concern to
safeguard systems and prevent issues like fraudulent activities. This paper conducts a comparative
analysis and literature review to identify the most efficient methods for distinguishing between spam
and legitimate emails, using datasets in both Turkish and English. In addition to existing datasets, we've
also created new datasets in these languages. In this study, we present a comparative and comprehensive
study taking advantage of various approaches which are ML, DL, hybrid, and ensemble methods. These
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methods are combined with NLP techniques, enhanced learning algorithms, optimized feature selection,
and preprocessing. We compare our solutions with commonly used methods in the field such as MNB,
SVM, LR, K-NN, DT, RF, VC, SC, and DL algorithms like LSTM, Bi-LSTM, BERT, and BERTurk.
The results are validated by splitting the datasets into training and testing data with an 80:20 ratio and
using 5-fold cross-validation for each model. Additionally, the hyperparameters of our models are fine-
tuned using Grid search. The best feature selection method for the Enron dataset is the TF-IDF approach,
while the simple average ensemble learning approach is for the Turkish dataset. The findings reveal that
ensemble methods based on ML achieve the best performance, achieving an accuracy rate of 99.9% for
the English dataset. In comparison, a hybrid ensemble approach with a simple average produces the
highest accuracy of 98.43% for the Turkish dataset.

These proposed methods are well-suited for various platforms, including email and social media,
to effectively detect and categorize spam content. In future work more efficient and real-time models
can be proposed by using transfer learning approaches, large language models (LLMs), and federated
learning approaches to detect spam mail so we can decrease the overhead of this problem on the Internet.
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