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One Cikanlar

e Egitim faklltesi Ogretim elemanlarinin siber bilgi glvenligi
farkindahgi.
o Ogretim elemanlarinin siber zorbalik hakkindaki gérisleri.
e U farkli Universitenin egitim fakiiltelerinde gérev yapan 27
O0gretim elemani.
0z
Bu arastirmanin amaci, egitim fakiiltesinde gérev alan &gretim
elemanlarinin siber bilgi giivenligi farkindalgi ve siber zorbalik
hakkindaki gértislerinin belirlenmesidir. Arastirmada nitel arastirma
ybéntemlerinden fenomenoloji deseni kullaniimistir. Nitel verilerin elde
edilmesinde i farkli liniversitenin egitim fakdiltelerinde gérev yapan 27
6gretim elemani yer almistir. Veriler “Siber Zorbalik ve Bilgi Giivenligine
iliskin Gériisme Formu” kullanilarak elde edilmistir. Nitel verilerin
analizinde MAXQDA Pro2020 (20.4.0) programi kullanilmis olup veriler
betimsel ve icerik analizi birlikte kullanilarak analiz edilmistir. Elde
edilen bulgulara gére 6gretim elemanlarina gére siber ortam ana
temasinin altinda siber zorbalik ve siber bilgi giivenligi olmak iizere iki
tema yer almaktadir. Siber zorbalik temasinin altinda yer alan kodlar;
siber zorbaliga maruz kalma durumu, siber zorba davranislari, magdur
olma durumu, zorba olma durumu, ¢6ziim Oénerileri, korunma
yéntemleri, farkindalik, algilanma durumu kodlarindan olusurken; siber
bilgi giivenligi temasi altinda yer alan kodlar ise, korunma yéntemleri,
farkindalik ve kimlik hirsizhgi kodlarindan olusmaktadir. Arastirma
sonuglarina gére 6gretim elemanlarinin bilgi glivenligine yénelik
goriisleri incelendiginde, teknik donanima ve beceriye sahip olmasalar
da bilgi gtivenliginin anlami ve énemi konusunda farkindalik sahibi
olduklari  bulgulanmustir. Siber zorbaligin gliniimiizde ¢ok sik
karsilasilan rahatsiz edici bir durum oldugu yéniindeki gériisler 6ne
ctkmaktadir. Ogretim elemanlariyla yapilan gériismeler neticesinde
siber zorbalik kavramini siber alanda gercgeklestirilen zorbalik olarak
tanimlayan gériis hakimdir.

Anahtar Kelimeler: Bilgi giivenligi, Ogretim elemanlari, Siber zorbalik,
Bilgi giivenligi farkindaligi
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1. Giris

internet teknolojilerinde gerceklesen yenilikler, teknolojiyi yasamimizin vazgecilmez bir
parcasi haline getirerek, bireylerin glinlik isleri kolaylasmakta ve iletisim, online alisveris, mobil
bankacilik gibi alanlarda degisiklikler meydana getirmektedir (Ciftci ve Sakalli, 2016). Bilgiye hizh
ve kolay erisim imkani sayesinde, internet teknolojilerinin kullanim orani biyik 6l¢tide artmis;
kurumlar ve bireyler bilgilerini dijitallestirerek elektronik ortamda koruma altina almaya
baslamistir. Bliylk verilerin saklanabilmesi, veriye her zaman ve her yerden aninda erisilebilmesi
ile ag Uzerinden veri tabanlarina kolaylikla ulasilabilmesi, internet teknolojilerinin en blyutk
avantajlari arasinda yer almakta; bu durum bilgi teknolojilerinin 6nemini artirmakta ve bilgi
givenligi konusunu on plana ¢ikarmaktadir. (Mallaboyev, Sharifjanovna, Muxammadjon ve
Shukurullo, 2022).

Bilgi glivenligini bireysel anlamda ele alirsak dijital ortamda kisisel verilerin korunmasi,
saklanmasi ve erisim durumlarini icermesi anlamina gelirken, kurumsal anlamda ise bilisim
cihazlarinin korunmasi, verilerin saklanmasi, riskli faaliyetlere karsi tedbirler alinarak
givenliginin saglanmasi anlamina gelmektedir (Eminagaoglu ve Goksen, 2009). Bireyler, sosyal
medya araciligiyla gerekli donanima sahip olmasalar bile paylasimlarini genis kitlelere
ulastirabilmekte; bu platformlar, bireylerin iletisim kurmasina, verilerini yaymasina ve bilgi
alisverisinde bulunmasina olanak tanirken, ayni zamanda cesitli olumsuzluklara da yol
acabilmektedir. Baziinsanlar bu ortamlardan faydalanarak siber zorbalik yapabilir hale gelmekte
ve cep telefonlari, e-posta, sohbet odalari, sosyal ag siteleri gibi platformlar tGzerinden insanlari
dolandirarak siber sug islemektedir (Deschamps ve McNutt, 2016). Bireylerin internet
kullanirken siber gilvenlik ve siber suglar hakkinda bilgi sahibi olmalari siber ortamda
karsilasacaklari tehlikelerden korunmalari agisindan 6nemlidir (Aksogan, Bayer, Glilada ve Celik,
2018).

Bireylerin teknolojiyi amacina uygun ve bilingli kullanmalari, verilerini korumak amaciyla
teknolojik gelismeleri yakindan takip etmeleri ve bilgilerinin glivenligini nasil saglayacaklari
konusunda bilingli olmalari, icinde bulundugumuz ¢agin gerektirdigi dnemli niteliklerden olmakla
birlikte yeni nesiller yetistiren ve nesillere rol model olan degerli 6gretmenlerimizin bilgi
givenligine yonelik farkindaliklari ve donanimlari da olduk¢a 6nemlidir (Canogullari, 2021).
Egitim kurumlari icerisinde ve disinda teknoloji ile siirekli etkilesim icerisinde olan genglerimiz
icin oldukca ciddi bir problem olan siber zorbalik; psikolojik, sosyolojik, fizyolojik ve hatta
ekonomik acgidan bireyleri olumsuz olarak etkilemekte ve su¢ magduru olma konusunda onlari
korumasiz birakmaktadir. Bu olumsuzluklarin en aza indirilebilmesi icin bireylerin bilgi glivenligi
konusunda bilgilendirilmesi ve bu konuda farkindalik olusturma calismalarinin artirilmasi 6nem
arz etmektedir (Talib, 2014).

Siber zorbalik ve bilgi glivenligi icin alan taramasi yapildiginda Gokmen ve Akgiin (2015),
calismalarinda 6gretmenlik béliminde okuyan 6grencilerin bilgi givenligi egitimi verebilme
yeterliliklerini incelemistir. Arastirmadan elde edilen bulgulara gore 6gretmen adaylarinin
¢ogunun bilisim givenligini saglamaya yonelik bir egitim almadiklari, bircogunun siber bilgi
givenligi dersi vermek icin yetkin olmadigi belirtilmistir. Metin (2017), ortaokul 6gretmenlerine
yonelik yaptigi ¢calismada, 6gretmenlerin siber zorbaliga maruz kalma durumlarini ve korunma
yontemlerini belirlemeyi amaclamistir. Calisma sonucunda elde edilen bulgulara goére
katilimcilarin %95’i siber zorbaliga maruz kaldig1 raporlanmistir. Tingis (2022), 6gretmenlerin
siber zorbalik ile ilgili gorislerini arastirmistir. Arastirmada 6gretmenlerin gorisline gore; siber
zorbaligin dijital zorbalik oldugu, karsidaki kisiyi rahatsiz etmek icin yapildigi, bilgilerin calinmasi
ve izinsiz paylasim yapmanin da bir zorbalik davranisi oldugu belirtilmistir. Yavuz (2023),
ogretmenlere yonelik gerceklestirdigi calismasinda katilimcilarin bilgi glivenligi farkindaligi ile
dijital okuryazarlik dizeylerini farkli degiskenler kullanarak arastirmistir. Arastirmaya katilan
ogretmenlerin siber givenlik farkindaligi ile dijital okuryazarlik seviyeleri arasinda pozitif yonde
orta dlizeyde anlaml bir iliski oldugu belirtilmistir. Nezgitli ve Arslan (2022), 6zel sektorde ve
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kamu kurumlarinda calisan bireylerin bilgi glivenligi farkindaligina yonelik arastirma yapmislardir
is yerinde bilgi glivenligine yonelik 6nlem alinmasi, faaliyetlerde bulunulmasi anlamli farklar
gostermistir. Pusey ve Sadera (2011), yaptiklari ¢alismada 6gretmen adaylarinin siber bilgi
glvenligi konusundaki bilgi seviyelerini, farkindaliklarini ve bunlari 6grencilerine 6gretebilme
algilarini incelemistir. Arastirma sonucuna gore Ogretmen adaylarinin siber bilgi giivenligi
hakkinda bilgi sahibi olduklari ancak bilgilerini aktarma konusunda vyeterli olmadiklar
belirtilmistir. Alanda yapilan calismalar incelendiginde siber glivenlik ve bilgi farkindalig
konusunda 6gretmenler, 6gretmen adaylari ve Universite 6grencileri Uzerine ¢alismalarin
yapildig1 fakat 6gretmenlerin egitiminden sorumlu olan egitim fakultesi 6gretim elemanlari ile
ylritilen ¢alismalarin sinirligi oldugu fark edilmis ve bu arastirmaya gerek duyulmustur.

Bu arastirmanin temel amaci egitim fakiiltesinde gérev yapan 6gretim elemanlarinin
siber zorbalik ile bilgi glivenligi hakkindaki gorislerinin belirlenmesi, siber bilgi glvenligi
farkindaligi ile siber zorbalik egilim diizeylerinin ve bu siirecte yasanan sorunlarin tespit edilerek,
sorunlara yonelik ¢6ziim Onerilerinin ortaya konmasidir.

Temel amacimizin disinda ¢alismamizda asagida yer alan alt problem basliklarina da
cevap aranmistir:

Egitim Fakultesinde gorev yapan 6gretim elemanlarinin;
Bilgi glivenligine yonelik gorisleri nelerdir?
Siber zorbaliga yonelik gorisleri nelerdir?

2. Yontem

Arastirmada, nitel arastirma yontemlerinden fenomenoloji deseni kullanilmistir.
Fenomenolojinin veri kaynagi, arastirmanin veri kaynaklari arastirilan olguyu yasayan ve onu
yansitabilecek olan gruplardir (Yildirnm ve Simsek, 2016). Arastirmada 6gretim elemanlarinin
bilgi glivenligi ve siber zorbalik hakkindaki gorisleri, bu konuya dair yasanan sorunlar ve alinmasi
gereken énlemlere yénelik olarak “Siber Zorbalik ve Bilgi Giivenligine iliskin Gériisme Formu”
kullanilarak elde edilmistir.

Calisma Grubu

Arastirmanin calisma grubunu 2022-2023 egitim ve 6gretim yilinda egitim fakiltelerinde
gorev yapan oOgretim elemanlari olusturmaktadir. Arastirmanin  calisma grubunun
belirlenmesine Universite secimi ile baslanmistir. Bu asamada Universitelerin secimi icin URAP
(University Ranking by Academic Performance) dikkate alinarak 2023-2024 i¢ Anadolu
Bolgesi’'nde yer alan egitim fakiltesinin blnyesinde barindiran devlet liniversiteleri taranmis ve
toplamda 18 tniversite oldugu belirlenmistir. Belirlenen liste aritmetik ortalama ve standart
sapma baz alinarak Ust, orta ve alt olmak tizere li¢ kisma ayrilmistir. Aritmetik ortalamanin +1
standart sapma Ustlinde yer alan Universiteler Ust, +1 ile -1 standart sapma arasinda yer alan
Universiteler orta grup ve -1 standart sapma altinda yer alan Universiteler ise alt grup olarak
belirlenmistir. (URAP) 2023-2024 egitim fakiltesini biinyesinde barindiran devlet tniversiteleri
siralamasinda maksimum puan 1072 olarak, minimum puan ise 442 olarak tespit edilmistir.
Listenin standart sapma degeri 189,47 ve aritmetik ortalamasi ise 755,76 olarak hesaplanmistir.
Yapilan hesaplamalar neticesinde 4 (niversite Gst grupta, 11 Universite orta grupta ve 3
Universite ise alt grupta yer almaktadir. Bu gruplar tabaka olarak kabul edilmis ve bu asamada
her gruptan bir Universite belirlenmistir. Tabakali 6rnekleme, 6rnekleme hatasini azaltarak
evrenin daha fazla temsil edilmesini saglamaktadir. Tabakali 6rnekleme yonteminde, 6rneklem
hatasini minimum seviyeye indirebilmek igin, genis bir evrene ihtiya¢ duyulmaktadir. Bundan
dolayi evrenden alinacak 6rneklem sayisi fazla oldugundan daha az 6rneklem ile ¢alisabilmek icin
homojen evrenler kullaniimahdir (Yildirim ve Simsek, 2016). Bu asamada (g tabakadan birer
tniversite belirlenmistir. Orneklem seciminin ikinci asamasinda ise egitim fakiltesinin farkl
bolimlerinde gorev yapan 6gretim elemanlari ¢alismaya dahil edilerek maksimum cesitlilik
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saglanmaya calisiimistir. Bunun icin maksimum cesitlilik 6rneklem yontemi kullaniimistir. Bu
yontemde asil amag goreli olarak kii¢lik bir 6rneklem olusturmak ve bu 6rneklemde calisan
probleme taraf olabilecek bireylerin cesitliligini maksimum dizeyde yansitmaktir (Yildirrm ve
Simsek, 2016).

Arastirmada hem Universitelerin farkli tabakalardan segilmesiyle hem de fakiltenin
farkli bolimlerinde gorev alan 06gretim elemanlarinin secilmesiyle maksimum c¢esitlilik
saglanmaya calisiimistir. Arastirmanin ¢alisma grubuna (g Universiteden toplamda 27 6gretim
elemani katilmistir. Arastirmaya dahil olan Universiteler D, E ve F olarak kodlanmistir. D
Universitesi st grupta yer almaktadir ve 10 6gretim elemani ¢alismaya katilmistir. Calismaya
katilan 6gretim elemanlarindan 9’u kadin, 1’i erkek olup, katiimcilar Turkce ve Sosyal Bilimler
Egitimi, Matematik ve Fen Bilimleri Egitimi, Egitim Bilimleri, Temel Egitim, Bilgisayar ve Ogretim
Teknolojileri Egitimi bolimlerinde gérev yapmaktadir. F Giniversitesi orta grupta yer almaktadir
ve 7 6gretim elemani ¢alismaya katilmistir. Calismaya katilan 6gretim elemanlarindan 5’i kadin,
2’si erkek olup, katihmcilar Egitim Bilimleri, Beden Egitimi ve Spor Egitimi, Matematik ve Fen
Bilimleri Egitimi bolimlerinde gérev yapmaktadirlar. E Gniversitesi alt grupta yer almaktadir ve
10 6gretim elemani galismaya katilmistir. Calismaya katilan 6gretim elemanlarinin 2’si kadin, 8’i
erkek olup, katilimcilar Tirkge ve Sosyal Bilimler Egitimi, Egitim Bilimleri, Beden Egitimi ve Spor
Egitimi, Matematik ve Fen Bilimleri Egitimi bolimlerinde goérev yapmaktadirlar. Nitel
arastirmada var olan olgunun veri doygunlugu saglandigi 6l¢lide var olan sekliyle tanimlanmasi
oldugu icin arastirmamizda 27 kisi ile veri doygunluguna ulasiimis ve veri toplama sirecine son
verilmigtir. Yeterli 6rneklem biylklGginin belirlenmesinde kullanilan yol gosterici ilke veri
doygunluguna ulasiimasidir (Baker & Edwards, 2012).

Veri Toplama Araglari

Ogretim elemanlarinin siber zorbalik ve bilgi giivenligine iliskin gériisleri ve énerilerini
almak amaciyla arastirmaci tarafindan gelistirilmis 15 adet acik uclu sorudan olusan yari
yapilandiriimis goriisme formu kullaniimistir. Yari yapilandiriimis goriisme, yapilandiriimis
goriisme teknigine gore daha esnektir. Bu gériisme yonteminde arastirmaci dnceden sormak
istedigi sorulari iceren gorlisme metnini hazirlar. Ancak gorliisme sirecinde arastirmaci
goriismenin akisina bagl olarak farkli yan alt sorularla goriismenin akisini etkileyebilir,
katilimcinin cevaplarini agmasini ve daha acik ifade etmesini saglayabilir (TGrnakll, 2000).
Formun hazirlanmasinda glivenlik ve siber zorbalik kavramlarinin ana temalari ve goriisme
formunun hazirlanmasindaki temel ilkeler baz alinmistir. Formun kapsam gecerliligini saglamak
amaciyla Ug¢ egitim uzmani ve ¢ dil uzmani tarafindan incelenmistir. Uzmanlardan alinan
gorisler sonucunda taslak form lizerinde diizenlemeler yapilarak forma son sekli verilmistir.
“Siber Zorbalik ve Bilgi Giivenligine iliskin Gériisme Formu” toplam 15 sorudan olusmaktadir.
Arastirmada inandiriciliginin alt boyutu olan katilimci ve ortam teyidi saglanmistir. Katilimcilarla
kendilerini rahat ifade edebilecekleri ortamda gorisiilmis ve izinleri dogrultusunda gorismeler
kayit altina ahnmistir. Katilimcilara istedikleri anda ¢alismadan ayrilabilecekleri ve kayitlarinda
kendilerine teslim edilecegi konusunda glivence verilmistir. Katilimcilarin segilmesinde amacgli
ornekleme yontemlerinden maksimum cgesitlilik 6rneklemesi kullanilarak aktarilabilirlik
saglanmaya cahsiimistir. Katilimcilarin farkli Gniversitelerden olmalari, farkh branslardan
olmalari, farkl cinsiyete sahip olmalari ile veri gesitlemesi saglanmistir.

Arastirmanin inandiricthiginin alt boyutu olan dogrudan alintiyi saglamak amaciyla
verilerin MAXQDA 2020 (20.4.0) programi ile analiz edilmesinin yani sira arastirmacilar
birbirinden bagimsiz olarak verileri kodlamislardir. Arastirmacilarin bagimsiz veri toplamasinin
ardindan arastirmacilar bir araya gelerek kodlari ve temalari karsilastirmislar ve ortak olan
kodlari belirleyerek veri anahtari olusturmuslardir. Arastirmaci ¢esitlemesinin yaninda verilerin
raporlanmasinda katilimcilarin gorislerine dogrudan yer verilerek alintilama yapilmistir. Bu
asamada ise olusan kod haritalari ve veriler 3 egitim bilimleri uzmanin gorisiine sunulmus ve
verilerin analizinde cesitleme yapilmistir.


https://bozok.edu.tr/okul/spor-bilimleri-fakultesi/bolum/sbfbeseb
https://bozok.edu.tr/okul/spor-bilimleri-fakultesi/bolum/sbfbeseb
https://bozok.edu.tr/okul/spor-bilimleri-fakultesi/bolum/sbfbeseb
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Verilerin Céziimlenmesi ve Yorumlanmasi

Ogretim elemanlarinin siber zorbalik ve bilgi giivenligine iliskin gorisleri “Siber Zorbalk
ve Bilgi Giivenligine iliskin Gériisme Formu” kullanilarak elde edilmistir. Gériismeler sonunda
elde edilen veriler icerik analizi ydontemi ile analiz edilmistir. Verilerin analizi MAXQDA Pro2020
(20.4.0) programinda yapilmistir. icerik analizinde veri kaybinin &nlenebilmesi icin
katihmcilardan izin alinarak gorismeler ses kaydina alinmistir. Goérismeleri ses kaydina
almaktaki amag veri kaybinin 6niine gecmek ve veri madenciligi yapabilmektir. Ortalama
goriisme sureleri 50 dk olarak tespit edilmistir. Ses kayitlari defalarca dinlenerek bilgisayar
ortamina aktarilmis ve ham veri metinleri elde edilmistir. Sonrasinda kodlama asamasina
gecilerek analiz slireci baslamistir. Glvenilirligi ve gecerliligi yikseltmek icin ¢calismamizda elde
edilen veriler hicbir yoruma yer verilmeden dogrudan alintilar yapilarak sunulmustur. Ug farkl
Universitenin ismi D, E ve F seklinde kodlanmistir. Bu Universitelerde gbérev yapan 6gretim
elemanlarinin isimleri yerine D1, E1, F1 seklinde kodlar kullaniimistir.

3. Bulgular

Bu béliimde arastirmanin alt problemleri olan “Ogretim elemanlarinin bilgi giivenligine
yonelik gorisleri nelerdir?” ve “Ogretim elemanlarinin siber zorbaliga yonelik gorisleri
nelerdir?” sorularina cevap aranmistir. Ug fakli Giniversitede gérev yapan égretim elemanlarinin
siber zorbalik ve bilgi giivenligine iliskin gorisleri “Siber Zorbalik ve Bilgi Giivenligine iligkin
Gortisme Formu” kullanilarak elde edilmistir. Gériismeler neticesinde igcerik analiz yontemi ile
veriler analiz edilerek kodlanmistir. Kodlardan alt temalar, alt temalardan da temalar
olusturulmustur. Elde edilen veriler dogrultusunda kodlar, alt temalar ve temalar siber ortam
ana temasi altinda yer almaktadir. Arastirmanin alt problemleri kapsamindaki siber ortam
temasi, alt temalari ve kodlari Sekil 1'de verilmigtir.

Sekil 1.

Ogretim elemanlarinin siber zorbalik ve bilgi giivenligine iliskin gériislerinin hiyerarsik kod alt-
kod modeli (kod bélim temelli)

ALGILANMA DURUMU

SIBER ZORBALIGA MARUZ KALDINIZ MI?
KORUNMA YONTEMLERI

/ FARKINDALIK

S

/ FARKINDALIK

MAGDUR OLMA DURUMU

ZORBA OLMA DURUMU

/

SIBER ZORBALIK

N

SIBER ZORBA DAVRANISLARI

KORUNMA YONTEMLERi

SiBER ORTAM

_— |

SIiBER BiLGi GUVENLiGi

KiMLIK HIRSIZLIGI

COZOM ONERILERI

Sekil 1 incelendiginde 6gretim elemanlarina gore siber ortam ana temasinin altinda siber
zorbalik ve siber bilgi glivenligi olmak lzere iki tema yer almaktadir. Siber zorbalik temasinin
altinda; siber zorbaliga maruz kalma durumu, siber zorba davranislari, magdur olma durumu,
zorba olma durumu, ¢6ziim o6nerileri, korunma yontemleri, farkindalik, algilanma durumu
kodlari; siber bilgi glivenligi temasi altinda ise, korunma yontemleri, farkindalik ve kimlik hirsizligi
kodlari yer almaktadir. “Siber Ortam” ana temasinin, “Bilgi Glvenligi” temasinin altinda yer alan
“Farkindahk” koduna ait olan katilimci gorusleri asagida yer almaktadir:

“Universitemizin diizenledigi zorunlu siber bilgi giivenligi egitim seminerleri var 5- 6
dersten olusan onlara katiliyorum. Sosyal medyada ya da internette bazi uyarilar
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geliyor onlara dikkat ediyorum. Aktif bir kullanici oldugum igin dikkat ediyorum. Siber
zorbaligin diisiinmedigim taraflari da var ben daha ¢ok kendi agimdan bakiyorum.
Farkh farkli durumlari da vardir. Bu egitimler benim icin verimli gegti. Farkindalik
olustu daha dikkatli davraniyorum. Egitimlerin yeterli oldugunu diisiintiyorum.” (F7)

“Insanlari paranoyaya yaklastiriyor. insanlarin ne yaptigini nereye gittigini takip eden
programlar var. Hatta internete girdiginizde hi¢ olmadik mailin igine sikistirilmis bir
virtisle sizin her yaptiginiz takip ediliyor. Onlara gére bilgisayariniz hayalet bilgisayar
oluyor. Ne yaparsaniz yapin bundan kurtulamiyorsunuz. internette yaptiginiz her seyi
adimlarinizi takip ediyorlar.” (D2)

“Siber Ortam” ana temasinin, “Bilgi Glvenligi” temasinin altinda yer alan “Kimlik

&0

Hirsizhgl” koduna ait olan katilimci gorusleri asagida yer almaktadir:

“Gittigimiz alsveris yaptigimiz her yerde kimlik vb. bilgilerini veriyoruz bu riskli. Ben
vatandas olarak bir énlem alamam devletimizin bir dnlem almasi gerekiyor.
Kurumlarin, ézel sektérlerin bazi bilgileri istememe arsivliememe gibi bir durumu
olmali bence. Alisveriste dahi kimlik adres bilgilerimizi kullaniyoruz. Bu ¢ok riskli bence
bu konuda devletimizin bir diizenleme yapmasi gerekmektedir.” (E7)

“Kimlik hirsizhigina karsi ¢ok énlem alinacagini diisiinmiiyorum. Her yerde iletisim vb.
bilgilerimiz var. Web sayfam var orda adim adresim oluyor. iki yil éncesine kadar
okulun web sitesinde benim cep telefonum vardi iki yil énce telefon numarami sildim.
Her yerde kimlik numaramizi giriyorum kisisel verilerimizi paylasiyoruz. Ben kimlik
hirsizhdina karsi bir 6nlem alinamayacadini diisiiniiyorum. Odrencilerin not sistemine
girip ¢ocuklarin notlarini degistirenler var. Sistemi hackleyip notlari degistiriyorlar. Kisi
kendi ¢ikarlari igin bilgisini kullaniyor.” (E3)

“Siber Ortam” ana temasinin, “Bilgi Glvenligi” temasinin altinda yer alan “Korunma
Yontemleri” koduna ait olan katilimci gorisleri asagida yer almaktadir:

“Higbir yerde kimlik numarami vermiyorum glivenilirliginden emin oldugum yerlerde
bilgi paylasiyorum. Kartla alisveris yaptigimda kart bilgilerini kaydetmiyorum.
Sifrelerimi kaydetmiyorum. Sanal kart kullanmak en garantisi. Telefonuma bilgi
kaydetmiyorum.” (E4)

“Mahremiyetimin korunmasi igin acik adlardan internette baglanmamay: tercih
ediyorum. Belediye, kafe vb. aglarindan internete baglanmiyorum. Evden ve okulda
glivenli internetten faydalaniyorum. Kisisel verilerimi resimlerimi paylasmiyorum.
Sitelerde c¢erezlere dikkat ediyorum. Mikrofon ézelligini kamera ézelligini aktif
etmiyorum.” (E10)

“Siber Ortam” ana temasinin “Siber Zorbalik” temasi, alt temalari ve kodlari Sekil 2'de
verilmektedir.



Sekil 2.

Ogretim elemanlarinin siber zorbaliga iliskin gériislerinin hiyerarsik kod alt-kod modeli (kod

boliim temelli)
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/ ZORBALIK (30}

ALGILANMA DURUMU (28)

SIBER ZORBALIGA MARUZ KALDINIZ FARKINDALIK (19)
MI? (0)

/N

KALMADIM (20) KALDIM (7)

MAGDUR OLMA DURUMU (0) SIBER ZORBALIK (35)

ETKISI (4) TEPKISI (35) MARUZ KALINAN SIBER

COZUM ONERILERI (43)
| ZORBA OLMA DURUMU (29)

BIREY(112)  TOPLUM @7) / \ .
‘ SIBER ZORBA DAVRANISLARI (27)

NEDENI (52) HISSETTIKLERI (23)

HACKERLAR HAKKINDA
DUSUNCE (27)

KORUNMA YONTEMLERI (59)

Sekil 2’de Siber zorbalik temasina iliskin alt temalar; siber zorbaliga maruz kaldiniz mi,
korunma yontemleri, siber zorba davranislari, algilama durumu, magdur olma durumu, zorba
olma durumu, ¢6ziim 6nerileri ve farkindalik olmak lizere sekiz kategoride incelenmistir. Sekil 2.
detayliincelendiginde siber zorbaliga maruz kaldiniz mi alt temasinin altinda kaldim ve kalmadim
kodlarinin; Magdur olma durumu alt temasinin altinda maruz kalinan siber zorbalik, tepkisi ve
etkisi kodlarinin; Zorba olma durumu alt temasinin altinda ise nedeni, hissettikleri ve hackerler
hakkinda dislince kodlarinin yer aldigi goriilmektedir. “Siber zorbalik” temasinin “algilanma
durumu” koduna ait olan katilimci gorusleri asagida yer almaktadir:

“Bana goére siber zorbalik kasith veya kasith olmadan karsindaki insani psikolojik
olarak arkasinda kiskancglik, kiigiik diisiirme vb. farkli sebeplerden kaynakli olarak
karsidaki kisiyi itibarsizlastirmaktir.” (E2)

“istenmeyen davranis ya da dijital ortamda gerceklesen insanlarin ézel hayatlari da
dahil olmak lizere her seyine yapilan istemedigi miidahale.” (E7)

“Siber zorbalik; Bir kisinin siber ortamda iradesi disinda (izerine uygulanan tahakkiim.
Bir kisinin iradesi disinda medya kanallari lizerinden ugramis oldugu tahakkim.” (F6)

“Siber Zorbalik” temasinin “Zorba Olma Durumu” koduna ait olan katilimci gorisleri
asagida yer almaktadir:

“Zorba acisindan, kisa siireli kisisel tatmin hissediyordur. Sonrasinda bunun ona
yetmeyecedini diisiiniiyorum. Siirekli olarak devam edecedini dlistiniiyorum.
Twitter’da yorum yapan insanlara bakiyorum bazi insanlarin hunharca her seyin altina
yorum yapiyorlar. Bir yerde siber zorbalik gérdiiklerinde de buna cevap veriyorlar,
zorbaligi yapan siirekli devam ediyor ancak cevap veren de stirekli yanithyor. Agciklama
yapiyor. Kisisel tatmin, daha fazlasini yapabilmek icin yiiz bulma.” (D5)

“Ashinda asagihik kompleksine bagl oldugunu diisiiniiyorum. Ulasilabilir kisilere
ulasabildikleri icin ulasabilme yetkisi gériiyorlar kendilerinde. Konusan biri anonim bir
hesapla karsisindaki kisiye ulasilabilir olmasi ona istediklerini séyliiyor olmasi kétii bir
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durum. Kendini asagihk gordiigiinden (ste ¢ikmaya ¢alisiyor ve zorbalik yapiyor.
Kendilerini gizledikleri icin daha rahatlar.” (D6)

“Toplumsal normlardan korktuklari icin internet (izerinden daha gizli, kimligi
belirlemeyecek sekilde olduklari icin daha rahatlikla gercgeklestiriyorlar. Bilingli olarak
yapan insanlarin yine cesaretleri var ancak bunlarin cesareti oldugunu
disiinmiiyorum.” (D8)

“Gergekten de psikolojik rahatsizligi olan insanlar. Kendilerini gercek alemde
ispatlayamamis, eksikligini baska alemlerde gerceklestirmeye calisanlar. Sanal alemin
gergek bir diinya oldugunu, bir pargasi oldugunun farkinda olmayan insanlar. Belki de
bunlar yaptiginin bir su¢ unsuru oldugunu bilmeyen, kendi vicdanini rahatlatan
insanlar oldugunu diistiniiyorum Bununda psikolojik bir rahatsiziga dayall oldugunu
diisiiniiyorum. Sanal alemde kendilerine bir alan olusturacaklar. Aslinda bu
donanimlarini bilgilerini farkli alanda kullanmak yerine yanlis alanlarda kullaniyor.”
(F3)

“Siber Zorbalik” temasinin “Zorba Olma Durumu” kodunun “Nedeni” alt koduna ait olan
katilimci gorisleri asagida yer almaktadir:

“Ben siber zorbalari birkag sekilde diisiiniiyorum. Ekonomik maddi agidan yapanlar
oldugunu diisiiniiyorum, kendini tatmin etmek icin yapanlar, sosyal olarak kabul
gérmeyen kendini bu mecrada gdstermek isteyen kisiler oldugunu diisiintiyorum.
Ekonomik nedenler, kendini tatmin etmek, toplumdan dislanan kisilerin kendini
gdsterme ¢abasi.” (E8)

“Kisi siber zorbaliga maruz kalmistir, yoksunluklari vardir, aile yasantisindaki sorunlar,
arkadaslari arasinda kabul gérmeyen ezilen, kendini bir sey zanneden bireylerin
yaptigini bu durumlarin neden oldugunu diistiniiyorum. Genelde toplumda ezilen
insanlar, yiiz yiize geldigimizde hakkini savunamayan, kendini gdésteremeyen
insanlarin sanal alemde kendini gésterme ¢abasi olarak ortaya ¢iktigini diistiniiyorum.
Farkinda degildir karsisindaki insana nasil zarar verdiginin. Bilingli olarak yaptiklarini
diisiinmiyorum. Bilin¢sizce yapanlarda ¢ok. Mesela okulda 6grenciler birbiriyle dalga
geciyor, fiziksel ézellikleri ile dalga gegiyor. Ozellikle erkek égrencilerde daha ¢ok
yapilyor. Bilingli yaptiklarini diisiinmiiyorum. Sanal ortamda yaptigindan yaptiginin
sonucunu bilmiyor karsisindaki insani géremiyor tepkisini bilmiyor” (E9)

“Psikolojik fizyolojik kaynakh olabilir. Yapan kisinin sadece art niyetli oldugunu
diisiinmiiyorum. Zorbalik yapan kisinin Eksik biraktigi bir diirtiisii olabilir. Glge olmak
bazen insanin isine yarar. Casper ¢izgi filminde blitiin ortamlarda gériinmez olarak
bulunmasi bizim hosumuza giderdi. Gizeme ulasma. O kisinin zorbaligi uygularken
sadece ¢ikar elde ederim degildir, karsisindaki kisinin 6zel hayatiyla ilgili elde ettigi bilgi
onu yetkili kisi haline getirebilir. Ben senin hakkinda bu bilgilerini biliyorum.
Karsisindaki kisiye karsi bir hakimiyet, ele gegirme duygusu oluyor.” (F6)

“Siber Zorbalik” temasinin “Zorba Olma Durumu” kodunun “Hissettikleri” alt koduna ait
olan katilimci gorisleri asagida yer almaktadir:

“Tatmin duygusu hissediyordur. Karsimdakini sindiriyorum, dedigimi yaptiriyorum
diyordur.” (D2)

“Zorbalik yapip yakalanmadiginda amaca ulasinca bir haz duyuyor ve bunu tekrar
yasamak icin tekrar tekrar yapmak isteyecektir. Yakalanma kaygisi ile o heyecani
yasamak icin tekrar tekrar yapacaktir. Degisken aralikh pekistire¢ gibi yaptikca haz
duyacak haz duydukca yapmaya devam edecek.” (E1)
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“Heyecan duyuyordur, tatmin oluyordur. Ezikligini, ¢aresizligini, haksizhga ugradiysa
bunu hissediyordur.” (E3)

“Sanal ortamda konusup kendini dederli hissediyor, varligini kanitlamis oluyor. lyi
hissediyor. Ulasamadigi bilgilere veya mal varligina ulasiyor olmak onu
keyiflendiriyordur. Bu ahlaki gelisim seviyesi ile ilgili. Diisiik seviyede olanlar dogru ile
yanlis herhangi ortamda dedgisiklik gdsterdigini diisiindiiklerinden onlar bundan
rahatsizlik duymaz. Mutlu hissediyorlardir.” (D8)

“Siber Zorbalik” temasinin “Zorba Olma Durumu” kodunun “Hackerler Hakkinda
Disiince” alt koduna ait olan katilimci gorisleri asagida yer almaktadir:

“Hackerler aslinda niyetleri ne olursa olsun yaptiklari sanal zorbalik eylemi yapiyorlar.
izin olmadan girip bilgi elde etmek, yapmis olmadidi seyi yapiyormus gibi géstermek
dogru degil. Bizim dénemimize gére artik yazim bilgisayar kullanimi ¢ok arttigi igin
gliniimiizde hackerler daha fazla. Ancak yasa disi oldugunu ve kétii niyetli
olduklarindan zorba olduklarini diistiniiyorum.” (E1)

“Hacker bilgilerini kétiiye kullaniyorsa kétii ancak devletimizin adina istihbarat
agisindan kullaniyorsa iyilerdir. Hackerlerin kurdugu sadece onlarin girdigi siteler var
ve bunlar ¢ok tehlikeli platformlar. Hackerlerin yaptigi kolay para kazanmak bu
6zendirilmemeli.” (E4)

“Hackerlerin hem iyi yanlari var hem kétii yanlari var. Hackerler bence ¢ok yanls
biliniyor. Olmazsa iyi olur diye diistinliyorum. Hackerlerin bazilarinin yaptiklari seyler
muazzam seyler ancak evden ¢ikarken evin kapisini agik birakirsaniz o eve hirsiz girer.
Sosyal medyada da siz gerekli 6nlemleri almazsaniz hackerler illaki size bulasacaktir.
Onlemini almak size bagl.” (E8)

“Hackerlerin ¢ok zeki olduklarini diisiiniiyorum. Béyle bir yetenedim olsun ister miydim
isterdim. Bilgisayardan o kadar anlamiyorum. Keske bu yeteneklerini yasal amaglarla
kullansalar. Aslinda devletimizin, gencler cok merakli béyle seylere. Sirf eglencesini
cocuklar bir seyler yapmaya calisiyor. Devletimiz bu anlamda gencglerimize bir cagrida
bulundu. Gegtigimiz yil icinde ¢ok basarili cocuklar var. Bilisim ve hackerlik anlaminda
yetenegi olan cocuklar devlet biinyesinde ¢alissin biz bunlara editim verelim diye
cagrida bulundular. Bence ¢ok giizel diisiince.” (F5)

Siber Zorbalik” temasinin “Siber Zorba Davranislari” koduna ait olan katilimci gérusleri
asagida yer almaktadir

“Siber zorbalik olarak nitelenecek davranislar kisisel verilerin kullaniimasi,
tanimadigimiz kisiler tarafindan rahatsiz edici mesajlar almak, girilen siteler ve
sifrelerimizin takip edilmesi 6rnek verilebilir. Dijital ortamlarda ¢ocuklarin arasina
cocuk gibi girip ¢ocuklara ilgi duyan yetiskinlerin olmasi ¢ocuklari yanhs yénlendirmesi
olabilir. Sanal ebeveyn olarak gegen abi ve ablalar biiyiik risk ¢ciinkii Cocuklarin cinsel
edilimlerini yénlendirme aile catisma ortamini arttirmada da etkililer.” (E1)

Siber Zorbalik” temasinin “Siber Zorbaliga Maruz Kalma Durumu” koduna ait olan
katihmci gorislerine goére 20 katiimcinin siber zorbaliga maruz kalmadigini distindtgi ,7
katilimcinin ise siber zorbaliga maruz kaldigini diisiindtigiinii ifade ettikleri gériilmektedir. Ust
grupta yer alan D (niversitesinde gorev yapan 6gretim elemanlarindan 1 katilimci siber zorbaliga
maruz kaldigini distindiginl ifade ederken 9 Ogretim elemani ise siber zorbaliga maruz
kalmadigini distindGguni ifade etmistir. Orta grupta yer alan F Universitesinde gbrev yapan
o0gretim elemanlarindan 2 katilimci siber zorbaliga maruz kaldigini distind(igiini ifade ederken
5 6gretim elemani ise siber zorbaliga maruz kalmadigini diistindtglini ifade etmistir. Alt grupta
yer alan E lniversitesinde gorev yapan 6gretim elemanlarindan 4 katilimci siber zorbaliga maruz
kaldigini diisiindiigiinti ifade ederken 6 6gretim elemani ise siber zorbaliga maruz kalmadigini
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ifade etmistir. Sekil 3’'te 6gretim elemanlarinin “Magdur Olma Durumu” koduna ait olan alt
kodlar yer almaktadir:

Sekil 3.

Ogretim elemanlarinin siber magdur olma durumuna iliskin gériislerinin hiyerarsik kod alt-kod

modeli (kod béliim temelli)

MAGDUR OLMA DURUMU (0)

ETKISI (4) TEPKISI (35)

TOPLUM (27) BIREY (0) \

PSIKOLOJIK (63) AKADEMIK (25) SOSYAL (24)

MARUZ KALINAN SIBER ZORBALIK
(30)

Sekil 3'te Magdur olma durumu alt temasinin kod yapisi gériinmektedir. Etkisi, tepkisi
ve maruz kalinan siber zorbalik bashklari ayrica kodlanmistir. Katilimcilardan gelen cevaplara
gore “etkisi” birey ve toplum olmak lizere ikiye ayrilmis ve bireyde psikoloji, akademik ve sosyal
olmak Uzere 3 yapiya ayrilmistir. Siber Zorbalik” temasinin “Magdur Olma” kodunun “maruz
kalinan Siber Zorbalk” ve “Etkisi” ve “Toplum” alt koduna ait olan katihmci gérisleri asagida yer
almaktadir:

“Siber zorbaliga maruz kaldim. Cok biiyiik bir olay degildi. Bilingli oldugum igin ¢ok da
etkisi altinda kalmadim. Kim oldugu ne oldugu konusunda nerden geldigi niye beni
buldugu konusunda bir tedirginlik yasadim. Ne yapacagimi bildigim igin biyiik
etkilemedi. Yakin zamanda telefon numaram kopyalanip baskalarinin aranmasi ve
bunun lizerinden kanunsuz islemlerin yapilmasini yasadim savciliga gidip gerekli
islemleri yaptim.” (E7)

“Kalsaydim eger kisisel olarak insanlarla kavga etmekten c¢ekinmem konusarak
anlasmaya calisirm. Ancak sosyal medyada kétii yorum aldigimda kalbim sikisiyor.
Istemsiz bir sekilde benim de ona cevap verme durumum olacagini diisiiniiyorum.
Karsilik verirdim kesinlikle.” (D5)

“Ve bunun artarak devam edecedini biliyorsunuz. Daha da tedirgin oluyorsunuz eliniz
ayadiniz dolaniyor. Her zaman basiniza gelen bir olay dedgil fiziki bir olay degil ki hemen
reaksiyon gésteresiniz. Sebebinin neler oldugunu nasil ¢éziilecegi hakkinda pek de bilgi
sahibi degiliz. Gérmedigi seyden korkar insan. Korku olusuyor.” (F3)

“Toplumumuzda siber zorbalik ile ilgili bir biling yok. O yiizden ¢alismanizi kiymetli
buluyorum. Devlet nezdinde siber zorbalik ile ilgili bir birimde var. Ancak toplum
nezdinde yayginlastirimadigi halkimiz arasinda bir cehalet oldugunu diisiintiyorum.
Toplum olarak iyi niyetliyiz ve kandirimaya daha ¢ok miisaidiz. Daha ¢ok kurbanlari z
kusagi. Z kusagi bizden daha ¢ok teknolojiyi kullaniyorlar ancak bizden daha ¢ok
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cahiller ve daha sonra da yasl kesim bliyiik tehlike altinda. Yash kesim degisime daha
kapalilar, yenilikleri daha ¢ok reddediyorlar. Siber zorbalik ile ilgili gercekten cok biiyiik
egitim eksikligi var. Universitedeyim burada on hocadan sekizi bile bilmiyordur. Siber
zorbalik ile ilgili bir egditim almadim. Hizmet ici editim kapsaminda vardi. Universite
6grencisi seviyesinde bir egitime denk gelmedim. Bende bu konuda cok bilgisiz
oldugumu diisiiniiyorum.” (D1)

“Toplum agisindan su an insanlarimiz bu konuda ¢ok yetersiz. Zorbaliga maruz kalma
olayi ¢ok yiiksek. insanlarda caresizlik bilgisizlik durumundan dolayi ne yapacaklarini
bilmiyorlar. O yiizden insanlarda caresizlik olayini ¢ok gériiyorum ne yapacaklarini
bilememe durumunu. Bazen de kolluk durumlarini rahatsiz etmemek iginde gitmeme
edilimi var. Belli bir yas (stii icin daha tehlikeli.” (E5)

“Toplumsal agidan her alanda oldugu gibi giiven kaybi, huzursuzluk, tedirginlik, bir
seyleri kontrol etme kaygisi, Ozellikle yashlarimiz biiyiik tehlikede. Yashlar degil
hepimiz bir sekilde maruz kaliyoruz. Emniyetten aradigini s6yleyip insanlari
kandirmaya dolandirmaya c¢alisiyorlar. Birazda manevi degerleri kullanarak hepimizi
bu duruma dlistirmeye ¢alisiyorlar.” (F5)

“Siber Zorbalik” temasinin “Magdur Olma” kodunun “Birey” ve “Psikolojik”, “Akademik”
ve “Sosyal” alt koduna ait olan katilmci gérisleri asagida yer almaktadir:

“Siber zorbalik sosyal hayatimizi kétii etkiliyor. Mutsuz hissediyorsunuz, yasam
doyumunuzu etkiliyor, psikolojik iyi olus diizeyi diisiiyor, giivensizlik olusuyor. Siber
zorbalikla karsilastiginizda kaygi artiyor. Cok fazla karsilastiginizda stirekli kaygi
durumu artiyor. Psikolojik rahatsizlik meydana geliyor.” (F1)

“Cok kétii hissettim. Kendinizi aciz hissediyorsunuz. insanin siber zorbaliga ugrama
yasi da cok 6nemli. Ben 20’li yaslarin basinda béyle bir zorbaliga maruz kaldim kendimi
caresiz gii¢siiz hissettim. Diinyadaki en kétii sey basima gelmis gibiydi. Su an tabi ki
béyle hissetmiyorum. insan kendini suclama meyli hissediyor hicbir sucu olmamasina
ragmen. Ayrica Fotografimin baskasinin elinde olma diisiincesi kétii amacgla
kullanacaklar diistincesi beni ¢ok endiselendirmisti.” (D1)

“Korkuyorum. Zorbaliga maruz kaldigimda korku, endise en sik hissettigim hisler.
Béyle bir seyle karsilastigimda ne yapmam gerektigini aslinda biliyorum. Yanhs bir
mesaj ile karsilastigimda maili agmadan silmem gerektigi cevap vermemem
gerektigini biliyorum ancak karsilasinca korkuyorum tedirgin oluyorum.” (E4)

“Akademik anlamda giivenliligi etkiliyor zamani aliyor. Konsantre olmani etkiliyor.
Odrencilerin arasinda bu tarz seyler cabuk yayiliyor. Herkes duymus oluyor ne kadar
kendini anlatmaya ¢alissan da glivensizlik yaratiyor ve ders akisini etkiliyor. Normal
akis bozuluyor. Ashinda internet haberlesme anlaminda ¢ok giizel ancak bilginin
yayiimasinin kétii kullaniimasi hos degil. “(F3)

“Ogrencilerimin bana yaptigi bir sey olursa buna maruz kalirsam dersimi secmeyecek
cok fazla égrenci olabilir. Hocanin isminin karalanmasi amaciyla sosyal mecralarda
onun hakkinda kétii yorumlar yapiimasi hoca agisindan sinif yénetimini de zorlastirir.
On yargi olusabilir. Diger 6grencilerin benim hakkimdaki yorumlari ile dersimi alacak
ogrenciler dersimi alamayabilir. Sinif ortami iklimini etkileyebilir. Sinifi toparlamak bir
araya getirmek zorlasabilir. Sinif ortami ne kadar huzurluysa sene sonundaki basari da
o kadar artiyor.” (D2)

“Bir paylasim yapacagimizda sunu da diistiniiyoruz karsimizdakilerin bunu nasil
algilayacaklarini - diisiintiyoruz. Sosyal hayatimizi bazi durumlarda kisitladigini
diisiiniiyorum. Siber zorbaliga maruz kaldiktan sonraki insanlara kendini agiklama
durumu, onlarin ne diistindligiinii diisiinme durumu da kétii hissettiriyor.” (D7)
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“Sosyal hayatinizi siz kendinize daha glivenli bir alan yaratmak icin bircok seyinizi
kisitlamak zorunda kahyorsunuz. Cok kisa siirede yapilacak isleminizi giivenlik
agiklarini kapatabilmek adina uzun siiriiyor. Bazi islemleri yapmaktan gekiniyorsunuz.
Kimisi arama yapacakken sitenin giivenli olup olmadigini arastiriyorsunuz kimi
yerlerde zorluyor bunlar. Rahatsiz edici. Kisitlayici bir durum olusturuyor.” (F3)

“Sosyal hayati etkiliyor tabi. Dijital teknolojiler her yerde. Her yasta maruz
kalabilirsiniz. Egitimli kisilerin dahi maruz kaldigini haberlerde gériiyoruz. Egitim
durumunuz, yasiniz, hayat tecriibeniz bazen ¢ok da koruyucu olmayabiliyor. Kligiik bir
cocugunda 65 yasinda bir profesérlerinde basina gelebiliyor. Her zaman her yerde
karsiniza ¢ikabiliyor. Sosyal hayatinizda daha az fotograf paylasma, dijital ortamda
korunarak yasamaniza neden oluyor. ki ucu keskin bicak gibi aslinda. Teknoloji
hayatimizin vazgegilmez alani ancak su an igin en bliyiik tehditlerden biri. Disarida iste
suraya gitmemeliyim bu mekdan da kétii insanla var basima bir sey gelebilir, ya da gece
12’den sonra disari ¢ikmamaliyim seklinde evde kalabilirsiniz. Gergek yasamda
korunmak biraz daha kolay ancak siber alanda tehlikelere daha agiksiniz. Bu yiizden
sosyal hayati ¢ok etkiledigini diisiiniiyorum.” (F4)

“Siber Zorbalik” temasinin “Korunma Yoéntemleri” koduna ait olan katilimci gorusleri
asagida yer almaktadir:

“Sosyal medya hesaplari kullanmiyorum. Haber sitelerinde okudugum haberlerdeki
bazi kullanici yorumlarini okuyorum onlara katilmiyorum ancak yorum yapmiyorum.
Bankacilik islemlerimi tek bir bilgisayardan yapiyorum. Sadece okuldaki bilgisayardan
banka islemlerimi yapiyorum baska hicbir cihazdan girmiyorum. Higcbir mobil
uygulama kullanmiyorum. Sanal kart kullaniyorum. Kisisel bilgilerimi paylasmiyorum
Isteyen siteler varsa onlari tercih etmiyorum.” (E4)

“Kisisel hesaplarimi yabancilarin gérmesini engelliyorum, bu tiir davranislara meyilli
kisilerle her tiirli iletisimden veya iletisim aracindan gerceklesebilecek etkilesimlerden
kaginiyorum.” (F1)

“Hesaplarimi kapali tutuyorum. Ozellikle sosyal medyada bir sey paylasmamaya
calistyorum. Cok onur kirici seyler gériiyorum. Bir sey beGenmemeye bile calistyorum.
Sosyal medyada gizli hesap kullaniyorum. Baska hesaplar kullanmiyorum. Génderilere
yorum yapmiyorum.” (E10)

“Hayatimi ¢ok gizemli kilmamaya c¢alistyorum. Slirekli bir saklambag¢ oyunu
oynamiyoruz, zorbalgi yapanlara cazip gelmemeye ¢alisiyorum. Cevremdeki
insanlardan ¢ok farkl olmadigimi, beni kesfetmek icin bir gayret sarf etmemesi
gerektigini, ondan bir farkim olmadigina dair bir yasanti siirmeye calisiyorum.
Olumsuz yorum gelecegini diisiindiigiim bir paylasim olacaksa bunun lizerinde
diisiintiyorum. Siber zorbalikla ilgili bir egitim almadim.” (F6)

“Siber Zorbalik” temasinin “Céziim Onerileri” koduna ait olan katilimci gériisleri asagida
yer almaktadir:

“Siber zorbalik 6nlemek icin kisisel anlamda bir sey yapilacagini diisiinmiyorum.
Zorbaligi 6nlemek igin kii¢lik yasta egitim verilmeli bilinglendirici afisler vb. her yerde
olabilir. Topluma entegrasyonlari saglanmali ancak editimde ceza oldugunu da
diistiniiyorum. Gergekleri diisiinmemiz gerekiyor, yasal anlamda ceza verilmelidir.”
(E2)

“En basta egitim. Egitimi arttirmak gerekiyor. Benim de cocugum var ¢ocuk yastan
itibaren egitimin verilmesi gerekiyor. Siber zorbalik nedir siber hayatta nasil bir profil
cizmesi gerektigi, nelere dikkat etmesi gerektigine dair. Yetiskinlere de kamu spotu
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seklinde egitim verilebilir. Hem uygulamali hem de gérsel ve isitsel medyada verilmesi
gerekir.” (E5)

“Onlenmesine iliskin en temel gériisiim okul éncesinden baslayarak medyanin etkili,
giivenli kullanimi ile ilgili egitim verilebilir. Cocuklara yalniz olmadigina yénelik bir
egitim stireci gelistirilebilir.” (F6)

“Tiim ¢ocuklarin iyi bir g¢evrede iyi bir aile de blyiimesi bu konuda &nemili.
Biiytdiiklerinde suglu bireyler olmasinlar baskalarini tehdit edecek zarar verecek
bireyler olmasin. Rehabilite edilmeleri gerektigini diistiniiyorum. Ozellikle bununla ilgili
bakanhk kuruldu dogru bir adim oldugunu diisiinliyorum. Siber zorbaligi uygulayan
bireylerin mutlaka tespit edilmesi gerektigini diisiiniiyorum. Onleyici rehberlik
calismalar yapilmasi gerektigini diistiniiyorum. Bu konuda énce ailelerin ¢ocuklarini
dijital diinyaya ve bu diinyaya biraktiklari ayak izleri konusunda bilgilendirmeleri
gerekiyor. Denetimsiz bir sekilde ¢ocuklarini internette dijital teknolojide
birakmamalari gerekiyor. Dogru kullanmayi &gretmeleri gerekiyor. Baskalarinin
haklarina nasil saygi duyacagini haklarini nasil koruyacadini bilmeleri gerekiyor.
Okulla ilgilide iilke ¢apinda da ¢alismalar yapiimal ve bu konuda hassasiyetle
davranmalari gerekiyor. Cesitli tedbirler almalari gerekiyor. Ciinkii bu kendi halinde
¢oziilecek bir konu oldugunu diisiinmiiyorum.” (F4)

“Bence dncelikle siber zorbaligin tanitiimasi ve bununla ilgili miicadeleye girisilmeli.
Uygulayan insanlarda yaptiklarinin siber zorbalik oldugunun farkina varsin. Bilingli
veya bilingsiz sekilde siber zorbalk uyguluyorlar. Yaptiklarinin yanlis oldugunun
farkina varmalari gerekiyor bunun icin ulusal bir miicadele baslatiimasi gerektigini
disiiniiyorum.” (E7)

“Siber Zorbalik” temasinin “Farkindalik” koduna ait olan katiimci gorisleri asagida yer
almaktadir:

“Maalesef son yillarda inaniimaz diizeyde siber zorbalikta artis var ve insanlar bunlari
siber zorbalik olarak gérmiiyorlar. Yaptiklarinin farkinda degiller. Kisiler bu yaptiklarini
kendilerinde hak olarak gérmekte, yaptiklarinin siber zorbalik oldugunu kabul
etmemekte. insanlar da bu konuda bilingsiz oldudu igin farkindalik eksik.” (F2)

“Gliniimtizde teknolojinin gelismesiyle birlikte siddetinde yonii degismis oluyor
bunlardan biri de siber zorbalik. Bu konuda ¢ok fazla bilgim yok ancak ¢evremdeki
insanlarin maruz kalmasi nedeniyle biliyoruz. Siddetin bence farkl bir boyutu.
Insanlarin hayatina é6zgiirliigiine yapilan bir tiir saldir.. Normalde ézellikle ilkokul
ortaokullarda liselerde ergenlik déneminde daha ¢ok zorbalik yapma birbirini ezme
durumunun sosyal medya internette yapiimasi olarak diisiiniiyorum.” (E9)

“Siber zorbaliga genellikle ortaokul ve lise ¢aglarindaki 6grenciler maruz kalyor.
Kendilerini nasil korumalari gerektigini bilmedikleri igin yeterli biling ve dersler
kapsaminda ¢ocuklara bu tip bilgilerin verilmemesi nedeniyle ne yapacaklarini
bilmiyorlar. Tehdit unsurlari da olabiliyor. Yasitlari ya da kendilerinden biiyiik kisilerin
sozlii tacizlerine de maruz kalabiliyorlar.” (D2)
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4. Tartisma, Sonug ve Oneriler

Ogretim elemanlarinin bilgi glivenligi hakkindaki goriisleri, bilgi glivenligini saglamak icin
neler yaptiklari, siber zorbalik hakkindaki gorisleri, siber zorbaliga maruz kalma durumlari, siber
zorbaliktan korunma yéntemleri ve siber zorbaligin énlenmesine dair gorislerini ve onerilerini
almak amaciyla gerceklestirilen goriismeler neticesinde 6gretim elemanlarinin bilgi glivenligine
yonelik gorusleri incelendiginde 6gretim elemanlarinin, teknik donanima ve beceriye sahip
olmasalar da bilgi glivenliginin anlami ve 6nemi konusunda bilince sahip olduklari soylenebilir.
Ogretim elemanlarinin verilerinin giivenliklerini saglamak icin belirttikleri édnlemler arasinda;
glvenli parola olusturma, cihazlarinda sifre ve glivenlik yaziimi kullanma, givenli siteleri
kullanma, erisim izinlerine dikkat etme ve resmi kurumlar harig kisisel verilerini paylasmama
gorisleri 6ne ¢ikmaktadir.

Elde edilen sonuca benzer olarak Canogullari (2021), calismasinda 6gretmenlerin bilgi
givenligi farkindaligina yonelik gorislerini incelemistir. Bu ¢alismasinda 6gretmenlerin bilgi
givenligini net olarak ifade edemeseler de ne oldugunu bildiklerini ve orta diizeyde bilgi sahibi
olduklarini belirtmistir. Ayrica arastirmaya katilan 6gretmenlerin bilgi glvenligine yonelik
aldiklari 6nlemleri glvenilir internet sitelerini tercih etme, parola olusturma, anti virls
programlari kullanma ve veri paylasmada 6zenli olma seklinde belirtmis bu énlemler de genel
olarak bu tez calismasiyla benzerlik gostermektedir. Yine bu ¢alisma ile benzer olarak Kaplanoglu
(2016), farkli bolimlerde gorev yapan 1355 6gretmenin katildigi arastirmada 6gretmenlerin bilgi
givenligi farkindaligini incelemis ve 6gretmenlerin bilgi givenligi farkindaliginin orta diizeyde
oldugunu tespit etmistir.

Gergeklestirilen goriismeler neticesinde 6gretim elemanlarinin bilgi glivenligine yonelik
genel bilgilerinin oldugunu ancak kendilerini koruma konusunda yeterli bilgi ve beceriye sahip
olmadiklari 6éne ¢ikmaktadir. Ayrica 6gretim elemanlarinin biyik bir kismi kimlik hirsizligina
yonelik dnlem alma konusunda ne yapacaklarini bilmediklerini belirtmislerdir. Gokmen ve Akgiin
(2015) ve Canogullari (2021), cahsmalarinda 6gretmenlerin bilgi givenligine yonelik kendilerini
koruma konusunda yeterli bilgiye sahip olmadiklarini belirtmistir. Bu sonuglar elde edilen
sonuclarla benzerlik gostermektedir. Elde edilen sonuglardan farkli olarak Yilmaz, Sahin ve
Akbulut (2016), arastirmalarinda 6gretmenlerin veri giivenligi farkindaliginin ylksek seviyede
oldugunu belirtmislerdir. Bilgi glvenligine yonelik alinmasi gereken onlemler konusunda
ogretim elemanlari ne yapilmasi gerektigini bilmedikleri ve bu konuda yetkili kurumlarin gerekli
tedbirleri almasi gerektigi yonindeki gorisler 6ne ¢ikmaktadir. Bu arastirmadaki sonuglar alan
yazinda yer alan bilgilerle uyusmaktadir (G6kmen ve Akgiin, 2015; Canogullari, 2021).

Arastirma sonucunda o6gretim elemanlarinin siber zorbaliga yonelik cevaplari
incelendiginde siber zorbaligin glinimizde ¢ok sik karsilasilan rahatsiz edici bir durum oldugu
yoniindeki gorisler 6ne cikmaktadir. Ogretim elemanlariyla yapilan goriismeler neticesinde
siber zorbalk kavramini siber alanda gergeklestirilen zorbalik olarak tanimlayan goris hakimdir.
Alan yazini incelendiginde bu arastirmanin sonuglariyla benzer birgok ¢alisma mevcuttur. Tingis
(2022), calismasinda 6gretmenlerin siber zorbalik kavramini dijital zorbalik olarak belirttiklerini
ifade etmistir. Bu sonug bu tez calismasiyla benzerlik gostermektedir. Cemaloglu ve Karadag
(2019), okul miidurlerine yonelik yaptiklari galismada okul muddrlerinin siber zorbalik kavramini
daha cok siber alanda baski yapma seklinde tanimladiklarini belirtmislerdir.

Ogretim elemanlarinin siber zorbalik olarak nitelendirdikleri davranislar; sosyal medya
hesabindan hosa gitmeyen mesaj ve yorumlarda bulunmak, izinsiz verileri paylasmak, sosyal
medya Uzerinden dolandiriciik yapmak, reklam amach telefon cagrilari ve kisa mesajlar
gonderme seklinde 6ne cikmaktadir. Arastirma bulgulariyla benzer sekilde 6gretmenlerin,
ogrencilerinin siber zorbalik davranislarini tanimladigi bir arastirma da 6gretmenlerin siber
zorbalik olarak belirttikleri davranislar; siber alanda izinsiz goriintl paylasma, istenmeyen mesaj
ve yorum yazma seklinde belirtilmistir (Tingis, 2022).
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Ogretim elemanlarina siber zorbaliga maruz kaldiniz mi sorusu yéneltilmis ve gériisme
yapilan 27 6gretim elemanindan 7’si siber zorbaliga maruz kaldigini belirtmistir. Siber zorbaliga
maruz kalmadigini belirten 6gretim elemanlarinin bircogu cevrelerinde siber zorbaliga maruz
kalan bireyler oldugunu ve bununla ilgili duyduklari olaylari anlatmislardir. Arastirma sonuglari
Tingis (2022) ve Serin (2012) arastirma sonuglariyla benzerlik gostermektedir. Tingis (2022),
arastirmasinda gorisme yaptigi 6gretmenlere siber zorbaliga maruz kaldiniz mi sorusunu
yoneltmis ve ¢ogunlugu maruz kalmadigini belirtmistir. Arastirma sonucundan farkh olarak
Metin (2017), arastirmasinda 6gretmenlerin cogunlugunun siber zorbaliga maruz kaldigini
belirtmistir.

Siber zorbaligin nedenlerine yonelik 6gretim elemanlarinin goérisleri incelendiginde
ailevi problemlerden kaynakli psikolojik etmenler oldugu yéninde goriisler 6ne ¢ikmaktadir.
Siber zorbaligin nedenlerine yonelik g¢alismalar incelendiginde benzer sonuglara ulasiimistir
(Cemaloglu ve Karadag, 2019; Eroglu, 2011; Cimen, 2018). Ayrica Tingis (2022), tarafindan
gerceklestirilen arastirmada siber zorbaligin nedenlerine yonelik 6gretmenlerin goérisleri
alinmistir. Goérismeler sonucunda 6gretmenler; ebeveynlerin ¢ocuklari ile yeteri kadar
ilgilenmemesi, ailenin egitim seviyesi ve ailenin ekonomik durumunun siber zorbaliga neden
oldugunu belirtmistir. Bu sonug arastirma sonucunu desteklemektedir.

Ogretim elemanlarinin siber zorbaligin etkilerine yonelik gérisleri incelendiginde
bireysel ve toplumsal olmak (izere iki tema 6ne ¢ikmaktadir. Bireysel etkileri de psikolojik, sosyal
ve akademik olmak (izere ii¢ alt temada toplanmaktadir. Ogretim elemanlarinin siber zorbaliga
maruz kalan bireylerin ne hissettigine yonelik goriisleri ise genel olarak mutsuz, 6fkeli ve endise
duyduklari yoninde olmustur. Ayrica O0gretim elemanlarinin gorisleri incelendiginde siber
zorbaligin bireyin akademik hayatini olumsuz etkileyecegi ve sosyal iliskilerinde de
olumsuzluklara sebep olarak bireyde givensizlik hissi olusturacagl yonindeki goris One
cikmaktadir. Benzer sekilde iscitiirk ve Turan (2015), calismalarinda égretmen adaylarinin siber
zorbaliga maruz kalma durumunda en ¢ok korktuklarini ve sinirli olduklarini belirtmislerdir.

Ogretim elemanlarinin siber zorbaligin énlenmesine yénelik gérisleri incelendiginde
genel olarak kiglk yastan itibaren siber zorbalik ile ilgili egitim verilmesi ve okullarda bu konu
hakkinda ¢alismalar yapilmasi gerektigi yonindeydi. Ayrica atmis yas Usti bireylere de siber
zorbalik ile ilgili farkindalk egitimleri verilmesi gerektigi bircok katilimci tarafindan ifade
edilmistir. iscitiirk ve Turan (2015), calismalarinda 6gretmen adaylariyla siber zorbaliga yénelik
gorismeler gerceklestirmistir. Gorismeler sonucunda 6gretmen adaylarinin siber zorbaligin
onlenmesine yonelik cezalar uygulanmasi gerektigi, bireylerin internet kullanimlarina dikkat
etmesi gerektigi ve bu konu hakkinda egitimler verilmesinin 6énemli olduguna dair gorus
bildirdikleri belirtilmistir.

Arastirmadan elde edilen bulgulara gore bilgi givenligi farkindaligi ve siber zorbalik
egilimine yonelik bu ¢alisma su 6nerilerde bulunabilir.

Yasanan teknolojik gelismelerle dijitallesmenin arttigi bu dénemde artik biitlin
islemlerimizi internet ortaminda gergeklestirmekteyiz. Siber alan dedigimiz bu ortamda
meydana gelecek saldiri ve tehlikelere karsi tedbirli olmak, yeterli bilgi ve beceriye sahip olarak
onlem almak ancak egitimle saglanabilir. Bu anlamda egitim 6gretim faaliyetlerinin basinda yer
alan, yeni nesiller yetistiren ve onlara rol model olan 6gretmenlerimizin bilgi glivenligi ve siber
zorbaliga yonelik farkindahgr énemlidir. Ogretmenlerimizin bilgi giivenligi ve siber zorbaliga
yonelik bilgi sahibi olmasi ve bunu 6grencilerine aktarmasi gerekliliktir. Bu nedenle egitim
fakiltesi miifredatlarina siber glvenlik ve bilgi glvenligi ile ilgili secmeli dersler eklenmelidir.
Bilgisayar ve teknik bolimlerle birlikte diger tiim Universite bolimlerine bilgi glivenligi ve siber
zorbaliga yonelik segmeli ders eklenebilir.

Ogretim elemanlariyla yaptigimiz gériismelerde kendilerini kimlik hirsizligina karsi nasil
koruyacaklarini ve siber saldirlya ugrama durumunda ne vyapacaklarini bilmediklerini
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belirtmislerdir. Buradan yola cikarak tim kurum ve kuruluslarda siber suclara yonelik bir
komisyon kurulabilir. Calisanlar herhangi bir sorunla karsilastiklarinda hizli bir sekilde ne
yapacaklarina dair bilgi alabilirler. Ayrica bu komisyonlar dizenli araliklarla bulunduklari
kurumlarda zorunlu katihm saglanmak kosuluyla siber giivenlik ve siber zorbalikla ilgili is ve
islemleri aksatmayacak sekilde egitimler verebilir. Siber bilgi glivenligi ve farkindaligi hakkinda
kamu spotlari ve sosyal sorumluluk projeleri yapilarak toplumun tiim kesimine ulasilabilir. Bilgi
glvenligi farkindahgi ve siber zorbalikla ilgili arastirmalara kurumsal destekler verilebilir.

Ogretim elemanlariyla yapilan goriismeler neticesinde siber zorbaligin nedenlerine
yonelik aile i¢i problemler ve psikolojik etmenler 6ne ¢ikmaktadir. Bu baglamda siber zorbalik
egilimine karsi ve bilgi glivenliginin saglanmasi amaciyla aile destek birimleri olusturulabilir. Siber
zorbaliga maruz kalan bireylere yonelik licretsiz destek hizmetleri verilebilir.

Calismamizda arastirma 6rneklemini sadece egitim fakiltesinde gorev yapan 6gretim
elemanlari olusturmaktadir. Bu baglamda arastirma evreni ve 6rneklemi degistirilerek daha
genis kapsamli bir calisma ile alana katki sunulabilir.

Etik Komite Onayi: Bu arastirma icin Gazi Universitesi Etik Komisyonundan (10.03.2023 tarih-
E.608679 sayi no) etik izin alinmistir.

Hakem Degerlendirmesi: Dis bagimsiz.

Yazar Katkilari: Yazarlar; bu makalenin arastirilmasi, yazarligi ve yayimlanmasi igin esit diizeyde
katki saglamislardir.

Cikar Catismasi: Yazarlar; bu makalenin arastiriimasi, yazarhgl ve yayimlanmasina iliskin
herhangi bir potansiyel ¢ikar ¢atismasi beyan etmemistir.

Finansal Destek: Yazarlar; bu makalenin arastiriimasi, yazarhigi ve yayimlanmasi igin herhangi bir
finansal destek almamustir.

Yapay Zeka Kullanimi Bildirimi: Yazarlar; bu makalenin arastirilmasi, yazarhgi ve yayimlanmasi
icin herhangi bir yapay zeka aracindan faydalanmamistir.
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Abstract

The objective of this study is to ascertain the opinions of faculty
members in the field of education regarding cyber information security
awareness and the phenomenon of cyberbullying. Phenomenology
design, an approach to qualitative research, was utilized in the study. A
total of 27 instructors from the faculties of education at three different
universities participated in the qualitative data collection process. The
data were obtained through the implementation of the Interview Form
on Cyberbullying and Information Security. The qualitative data was
analyzed using both descriptive and content analysis with the MAXQDA
Pro2020 (20.4.0) program. The following text is intended to provide a
comprehensive overview of the subject matter. The findings indicate
the presence of two overarching themes within the broader context of
the cyber environment, namely cyberbullying and cyber information
security. The following categories comprise the codes under the theme
of cyberbullying: exposure to cyberbullying, cyberbully behaviors,
victimization, perpetration, solution suggestions, protection methods,
awareness, and perception status. The following categories comprise
the codes under the theme of cyber information security: protection
methods, awareness, and identity theft. The results of the research
indicated that the lecturers' opinions on information security were
found to be cognizant of the concept and significance of information
security, despite a lack of technical equipment and skills. The prevailing
perspective that cyberbullying is a pervasive phenomenon in
contemporary society is given due consideration. The prevailing
perspective regarding the concept of cyberbullying, as elucidated by the
interviews with the lecturers, is that it constitutes bullying in cyberspace
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1. Introduction

The advent of new internet technologies has rendered technology an indispensable aspect
of contemporary life, facilitating individuals' daily work and precipitating transformative
changes across a range of domains, including communication, online shopping, and mobile
banking (Cift¢i & Sakalli, 2016). The rapid access and convenience of information afforded by the
internet have led to a significant increase in the usage rate of internet technologies. This has
resulted in the digitization of information and the electronic protection of data by both
institutions and individuals. The capacity to store large data sets, access data instantly and from
any location, and easily access databases over the network are considered among the most
significant advantages of internet technologies. These developments have increased the
importance of information technologies and brought the issue of information security to the
forefront (Mallaboyev et al., 2022).

In the context of individual information security, the term refers to the protection, storage
and access of personal data in digital environments. In the context of corporate information
security, it encompasses the protection of information devices, the storage of data, and the
implementation of measures to prevent the occurrence of risky activities (Eminagaoglu &
Goksen, 2009). The use of social media allows individuals to disseminate their posts to a vast
audience, even in the absence of the requisite equipment. However, the very nature of social
media platforms gives rise to a multitude of negative outcomes, primarily due to their capacity
to facilitate communication, data transmission to a vast audience, and information exchange.
Some individuals engage in cyberbullying by exploiting these environments and perpetrate
cybercrimes by defrauding others through platforms such as mobile phones, email, chat rooms,
and social networking sites (Deschamps & McNutt, 2016). It is crucial for individuals to possess
knowledge regarding cybersecurity and cybercrime while utilizing the Internet to safeguard
themselves from the potential risks they may encounter in the digital domain (Aksogan et al.,
2018).

While it is crucial for individuals to utilize technology in a purposeful and conscious manner,
closely monitoring technological advancements to safeguard their data and ensure the security
of their information, it is equally important to raise awareness and equip our invaluable
educators, who play a pivotal role in nurturing the next generation and serve as role models for
future generations, with the knowledge and skills necessary to navigate the digital landscape
securely (Canogullari, 2021). The phenomenon of cyberbullying represents a significant
challenge for young people, who are increasingly reliant on digital technologies within and
beyond the educational context. This form of intimidation and harassment can have a
detrimental impact on individuals across a range of domains, including psychological,
sociological, physiological, and economic. Furthermore, it leaves them vulnerable to criminal
victimization. In order to mitigate these negative outcomes, it is imperative to disseminate
information regarding information security and to enhance awareness-raising activities on this
matter (Talib, 2014).

A literature review was conducted on the subjects of cyberbullying and information
security. Gokmen and Akgun (2015) examined the competencies of students in the teaching
department to provide information security training. The research yielded findings indicating
that the majority of pre-service teachers had not received training to ensure information
security. Furthermore, the majority of these teachers lacked the competencies necessary to
teach cyber information security courses. The following text is intended to provide a
comprehensive overview of the subject matter. In his study on secondary school teachers, Metin
(2017) sought to ascertain the extent of teachers' exposure to cyberbullying and the protective
measures they employ. The study's findings indicated that a significant proportion of the sample
population, specifically 95%, had experienced exposure to cyberbullying. In 2022, Tingis
conducted an investigation into the perspectives of educators concerning cyberbullying.
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Teachers posit that cyberbullying constitutes a form of digital bullying, aimed at causing distress
to the targeted individual. They further delineate that the unauthorized acquisition and
dissemination of information constitutes a form of bullying behavior. Yavuz's (2023) study
examined the participants' information security awareness and digital literacy levels. The
researcher employed a multifaceted approach, utilizing a range of variables to assess these
constructs among the sample group of teachers. The findings of the study indicated a positive
and moderately significant relationship between the cybersecurity awareness and digital
literacy levels of the teachers participating in the study. Nezgitli and Arslan's (2022) research
study examined the information security awareness of individuals employed in the private
sector and public institutions. The study also examined the measures and activities employed
for information security in the workplace. The study's findings indicated significant differences.
In their study, Pusey and Sadera (2011) examined the knowledge, awareness, and perceptions
of pre-service teachers regarding their ability to teach cyber information security to their
students. The findings of the research indicate that pre-service teachers possess a certain degree
of knowledge in the domain of cyber information security. However, the investigation revealed
a deficiency in their ability to effectively transfer this knowledge. A review of extant studies in
the field revealed a paucity of research on faculty of education lecturers, despite the fact that
these individuals are responsible for the education of teachers. This research was therefore
deemed necessary. Studies on cybersecurity and information awareness have been carried out
on teachers, prospective teachers, and university students; however, there has been a limited
number of studies conducted with faculty of education lecturers.

The principal objective of this research is to ascertain the perceptions of academic staff
employed at the Faculty of Education with regard to the issues of cyberbullying and information
security. In addition, the research seeks to determine the extent of awareness and tendency
towards cyberbullying, as well as the challenges encountered in this regard. Finally, it aims to
present potential solutions to these challenges. In addition to our primary objective, we sought
to address the following sub-problems, which were identified as requiring further investigation
in our study.

The research is comprised of several sub-problems, which are outlined below. The
lecturers working at the Faculty of Education;

What are their views on information security?
What are their perspectives on the phenomenon of cyberbullying?
2. Method

Phenomenology design, a qualitative research method, was employed in the study. The
data sources for phenomenology, as outlined by Yildirnm & Simsek (2016), are the groups that
experience and can reflect upon the phenomenon under investigation. In the study, the opinions
of the lecturers on information security and cyberbullying were obtained through the utilization
of the 'Interview Form on Cyberbullying and Information Security', which encompassed the
problems experienced on this issue and the measures to be taken.

2.1. Study Group

The study group comprises academic staff engaged in teaching and research activities
within the faculties of education during the 2022-2023 academic year. The study group's
research commenced with the selection of the university. At this juncture, the University
Ranking by Academic Performance (URAP) 2023-2024 was consulted to ascertain the academic
performance of state universities in the Central Anatolia Region that host the faculty of
education. This revealed that there were 18 universities in total. The determined list was divided
into three sections, designated as upper, middle, and lower, in accordance with the arithmetic
mean and standard deviation. The universities that exhibited a score exceeding the arithmetic
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mean by one standard deviation were identified as belonging to the upper group. Those with a
score between one and minus one standard deviation were classified as belonging to the middle
group, while those with a score below minus one standard deviation were designated as
belonging to the lower group. (URAP) 2023-2024 ranking of state universities with a faculty of
education: the maximum score was determined to be 1072, while the minimum score was
determined to be 442. The standard deviation value of the list was found to be 189.47, while
the arithmetic mean was calculated to be 755.76. The results of the calculations indicate that
four universities are in the upper group, 11 universities are in the middle group, and three
universities are in the lower group. At this juncture, the aforementioned groups were accepted
as strata, thereby establishing the number of universities to be included from each group. The
use of stratified sampling allows for a more representative sample of the population, thereby
reducing sampling error. In order to minimize sampling error, the stratified sampling method
requires a large universe to be sampled. Therefore, since the number of samples to be taken
from the universe is high, homogeneous universes should be used in order to work with fewer
samples (Yildirim & Simsek, 2016). At this juncture, one university from each of the three strata
was selected. In the second stage of the sample selection process, the lecturers employed by
the Faculty of Education were invited to participate in the study, ensuring maximum diversity
across the sample. In order to achieve this, the maximum diversity sampling method was
employed. The principal objective of this methodology is to generate a relatively modest sample
size and to encapsulate the diversity of individuals who may be involved in the issue under
investigation, operating at the optimal level (Yildirnm & Simsek, 2016).

In order to ensure maximum diversity, both universities were selected from different strata,
as were the lecturers working in different departments of the faculty. A total of 27 lecturers
from three universities took part in the study group. The universities included in the study were
assigned the codes D, E, and F. University D is situated within the upper group, and the study
was conducted with the participation of ten lecturers. The lecturers who participated in the
study were distributed as follows: nine were female and one was male. They were employed in
the following departments: Turkish and Social Sciences Education, Mathematics and Science
Education, Educational Sciences, Elementary Education, Computer Education, and Instructional
Technology Education. University F is situated within the intermediate group, with seven
lecturers participating in the study. The teaching staff comprised five female and two male
lecturers, who were employed in the departments of Educational Sciences, Physical Education
and Sports Education, Mathematics and Science Education. University E is part of the
aforementioned subgroup, and 10 lecturers took part in the study. Two of the participants were
female and eight were male. They were employed in the departments of Turkish and Social
Sciences Education, Educational Sciences, Physical Education and Sports Education,
Mathematics and Science Education.

In qualitative research, the objective is to define the existing phenomenon in such a manner
that data saturation is achieved. In the present study, data saturation was reached with 27
participants, and the data collection process was consequently terminated. The fundamental
principle that is employed in determining the appropriate sample size is the attainment of data
saturation (Baker & Edwards, 2012).

2.2. Data Collection Instruments

A semi-structured interview form comprising 15 open-ended questions, devised by the
researcher, was employed to elicit the opinions and recommendations of the lecturers on the
subjects of cyberbullying and information security. A semi-structured interview allows for
greater flexibility than a structured interview technique. In this interview method, the
researcher prepares the interview text, including the questions they intend to pose, in advance.
Nevertheless, throughout the course of the interview, the researcher is able to exert influence
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over the direction of the conversation by posing additional questions, thus enabling the
participant to elucidate and articulate their responses with greater precision (Ttrnuklt, 2000).

In the preparation of the form, the main themes of the concepts of security and
cyberbullying, and the basic principles in the preparation of the interview form were taken as a
basis. In order to guarantee the content validity of the form, it was subjected to an examination
by three experts in the field of education and three experts in the field of language. In light of
the expert feedback, the draft form was revised and finalized. The “Interview Form on
Cyberbullying and Information Security” comprises a total of 15 questions.

The present study examined participant and setting confirmation, which is a sub-dimension
of credibility. The participants were interviewed in a setting conducive to expressing themselves
freely, and the interviews were recorded with their consent. The participants were informed
that they were at liberty to disengage from the study at any time and that their records would
be returned to them upon their request. In the selection of participants, maximum diversity
sampling, a purposeful sampling method, was employed to ensure transferability. To ensure
data diversity, a diverse sample of participants was recruited from multiple universities, various
academic departments, and a range of genders.

In addition to conducting a thorough analysis of the data using the MAXQDA 2020 (20.4.0)
program to ensure direct quotation, which is a sub-dimension of the credibility of the research,
the researchers independently coded the data. Following the collection of independent data,
the researchers convened to compare the codes and themes. They then created a data key by
identifying the common codes. In addition to the triangulation of researchers, the participants'
direct views were incorporated into the data reporting. At this stage, the code maps and data
were presented to three educational sciences experts, and triangulation was made in the
analysis of the data.

2.3. Analysing and Interpreting the Data

The opinions of the lecturers on the subjects of cyberbullying and information security were
obtained through the utilization of the Interview Form on Cyberbullying and Information
Security. The data obtained at the conclusion of the interviews were subjected to content
analysis. The data were subjected to analysis using MAXQDA Pro 2020 (20.4.0) software. In order
to prevent the loss of data resulting from content analysis, the interviews were audio recorded
with the consent of the participants. The objective of audio recording the interviews was
twofold: firstly, to prevent data loss and secondly, to facilitate data mining. The mean duration
of the interviews was found to be 50 minutes. The audio recordings were subjected to multiple
listening sessions and subsequently transferred to a digital environment, thereby enabling the
retrieval of the original, unprocessed textual data. Subsequently, the coding stage was initiated,
followed by the commencement of the analysis process. In order to enhance the reliability and
validity of the data presented in this study, direct quotations have been provided without any
interpretation. The names of three distinct universities were assigned to the codes D, E, and F,
respectively. In lieu of the names of the lecturers employed at these universities, codes such as
D1, E1, and F1 were utilized.

3. Findings

This section is concerned with the responses of the lecturers to the research questions
“What are the views of the lecturers on information security?” and “What are the views of the
lecturers on cyberbullying?”. The views of lecturers employed at three distinct universities on
the subjects of cyberbullying and information security were gathered through the utilization of
the Interview Form on Cyberbullying and Information Security. The data obtained from the
interviews were subjected to content analysis, a method of analysis and coding that was
employed to facilitate the organization and interpretation of the data. Sub-themes were derived
from the identified codes, and themes were formed from the sub-themes. In alignment with the
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data obtained, the following codes, sub-themes, and themes are included under the overarching
theme of the cyber environment. The overarching theme of the cyber environment, along with
the pertinent sub-themes and codes, is illustrated in Figure 1. These are situated within the
context of the research sub-problems.

Figure 1.

A Hierarchical Model of Code Sub-Codes Based on the Views of Lecturers on Cyberbullying and
Information Security

PERCEPTION STATUS

HAVE YOU BEEN SUBJECTED TO

CYBERBULLYING? \ / AWARENESS PROTECTION METHODS / AWARENESS

VICTIMISATION CVBERBULMNG / CYBER INFORMATION SECURITY
BULLYING \ CYBER ENVIRONMENT
IDENTITY THEFT
CYBERBULLY BEHAVIOURS PROTECTION METHODS

SOLUTION SUGGESTIONS

Upon examination of Figure 1, the instructors have identified two primary themes within
the overarching theme of the cyber environment: cyberbullying and cyber information security.
The subject of cyberbullying is addressed under the following headings: exposure to
cyberbullying, cyberbully behaviors, victimization, bullying, solution suggestions, protection
methods, awareness, and perception status. The theme of cyber information security is similarly
explored under the following headings: protection methods, awareness, and identity theft. The
participants’ opinions that have been categorized as belonging to the “Awareness” code under
the “Information Security” theme of the “Cyber Environment” main theme are presented below.

“There are compulsory cyber information security training seminars organized by
our university, | attend them, consisting of 5-6 courses. | pay attention to some
warnings on social media or on the internet. | pay attention to them because | am
an active user. There are also aspects of cyberbullying that | do not think about, |
look at it more from my own point of view. There are also different situations. These
trainings were productive for me. Awareness has been raised, and | act more
carefully. | think the training is sufficient.” (F7)

“It brings people closer to paranoia. There are programs that follow what people do
and where they go. Even when you go on the internet, everything you do is tracked
with a virus stuck in an unexpected email. According to them, your computer
becomes a ghost computer. No matter what you do, you cannot get rid of it. They
follow everything you do on the internet and your steps.” (D2)

The following section presents the participants’ opinions pertaining to the “ldentity
Theft” code, which falls under the “Information Security” theme of the “Cyber Environment”
main theme.

“Everywhere we go shopping, we give identity etc., information. This is risky. |
cannot take a precaution as a citizen, our state needs to take a precaution. | think
institutions and the private sector should have a situation such as not requesting
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some information and not archiving it. We use our identity address information
even in shopping. This is very risky, | think our state should make a regulation on
this issue.” (E7)

“I don’t think that much precaution will be taken against identity theft. We have
contact etc., information everywhere. | have a web page where | have my name and
address. Until two years ago, the school website had my mobile phone number, but
I deleted it two years ago. | enter my ID number everywhere, we share our personal
data. | don’t think any measures can be taken against identity theft. There are
people who hack into the grading system of students and change their grades. They
hack the system and change the grades. People use their information for their own
interests.” (E3)

The following section presents the participant opinions belonging to the "Protection
Methods" code under the "Information Security" theme of the main theme of "Cyber
Environment."

"I don't give my ID number anywhere, | share information where | am sure of its
reliability. When | shop with a card, | don't save card information. | don't save my
passwords. Using a virtual card is the safest. | do not save information on my
phone." (E4)

“I prefer not to connect to the internet from open networks to protect my privacy. |
do not connect to the internet from the networks of municipalities, cafes, etc. | use
the secure internet at home and at school. | do not share my personal data and
pictures. | pay attention to cookies on sites. | do not activate the microphone feature
and camera feature.” (E10)

The overarching theme of cyberbullying, along with its constituent sub-themes and
codes, is illustrated in Figure 2.
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Figure 2.

A Hierarchical Model of Code-Based Sub-Codes, Which Represents the Views of Lecturers on the
Phenomenon of Cyberbullying.

PERCEPTION STATUS (28)

HAVE YOU BEEN SUBJECTED TO AWARENESS (19)
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N ]
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THOUGHTS ABOUT HACKERS
27

Figure 2 presents an examination of the sub-themes associated with the theme of
cyberbullying, organized into eight categories: exposure to cyberbullying, protection methods,
cyberbully behaviors, perception status, victim status, bully status, solution suggestions and
awareness. Upon closer examination of Figure 2, it becomes evident that the sub-theme "Have
you been exposed to cyberbullying?" is comprised of two distinct codes: "l have been exposed
to cyberbullying" and "I have not been exposed to cyberbullying." The sub-theme of “being a
victim” comprises the following codes: “cyberbullying, reaction and effect”. The sub-theme of
“being a bully” comprises the following codes: “reason, feelings and thoughts about hackers”.
The participant opinions pertaining to the “Perception Status” code within the “Cyberbullying”
theme are presented below.

“In my opinion, cyberbullying is to discredit the other person psychologically,
intentionally or unintentionally, due to different reasons such as jealousy,
humiliation, etc.” (E2)

“Unwanted behavior or unwanted intervention in everything, including the private
lives of people in the digital environment.” (E7)

“Cyberbullying; domination of a person against his/her will in the cyber
environment. The domination of a person against his/her will through media
channels.” (F6)

The following section presents the participant opinions pertaining to the “Bully Status”
code within the “Cyberbullying” theme.

“From the bully’s point of view: He feels a short-term personal satisfaction. | think
it will not be enough for him afterwards. | think it will continue continuously. I look
at the people who comment on Twitter, some people comment under everything.
When they see cyberbullying somewhere, they respond to it, the bully continues to
bully, but the respondent is constantly responding. They make explanations.
Personal satisfaction, finding a face to do more.” (D5)
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“Actually, | think it is due to an inferiority complex. They see themselves as having
the authority to reach people because they can reach people who are reachable. It
is a bad situation when a speaker can reach the other person with an anonymous
account and tell them what they want. Since they see themselves as inferior, they
try to get on top and bully. They are more comfortable because they hide
themselves.” (D6)

“Because they are afraid of social norms, they do it more easily over the internet
because it is more hidden and in a way that does not identify them. People who do
it consciously still have courage, but | don't think they have courage.” (D8)

“People who are really psychologically disturbed. People who have not been able to
prove themselves in the real world and try to realize their deficiency in other worlds.
People who do not realize that the virtual world is a real world, a part of it. Perhaps
these are people who do not know that what they are doing is a criminal offence, |
think they are people who relieve their own conscience. | think this is based on a
psychological disorder. They will create a space for themselves in the virtual world.
In fact, instead of using their knowledge in different fields, they use it in wrong
fields.” (F3)

The following section presents the participant opinions pertaining to the “Reason” sub-
code of the “Bully Status” code, which falls under the “Cyberbullying” theme.

“I think of cyberbullies in several ways. | think there are those who do it for economic
and material reasons, those who do it for self-satisfaction, and those who want to
show themselves in this medium who are not socially accepted. Economic reasons,
self-satisfaction, and the effort of people who are excluded from society to show
themselves.” (E8)

“The person has been subjected to cyberbullying, has deprivations, problems in
family life, problems in family life, | think these situations are caused by individuals
who are not accepted among their friends, who are oppressed, who think they are
something. In general, | think that people who are oppressed in society, people who
cannot defend their rights when we come face to face, people who cannot show
themselves, emerge as an effort to show themselves in the virtual world. He is not
aware of how he harms the other person. | don’t think they do it consciously. There
are many who do it unconsciously. For example, at school, students make fun of
each other, make fun of their physical characteristics. It is done more especially by
male students. | don’t think they do it consciously. Since they do it in a virtual
environment, they don’t know the consequences of what they do, they can’t see the
person in front of them, they don’t know their reaction.” (E9)

“It may be psychological or physiological. | don't think the person who does it is only
malicious. The person who bullies may have an impulse that they are missing. Being
a shadow is sometimes useful. In the Casper cartoon, we liked the fact that he was
invisible in all environments. Access to mystery. It is not only about gaining benefits
while applying bullying, but the information he/she obtains about the other person's
private life can make him/her an authorized person. | know this information about
you. There is a sense of dominance, of taking over the other person.” (F6)

The following section presents the participant opinions belonging to the "Feelings" sub-
code of the "Bully Status" code of the "Cyberbullying" theme.

The following section presents the participant opinions pertaining to the "Feelings"
subcode of the "Bully Status" code within the "Cyberbullying" theme. “He feels a
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sense of satisfaction. | am intimidating the other person, | am making them do what
Isay.” (D2)

“When they bully and are not caught, they feel a sense of pleasure when they
achieve the goal and they will want to do it again and again to experience the
feeling of satisfaction. He will do it again and again to experience that excitement
with the anxiety of getting caught. Like a variable intermittent reinforcer, he will
feel pleasure as he does it and will continue to do it as he feels pleasure.” (E1)

“He feels excitement, satisfaction. He feels his loser, helplessness, if he has been
wronged.” (E3)

“By talking online, he feels valuable, he proves his existence. He feels good. It is
probably a pleasure for him to access information or assets that he cannot reach.
This is related to the level of moral development. Those at a low level do not feel
uncomfortable because they think that right and wrong change in any environment.
They feel happy.” (D8)

The following section presents the participant opinions pertaining to the sub-code
"Thoughts about Hackers" of the "Bully Status" code within the "Cyberbullying" theme.

“Hackers are actually committing an act of cyberbullying, regardless of their
intentions. It is not right to enter and obtain information without permission, to
show what they have not done as if they have done it. There are more hackers today
because the use of software and computers has increased a lot compared to our
era. However, | think they are illegal and they are bullies because they are
malicious.” (E1)

“Hackers are bad if they misuse their information, but they are good if they use it
for intelligence on behalf of our state. There are sites set up by hackers that only
they can access and these are very dangerous platforms. What hackers do is to earn
easy money and this should not be encouraged.” (E4)

“Hackers have both good and bad sides. | think hackers are very misunderstood. |
think it would be good if they weren't. Some of the things that hackers do are
tremendous, but if you leave the door open when you leave the house, a thief will
enter that house. If you do not take the necessary precautions on social media,
hackers will infect you. It is up to you to take precautions.” (E8)

“I think hackers are very smart. | wish | had such a talent. | don't know that much
about computers. | wish they would use their skills for legal purposes. Actually, our
state, young people are very curious about such things. Just for fun, children are
trying to do something. Our state has made a call to our youth in this sense. There
are very successful children in the past year. They called for children with skills in
informatics and hacking to work for the state and we should give them training. |
think this is a very good idea.” (F5)

The following are the participant opinions belonging to the "Cyber Bully Behaviors" code of
the "Cyber Bullying" theme:

“The behaviors that can be described as cyberbullying are the use of personal data,
receiving disturbing messages from people we do not know, monitoring the sites we
access and our passwords. In digital environments, the fact that there are adults
who enter between children like children and are interested in children may mislead
children. Big brothers and sisters who pass as virtual parents are a great risk
because they are also effective in directing children’s sexual tendencies and
increasing the family conflict environment.” (E1)
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A total of 20 participants indicated that they had not been exposed to cyberbullying, while
7 participants stated that they had been exposed to such behavior. These findings are in line
with the “Exposure to Cyberbullying” code of the “Cyberbullying” theme. Among the lecturers
employed at D University in the upper group, one participant indicated that they believed they
had been subjected to cyberbullying, whereas nine lecturers stated that they did not consider
themselves to have been affected by such behavior. Among the lecturers employed at F
University, two participants indicated that they believed they had been subjected to
cyberbullying, while five stated that they did not believe they had been exposed to such
behavior. Among the lecturers employed at the E University in the lower group, four participants
indicated that they believed they had been subjected to cyberbullying, while six lecturers stated
that they had not been exposed to such behavior. Figure 3 illustrates the sub-codes associated
with the “Victimization Status” code for academic staff.

Figure 3.
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Figure 3 illustrates the code structure of the sub-theme of victimization. The titles
pertaining to impact, reaction, and cyberbullying were categorized as discrete entities. The
responses indicated that the "effect" could be classified into two categories: individual and
societal. Additionally, the individual could be further delineated into three structural
components: psychological, academic, and social.

The opinions of participants pertaining to the sub-code of “Being a Victim” within the
overarching theme of “Cyberbullying” are presented below. Participants’ opinions regarding the
“Cyberbullying Exposure”, “Effect”, and “Societal” subcodes of the “Becoming a Victim” code of
the “Cyberbullying” theme are given below:

“l was exposed to cyberbullying. It was not a big event. | was not under the influence
because | was conscious. | was uneasy about who and what it was, where it came
from, and why it found me. It did not have a big effect because | knew what to do. |
recently experienced that my phone number was copied, and others were called and
illegal transactions were made through it, and | went to the prosecutor’s office and
took the necessary actions.” (E7)
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“If | stayed, | personally do not hesitate to fight with people, | try to get along by
talking. However, when | receive bad comments on social media, my heart gets
stuck. I think | would involuntarily respond to it. | would definitely respond back.”
(D5)

“And you know that this will continue to increase. You are even more anxious, your
hands and feet are tangled. It is not an event that happens to you all the time, it is
not a physical event so that you can react immediately. We do not have much
information about what the cause is and how to solve it. People are afraid of what
they cannot see. Fear arises.” (F3)

“There is no awareness about cyberbullying in our society. That is why | find your
work valuable. There is a unit on cyberbullying in the state. However, | think there
is ignorance among our people that it is not widespread in the society. As a society,
we have good intentions and we are more susceptible to being deceived. Generation
Z are more victims. Generation Z uses technology more than us, but they are more
ignorant than us and then the elderly are in great danger. Older people are more
closed to change, they reject innovations more. There is a really big lack of
education about cyberbullying. | am at a university where eight out of ten professors
don't even know. I did not receive any training on cyberbullying. It was part of in-
service training. | did not come across a training at the university student level. |
think | am very ignorant about this issue.” (D1)

“In terms of society, our people are very inadequate in this regard. The incidence of
bullying is very high. People do not know what to do because of helplessness and
ignorance. That’s why | see a lot of helplessness in people, not knowing what to do.
Sometimes there is a tendency not to go in order not to disturb law enforcement. It
is more dangerous for people above a certain age.” (E5)

“As in all areas of society, loss of trust, restlessness, uneasiness, anxiety, anxiety to
control things, especially our elderly are in great danger. Not the elderly, we are all
exposed in one way or another. They say that they are calling from the police and
trying to deceive and defraud people. They try to put us all in this situation by using
spiritual values.” (F5).

The opinions expressed by participants pertaining to the “Individual”, “Psychological”,
“Academic”, and “Social” sub-codes of the “Being a Victim” code within the “Cyberbullying”
theme are presented below.

“Cyberbullying affects our social life badly. You feel unhappy, it affects your life
satisfaction, the psychological well-being level decreases, insecurity occurs. Anxiety
increases when you encounter cyberbullying. When you encounter too much,
anxiety increases constantly. Psychological discomfort occurs.” (F1)

“I felt very bad. You feel helpless. The age at which a person is cyberbullied is also
very important. | was subjected to such bullying in my early 20s, and | felt helpless
and powerless. It was like the worst thing in the world had happened to me. Now,
of course, | don’t feel like that. People feel the tendency to blame themselves, even
though they have no guilt. In addition, the thought of my photo being in someone
else’s hands and the thought that they would use it for bad purposes worried me a
lot.” (D1)

“Fear and anxiety are the feelings | feel most often when | am exposed to bullying.
I actually know what | should do when | encounter such a thing. When | encounter
a wrong message, | know that | should delete the e-mail without opening it, but
when | encounter it, | get scared and anxious.” (E4)
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“It affects academic safety, it takes time. It affects your concentration. Such things
spread quickly among students. Everyone has heard about it and no matter how
much you try to explain yourself, it creates insecurity and affects the flow of the
lesson. The normal flow is disrupted. Actually, the internet is very good in terms of
communication, but it is not nice to misuse the dissemination of information.” (F3)

“If my students do something to me, if | am exposed to this, there may be many
students who will not choose my course. Making bad comments about the instructor
on social media in order to defame his/her name would also make classroom
management difficult for the instructor. Prejudice may occur. Students who will take
my course may not be able to take my course because of other students' comments
about me. It may affect the classroom climate. It can be difficult to bring the class
together. The more peaceful the classroom environment is, the higher the success
at the end of the year.” (D2)

“When we make a post, we also think about how others will perceive it. | think it
restricts our social life in some cases. The situation of explaining yourself to people
after being subjected to cyberbullying and thinking about what they think makes
you feel bad.” (D7)

“You have to restrict many things in your social life to create a safer space for
yourself. It takes a long time to close security gaps in a very short time. You hesitate
to do some transactions. Some of you are searching whether the site is safe or not
when you are going to make a search, and in some places they are difficult. It is
uncomfortable. It creates a restrictive situation.” (F3)

“Of course it affects social life. Digital technologies are everywhere. You can be
exposed at any age. We see in the news that even educated people are exposed.
Your education, age, life experience may sometimes not be very protective. It can
happen to a small child and a 65-year-old professor. You can always come across
everywhere. Sharing fewer photos in your social life causes you to live protected in
the digital environment. It’s like a double-edged sword. Technology is an
indispensable part of our lives, but it is one of the biggest threats for now. | should
not go to this place, this place has bad people, something may happen to me, or |
should not go out after 12 o’clock at night, you can stay at home. It is a little easier
to be protected in real life, but you are more open to dangers in cyberspace.
Therefore, | think it affects social life a lot.” (F4)

The following section presents the participants’ opinions pertaining to the “Protection
Methods” code within the “Cyberbullying” theme.

“I don’t use social media accounts. | read some user comments in the news | read
on news sites. | don’t agree with them, but | don’t comment. | do my banking
transactions from a single computer. | only do my banking transactions from the
computer at school, | don’t access it from any other device. | don’t use any mobile
applications. | use a virtual card. | don’t share my personal information. If there are
sites that ask for it, | don’t prefer them.” (E4)

“I prevent strangers from seeing my personal accounts, | avoid any kind of
communication or interaction with people who are prone to such behavior.” (F1)

“I keep my accounts closed. | try not to share anything especially on social media. |
see very insulting things. | even try not to like anything. | use a secret account on
social media. | don’t use other accounts. | don’t comment on posts.” (E10)

“I try not to make my life too mysterious. We are not constantly playing a game of
hide and seek. | try not to be attractive to bullies. | try to lead a life that | am not
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very different from the people around me, that they should not make an effort to
discover me, that | am no different from them. If there will be a post that I think will
receive negative comments, | think about it. | have not received any training on
cyberbullying.” (F6)

The following section presents the participants’ opinions pertaining to the “Solution
Suggestions” code within the “Cyberbullying” theme.

“I don’t think anything can be done personally to prevent cyberbullying. In order to
prevent bullying, education should be given at a young age, awareness-raising
posters, etc., can be everywhere. They should be integrated into society, but | also
think that there is punishment in education. We need to think about the facts,
punishment should be given in the legal sense.” (E2)

“First and foremost is education. We need to increase education. | also have a child,
and education should be given from a young age. What is cyberbullying, how to
draw a profile in cyber life, what to pay attention to. Adults can also be trained in
the form of public service announcements. It should be given both practically and in
audio-visual media.” (E5)

“My most basic view on prevention is that training on effective and safe use of the
media can be given starting from pre-school. An education process can be
developed to show children that they are not alone.” (F6)

“It is important for all children to grow up in a good environment in a good family.
When they grow up, they should not be criminals; they should not be individuals
who will threaten others and harm others. | think that they should be rehabilitated.
I think it is the right step, especially when the ministry was established. | think that
individuals who practice cyberbullying must be identified. | think that preventive
guidance studies should be conducted. In this regard, families should first inform
their children about the digital world and the footprints they leave in this world.
They should not leave their children in digital technology on the internet without
supervision. They need to teach them to use it correctly. They need to know how to
respect the rights of others and how to protect their rights. Studies should be
conducted nationwide in relation to the school, and they should act sensitively in
this regard. They need to take various measures. Because | don’t think this is an
issue that can be solved on its own.” (F4)

“I think first of all, cyberbullying should be introduced and fought against. People
who practice it should realize that what they are doing is cyberbullying. They
practice cyberbullying consciously or unconsciously. They need to realize that what
they are doing is wrong, and | think a national struggle should be launched for this.”
(E7)

The following section presents the participants’ opinions that have been coded as belonging
to the “Awareness” category within the “Cyberbullying” theme.

“Unfortunately, there has been an incredible increase in cyberbullying in recent
years, and people don’t see it as cyberbullying. They are not aware of what they are
doing. People see what they do as their right and do not accept that what they do
is cyberbullying. Awareness is lacking because people are also unconscious about
this issue.” (F2)

“Today, with the development of technology, the direction of violence has changed,
and one of these is cyberbullying. | don’t know much about it, but we know it
because people around me are exposed to it. | think it is a different dimension of
violence. It is a kind of attack on people’s life and freedom. Normally, | think that
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bullying and crushing each other, especially in primary, secondary and high schools
during adolescence, is done on social media on the internet.” (E9)

“Cyberbullying is usually experienced by middle and high school students. They don't
know what to do because they don't know how to protect themselves and they don't
know what to do because there is not enough awareness and such information is
not given to children within the scope of lessons. There can also be threats. They
may also be subjected to verbal harassment by their peers or older people.” (D2)

4. Discussion, Conclusion, and Recommendations

Discuss The interviews conducted to obtain the opinions and suggestions of the lecturers
about information security, the measures they take to ensure information security, their views
on cyberbullying, their exposure to cyberbullying, the methods they use to protect themselves
from cyberbullying and the ways in which they prevent it, indicate that the lecturers are aware
of the significance and value of information security, despite lacking the requisite technical
equipment and skills. In order to guarantee the security of their data, the lecturers have
identified a number of measures, including the creation of secure passwords, the utilization of
passwords and security software on their devices, the use of secure websites, the exercise of
caution with regard to access permissions and the avoidance of the sharing of personal data
with non-official institutions.

In a similar vein, Canogullari (2021) examined teachers' perspectives on information
security awareness in his study. In his study, he asserted that although teachers were unable to
articulate information security in a clear manner, they possessed a fundamental understanding
of the concept and demonstrated a moderate level of knowledge. Furthermore, the measures
employed by the educators involved in the investigation to ensure information security were
outlined as including the utilization of reliable online resources, the generation of passwords,
the deployment of anti-virus software, and the exercise of caution when disseminating data.
These precautions are largely analogous to those prescribed by this thesis study. Similarly,
Kaplanoglu (2016) investigated the information security awareness of teachers in a study
involving 1,355 educators from diverse departments. The findings indicated that the information
security awareness of teachers was at a medium level.

The interviews revealed that the lecturers possess a general understanding of information
security, yet they lack the requisite knowledge and skills to safeguard their own digital security.
Furthermore, the majority of the lecturers indicated that they lacked the knowledge required to
implement measures to combat identity theft. In their respective studies, Gokmen and Akgiin
(2015) and Canogullar (2021) have asserted that educators lack the requisite knowledge to
safeguard themselves against information security threats. The results obtained are comparable
to those previously documented. In contrast with the findings of the present study, Yilmaz,
Sahin, and Akbulut (2016) asserted in their investigation that educators demonstrate a high level
of awareness regarding data security. In regard to the measures to be taken for information
security, the opinions that the lecturers are uncertain as to the appropriate course of action and
that the authorized institutions should assume responsibility for implementing the necessary
measures prevail. The findings of this study are consistent with the existing literature on the
subject (Gokmen & Akglin, 2015; Canogullari, 2021).

The findings of the research indicate that, when the responses of the lecturers to questions
about cyberbullying are analyzed, the view that cyberbullying is a significant and prevalent issue
in the present day emerges as a prominent theme. The interviews with the lecturers have led to
the conclusion that the concept of cyberbullying can be defined as bullying in cyberspace. A
review of the literature reveals numerous studies that yield comparable results to those of this
particular study. In his study (2022), Tingis asserted that educators equated the phenomenon of
cyberbullying with the broader concept of digital bullying. The outcome of this study is
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comparable to that of our previous investigation. In their study on school principals (2019),
Cemaloglu and Karadag defined cyberbullying as "pressurizing in cyberspace."

The behaviors that the lecturers identified as cyberbullying were as follows: the posting of
unkind messages and comments on social media accounts; the sharing of unauthorized data;
the perpetration of fraud on social media; and the sending of phone calls and text messages for
advertising purposes. The results of the present study are consistent with those of a previous
investigation in which teachers were asked to define the cyberbullying behaviors of their
students. The behaviors that teachers identified as cyberbullying were sharing images in
cyberspace without permission, writing unwanted messages and comments (Tingis, 2022).

The lecturers were queried as to whether they had been subjected to cyberbullying. Seven
of the 27 lecturers interviewed indicated that they had been affected by such behavior. The
majority of lecturers who indicated that they had not been exposed to cyberbullying reported
that there were individuals in their immediate vicinity who had been affected by such incidents.
These individuals had shared their experiences with the lecturers. The findings of the present
study align with those of previous research conducted by Tingis (2022) and Serin (2012). In his
study, Tingis (2022) inquired of the teachers he interviewed whether they had been exposed to
cyberbullying. The majority of respondents indicated that they had not been exposed to such
incidents. In contrast with the findings of the research, Metin (2017) asserted that the majority
of teachers had been exposed to cyberbullying.

A review of the literature reveals that the majority of lecturers believe that psychological
factors, often rooted in family problems, are the primary causes of cyberbullying. A review of
the literature on the causes of cyberbullying revealed a similar set of findings (Cemaloglu &
Karadag, 2019; Eroglu, 2011; Cimen, 2018). Furthermore, the study conducted by Tingis (2022)
investigated the opinions of teachers regarding the causes of cyberbullying. The interviews
revealed that teachers attributed the occurrence of cyberbullying to three key factors:
insufficient parental interest in their children, the educational level, and economic situation of
the family. This outcome is in accordance with the findings of the research project.

A thematic analysis of the opinions expressed by lecturers on the effects of cyberbullying
reveals two key themes: individual and social. The individual effects are grouped into three sub-
themes: psychological, social, and academic. The lecturers' opinions regarding the emotional
states of individuals who have been subjected to cyberbullying were predominantly
characterized by feelings of distress, anger, and anxiety. Furthermore, an analysis of the opinions
expressed by the lecturers reveals a consensus that cyberbullying has a detrimental impact on
an individual’s academic performance, social relationships, and sense of security. Similarly,
iscitiirk and Turan (2015) asserted in their study that prospective teachers were most concerned
and distressed in the event of being subjected to cyberbullying.

In examining the opinions of the lecturers on the prevention of cyberbullying, it was found
that there was a consensus that education about cyberbullying should be provided from an early
age and that studies should be conducted on this subject in schools. Furthermore, numerous
participants asserted that individuals aged 60 and above should be provided with awareness
training on cyberbullying. Furthermore, they argue that information about cyberbullying should
be integrated into the curriculum of educational institutions. In their study, iscitiirk and Turan
(2015) employed the use of interviews with pre-service teachers to gain insight into their
perceptions of cyberbullying. The interviews revealed that prospective teachers believe that
penalties should be imposed to deter cyberbullying, that individuals should exercise caution in
their online activities, and that training programs on this topic are essential.

The findings of the research allow for the formulation of the following suggestions
regarding information security awareness and cyberbullying tendencies.In the current era of
accelerated digital transformation, driven by technological advancements, individuals and
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businesses are increasingly reliant on the internet for all their transactional needs. In the context
of the digital realm, known as "cyberspace," it is imperative to exercise caution and vigilance
against potential threats and hazards. The acquisition of pertinent knowledge and the
cultivation of essential skills are paramount in this endeavor. These objectives can be best
achieved through a comprehensive educational framework. In this regard, the awareness of our
teachers, who are at the forefront of educational activities, who raise new generations and serve
as role models for them, regarding information security and cyberbullying is imperative. It is
imperative that educators possess a firm grasp of the principles of information security and the
dynamics of cyberbullying, and subsequently impart this knowledge to their students.
Consequently, it is imperative that faculties of education incorporate elective courses on cyber
and information security into their curricula. The integration of an elective course on
information security and cyberbullying into the existing university curriculum is a potential
solution. This course could be offered not only in computer and technical departments but also
in other relevant fields. In the course of our interviews with lecturers, it was revealed that they
lacked the necessary knowledge to protect themselves against identity theft and were uncertain
of the appropriate course of action to take in the event of a cyberattack. Consequently, the
establishment of a commission on cybercrime within all institutions and organizations is
recommended. In the event that employees encounter any problems, they are able to access
pertinent information in a timely manner. Furthermore, these commissions have the capacity to
deliver training on cybersecurity and cyberbullying at regular intervals, without causing
disruption to ongoing work and operations related to these issues, provided that mandatory
participation is guaranteed in the institutions where they are situated.

Public service announcements and social responsibility projects on cyber information
security and awareness can be organized to reach all segments of society. Institutional support
is available for research on the subjects of information security awareness and cyberbullying.In
light of the interviews conducted with the instructors, family problems and psychological factors
emerge as primary factors contributing to instances of cyberbullying. In this context, the
establishment of family support units has been proposed as a strategy to address cyberbullying
tendencies and to ensure information security. Free support services are available for individuals
exposed to cyberbullying.In the present study, the research sample consisted exclusively of
academic staff members employed within the faculty of education. In this context, the research
population and sample can be modified to facilitate the development of a more comprehensive
study that contributes to the field.
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