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Digital Image as a Cyber Spy: A Gray Coded Secure Model to
Transfer the Secret Information

Highlights
< A robust, imperceptible, and high payload data hiding method has been proposed.

% Mathematical success was achieved in steganalysis tests.

< The entropy value of the secret data was reduced to a value close to 0 with Gray Coding.

Graphical Abstract

This study proposes an algorithm to hide the secret data in a carrier data in the frequency domain on different bit
planes using gray coding to decrease the entropy. The success of the method has been proven by steganalysis tests
and statistical metrics.
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Figure. Flowchart of proposed algorithm
Aim
In this study, it was aimed to design a steganographic algorithm that combines high imperceptibility, robustness and
data load features.

Design & Methodology

Discrete Wavelet Transform with Haar was used for frequency domain transformation. The image was processed in
24 parts, 3 color layers and 8 bit planes. Gray coding was applied to the secret data in the range of 2-128 bits.
Originality

When the literature is examined, steganography was performed for the first-time using bit plane slicing, gray coding
and frequency domain transformation together.

Findings

In the tests performed with Lena image, after many iterations, the stego-image and cover image matched one-to-one
in statistical comparisons such as structural similarity and normalized correlation. The PSNR measurement reached
a maximum of 83.47. The extracted data showed a statistical similarity of 0.9979 to the secret data even in the worst
case.

Conclusion

It was shown to be successful when compared to the methods in the literature in terms of imperceptibility, robustness
and data load.

Declaration of Ethical Standards
The author of this article declare that the materials and methods used in this study do not require ethical committee
permission and/or legal-special permission.
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ABSTRACT

The widespread use of the Internet and the ability of data transfer between different types of devices have caused intense multimedia
traffic today. More than a hundred thousand image files are transferred per second on Meta group social media platforms alone. In
particular, multimedia objects that directly target human perception such as images, audio, and video can be used as cyber spies on
the network. Steganography methods are generally used for this. This study proposes an alternative digital image steganography
method. The proposed method works in both the frequency domain and bit plane slicing methods, which is unusual. Gray coding
is applied to the secret data to obtain minimum entropy. The results of the method are presented with surface graphics and tables
by performing many iterations on different gray code lengths and different bit planes. Steganalysis tests have been performed for
the applicability of the method in the real world and the results are shown. The method has been compared with some methods in
the literature in terms of imperceptibility, robustness, and data load. Despite the high data load, higher scores were obtained than
similar methods in structural and perceptual mathematical tests.

Keywords: Cyber spy, image steganography, bit plane slicing, steganalysis.

Bir Siber Casus Olarak Dijital Gordntu: Gizli Bilgileri
Aktarmak Icin Gri Kodlu Giivenli Bir Model

0z

Internetin yaygilasmasi ve veri transferinin farkli tiirde cihazlar arasinda da gerceklestirilebilir olmasi, giiniimiizde yogun bir
multimedya trafiginin olusmasina neden olmustur. Yalnizca Meta grubuna bagli sosyal medya platformlarinda saniyede yiiz binden
fazla statik goriintii dosyasi transferi gerceklesmektedir. Ozellikle goriintii, ses, video gibi dogrudan insan algismi hedef alan
multimedya nesneleri ag iizerinde birer siber casus olarak kullanilabilmektedir. Bunun i¢in genellikle steganografi yontemleri
kullanilir. Bu galisma, alternatif bir dijital goriintii steganografisi yontemi &nermektedir. Onerilen yéntem, alisilmigin disinda hem
frekans alaninda hem de bit diizlemi dilimleme yontemi ile ¢alismaktadir. Gizli veriye, minimum entropi elde etmek igin gray
kodlamas1 uygulanmistir. Yontemin sonuglari, farkli gray kodu uzunluklar1 ve farkli bit diizlemi dilimleri iizerinde ¢ok sayida
iterasyon gerceklestirerek yiizey grafikleri ve tablolar ile sunulmustur. Ydntemin gergek diinyada uygulanabilirligi i¢in steganaliz
testleri yapilmis ve sonuglar gosterilmistir. Yontem algilanamazlik, saglamlik ve veri yiikii agisindan literatiirdeki bazi yontemlerle
kiyaslanmistir. Yiiksek veri yiikiine ragmen, yapisal ve algisal matematiksel testlerde benzer yontemlerden daha yiiksek skorlar
elde edilmistir.

Anahtar Kelimeler: Siber casus, gérintl steganografisi, bit diizlemi dilimleme, steganaliz.

1. INTRODUCTION ensuring its security has also become a major problem.

Information technologies are in every aspect of the social ~ Data has become susceptible to cyber-attacks such as
lives of individuals and societies today. Many activities ~ data breaches and data theft due to the access of many
of social life such as shopping, banking, education, ~devices via the network [7]. The biggest problem that
communication and transportation are carried out with ~ distributed systems are trying to deal with today is data
information processing technologies [1]. As a result of ~ Security  [8]. ~ Cryptography and  steganography
the interconnection of computers, phones and many other ~ techniques, which are the most important ways to deal
devices in the world, a huge amount of information is with this problem, have gained great importance in recent

captured, copied and consumed every day [2]. It is  Years[9]. The main purpose of cryptography is to provide
estimated that in 2023, an average of 3.5 million e-mails @ secure exchange of information between the receiver
were sent every second in the world [3], approximately and the transmitter without interference from external
2500 photos were uploaded to Facebook [4], and 17000 factors [10]. Information is encrypted with an algorithm
photos were uploaded to Instagram [5]. Also, it is and/or a key that only the receiver and the transmitter
estimated that an average of 4.6 million GB of data is know and converted into a form that unauthorized
being generated every second in 2024 [6]. Although this ~ PErsons cannot read [11]. However, data raises suspicion

increase in the amount of data is beneficial for humanity, ~ When an attacker intercepts it in an incomprehensible
form in the communication channel [12]. Moreover, if
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the attacker detects the decryption algorithm and/or the
key with cryptanalysis techniques, they can read and
change the secret information [13]. In addition,
traditional cryptography algorithms have a very high
computational cost, especially for large volumes of data
[14]. Steganography is the art and the science of hiding
the existence of data and has been accepted as a computer
science discipline since the 1990s [15]. The word
"stegano” means "covered" in ancient Greek [16]. In
digital steganographic techniques, secret data is
embedded in a multimedia object called “cover"” such as
another image, audio, video, text, or network protocol [1]
in a way that cannot be understood by human perception.
This process is called "embedding™ [17], and the resulting
carrier object is called stego-text, cover data, stego-
image, cover-file, etc. [18]. Secret data can be easily
transmitted on the network by hiding it in ordinary data
that will not attract any suspicion. Steganographic
techniques are applied especially in cases where
cryptology methods are inadequate, such as in the
military, biometrics and health fields, such as
transmitting military coordinate data without attracting
suspicion and without being intercepted, or hiding retinal
images, fingerprints, and patient demographic
information in medical images to ensure the security of
these images during storage [19]. Content producers and
owners also use digital steganographic techniques to
protect digital property rights of content [20]. These
methods are often called digital watermarking [21].
Figure 1 shows the steganographic system that consists
of three basic elements: cover data, secret data, and
embedding function (figure 1).
Jkey

J key

cover cover

—
Stego
fi fg!
emb B g emb
—> e
sender recipient

Figure 1. The steganographic system [20]

Secret data refers to the data to be sent to the recipient
securely, while cover data refers to the data that carries it
and does not attract suspicion. The embedding function
includes the algorithm and keys that embeds the secret
data in the cover data [22]. The first goal of the
embedding function is to find enough space to embed the
secret data in the cover data [23]. Also, it should embed
the secret-data in a retrievable form. Moreover, all or a
part of the secret data should be retrievable even if only
a part of the cover data reaches the receiver. Secret data
should not be embedded in a section of the cover data
such as the file header, because it may be lost with the
format change of the cover data. If the cover data is an
image, audio or video data, the secret data should be
protected against attacks such as cropping, rotation,
sampling and filtering [24]. The more the secret data is
protected, the more robust the method is. Steganalysis
techniques have been developed to determine whether

the ordinary data contains any secret data and to capture
or destroy the secret data in a conventional way. In
particular, statistical steganalysis methods are quite
successful and today, new steganography methods are
being developed against them [9]. The more anomalies a
captured ordinary data contains statistically, the more
suspicious it is. For example, a polar bear photo obtained
from a recipe sharing site [25]. The success of a
steganographic method can be determined by comparing
stego-data with cover data. The more similar these two
data are to each other, the more imperceptible the stego-
data is [26]. Structured Similarity Index (SSIM) and Peak
Signal to Noise Ratio (PSNR) metrics are usually used to
calculate this similarity [27].

The most popular digital steganography method is digital
image steganography due to its high storage capacity and
low processing complexity [28]. In this study, a new
image steganography technique is proposed and
implemented. Image steganography methods are
examined in two classes as spatial and frequency domain
technics. Spatial domain methods deal with the
insignificant areas in the pixels of the image. Let, I is a
Red-Green-Blue (RGB) image with m rows and n
columns;

I(mmn) ={x;;|[1<i<m1<j<n} (1)
Each x;; represents a pixel of [I. A binary image

represents a pixel with 1 bit, a grayscale image with 8
bits, and an RGB image 3x8 bits as shown in figure 2.

R |bs | b7 |be |bs | by | b3 |by | by
Xij G bg | b7 | be | bs | by | b3 | by | by
B |Ba]br [be [bs [be | bs |2 | B

< »

MSB

LSB

Figure 2. Binary representation of the pixel value of an RGB
image
The numerical value of each layer for pixel p; ; represents
the intensity of the corresponding color, and the value
range of the pixel is 0 < p; ; < 255.

R,G,B = {rij,gij,bi}-|1 <i< m,l S] < n},
rij,gij,gij (S {0,1,2, ,255} (2)

The Most Significant Bit (MSB) is bg, because the
transformation of bg from 0 to 1 or from 1 to O changes
the pixel intensity value by 128. The Least Significant Bit
(LSB) is by, because the transformation of b, from 0 to 1
or from 1 to 0 changes the pixel intensity value by only
1. A change of magnitude 128 in pixel intensity can be
easily perceived by the Human Visual System (HVS),
while a change of magnitude 1 cannot be perceived [29].
Therefore, spatial methods change one or more LSB bits
to embed the secret data [30]. Another way to work
bitwise in digital images is Bit Plane Slicing (BPS). This
is a frequently used approach, especially for image
compression [31] and data hiding. BPS divides the image
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into 8 separate layers for each bit from LSB to MSB as
shown in figure 3.

MSB

BPg
BP;

LSB

BP,
BPy

Figure 3. BPS

BP,; refersto LSB, BPg refers to MSB obtained with BPS.
For example, A grayscale I image consisting of 8 BPs is
expressed as in the equation;

I1=Y%,BP.2! 3)
In spatial domain hiding methods, the BP; in which the
secret data will be embedded is selected according to the

desired imperceptibility/robustness ratio. Let the secret
data be D with m rows and n columns;

Dimn) ={x;|1<i<m1<j<n}x;€{01} (4

Embedding process for stego-image I and selected BP x
is;

Is = (T, BP;.2") — (BP,.2%) + D(BP,.2%)) (5)
In the literature, Lena image has been used as a test image
in many image processing studies. In order to compare
the results of the proposed method, Lena image has been
used as a test image in this study. The results of the
classical spatial domain hiding process in each element
of the set BP;,i € {1,2,...,8} is shown in figure 4.

® (8 (h) (@ 0)
Figure 4. (a) Lena image as the cover data (b) secret data (c)
stego-image for BP; (d) stego-image for BP, (e) stego-image
for BP; (f) stego-image for BP, (g) stego-image for BPg (h)
stego-image for BP; (i) stego-image for BP, (j) stego-image

for BPg
As clearly seen in figure 4, the imperceptibility level of
the hiding process decreases as we proceed from BP; to
BPg. Although spatial domain hiding performed at low
BP levels provides high imperceptibility, it is not
resistant to attacks such as bit deletion, averaging
filtering, [32] and compression algorithms such as JPEG
[33]. In the frequency domain, hiding methods treat the
image as a signal function and use wavelet transform
methods. These methods hide the secret data in a robust
but perceptible way. However, in data hiding methods,
the detection of hidden data is often not a desired
situation. In this study, one of the aims is to make the
hidden data imperceptible. Thus, Discrete Wavelet
Transform (DWT) which is a mathematical

transformation method that divides a signal into four sub-
frequencies by applying Low Pass filters (LPF) and High
Pass filters (HPF) [34] is used for transformation in the
frequency domain. When DWT is applied to a signal, the
signal is decomposed into four separate frequency sub-
bands (figure 5). The Low-Low (LL) sub-band is
approximately the same as the original signal. The High-
Low (HL) sub-band is the original signal details with
horizontal high frequencies. The Low-High (LH) sub-
band is the original signal details with vertical high
frequencies. The High-High (HH) sub-band shows the
high frequencies [32].

2 v
| : |m:
. .
:Ei :Ei LL | HL
1 —h:'éw L H =S
‘ ;
=R ‘81| wa | mH
R 12

Figure 5. DWT process of a digital image

A significant problem is how to choose the coefficients
to which the secret data will be embedded. [35]. If a result
in the middle of robustness and imperceptibility is
desired, the secret data is embedded in the mid-frequency
region, namely the LH and HL bands [36]. However, if
more robust result is desired, the secret data is embedded
in the HH components [37]. If any compression
algorithm will be used, the HH band is not preferred
because it cannot protect the secret data. However, this
band is robust to some attacks such as cropping,
sharpening, contrast modification, histogram
equalization, and gamma correction [38]. An important
advantage of steganography in the frequency domain is
that the image does not need to be separated into color
layers. In other words, secret data can be embedded
directly into the RGB image. However, when
steganalysis is performed by separating the stego image
into RGB layers, the same statistical change can be
detected in all three layers. In this case, secret
information can be captured. While the bit slicing process
is a major factor in embedding data in the spatial domain,
it has no effect in the frequency domain. For instance,
when secret data is embedded in the set BP; i€
{1,2, ...,8} to the bit-sliced gray scale Lena image, the
hidden data can be easily detected with HVS, as clearly
seen in figure 6.

® (® (h) ® G
Figure 6. (a) Lena image as the cover data (b) secret data data
(c) stego-image for BP; (d) stego-image for BP, (e) stego-
image for BP; (f) stego-image for BP, (g) stego-image for
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BPg (h) stego-image for BP, (i) stego-image for BP; (j) stego-
image for BPg

Secret data embedding operation in the set BP;,i €
{1,2,...,8} was performed with both classical spatial
domain and frequency domain methods and the similarity
metric results of the stego-image and the cover image
were given in figure 7. As the numerical value of i
increases for BP; in the spatial domain, the stego-image
differentiates from the cover image. However, in the
frequency domain, the secret data embedding operation
always results the same regardless of which element in
the set BP;,i € {1,2,...,8} is applied.

—— Spatial
= — Frequency

1 2 3 4 5 6 7 8
Bit plane

Figure 7. BP-PSNR graph of frequency domain
steganography

2. PROPOSED METHOD

Classical data hiding methods in the frequency domain
result the same in the entire BP. In this study, a data
hiding method is proposed which is aimed to provide
high imperceptibility and obtain different results in each
BP of the RGB cover image. The method consists of two
stages: embedding phase and extracting phase. In order
to measure the performance of the method, similarity
ratio metrics are applied which are frequently used in the
literature. For the presentation of the first results of the
method, Lena image was used as the cover image and a
QrCode image was used as secret data. The flowchart of
the proposed method is shown in figure 8.

2.1. Embedding Phase

This phase is the stage of generating stego image using
the cover image, secret data and the proposed function.
Let the cover image be C, consisting of m rows and n
columns.

C(m,n)z{xi,j|1siSm,1 San} (6)

C is divided into R, G, and B color layers consisting
of m rows and n columns. Bit slicing is applied to each
layer.

R = X8-1 RcBP;,Gc = X, GcBP;, Bc = X} BcBP;  (7)
Each BP; holds the i.BP data of the relevant layer. In
the proposed method, it can be predicted which BP
will provide more imperceptibility and robustness
value. In order to test this, the embedding process is
applied one by one for each BP; and the results are
interpreted. In the next step, R, G., and B, arrays
are converted to the frequency domain to obtain the

LLg., LLg., and LLg. sub-bands, respectively. The
secret dataD can be any text, image, sound or
content, even an unspecified file. D is treated as an
array and if the number of elements is less than C, D
is expanded until D = C. In the study, D was selected
as a digital image of m.n size and the D was
converted to a one-dimensional signal in order to
visually express the results in the test phase. In order
to perform bitwise processing, each element of the
D is transferred to a new binary array with an 8-bit
equivalent as D ={D;,D,,...Dy,n} for each D; =
{D;by, D;b,, ..., D;bg}.

Embedding phase

Extracting phase

I
i
i
' i
i ! 1
1 E :
. Hidden data Cover image ! :
I v : i
' | 1D signal | | RGB layers I | !
1 ! ]
v y :
]
1 | Gray coding | | Bit planes | ' i
1 i Logic i
1 ‘ ‘ i i operation i
! | 2D signal | | FD sub-bands | ! | !
1 ! [ I
1 L ! ; '
N rreer B AR R
]
] i
f Embedding | | ;
! LLy function . |
1 i i
] i
] i
] i
]
]

Figure 8. Flowchart of proposed algorithm

Standard data hiding algorithms do not use any
transformation in the secret data during the embedding
phase, but advanced algorithms usually use encryption
techniques. The more advanced the encryption method,
the more processing time it requires. In addition, the
encrypted data is usually longer than the secret data as a
result of the encryption, which harms the imperceptibility
of the stego-data. The proposed method applies Gray
Coding (GC) to D for less imperceptibility. GC gives
output as a single bit change in multiple bit changes in a
data array, as seen in table 1 [39].
Table 1. 3-bit GC

Binary |000/001|010/011100|101|110|111
GC [000]/001/011]010|110f111)101]100

With this feature, GC reduces the sharpness of the array.
Changing the i. bit value of any pixel in an image in the
binary system causes a change of +2~! magnitude in
the value of that pixel [40]. The fewer binary changes
there are in the array, the greater the imperceptibility. GC
transformation is applied to the k. element of the secret
data array as in equation 8.

Dk = Dkbx @ (Dkbx+1) (8)
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Here, D,b,,; represents the right shift bit. GC is
performed by dividing the secret data into one-
dimensional blocks of minimum 2 bits. In this study, GC
was applied on 2, 4, 8, 16, 32, 64, and 128-bit blocks to
test GC performance.

Bl EIORE IO oA

=

A A
[=] [ui'EliJ"l' ‘ o " )
| (a) (©) )

i | |
(e) (H (® (h)

Figure 9. (a) Secret test data D (b) 2bit GC (c) 4bit GC (d)
8bit GC (e) 16bit GC (f) 32bit GC (g) 64bit GC (h) 128bit GC

HVS focuses directly on the edge details of the image.
The significant edges of a digital image are only a small
part of the entire edge information. This part is called the
“salient area” [41]. Frequency domain data hiding
algorithms can generate sharp edges in the stego image
that can be detected by HVS [42]. The proposed method
aims to reduce the sharpness by applying GC to the secret
data to prevent this. Let t be the number of neighbors of
each pixel p(i, j) of the secret data of m.n pixels:
i+1gj+1 i
gt

mn

©)

W refers the mean of unequal neighbor pixel count per
pixel. As p increases, the probability of the block
surrounding that pixel being an edge increase. The
proposed method has reduced this probability, especially
in low-bit GC, as seen in figure 10. In addition, according
to the second law of thermodynamics, entropy [43], the
entropy of a system gives the uncertainty measure about
its structure [44]. The entropy function reaches its
maximum value when the probabilities of the results
produced by the system are equal to each other. For
example, if D is assumed to be a random system, the sum
of the probabilities of all pixels of D is equal to 1:

moy . pi =1 foreachi,j—p; >0 (10)
H(D) = H(pa11y - P jy)
=—->r Z}lﬂ p(i,j)lo.gp(i,j) (11)

H(D) is the entropy of the secret data which is related to
the histogram distribution of the image [45] and is
inversely proportional to the amount of detail in the
image. As the Gray Code Length (GCL) increases, the
entropy value decreases, as seen in figure 11.

12
af — Gray coded data
08 —— Original data

=08

20 40 60 80 100 120

GCL
Figure 10. Comparison of mean value of GC vs original data

—— Gray coded data

—— Original data
02
DD 20 40 80 80 100 120
GCL
Figure 11. Comparison of entropy value of GC vs original
data

Gray coded secret data Dg,q, is embedded with o
strength factor into the sub-bands LLggp;, LL¢pp,» and
LLggp, Which are obtained by frequency transformation
of selected BP and stego sub-layers are obtained for each
color. For this, by applying the LPF and HPF frequency
transformation in equations 10 and 11 to both C and
Dgray, the sub-bands LLpg gp;s LLpg.pp;» @Nd LLpp pp,
for the secret data, and LLcg,., LLcg,., and LL¢p,. for the
cover data are obtained, respectively. The embedding
process is performed as in the equation 12.

LLsacqiy = (LLpagsri- @) + (LLcagiip)

{A=R,G,B} (12)
IDWT is applied to obtain the stego-image from the three
resulting stego color space sub-bands. The sub-bands are
up-sampled at each level, passed through y'[x] and a'[x]
filters, and the resulting signals are summed.

Sy = X2 _w(HPF[ila[2. LLsy i jy — 1] +
LPF[i]ly[2.LLsp .5y — 1), {A = R, G, B} (13)

The signals obtained in equation 13 are concatenated to
obtain the stego image = (Sg, S¢, Sg)-

2.2. Extracting Phase

It is not necessary to know which BP the hidden data is
embedded in during the extraction phase. This is a great
advantage of the proposed method. The only key that the
receiver needs to know is the GCL. The receiver divides
the S stego-image into Sg, S¢, and S color spaces. Each
of these may simultaneously contain a piece of hidden
information. Therefore, the extraction process in
equation 14 is applied to each of the three channels
separately and the secret data sequence obtained from the
Red, Green and Blue channels is created, respectively:

Ey = X2 _o(HPF[i]a [2 (LLSA(l]) - (LLC(”))> - i] +

LPF[i]y[2. (LLsaq ) — (“22)) — i) (14)

Theoretically, it is expected that E,, E;, and Eg are
exactly the same sequences, but in practice this may not
be the case. S may have been subjected to various image
attacks, such as compression, sharpening, especially in
the transmission channel or in the storage phase. The
proposed method compares each sequence bitwise,
assuming that even in the event of an attack, it will be
sufficient for at least two of these three sequences to be
correct, as in table 2.
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Table 2. Bitwise comparison results of 3-extracted color space

data
i.Eg|i.Eg|i. Eg | Estimation
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 1

The logical expressions of the rows estimated as 1 in
Table 2 were collected by equation 15:

Egray = (Eg.Ep) + (Eg.Ep) + (Eg.Eg)

+(ER.E¢.Ep) (15)
Equation 15 is simplified with the Karnaugh map:
Egray = Eg(Ep + Eg) + (Eg. Ep) (16)

The resulting Eg,q, is the gray coded secret data. To
convert Gray Code to Binary code, first the MSB bit is
left as it is and for every kth element in the sequence:

Extg = EGraykbx @ (EGraykbx—l) (17)

Here, Exty is the binary encoded extracted secret data. In
the last stage, Extg, is converted to the extracted data
E (m, n) consisting of m rows and n columns.

3. EXPERIMENTAL RESULTS

Basically, the similarity of S and E shows the success of
the proposed method, and it can be measured by
subjective and some objective methods. Subjective
methods are based on the HVS and cannot be expressed
mathematically [46]. In contrast, objective methods use
numerical measures [47]. In this study, PSNR, SSIM, Bit
Error Rate (BER) and 2-Dimension Cross Correlation
(NC) are used as the objective measurements of the
performance of the algorithm. PSNR for single-layer
images a and b is calculated in equation 18.

2552
PSNR(a,b) = 1000910 (rerery)

The number 255 in the equation is the maximum
numerical value that an 8-bit pixel can take. MSE stands
for Mean Square Error and is calculated in equation 19
[48].

MSE(a,b) = ﬁ myXa(agy — b j)? (19)

As MSE approaches 0, PSNR approaches infinity. For
two identical signals, PSNR = oo. SSIM offers a metric
closer to HVS [49] and is calculated in the equation 2.

SSIM(a, b) = I(a,b)*.c(a, b)P.s(a, b)Y (20)
Here, a, B8, and v, are the three significance parameters.
SSIM works as a combination of correlation loss,
distortion of luminance and distortion of contrast factors,

and these factors are calculated respectively in equations
21, 22, and 23.

(18)

N _ [ ZMcHortky

l(C‘ C) - (ucz+u(:/2+k1) (21)
~N _ ZGCGCI+k2

C(C' C ) - <GCZ+GC/2+RZ> (22)
N _ 26ccrtks

S(C’ C) - (Gc+GC’+k3) (23)

4, and p., are the sample means of € and C’, o and o/
are the sample standard deviations of C and C’
respectively. o, is the cross-correlation of C and C’
after subtracting their averages. k;, k,, and k5 are small
positive constants that stabilize each term. Therefore,
samples, correlations or variances close to zero don’t lead
to numerical instability [48]. Bit Error Rate (BER) is a
bitwise calculation metric which is used to measure the
number of bits that change between two signals. In
steganography, lower BER value is the indicative of
higher imperceptibility and is calculated as in the
equation 24.

BER = Number of bit errors

(24)

Total number of bits

The final metric is the correlation coefficient calculation.
The more similar the reference sequence and the
comparative sequence are, the higher the correlation
coefficient value.
CcC = YmZn(a—ar)(b-br)
VEmZn(a=an?)Em Znb-bn?)
a' is the mean of the signal a, and b’ is the mean of the
signal b. The propsed algorithm is tested using Lena
image. The input parameters are a = 0.05, GCL =
20{i=12,..,7}, and BPN= 12,..8. The
performance metrics results for a total of 56 iterations are
shown in the graphs (figures 12-15), where C is the cover
image, S is the stego image, D is secret data, and E is
extracted data. SSIM and CC are close to HVS
perception. As seen in figure 13, the perceptual similarity
between D and E is independent of GCL and BP. While
the perceptual similarity is high in the range of BP 1-6, it
is quite low in 7 and 8. GCL did not show a significant
effect on perceptual similarity. As seen in figure 14, the
perceptual similarity is quite high for C and S in the first
7 BPs. The change in GCL is effective only in BP 8.
PSNR and BER are closer to mathematical, and can be
considered meaningless for HVS. As seen in figures 12
and 15, the difference of C and S at high BP is not
meaningful for HVS, but meaningful for steganalysis
techniques.

(25)

EmC-s|
-

GCL 0 o BP

Figure 12. PSNR of C-S and D-E
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Figure 14. CC of C-S and D-E

As shown in figure 6, in standard frequency conversion
methods, it does not matter which BP the transformation
is performed on. Therefore, BPS data hiding generally
uses spatial methods. However, as seen in figure 13 and
14, the proposed method produced imperceptible results
for HVS in the first 5 LSB bit planes, especially when 4-
bit and larger GC is applied.

[
D-E

. o
GCL R

BP
Figure 15. BER of C-S and D-E

In figure 12, it is seen that the PSNR value for cover data
decreases as it approaches the MSB. This shows that the
proposed method is better for statistical steganalysis only
in LSBs. The extracted data is almost the same as the
original secret data except for the BP number 8, as seen
in figure 15. The proposed method was also tested with 3
more different digital cover images (figure 16) frequently
used in the literature and the obtained results are shown
in table 3.

(d)
Figure 16. Test images (a) Lena (b) Baboon (c) Peppers (d)
Cameraman (e) Secret data

(@) (©

Table 3. The best and the worst results obtained with test images.

Cover vs stego image Hidden vs extracted image
Worst case Best case Worst case Best case

Metric | GCS | BPN | Value | GCS | BPN Value GCS | BPN | Value | GCS | BPN | Value
PSNR all 8 16.4637 | all 1 83.4701 | 128 8 55.0306 2 6 61.4526

@ | SSIM all 8 0.6715 all 1-4 1 128 8 0.9807 2 1-6 | 0.9979
3 CcC all 8 0.9673 all 1-4 1 128 8 0.5898 2 6 0.9108
BER all 8 0.3753 all 1 <0.00001 | 128 8 0.0255 2 1-6 | 0.0058
PSNR all 8 15.8823 | all 1 92.1738 | 128 8 52.6098 2 1,2 | 61.4490

§ SSIM all 8 0.6771 all 1-4 1 128 8 0.9653 2 1-3 | 0.9979
§ CcC all 8 0.8951 all 1-4 1 128 8 0.2736 2 1,2 | 0.9107
BER all 8 0.3721 all 1 <0.00001 | 128 8 0.0446 2 1-3 | 0.0058
PSNR all 8 16.7468 | all 1 92.7738 | 128 8 55.7253 2 1-5 | 61.4512

E;_ SSIM all 8 0.7636 all 1-5 1 128 8 0.9841 2 1-6 | 0.9979
g:'_' cC all 8 0.9459 all 1-6 1 128 8 0.06548 2 1-5 | 0.9107
BER all 8 0.4177 all 1 <0.00001 | 128 8 0.0217 2 1-5 | 0.0058
< | PSNR all 8 18.3499 | all 1 84.6819 | 128 8 52.0276 2 1 61.4235
E SSIM all 8 0.8802 all 1-4 1 128 8 0.9559 2 1-4 | 0.9979
% cC all 8 0.9581 all 1-5 1 128 8 0.1656 2 1 0.9101
© BER all 8 0.3717 all 1 <0.00001 | 128 8 0.0505 2 1-4 | 0.0059
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Table 4. Comparison of proposed method with state-of-the-art data hiding techniques

o Cover data versus stego data
[
Q .
g Method H type and size PSNR SSIM NG BER
- Proposed 13kB digital image 83.4701 1 1 <0.00001
[50] Fuzzy edge detection and LSB Not given 61.2956 0.9998 -
[51] Hamming Code and Integer 256-bit text 76.54 09967 1 0.00005
Wavelet Transform message
[52] Genetic algodrlthm_ on frequency 1.25kB text 5732 0.9861 0.98652
omain message
53] LSB with binary Ipwer triangular Digital image of 5290 09999 ) 0.0111
matrix uncertain size
[54] LSB Not given 51.19 - -
(5] |  Blockbased Discrete Cosine | 5qp yoyt message 85.41 0.92346 | 0.958900
Transform
[56] LSB and DES encryption Not given 52.0235 - -
LSB 245768 digital 0.829487
[57] improved 1D chaotic map image 42015941 i -
0.909341
[58] LSB after flipping and shuffling 8kB text message 63.1719 - 0.9995
[59] | One-time pad encryption and LSB Unde;‘:g;:ued 53.2122 0.9532 -
LSB with shifting encrypted _ )
[60] hidden data 2B text message 51.656 0.99982
61] XOR Transposition Encryption 1kB~4kB text 57.0260 ~ ) )
and LSB message 63.5195
[62] Chaos based LSB Not given 68.37 ~ 68.88 - -
[63] Random LSB insertion 8kB text message Mean 65.2244 - -
[64] LSB with XOR 2KkB text message 64.89 - -
[65] Random selected pixel using Not given 49.2668 ) )
secret keys
Chaotic .
[66] Particle Swarm Optimization 64x64 RGB image 51.1354 0.9982 -
Canonical Huffman Coding with Undefined sized
[67] DWT image file 54.09 0.98 0.95
Same sized
[68] Integer Wavelet Transform grayscale image 46.041 - -
with cover

There is a lot of data hiding studies in the literature. Many
of them used the Lena image as the test image. Table 4
recalls state-of-the-art data hiding techniques, and puts
our approach back in its place.

The significant output parameters of a data hiding
algorithm are payload, robustness and imperceptibility.
Table 4 provides comparative information about the
payload and imperceptibility of the proposed method. As
it is clearly seen, all of these methods except [57] have
been tested with less than 8kB data load. However, the
proposed work has been tested with 13kB data load,
which is ~50% more than the state-of-art. Even with this
high data load, the imperceptibility results PSNR, SSIM
and NC scores were measured above all other works.
Moreover, the proposed method has demonstrated high
undetectable performance in the field of data hiding with
a BER of one part per million despite this high data load.

3.1. Steganalysis

Steganalysis is an analysis process performed to detect
the existence of information hidden by digital
steganography and, if possible, to reveal its content.

Steganalysis seeks answers to the questions: "Is there any
hidden information?", "What is it hiding method?", “Can
hidden information be extracted?". It is particularly
important for the detection of hidden data leaks,
prevention of illegal information transfer, detection of
attempts to evade censorship, and detection of spying
attempts. Various steganalysis techniques are applied to
predict whether any image is a stego-image or not. The
most commonly used ones for digital images are
histogram analysis, RS steganalysis, and visual attacks.
These steganalysis techniques are applied to the stego-
image obtained with the proposed method and their
results are shown.

3.1.1. Histogram analysis

The comparison of the proposed method based on the
best case in table 3 with the classical frequency domain
data hiding method is shown in figure 17 and 18. The
purple regions in the histogram represent S, and the red
regions represent C. The blue regions represent the
distance between S and C. It is clearly seen in figure 18
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that the S produced by the proposed method cannot be
classified as a stego-image by histogram analysis.

9000 T T T T

Cover image
8000 - I Stego-image ||

50 100 150 200

Figure 17. Histogram difference of C vs S using standard

frequency domain embedding
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Cover image
[ Stego-image ||

8000 -
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6000 -

5000 -

4000 -

3000

2000 -

20 40 60 80 100 120 140 160 180 200 220
Figure 18. Histogram difference of C vs S using proposed
method

3.1.2. RS steganalysis

This method uses sensitive binary statistics generated
from spatial correlations of digital images [69], a
discrimination function and a flipping operation to
identify Regular (R), Singular (S) and Unchanged (U)
pixel groups depending on how the flipping changes the
value of the discrimination function. The stego-image S
is divided into G separate groups, each consisting of k
neighboring pixels.

f(G) = f(xIJ xz, '"ka) € S (26)
Equation 27 is the separator function.
f(xl'le '"!xk) = Zi'{z_ll |xi+1 - xil (27)

Besides, shifting functions S; and S_,, and mask M were
used for RS steganysis.

S;:06 1,16 2,..,254 & 255 (28)
S:—160,061,..,255 & 256 (29)
M=[10101] (30)

We assume that if £(F(S)) > £(S); pixel group G is
Regular (R), if f(F(S)) < £(S); pixel group is Singular

(S), and if £(F(S)) = f£(S); pixel group is Unchanged
(U). We calculated R_,;, Ry, S_p» Sy, U_y, and Uy, to
check if R_p, = Ry and S_,, = S),. According to the
null-message hypothesis, the closer the values are to 0,
the lower the probability of it being a stego-image. RS
steganalysis results for both the proposed method and the
classical frequency domain data hiding method are
shown in figure 19. The proposed method only became
distant from 0 for BPs 5, 6, and 7, meaning that the
probability of S being identified as a stego-image for the
other BP is low. This shows that the method is successful
for RS steganalysis.

0.12 T T T T T
—— Proposed
01 /\— Classic |

0.08 [

RS

. 2 3 s 5 s 7 s
bit plane no

Figure 19. RS steganalysis results of proposed method versus

classic method

3.1.3. Visual attacks

The way to permanently destroy confidential data from a
stego image is to apply visual attacks. Spatial domain-
based methods are weak to those attacks because they
change the numerical values of the pixels to hide the
confidential data. However, digital signal processing
based methods, such as the proposed method, are more
effective in protecting it against visual attacks. As a
proof, some attack tests were conducted to measure the
robustness of the proposed method. These attacks are
Gaussian blur, which is a mathematical function used to
blur an image, Gaussian noise, which is a random,
unpredictable and uniformly distributed signal noise,
histogram shifting, which adjusts the distribution of pixel
values in a histogram, jpeg compression, which is a lossy
compression algorithm that permanently removes some
data from the original, the median filter, which is a non-
linear digital filtering technique, often used to remove
noise from an image, sharpening, which is an image-
manipulation technique for making the outlines of a
digital image look more distinct, salt and pepper, which
is a randomized signal noise, and rotating without
cropping attack which rotates the image with 45° to a
specific direction. The proposed algorithm is tested
against these attacks and the results are shown in table 5.
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Table 5. Robustness of proposed method against visual attacks

- Hidden vs extracted image
Attack type Definition PSNR SSIM NC BER

No attack Stego-image is not attacked. 83.4701 1 1 <0.00001

Gaussian blur | Applies a Gaussian LPF to smooth the signal

(Radius: x, y=0.5) because the most of the detail remains in the HF 51.7361 0.96733 0.096032 0.054498
bands.

Gaussian noise (2%) Adds rapdo_m p_|xe| values according to a normal 513901 0.95886 -0.0043256 0.059017
Gauss distribution.

I(-lJrligogram shifting | Shifts all the pixel values by +1 or -1. 511349 0.96568 -0.0014261 0.062589

Jpeg compression Ap_plles a compression using jpeg glgonthm 515737 0.96435 0.053794 0.056574
which may cause loss of and image guality.

Median  (percentile | Calculates the median of pixel values in a

50) neighborhood to reduce the noise of the image. 515737 0.96435 0.053794 0.056574

Sharpening Brings out more details by increasing the

(Radius=1) difference between the numerical values of pixels 51.6775 0.96348 0.075477 0.055238
in the edge regions.

Salt and pepper (2%) | Adds randomly distributed noise on some pixels
which makes some of the pixel black and some of 57.9614 0.9954 0.79184 0.012997
them white.

- - - = 5
(I;\’r%t;lit;ir:% without | Rotating the whole stego-image by 45°. 51.4953 0.94998 0.002952 0.057605

3.1.4. Steganalysis software

There are several steganalysis software that can detect the
presence of hidden information in digital images. Some
of these are open source, while others are paid. Examples
of open source software are StegSpy and Stegdetect [70].
StegSpy can determine if any data is stored in the file and
in which file it is stored. Stegdetect is a free steganalysis
software that can detect data stored in a JPEG image. The
stego-object produced by the proposed method was
tested with these softwares that can run many different
steganalysis methods. The tests were run repeatedly on
all bit-planes. In no case was the stego-object produced
by the proposed method identified by these softwares. An
example of this is given in figure 20.

YVou Selected Chstegdetects1.png to be opened.

Sormy no Steg f-:n.u'n:i,[

Figure 20. Stegspy steganalysis result
3.2. Complexity

Using mathematical expressions are practical instead of
using experimental methods to express the performance
of an algorithm. These processes are called algorithm
analysis which predicts the runtime and memory
requirement of the algorithm. The amount of memory
used by the algorithm at runtime is called memory cost.
The memory cost of the proposed algorithm is calculated
in equation 31:

S(n) = (31)
In addition to S(n), the algorithm keeps 2 integer
variables that cycles the loops and 2 for countering size
of C. These small sized variables can be ignored for
memory cost. Beside space cost, an algorithm requires a
finite amount of time to run which is called time
complexity. Time complexity is a useful measure in
algorithm analysis. The time complexity-GCL graph of
the proposed algorithm measured for the Lena image is
shown in in figure 21.

mxn bytes

10

—— embedding
© —— extracting

2 ) ) w0 100 120

Figure 21. Time complexity-GCL graph

The amount of increase in the time cost calculation of an
algorithm in the face of a large number of parameters is
called complexity. It is more logical to observe the
behavior of the algorithm with similar algorithms as the
data size goes to infinity. In the proposed method,
0(mxn) is the asymptotic upper bound of the algorithm
as m and n go to infinity. In short, the memory cost, time
cost and algorithm complexity of the algorithm are
directly proportional only to the size of C.

3. CONCLUSION

There are many studies on data hiding in the frequency
domain in the literature. Some of them are hybrid studies
where cryptography and steganography techniques are
used together. Cryptographic methods are less preferred
due to high processing load, extra data production and
reduced payload. In addition, the requirement of a key for
the receiver of the stego-data is a disadvantage of hybrid
methods. These methods are sensitive to steganalysis
because they create statistical anomalies on the stego-
image. Data hiding methods on images usually lose all
secret data in image attacks. In this study, a new
frequency domain data hiding method is proposed where
gray coding is applied to secret data. The biggest
advantage of gray coding is reducing the entropy value
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of the secret data. Thus, the amount of statistical anomaly
that will occur in the cover image after the data hiding
process is reduced. Gray code length was tested in the
range of 21,22 ..,27. The best imperceptibility,
robustness and complexity results were obtained when
the gray code length is 128. However, gray code length
is limited by the length of the secret data. The proposed
method was tested with various parameters using the
most commonly used Lena, Baboon, Peppers, and
Cameraman images of the field of image processing in
the literature, and the results were shown in graphs and
tables. In addition, the results of the common metrics
used were compared with some studies conducted in the
literature in recent years. The steganalysis performance
of the method was tested with RS steganalysis, histogram
shifting and various visual attacks, and the results were
presented. The proposed method contributed to the
literature with its high imperceptibility/robustness results
and low processing cost on colored images. However, in
today's digital world, digital images up to 8K in size are
produced. In future work, it is planned to run longer gray
coding on images of these huge sizes. It is predicted that
lower time complexity and higher imperceptibility can be
achieved when the limit on gray code length is
eliminated.
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