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Abstract 

Lightweight cryptography is becoming increasingly important in modern 

applications, especially in resource-constrained environments such as Internet of 

Things (IoT) devices, embedded systems and mobile platforms. The Ascon 

encryption algorithm is a modern, secure and efficient cryptographic scheme that 

meets the demands of low-power devices. However, some steps of the algorithm are 

computationally intensive, leading to performance issues. In this study, custom 

operations are proposed to accelerate the Ascon encryption algorithm on Transport-

Triggered Architecture (TTA) processors. In order to make more efficient use of 

hardware resources, the custom operations are designed to have low complexity and 

high efficiency. The OpenASIP tool was employed to integrate the operations into a 

general purpose 64-bit TTA processor. The resulting application-specific core was 

implemented in Hardware Description Language (HDL) and synthesised for FPGA. 

We analyse the performance gain for different transport bus configurations. The 

results obtained show that the Ascon-AEAD128 encryption and decryption phases 

are accelerated by 38% to 50%. When evaluated together with the synthesis results, 

a significant performance gain was achieved with a very reasonable increase in 

hardware resources. The study also emphasises that the TTA is a suitable method for 

accelerating cryptographic applications that require low power consumption and 

high efficiency. 
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1 INTRODUCTION 
 

In today's digital world, efficient and secure communication protocols are more important than ever, particularly 

in the context of resource-constrained devices such as embedded systems, IoT devices, and low-power sensors. 

These devices are typically constrained in computational power, memory, and energy resources. Consequently, 

there has been a notable increase in research and development efforts focusing on the creation of cryptographic 

algorithms designed specifically for these kinds of environments. This field of research is commonly referred to 

as "lightweight cryptography” [1]. The objective of lightweight cryptography is to provide robust security 

assurances while reducing the computational load and power consumption typically imposed by traditional 

cryptographic algorithms. It is essential to achieve a balance between efficiency and security, in order to ensure 

the safe operation of devices in a wide range of applications, including secure communication, authentication, and 

sensitive data protection. 

 

To address the increasing demand for secure and efficient cryptographic solutions, the National Institute of 

Standards and Technology (NIST) launched the Lightweight Cryptography competition in 2018 [2]. The objective 

was to identify cryptographic algorithms that are well-suited for constrained environments. In accordance with the 

competition conditions, NIST initiated the process with 56 candidate algorithms. Following a three-round 

evaluation and elimination process, NIST announced the Ascon family as the winner in 2023 [3]. Ascon was 

designed as a fast, secure and lightweight algorithm that makes it an ideal solution for resource-limited 

environments. Its algorithmic structure, based on authenticated encryption with associated data (AEAD) and hash 

functions, provides robust security while maintaining high throughput [4]. However, while Ascon demonstrates 

excellent results in terms of security and performance, certain aspects of its implementation, especially those 

requiring numerous bitwise operations, permutations, and large integer multiplications, pose significant challenges 

for general-purpose processors designed for embedded systems. 

 

Application-specific instruction set processors (ASIPs) are designed to efficiently execute particular applications 

or application domains [5]. To overcome the limitations of general-purpose processors, ASIPs such as Transport-

triggered Architectures (TTAs) can provide an effective solution [6]. TTA is a highly flexible and efficient core 

design method that enables designer to map complex computational tasks to hardware operations in a way that 

traditional processors cannot achieve. In a TTA processor, instructions are encoded as data transport operations. 

The architecture's flexibility allows the design of custom units for the high-performance and low energy execution 

of cryptographic algorithms, such as those required by Ascon. 

 

The objective of this paper is to investigate the design and implementation of custom TTA operations to accelerate 

the performance of the Ascon encryption algorithm. The designed operations are focused on accelerating the linear 

and substitution layers of the algorithm for improving the overall performance. The custom operations were 

implemented in HDL and the entire ASIP synthesized for an FPGA platform. The performance analyses were 

conducted for various bus configurations. By leveraging the inherent parallelism and low-latency characteristics 

of TTA-based hardware, we demonstrate how these custom operations can significantly enhance Ascon's 

throughput and energy efficiency performance, particularly for use cases in embedded and IoT environments 

where power and resource constraints are critical. The rest of the paper is organized as follows: This section 

provides a concise overview of related studies in the literature. The second section introduces the Ascon family 

and explains the tools found in the TTA and unified processor design environment. The third section presents a 

detailed analysis of the developed operations and ASIP design and implementation phases. The fourth section 

offers a comprehensive summary of the study and suggests avenues for future research. 

 

1.1 Literature review 

 

A number of comprehensive studies have been carried out on the implementation of cryptography algorithms on 

TTA processorrs. In [7], the authors designed a TTA-based ASIPs for the RC4 and Advanced Encryption Standard 

(AES) encryption algorithms. They also implemented their processor design as an Application-Specific Integrated 

Circuit (ASIC) and shared the resource utilization and throughput in detail. A similar study was conducted for the 

Triple Data Encyrption Standard (3DES), RC4, and AES in [8]. The authors used a design space exploration to 

automatically find the most proper configurations for different requirements. In another study, the authors 

proposed an efficient method for design space exploration and developed TTA cores for the Blowfish and Secure 

Hash Algorithm (SHA) [9]. Similar processor designs also developed in [10, 11]. 

 

In addition to symmetri- key encryption algorithms, public-key cryptography algorithms have been evaluated on 

TTA processors. A parallel architecture for efficient hardware implementation of Rivest Shamir Adleman (RSA) 

cryptography is proposed in [12, 13]. Similarly, a unified crypto-processor with coarse-grained reconfigurable 
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datapath to perform either RSA or elliptic curve cryptosystems (ECC) is also proposed in [14]. In the majority of 

RSA-based applications, the most significant factor limiting the performance of the encryption process is the key 

generation speed. In [15], a  Residue Number System (RNS) and custom TTA operations have been employed to 

significantly accelerate the generation of RSA keys. Another area of cryptography where TTA processors can be 

used efficiently is in the Post-quantum cryptography (PQC) methods that researchers have focused on in recent 

years. These PQC algorithms, which must be resistant to both classical and quantum computer attacks, require 

intensive computational resources. This situation poses a serious challenge to the development of PQC applications 

in embedded systems. Researchers have been able to achieve remarkable performance gains and low energy 

consumption levels by designing custom TTA operations for the Key Encapsulation Mechanisms (KEMs) [16-

19]. On the other hand, apart from the present study, no other research in the literature has yet employed the TTA 

architecture to accelerate the Ascon encryption algorithms. 

 

2 MATERIALS AND METHODS 
 

This section briefly introduces the encryption algorithm targeted to be accelerated in the study, the preferred ASIP 

architecture, and the integrated design environment. In addition, the design of custom operations and their 

integration into the template architecture are explained. 

 

2.1 Ascon encryption algorithm 

 

Ascon is a family of encryption algorithms that includes authenticated ciphers (Ascon-AEAD128, Ascon-

AEAD128a), cryptographic hash (Ascon-Hash256), and extendable output functions (Ascon-XOF128 and Ascon-

CXOF128.). It is designed to provide high security, efficiency and suitability for a wide range of cryptographic 

applications. It is primarily targeted at lightweight environments such as embedded systems and low power 

devices, but is also suitable for general purpose use. Ascon was submitted to the CAESAR (Competition for 

Authenticated Encryption: Security, Applicability and Robustness) competition and was selected as a finalist for 

its advanced efficiency and security features [20]. It was then selected as the winner of the NIST Lightweight 

Cryptography competition [2]. Ascon is a symmetric-key encryption algorithm that provides both encryption and 

authentication to protect against a variety of cryptographic attacks. 

 

Ascon is a stream-based authenticated encryption algorithm that combines encryption and authentication. Ascon 

consists of three main variants: Ascon-AEAD128, Ascon-AEAD128a, and Ascon-80pq which differ in certain 

operational details but have a similar structure. The Ascon design is based on a sponge construction and uses a 

permutation-based core. The sponge construction absorbs the input data (key, plaintext, and associated data (AD)) 

and then squeezes out the output (ciphertext and authentication tag). Ascon uses a 128-bit state, divided into two 

main parts: one for the message and one for the AD. Fig. 1 represents the inner stages of the encryption and 

decryption operations of the cipher.  

 

 
Figure 1. Ascon-AEAD128 encryption (top) and decryption (bottom) stages [4] 
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2.2 Transport-triggered architecture 

 

TTA is an exposed datapath architecture, similar to the Very Long Instruction Word (VLIW) [21] methodology, 

that benefits from programmable datapath interconnect. Through the effective use of instruction-level parallelism 

(ILP), TTA aims to achieve high-performance program execution. Extensive use of register file (RF) bypass is one 

of the key benefits of TTA. During the programme flow, intermediate results are not transferred to the register file, 

but to the input of the functional unit (FU) where the next operation is located, unless necessary. In TTA 

processors, arithmetic or memory operations can be performed simultaneously after the fetch and decode phase of 

the long instruction word, a significant advantage over the traditional Reduced Instruction Set Computing (RISC) 

approach. A typical TTA processor consists of RF, load-store unit (LSU), global control unit (GCU), immediate 

unit (IMU), and other FUs for various arithmetic and logic operations. These units are vertically connected to the 

transport buses via input and output sockets. Fig. 2 depicts the structure of a TTA processor. 

 

 
Figure 2. A typical TTA processor architecture 

 

2.3 OpenASIP 

 

OpenASIP, formerly know as TTA-based Co-Design Environment (TCE), is a free and fully open-source toolset 

developed for designing TTA-based custom ASIPs [22]. It consists of an LLVM-based compiler (TCECC), a 

processor model designer (ProDe), a cycle-accurate simulator (Proxim), and an RTL code generator (ProGe). Fig. 

3 shows how a designer uses OpenASIP tools to develop an ASIP for a target application. A template processor 

format and high-level application code are developed step-by-step in design cycles involving simulation and 

profiling analysis. When a satisfactory design is achieved, RTL code is generated and then passed to third party 

synthesize tools. 

 

 
Figure 3. ASIP design flow with OpenASIP  
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OpenASIP contains many template processor architectures, pre-written HDL codes, and sample custom designs. 

This allows users to take advantage of a very rich development environment. They can use the Operation Set Editor 

(OSEd) to introduce their own application-specific instruction designs into the compiler and simulator. They can 

also add their own RTL code to the Hardware Database Editor (HDBEditor). This enables simulation, profiling 

and HDL code generation for the entire ASIP design. 

 

2.4 Template architecture 

 

A typical TTA-based ASIP design phase is initiated with a template architecture. Ascon performs operations using 

64-bit values. Specifically, its internal state consists of five 64-bit words, making a total of 320 bits. The algorithm 

processes inputs in 64-bit blocks and applies a permutation on this 320-bit state, involving bitwise operations like 

XOR, rotations, and shifts. Therefore, a 64-bit general purpose TTA core is used in this study as a template which 

was designed during our previous studies [16-18]. The template processor is named as TTA64 and its ProDe model 

is given in Fig. 4. TTA64 contains general purpose operations such as add, or, xor, shift, mul, etc. It has a dual 

arithmetic logic FU (ALU64 and ALU64_1) where frequently repeated arithmetic operations are also put into a 

second smaller FU (ALU64_1). Apart from this, the processor has a simple structure consisting of RFs with 32x64-

bit size registers and 2x1-bit Boolean, an FU for printf function, a classic LSU and GCU. The reference software 

implementation of the Ascon-128AEAD [23] was first run on TTA64 in this study. 

 

 
Figure 4. ProDe model of the template 64-bit TTA core (TTA64) 

 

2.5 Design of custom operations 

 

The most effective way to increase the performance of TTA processors is to design custom operations for the most 

compute-intensive parts of the application algorithm to be executed and integrate them into the processor 

architecture. To this end, the Ascon-AEAD128 reference C implementation was analysed using the Proxim tool 

and the code was examined in detail. As expected, the linear and substitution layers of the algorithm were identified 

as the most computationally intensive parts as a result of these analyses.  

 

In OpenASIP environment, the operation set is managed by the OSEd tool. Thus, 4 custom operations were created 

using this tool. The OSEd tool was used for all processes, such as designing custom operations, determining the 

input/output port numbers, and defining the functions they require in a C++-like fashion. Fig. 5 shows the 

definition of the custom TTA operations developed for Ascon-AEAD128 in the OSEd interface.  

 

 
Figure 5. Identification of the custom TTA operations in OSEd 
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In the process of designing a custom operation, two key considerations were identified. Firstly, the complexity of 

the operation should be kept to a minimum to prevent the maximum clock frequency from being reduced. 

Secondly, the number of operations should be kept to a reasonable level to avoid an excessive increase in the chip 

area. In consideration of the circumstances outlined above, the operations detailed in Table 1 were developed. 

 

Table 1. Custom Ascon operations and their functionalities 

Operation Function Related Code Latency (cycle) 

ROTR64 O = I1 >> I2 | I1 << (-I2 & 63) Linear Layer 1  

KSBOX O = I1 ^ (~I2 & I3); Substitution Layer 1 

GETBYTE O = (UI8) (I1 >> (56 - 8 * I2))  Load, Store, Clear bytes 1 

SETBYTE O = (UI64) (I1 << (56 - 8 * I2))  Load, Store, Clear bytes 1  

 

2.6 ASIP design 

 

ASIP design phase was initiated after the integration of custom operation to the OpenASIP compilation framework. 

As previously stated, Ascon-AEAD128 software was simulated on TTA64, and comprehensive profiling analyses 

were conducted. TTA is a flexible architecture and allows designer to add, remove, and chage the FUs. Leveraging 

this customization capability, the MUL64_MAC64 FU, which contains the mul and multiply-and-add (mac) 

operations that are seldom utilized when the Ascon algorithm operates on TTA64, was eliminated from the 

processor design and substituted with a new FU called ASCON, which contains the custom operations. The final 

ASIP, which is renamed as Ascon-TTA64, design is illustrated in Fig. 6. On the other hand, design alternatives 

that could provide higher performance, where custom operations are located in separate FUs, were not preferred 

because they would complicate the interconnection structure and thus increase the chip area and harden the routing 

during synthesis. 

 

 
Figure 6. The ProDe model of the TTA64 (Ascon-TTA64) core after integrating the custom Ascon operations 

 

3 RESULTS AND DISCUSSION 
 

This section presents the results of tests and performance analyses conducted with the reference Ascon-AEAD128 

software on a range of configurations of the ASIP model and general-purpose TTA64. Furthermore, it offers an 

evaluation of the hardware resource utilizations of the designed processors following the HDL implementation 

and the synthesis process. 

 

3.1 Cycle-accurate simulations 

 

The OpenASIP toolkit employs the Proxim tool for simulation and profiling operations. Proxim is a cycle-accurate 

simulation tool that offers a range of practical and advanced features. Designers can utilise Proxim to run their 

applications directly on the ProDe model, thereby gaining insight into the operations, intermediate values, and 

memory operations performed on all units of the processor in a step-by-step manner. 

 

In order to analyse the effects of the custom operations developed for the Ascon encryption algorithm, simulations 

were initially performed with the Ascon-128AEAD software for the TTA64 processor, which only includes 

general-purpose operations. The simulation was conducted again with alterations to the number of transport buses 

within the TTA64 architectural framework. Subsequently, similar operations were conducted on the Ascon-TTA64 

processor, which had been adapted with custom operations, thus enabling an evaluation of its performance. Fig. 7 

presents a visual representation of the analyses conducted in Proxim. 
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Figure 7. Cycle-accurate simulation and profiling of the Ascon-TTA64 core using the Proxim tool  

 

3.2 Performance Analysis 

 

Performance analyses were conducted for both TTA64 and Ascon-TTA64, based on two distinct cases. Firstly, in 

order to analyse the impact of the transport bus number on performance, the Ascon-128AEAD encryption and 

decryption code was executed for all configurations with bus numbers ranging from 1 to 6. The same 

configurations were performed on the Ascon-TTA64 processor. The results obtained in terms of clock cycle are 

presented in Table 2 for TTA64 and Table 3 for Ascon-TTA64, respectively. Additionally, the instruction word 

length (IWL) information for the processors is provided in both tables. 

 

As previously stated in Section 2.4, the TTA64 has two ALU FUs. The second ALU (ALU64_1) has a reduced 

number of operations, including those that are repeated frequently in ALU_64. In order to evaluate the impact of 

the aforementioned dual ALU structure on performance, ALU64_1 was removed from both the TTA64 and Ascon-

TTA64 designs. Then, all simulations conducted in the first section were repeated. The test results are presented 

in Table 2 and Table 3, with columns designated with the suffixes -SA for the single ALU configuration and -DA 

for the dual ALU configuration. The Ascon-TTA64 model with a single ALU is shown in Fig. 8. 

 

Table 2. Performance analysis of the TTA64 core for different core and FU configurations 

Processor Transport Buses IWL NoC-SA NoC-DA 

TTA64-R1 1 75 17652 16814 

TTA64-R2 2 150 10947 9035 

TTA64-R3 3 225 6627 6146 

TTA64-R4 4 300 6597 5243 

TTA64-R5 5 375 6595 4347 

TTA64-R6 6 450 6595 4339 

 

Table 3. Performance analysis of the Ascon-TTA64 ASIP for different core and FU configurations 

Processor Transport Buses IWL NoC-SA NoC-DA 

Ascon-TTA6-R1 1 75 10284 9942 

Ascon-TTA6-R2 2 150 5722 5375 

Ascon-TTA6-R3 3 225 3967 3659 

Ascon-TTA6-R4 4 300 3332 3035 

Ascon-TTA6-R5 5 375 2961 2716 

Ascon-TTA6-R6 6 450 2953 2570 

 

When Table 2 and Table 3 are evaluated together, it is clear that the proposed custom operations significantly 

increase performance. Comparing the single ALU versions, a performance gain of approximately 42% to 50% is 

observed. This value is between 38% and 41% for the dual ALU configurations. For TTA64 core, the contribution 

of the transport bus count to performance becomes ineffective after 3 buses in the single ALU versions. This 

situation is observed from 4 busses in the dual ALU versions. For this reason, configurations with more than 4 
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buses were not included in the Ascon-TTA64 comparison. On the other hand, the parallelization is much better in 

the Ascon-TTA64 core: Although the performance increase gradually slows down, the positive contribution 

continues up to 5 buses in the single ALU configurations and up to 6 buses in the dual ALU versions. 

 

 
Figure 8. The ProDe model of the Ascon-TTA64-SA configuration 

 

3.3 FPGA implementation 

 

Following the completion of the performance analysis, the HDL implementation development phase was initiated. 

HDBEditor in the OpenASIP toolkit allows storing and managing HDL codes. The OpenASIP toolkit provides a 

multitude of pre-installed hardware designs, which serve as a reference for designers undertaking their own 

customizations. HDBEditor was employed to integrate the HDL codes of the ASCON FU into the TTA64 HDL 

implementation, which was previously developed in the prior studies [14-16]. Consequently, the Ascon-TTA64 

ASIP has become now fully RTL-producible. 

 

ProGe is a tool that facilitates the generation of RTL code for an entire processor through the parametrically 

combined use of FUs whose HDL designs were previously registered in the HDBEditor. HDL implementations of 

the TTA64 and Ascon-TTA64 cores were generated via ProGe. It is important to note here that the MUL_MAC64 

FU has been removed from the TTA64 cores for a fair comparison. Subsequently, the processors were synthesised 

for an FPGA (part number xc7a100t [24]) using  Xilinx Vivado IDE [25]. Table 4 illustrates the post-synthesis 

hardware resources and maximum clock frequency values for single (-SA) and dual (-DA) ALU64 configurations. 

As expected, integrating custom operations into the processor architecture resulted in a slight increase in the total 

chip area. However, this increase is modest when considered together with the performance gain. 

 

Table 4. Required FPGA resources for template and custom cores 

Processor Transport Buses LUT FF  fmax (MHz) 

TTA64-SA 2 3054 2123 108  

TTA64-DA 4 4348 3125 104 

Ascon-TTA64-SA 2 3845 2627 103 

Ascon-TTA64-DA 4 5336 3682 101 

 

4 CONCLUSION 
 

Lightweight cryptography is a fundamental requirement for security, especially in resource-constrained devices. 

In this study, application-specific TTA operations have been developed for the Ascon encryption algorithm, which 

has become a standard in recent years, and these operations have been integrated into a 64-bit TTA processor. The 

analysis of the algorithm, the design and the integration of the operations are explained in detail. Comparative 

analyses have been carried out on how the custom operations can increase the processing speed of the Ascon-

128AEAD algorithm. The results obtained show that the performance increase can vary between 38% and 50% 

depending on the core configuration. HDL code was developed for the designed ASIP and synthesised on FPGA. 

This research shows that the development of custom TTA operations offers significant potential for efficient 

acceleration of the Ascon encryption algorithm. In future studies, research such as adapting the custom operations 

to all Ascon parameter sets and performing transport bus optimisation will provide more useful results in this area. 
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