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Abstract: With technological advancements, the use of drones has become increasingly widespread in both
civilian and military sectors in recent years. There is a need for technologies that can detect and identify the
presence, type, or flight mode of a drone with remote sensing signals in situations that pose a security threat.
This study is based on the classification of radio frequency (RF) signals from various drones under different
flight modes using Mel-spectrogram representations. Within the scope of the study, the VGG19 deep learning
model is used as both a classifier and a feature extractor for the SVM classifier. On the other hand, the study
compares the performance of RF signals in low and high frequency bands separately and in concatenated
versions. In the results obtained in the experimental studies, the VGG19+SVM hybrid model showed the highest
performance over the Mel-spectrogram of the concatenated low and high (L+H) frequencies. The accuracy
performances were 100% in the 2-Class problem where drone presence was detected (drone -no drone), 90.78%
in the 4-Class problem where drone types were classification (Bebop-AR-Phantom-no drone), and 86.6% in the
10-Class problem where drone modes were obtained.
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Mel-Spektrogram Temsiline Dayah Hibrit Derin Ogrenme Yaklagim ile Drone
Simiflandirmasi

Oz: Teknolojik gelismelerle birlikte son yillarda hem sivil hem de askeri sektorde dron kullanimi giderek
yayginlasmaktadir. Giivenlik tehdidi olusturan durumlarda uzaktan algilama sinyalleriyle bir dronun varligini,
tiiriinii veya ugus modunu tespit edip tanimlayabilen teknolojilere ihtiya¢ duyulmaktadir. Bu galisma, Mel-
spektrogram gosterimleri kullanilarak farkli ugus modlar1 altinda ¢esitli dronlardan gelen radyo frekans (RF)
sinyallerinin siniflandirilmasina dayanmaktadir. Calisma kapsaminda, VGG19 derin 6grenme modeli hem bir
siniflandirict hem de SVM smiflandiricist igin bir 6zellik ¢ikarici olarak kullamlmistir. Ote yandan calisma, RF
sinyallerinin diisiik ve yiiksek frekans bantlarindaki performansii ayri ayri ve birlestirilmis versiyonlarda
kargilagtirmaktadir. Deneysel ¢alismalarda elde edilen sonuglarda, VGG19+SVM hibrit modeli, birlestirilmis
diisiik ve yiiksek (L+H) frekanslarin Mel-spektrogrami iizerinde en yiiksek performansi gostermistir. dron
varligmin tespit edildigi 2-Sinif problemde (dron var - dron yok) dogruluk performanslar1 %100, dron tiplerinin
siiflandirildigr 4-Sinif problemde (Bebop-AR-Phantom-dron yok) %90.78 ve dron modlarinin elde edildigi 10-
Sinif problemde ise %86.6 olarak gerceklesmistir.

Anahtar Kelimeler: Drone siniflandirma, Hibrit model, Mel-spektrogram, RF sinyal
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1. Introduction

Unmanned aerial vehicles (UAVs), commonly known as drones, have seen a significant rise in
popularity in recent years, being used extensively in various civil, commercial, and military sectors.
They also pose a number of threats that can cause serious disruptions to airspace security (Taha &
Shoufan, 2019). The potential for illegal airspace invasions, privacy violations, and security threats has
increased the importance of examining the presence of drones in the air and determining the category of
drones.

Due to their cost-efficiency, ease of operation, long-range capabilities, high mobility, and
ability to carry payloads, drones have become essential tools in multiple industries.

Despite these benefits, their extensive deployment has introduced significant challenges
concerning the security, privacy, and safety of operational environments. The electronic components
within unmanned aerial vehicles (UAVs) emit electromagnetic energy that can be detected using radio
frequency (RF) sensors. This capability allows RF-based technologies to identify and monitor UAV
activity by capturing and analyzing wireless communication signals. Specifically, UAV detection can
be achieved by intercepting the RF signals exchanged between the drone and its ground control station,
providing a reliable method for identifying unauthorized aerial activities in sensitive areas (Seidaliyeva
etal., 2023).

In drone detection and classification with machine learning (ML), pattern recognition can be
performed using RFs, optical, and acoustic signals that are completely imperceptible to humans. Recent
research has demonstrated the effectiveness of deep learning (DL) techniques in classifying drones using
RF signals (Zhang et al., 2023).

DL is a state-of-the-art approach to achieving satisfactory results in computer vision and pattern
recognition. Drone detection and classification based on visual data with convolutional neural networks
(CNN)s is still in its infancy. The requirement for extensive labeled data to develop robust DL models,
combined with the limited availability of public datasets, hampers progress in this field. To address this
challenge, researchers have turned to transfer learning.

In recent years, an increasing amount of research has been focused on UAV detection, tracking,
and classification, utilizing various sensor types, including radar sensors (Yousafet al., 2022; Narayanan
et al., 2023; Yan et al., 2023a), RF sensors (Kili¢ et al., 2022; Kumbasar et al., 2022; Mandal & Satija,
2023), audio sensors (Anwar et al., 2019; Al-Emadi et al., 2021; Utebayeva et al., 2023), and camera
sensors (Singha & Aydin, 2021; Zhao et al., 2022; Aydin & Singha, 2023). In addition, bimodal and
multimodal sensor fusions are also an emerging methodology in this field (Seidaliyeva et al., 2023).

Although recent studies have explored the use of DL and time-frequency representations for
RF-based drone classification, most approaches either focus on a limited number of drone types or do
not combine low and high frequency information effectively. This study addresses this gap by proposing
a hybrid architecture that enhances classification performance across different frequency bands and
problem complexities (2-Class, 4-Class, and 10-Class), thus contributing to more robust and accurate
drone detection and classification systems.

1.1. Related work

The widespread adoption of high-performance computing units and the rapid growth of data
have led to the increasing popularity of DL-based methods, reducing reliance on the quality of manually
crafted features. Leveraging the success of DL techniques in extracting features from 2D data, the
transformation of signals from the time domain to the time-frequency domain has gained traction
(Ezuma et al., 2019; Alam et al., 2023). This approach aims to minimize the impact of noise outside the
signal’s frequency band, thereby enhancing the model's ability to identify patterns accurately.

In recent years, with the rapid increase in drone usage across different sectors, significant
attention has been paid to developing techniques for detecting and classifying drones. Ezuma et al.
(2019) explored 15 statistical features, including mean, standard deviation, and entropy, and used
neighbor component analysis (NCA) to reduce the dimensionality of these features. The reduced feature
set was then analyzed using three machine learning (ML) algorithms: discriminant analysis (DA),
support vector machine (SVM), and neural network (NN). Alam et al. (2023) proposed a model for
signal detection and classification by processing time-domain RF signals using a 1D-based SqueezeNet
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architecture. Basak et al. (2021) applied the short-time Fourier transform (STFT) to convert RF drone
signals into time-frequency (TF) representations, which were then used in a ResNet model to evaluate
detection performance under varying signal-to-noise ratios (SNRs). Medaiyese et al. (2022) utilized
wavelet transformations to represent drone signals in the time-frequency domain and compared the
performance of discrete wavelet transform (DWT), continuous wavelet transform (CWT), and wavelet
scattering transform (WST). They concluded that WST combined with SqueezeNet yielded the best
signal identification results. Yan et al. (2023b) introduced a hybrid transformer model that integrates a
CNN-based architecture for generating time-frequency features and incorporates self-attention
mechanisms to improve the classification of drone RF signals. Mohammed et al. (2023) converted drone
RF signals into Mel-spectrograms and utilized the Y AMNet neural network for effective drone detection
and classification. The requirement for extensive labeled data to develop robust DL models, combined
with the limited availability of public datasets, hampers progress in this field. To address this challenge,
researchers have turned to transfer learning. Compared to camera images, Mel-spectrograms allow
detection in dark environments regardless of visual conditions. Due to disadvantages such as background
noise affecting the spectrogram representation, gathering information about drones from Mel-
spectrograms alone may be insufficient.

For this purpose, this study aims to extract features from Mel-spectrogram images with the help
of CNN architectures and classify them with SVM. The general framework of the study consists of
combining low and high frequencies of drone RF signals in the time domain, creating segment-based
Mel-spectrograms, using the VGG19 robust classifier network as a feature extractor and finally feeding
it to SVM. In each of these steps, it is aimed to increase the drone classification performance by
valorizing the information.

Although DL techniques have been used in RF-based drone classification in recent literature,
most approaches rely solely on end-to-end learning and often focus on a limited number of classes or
signal types. In contrast, this study introduces a hybrid classification framework that combines the
strength of pre-trained CNN architectures for feature extraction with the generalization ability of
classical machine learning algorithms. The approach is further enhanced by the use of fused low and
high-frequency RF signals in the form of Mel-spectrograms.

The main contributions of this study can be summarized as follows:

e A hybrid DL model is proposed that integrates VGG19 for feature extraction with SVM for
classification of drone RF signals.

e The study utilizes Mel-spectrogram representations of both low and high frequency RF signals,
including their concatenated (L+H) forms, to enhance the robustness of classification.

e A comprehensive evaluation is conducted using the DroneRF dataset, addressing binary (2-

Class), multi-class (4-Class), and fine-grained (10-Class) drone classification problems.

e The proposed method achieves state-of-the-art performance, particularly in the 10-Class
problem, demonstrating significant improvement over existing approaches in the literature.

The structure of the paper is as follows: Section 2 outlines the dataset utilized in the study, the
data preprocessing steps, and the development of the model. Section 3 presents the experimental setting,
performance metrics, and experimental results, as well as a comparison between the models. In Section
4, a comparison with the literature on the same dataset is used, and the importance of the study is
emphasized. Finally, conclusions and future work are presented in Section 5.

2. Material and Methods

This section describes the materials and methods used in drone detection and classification.
2.1. DroneRF database

In this study, the DroneRF dataset introduced to the literature by Allahham et al. (2019) is used.
The DroneRF dataset consists of a total of 454 records containing AR, Bebop, and Phantom drone
signals at low and high frequencies, as well as background information. The dataset is about 40 GB in
size and consists of 10.25 seconds of RF drone recordings for each flight mode and about 5.25 seconds
for RF background activities.
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Table 1. Definitions of drone modes

Definition Mode
Drone mode on Mode 1
Drone hovering Mode 2

Drone recording video Mode 3
Drone not recording Mode 4

The DroneRF dataset was created by recording the drones in different modes, as shown in Table 1.
The Bebop and AR drones were recorded in four different modes: open, hovering, video recording, and
flying, while the Phantom drone was recorded in only one mode. Table 2 shows the number of segments
in the low and high frequency bands from each drone in different modes.

Table 2. Number of dataset records

Dataset Records Low High
B. mode 1 21 21
B. mode 2 21 21
B. mode 3 21 21
B. mode 4 21 21
AR mode 1 21 21
AR mode 2 21 21
AR mode 3 21 21
AR mode 4 18 18
P. mode 1 21 21
No Drone (Background) 41 41
Total 227 227

Figure 1 presents a visual description of the 2-Class, 4-Class, and 10-Class problems considered
in this study.

No Drone

2-Class
(Background)
a0 - (e . 4-Class
> - o Drone
, V8
Bebop AR Phantom
* Bebopmodel <+ ARmodel
* Bebopmode2 + AR mode?2 e Phantom mode 1 +« No Drone 10-Class

* Bebopmode3 ¢ AR mode3
* Bebopmode4 <+ AR mode4

Figure 1. Details of DroneRF dataset.

The RF signals at each frequency in the data set were divided into 100 segments with 75%
overlap to increase the number of data and to solve the classification problem based on shorter duration
signal information. On the other hand, the low and high signals are concatenated as in Equation 1 to
utilize the information of both signals at the same time.
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Z1=[X1,X2,X3...Xn |

Zo=[ y1,y2,Y3---Yn] (1)

zi=concat[z,zn]= [X1,X2,X3..Xn ,Y1,Y2,Y3...Yn]

where is the representation of the low signal and zy is the representation of the high signal in time.

2.2. Mel-Spectrogram

In audio signal analysis, spectrograms offer valuable insight into the distribution of frequency
energy over time (Allahham et al., 2019). While general spectrograms capture extensive information
about the frequency content of the data, Mel-spectrograms are specifically based on the Mel scale, which
aligns with human auditory perception. As a result, Mel-spectrograms provide an effective
representation of frequencies that are most relevant to human hearing.

The stability of Mel-spectrograms despite variations in audio signals underscores their
effectiveness as a feature extraction method for audio data (Alam et al., 2023). By applying the Mel
scale transformation, acoustic features are captured more efficiently, allowing for a better focus on the
most meaningful aspects of the signal. The Mel scale frequency is mathematically calculated as shown
in Equation 2.

fHz
fimet = 2595l0g1 (1 + 1) )
where fy, is the frequency of the received signal and f,;,¢; is the corresponding frequency in Mel scale.
The Mel-spectrum involves the application of a Mel filter bank to the frequency domain of the signal.
Each filter in the Mel filter bank consists of triangular window functions Hj, centered at a specific point
in the frequency domain (Equation 3). These filters divide the signal into different frequency bands.

0 form< f(k—1)
m— f(k—1)
L for flk—1) <m < £(K)
Hie(m) = poern)-m_ for f(k) <m < f(k +1) 3)
fk+1) = f(k) =
0 form> f(k+1)

where H, (m) is the triangular window function, m is the number of filters and k ranges from 0 to
(m—-1).

The Mel-spectrum is then obtained by squaring the discrete Fourier transform (DFT)
coefficients as shown in Equation 4 and applying the corresponding triangular window functions from
the Mel filter set.

Xuer (¥) = Zmzo[IX(m)1?Hy (m)] (4)

Figure 2 shows the Mel-spectrogram representations of the RF signals of the DroneRF dataset
in the low and high frequency bands.
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Figure 2. Mel-spectrogram equivalent of an example AR mode 1 RF signal.
2.3. VGG19+SVM hybrid model

This study proposes a hybrid DL model that combines the VGG19 network's feature extraction
capabilities with the classification power of SVM to analyze drone RF Mel-spectrograms. The model is
designed to enhance both the accuracy and robustness of drone detection and classification tasks by
integrating these complementary techniques.

The VGG19 network (Simonyan & Zisserman, 2014), a deep CNN developed by the Visual
Geometry Group, garnered widespread recognition for its outstanding performance in the 2014
ImageNet Large Scale Visual Recognition Competition (ILSVRC). Comprising 19 layers, VGG19
includes convolutional, max-pooling, and fully connected layers. Its convolutional and fully connected
layers are equipped with trainable parameters, enabling adaptability during training, while its max-
pooling layers reduce input data dimensions by retaining only the most critical features. Due to its
exceptional performance in tasks such as image classification, object detection, and segmentation,
VGGI19 has become a widely adopted model for transfer learning, making it highly effective in
extracting relevant features from drone RF signals.

SVM, introduced by (Cortes & Vapnik, 1995), offer a robust approach to classification by
determining an optimal hyperplane that separates data into distinct categories. The placement of this
hyperplane maximizes the margin between data points closest to it, known as support vectors. These
vectors play a crucial role in defining the hyperplane's orientation and position, ensuring the classifier
achieves high accuracy. By focusing on maximizing the margin, SVM generalizes effectively to unseen
data, making it particularly useful for high-dimensional datasets such as drone RF signals.

The proposed hybrid model, shown in Figure 3, processes RF signals by generating their Mel-
spectrogram representations, which capture the time-frequency characteristics of the signals. These
spectrograms, derived from various frequency bands, including low-frequency, high-frequency, and a
combination of both, are fed into the VGGI19 network. Within VGG19, convolutional and fully
connected layers extract critical features from the input data. These feature vectors are subsequently
passed to the SVM classifier, which performs the final classification, differentiating between various
drone types based on their RF Mel-spectrogram characteristics. By integrating VGG19's advanced
feature extraction capabilities with SVM's robust classification approach, this hybrid model provides an
effective solution for analyzing complex RF signals. The approach not only improves classification
accuracy but also demonstrates substantial potential for practical applications, particularly in security
and surveillance domains where reliable drone detection is essential. This combination of techniques
underscores the potential of hybrid DL models in addressing challenges associated with drone RF signal
analysis while maintaining accuracy and efficiency.
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Figure 3. The proposed model diagram.

In the Mel-spectrogram generation phase, each RF segment was processed using a Hamming
window of 1024 samples with a hop size of 512 and 128 Mel bands. The resulting time-frequency images
were resized to fit the input dimensions of the pre-trained CNN models. For training, we used a batch
size of 32, learning rate of 0.0001, and 20 epochs. The CNN’s last fully connected layer (prior to
classification) was used to extract 4096-dimensional feature vectors, which were then input to the SVM
classifier with an RBF kernel.

3. Results

In this section, evaluation criteria of experimental studies, experimental setup, and experimental
results are explained.

3.1. Evaluation criteria

In this study, accuracy is used to evaluate the performance of the proposed methods by
measuring the proportion of correct predictions, both positive and negative, made by the model. It
provides an overall assessment of the model's classification capability.

Confusion matrix (Figure 4) provides four key components to evaluate the model's prediction
performance: True Positive (TP), True Negative (TN), False Positive (FP), and False Negative (FN).
True Positive represents cases where the model correctly predicts a positive outcome, such as accurately
detecting the presence of a drone. True Negative refers to instances where the model correctly identifies
a negative case, such as determining that no drone is present. On the other hand, False Positive occurs
when the model incorrectly predicts a positive outcome, mistaking a non-drone situation for a drone
presence. False Negative represents cases where the model fails to identify an existing drone, incorrectly
predicting it as absent. These components are crucial for calculating performance metrics like accuracy,
precision, and recall, offering a comprehensive understanding of the model's strengths and weaknesses.
Equations 5, 6, 7 and 8 present the definition of Accuracy, Precision Recall and F1 score metrics with
TP, TF, FN, FP respectively (Kilic et al., 2022).

TP+TN

Accuracy = —————— ©
Precision = = ©
TP+FP
Recall = - "
TP+FP

precision x recall
F1 score = 2( s ) Y

precision + recall
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Figure 4. Confusion matrix of a classification model.
3.2. Experimental setup

The experimental studies were conducted using an 19-7900X central processing unit paired with
two GeForce RTX 2080Ti GPUs to optimize the execution of matrix multiplication and convolution
operations. All algorithms were developed and executed on the MATLAB® 2019b platform, running
on the Ubuntu 18.04.4-LTS Linux operating system.

3.3. Experimental results

In this section, drone classification results with 2-4-10 classes are presented in two separate
tables.

Table 3 shows the VGG19 classification results based on Mel-spectrogram images in low and
high frequency bands. When the results in Table 3 are analyzed, the highest results for 2-Class are
99.77%, 99.71%, and 98.44% in High (H), Low+High (L+H), and Low (L) frequency bands,
respectively, and the highest results for 4 Class are 87.51%, 77.51%, and 74.64% in (L+H), High (H),
and Low (L) frequency bands, respectively. For 10 Class, and 84.45%, 76.94%, and 71.53% for the
Low+High (L+H), High (H), and Low (L) frequency bands, respectively.

Table 3. VGG19 experimental results (accuracy %)

Classification Mode L band H band L+H band
2-Class 98.44 99.77 99.71
4-Class 74.64 77.51 87.51
10-Class 71.53 76.94 84.45

Upon analyzing the results of the VGG19+SVM hybrid model in Table 4, it is evident that the
performance is enhanced when Mel-spectrograms are input into the VGG19 network, and the features
extracted from the fully connected layer are classified using the SVM. In the 2-Class classification, the
accuracy improvement with the L band is 0.10%, with the H band is 0.02%, and with the L+H band is
0.29%. For the 4-Class classification, the improvement with the L band is 3.00%, with the H band is
2.04%, and with the L+H band is 3.70%. In the 10-Class classification, the L band shows an
improvement of 0.88%, the H band shows a slight improvement of 0.03%, and the L+H band provides
a notable improvement of 2.55%. These results highlight the varying degrees of improvement across
different bands and classification tasks, with the L+H band generally offering the highest accuracy gains.

Table 4. VGG19+SVM hybrid model experimental results (accuracy %)

Classification Mode L band H band L+H band
2-Class 98.54 99.79 100
4-Class 76.87 79.09 90.78
10-Class 72.16 76.96 86.6
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Table 5 presents the weighted by the number of data average Precision Recall and F1 score
values of the VGG19+SVM hybrid model for concatenated L+H.

Table 5. VGG19+SVM hybrid model experimental results for L+H band (%)

Classification Accuracy Precision Recall F1 score
Mode
2-Class 100 100 100 100
4-Class 90.78 81.20 75.40 73.60
10-Class 86.60 78.70 79.60 82.00

Figures 5-6-7 show the performance comparisons of VGG19 and VGG19+SVM models
according to the Accuracy metric for 2-Class, 4-Class, 10-Class respectively.

2-Class
llOO
9.79
H band 9.77
'98.54
97.5 98 98.5 99 99.5 100
VGGI19+SVM VGGI19
Figure 5. Drone detection classification performance.

4-Class

l90.78

L band = 7 51

79.09

l76.87
L e .

0 20 40 60 80 100

VGG19+SVM B VGGI19

Figure 6. Drone type classification performance.
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L+H baﬂd '8445
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H band ¥76.94
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0 20 40 60 80 100

VGG19+SVM VGG19
Figure 7. Drone mode classification performance.

This study addresses key limitations in the existing literature by expanding the classification to
multiple drone types (AR, Bebop, Phantom) and their respective flight modes. The proposed model is
evaluated in three classification settings: (i) drone presence detection (2-Class), (ii) drone type
classification (4-Class), and (iii) drone type and mode recognition (10-Class). The experimental results
show that the hybrid model achieved 100% accuracy for drone detection, 90.78% for drone type
classification, and 86.6% for drone type+mode classification. These results demonstrate the robustness
of our approach across both hardware (drone variety) and operational diversity (flight modes).

4. Discussion

The increasing prevalence of unmanned aerial vehicles (UAVs) has accelerated the development
of RF-based detection and classification systems. Most UAVs operate in the 2.4 GHz ISM band,
emitting characteristic radio frequency (RF) signals that can be passively intercepted and analyzed to
determine drone presence, type, or operational mode (Taha & Shoufan, 2019). In this study, a hybrid
classification approach was proposed, combining Mel-spectrogram representations of RF signals with
DL-based feature extraction and SVM-based classification. To evaluate the effectiveness of the
proposed method, comprehensive experiments were conducted on the publicly available DroneRF
dataset, which includes RF recordings from multiple drones (AR, Bebop, Phantom) under various flight
modes. The classification tasks were structured in three levels of complexity: binary classification (drone
vs. no drone), multi-class classification (drone types), and fine-grained classification (drone types with
flight modes), corresponding to 2-Class, 4-Class, and 10-Class problems, respectively.

Table 6 presents a comparison of classification accuracy achieved by the proposed method and
several state-of-the-art approaches from the literature. Al-Sa’d et al. (2019) employed a deep neural
network (DNN) based on power spectrum features derived from DFT magnitudes, achieving 99.7%,
84.5%, and 46.8% accuracy for 2-, 4-, and 10-Class tasks, respectively. Al-Emadi and Al-Senaid (2020)
developed a 1D-CNN tailored to raw signal input, slightly improving the 2-Class and 4-Class
performances and significantly outperforming previous models in the 10-Class task with 59.2%
accuracy. Medaiyese et al. (2021) applied XGBoost models on wavelet-transformed RF data, achieving
99.96% (2-Class), 90.73% (4-Class), and 70.09% (10-Class) accuracy, which until now represented the
best performance on the dataset for the most complex task.
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Table 6. Comparative accuracy (%) of the proposed method and related studies on DroneRF dataset

Literature 2-Class 4-Class 10-Class
(Al-Sa’d et al., 2019) 99.70 84.50 46.80
(Al-Emadi & Al-Senaid, 2020) 99.80 85.80 59.20
(Medaiyese et al., 2021) 99.96 90.73 70.09
The proposed method 100 90.78 86.60

In contrast, the proposed method introduces several improvements over prior work. First, the
concatenation of low- and high-frequency RF signals captures a broader spectrum of temporal and
spectral patterns. Second, the use of Mel-spectrograms transforms RF signals into image-like
representations, which are more compatible with convolutional architectures and robust to noise.
Finally, the hybrid architecture combines deep CNN-based feature extraction with SVM, leveraging the
strengths of both methods. The experimental results demonstrate that the proposed approach achieves
100% accuracy in the 2-Class task, 90.78% in the 4-Class task, and 86.6% in the 10-Class task—
surpassing all previously reported results on the same dataset, particularly with a 16.5 percentage point
improvement in the 10-Class problem over the closest competing method.

These findings suggest that the hybrid use of time-frequency representations (via Mel-
spectrograms) and classical machine learning classifiers, in combination with pre-trained DL
architectures, can provide a highly effective solution for drone detection and classification. The
consistent improvement across all task complexities confirms the generalizability and robustness of the
proposed method.

5. Conclusion

The increasing prevalence of drones has highlighted the need for improved security measures,
making drone detection and classification more critical than ever. Various techniques, including optical,
radar, thermal, acoustic, and RF signal processing, are employed for effective detection. This study uses
Mel-spectrogram representations of RF signals in both the low and high-frequency bands from the
DroneRF dataset, processed separately and in combination.

For classification tasks involving drone presence (2-Class), drone type (4-Class), and both drone
type and mode (10-Class), Mel-spectrograms of RF signals from both frequency bands are input into
the VGG19 network. The features extracted by the VGG19 network are then classified using SVM. The
experimental results show that the proposed data representation and hybrid model approach achieve
high classification accuracy. Specifically, for the 2-Class classification, the model achieved an accuracy
of 100%, for the 4-Class classification, the accuracy was 90.78%, and for the 10-Class classification, it
reached 86.60%. These results suggest that the proposed method is promising for practical, real-world
drone detection applications.

Future research will focus on developing transformer-based multimodal models, incorporating
multiple input sources and diverse drone data types. Additionally, utilizing various RF drone datasets
for both training and testing is expected to yield more generalized and robust results, enhancing the
model's performance across different scenarios.
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