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The Metaverse as a Convergence of Virtual and Real Worlds: A Risk Assessment

in the Context of Ethics

Ahmet EFE?

Abstract: When Bitcoin first emerged as a virtual and digital asset, skepticism about its potential for
even short-term success was widespread. Yet, it ultimately reshaped financial systems globally. Now,
Facebook, one of the largest virtual platforms with nearly 3 billion users, has taken a pivotal step toward
establishing a digital parallel universe known as the Metaverse. Rebranded as "Meta," the company has
consolidated social media platforms like Instagram and WhatsApp under its umbrella, signaling a bold
move toward a fully immersive digital realm. However, this initiative has triggered significant reactions
from economic, technological, political, and religious domains. While the Metaverse promises to
revolutionize human interaction through technologies such as virtual reality (VR) and augmented
reality (AR), it also raises profound concerns regarding technology addiction, cyberbullying, data
privacy, psychological dependency, and ethical dilemmas. These concerns are particularly salient in the
commodification of personal faith and the trivialization of sacred practices. This study conducts a
theoretical and conceptual analysis of the Metaverse, focusing on the intersection of technological
advancements with religious, moral, and ethical values. Drawing on existing literature, it examines
cultural, spiritual, and technological risks while identifying significant gaps in scholarly discussions. By

highlighting these risks, the research advocates for the development of comprehensive ethical
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frameworks to ensure inclusivity, authenticity, and accountability in this hyper-connected digital realm.
Additionally, the study explores the potential role of the Turkish Presidency of Religious Affairs in
mitigating these risks, offering practical recommendations for managing challenges in a balanced and
reasonable manner. This work aims to contribute to a more nuanced understanding of the Metaverse
and its implications for human values in an increasingly digitized world.

Keywords: Metaverse, technology addiction, cyberbullying, virtual reality, ethical and religious

realities, mixed realities, risk assessment.

Introduction

There is a security issue in terms of how vulnerable personally private information (PPI)
is and sharing data with other people. There is a pervasive digital world where all the data
about the general flow of PPI is instantly collected. The person's political, social and
sustainability preferences, love, community, and affiliations etc. are not secret. More predictive
data on everything could be extracted and, if that could be achieved, drawn into the meta
universe. There is no guarantee for full privacy and pure truth in the digital world anymore.
There are risks compromising on truth in the name of virtue, morality, honor, and decency,
and all efforts do not seem to contribute to life and strive for the continuation of nature.
Everything that we receive with our sense organs, God transforms them into an electrical wave
with the nervous system in the human body and reflected meaningful in the natural
algorithms. If high tech can provide all the human 5 senses in the Metaverse, it can enable
people to talk, move around and socialize in the new universe, feel the parallel universe, thus
cutting off their contact with the real world. Someone can argue that they put people under

control. It is the thrill of continuous surveillance, monitoring and controlling people.

One key area of concern is the impact of the metaverse on moral and ethical values. As
people spend more time in virtual environments, it is possible that they may begin to adopt
different ethical and moral standards, which could have implications for society as a whole.
Additionally, the metaverse may create new forms of moral and ethical dilemmas, such as

whether or not it is ethical to use virtual reality to simulate violent or illegal activities. Another
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area of interest is the impact of the metaverse on religious practices. Many religions require
physical presence or action in specific locations, such as praying in a mosque, temple, or
church, or performing a pilgrimage to a holy site. The metaverse may offer opportunities to
simulate these experiences virtually, but questions arise regarding the validity and efficacy of
such practices. Overall, the relationship between the metaverse and ethics and religion are
complex and multifaceted. As the metaverse continues to develop, it will be important for

individuals and societies to consider how it may impact their values and practices.
We have set our research Assumptions as follows:

1. The technology addiction to the innovative virtual realms like metaverse will facilitate
new forms of moral and ethical dilemmas that have not been previously considered in

the physical world.

2. As people spend more time in virtual environments, their ethical and moral standards

may change, potentially affecting society as a whole.

3. The metaverse may offer new ways to engage with religious practices, but the validity

and efficacy of these virtual experiences are uncertain.

4. The increasing prevalence of metaverse-related issues, such as privacy breaches and
cyberbullying, will lead to more significant concerns about its impact on moral, ethical,

and religious values.
We have identified the research hypothesis as follows:

The increasing use of the metaverse will lead to significant risks in moral, ethical, and religious
values, resulting in the emergence of new moral and ethical dilemmas, shifts in societal norms,

and potential alterations in religious practices and beliefs.

Setting aside security and privacy issues, here in this study we need to consider some

different questions as such:

o What about the moral, ethical and religious risks in the virtual environment?

o s it possible to cover religious obligations such as prayers and pilgrimage in the Metaverse?
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To get proper answers for the above questions we start with literature knowledge and
research problems; elaborate conceptual framework; discuss Metaverse and possible religious
services; discussion over Metaverse conspiracy scenarios and Opportunities for true faith

against superstition.

Literature Knowledge and Research Problem

According to Scholar Database, there are 14.600 articles published on Metaverse only
480 articles used “Metaverse” in allintitle. However, with the keywords of this study
“Metaverse, exemplary world, virtual reality, religious realities” we have found 60 articles in
general but none in the headlines. Therefore, this study is considered to provide value to the

related literature.

Neal Stephenson coined the term "Metaverse" for the first time in his 1992 sci-fi novel
"Snow Crash", in which he envisioned the nearness to reality in virtual reality environments.
Since then, we have seen various rapid technological advances to the extent that we have
almost opened the door to an online virtual world that includes augmented reality, virtual
reality, 3D holographic avatars, video, and other communication tools (Cvj, 2021). These
critical developments that opened the doors of the Metaverse are the content of the subject we
study. As the Metaverse expands, it will present us with a hyper-real alternative world that
we can live with. There are already traces of metaverses in online game universes such as
Fortnite, Minecraft, and Roblox. The game companies following these masses have enough
ambition and effort to be a part of the metaverse evolution (Slider & Molina, 2022). The idea
of the virtual world through virtual reality technologies is not very new. Hollywood also gives
ideas about how these technologies will affect our lives. Ready Player One offers a future-
oriented perspective. Movies such as The Matrix, Avatar, Surrogates, and Tron also deal with
the idea of a virtual world. So, are these movies real, or are they a utopia? Zuckerberg, who

started his investments years ago by buying Oculus, shows that he is determined with his
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latest move. Time will tell whether people will live in capsules or with VR glasses on their

heads (Haihan et al, 2021).

In Metaverse, users will be able to create a digital avatar and live in the virtual world
with their real identities. People will be able to come together with friends in a virtual
environment, play games, and shop. For example, it will be possible to attend a live concert
online. Virtual classrooms will replace distance education. Doctors will be able to perform
examinations on Metaverse. The need for a bank branch will be eliminated. We will buy items
for our avatars, and even the digital plots will create a brand-new economy. In addition,
Facebook is not the only company investing in this issue. In addition, companies such as Unity,
Epic Games, and Nvidia are making their investments and developing their projects for
Metaverse. Therefore, we will have the opportunity to do everything we can do in real life in
the virtual environment (Kiong, 2022). Apart from visual and aerial interaction, almost all
senses are satisfied. One ethical issue related to the metaverse is the potential for addiction. As
people spend more time in virtual worlds, they may become detached from reality and
experience negative consequences such as social isolation, depression, and anxiety (Banyai et
al., 2017). Additionally, virtual worlds can be designed to be highly engaging and addictive,
leading to concerns about the potential for exploitation by developers (Petersen & Lieberman,
2021). Another ethical issue is the potential for virtual crimes, such as theft, harassment, and
even virtual murder (Yee, 2006). While these crimes may not have the same physical impact as
their real-world counterparts, they can still have significant emotional and psychological
effects on the victims. Religious obligations may also come into play in the metaverse. For
example, virtual worlds may contain content that goes against certain religious beliefs or
values, which could cause distress or offense to individuals (Gilbert, 2017). Additionally,
virtual reality technologies such as brain-computer interfaces (BCls) raise questions about the
implications of altering one's consciousness, which may conflict with certain religious beliefs
(Bostrom & Sandberg, 2009). Finally, there are concerns about the impact of the metaverse on
social justice and inequality. The cost of accessing and participating in virtual worlds may

create barriers for individuals from lower socio-economic backgrounds, perpetuating existing
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inequalities (Kharif, 2021). Additionally, virtual worlds may reproduce real-world power

structures and hierarchies, further entrenching inequalities (Bainbridge, 2007).

In this hyper-virtual world, immersed in an abundance of images, people, the world
and life will be completely different. We are invited back to the cave (the realm of illusions and
imitations) where Plato tried to lead humanity out. Both violence and love will take place on
this digital platform, as well as actionable activities such as trade and politics. All kinds of
deception and manipulation will be easier on such a ground where there is no "truth". On this
platform where there is no truth, serious problems may arise in important areas such as ethics,
religion, law, economy, and politics. Non-existent or illegal goods and services can be sold,
not someone with a strong personal identity, but imaginative types of state administrators can
be chosen. While it is likely to cause many such problems, the metaverse seems to be a widely

accepted on the ground. We need to ponder on the possibilities and weaknesses (Dag, 2022).

There are many serious cases reported in the Metaverse. According to the news of the
British Daily Mail newspaper, a 43-year-old mother of four was sexually assaulted by a mob a
minute after she entered Facebook's Metaverse. Nina Jane Patel, who created an avatar for
herself, watched and listened in horror as three male characters attacked her avatar via a
virtual reality headset (Iamthymeta, 2022). According to the news of the BBC, children
entering the metaverse can easily enter virtual strip clubs. In research, conducted by a person
pretending to be 13 years old, it was stated that this situation was observed in a metaverse
application called VRChat. The researcher, who stated that she was taken to a virtual sex club
despite showing herself at the age of 13, also noted that many adult men tried to be close to
her, and sexually explicit toys and avatars were shown to her while she was browsing the

platform (Webtekno, 2022).

All scientific, cultural, social, environmental, vegetative, animal, and personal
information collected in the Universe is collected for Metaverse and Matrix! Adapting the
obtained scientific data to technology and putting it on the market, everything from virtual
glasses and headgear to virtual gloves, shoes, cloaks, and clothes will be the Metaverse

instruments. In this system, where other systems are outdated, even an ID may not be given
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to those who do not have an Avatar! In a sense, the Metaverse is boundless, and it destroys
the conscience and gives people the opportunity to realize their desired dreams. Everything is
prepared for Metaverse, and products are registered with Blockchain. There is no such thing
as web 2.0, web 3.0 anymore! Metaverse, which one may even consider a bit like defying God,
is a higher version of Web 3.0 which is described as a shift of power to the people, “the people

are in charge of their data, identity, and monetization” (Armano, 2021).

There will be a post-Metaverse realm of course. It will pass to a stage where the desired
life can be lived as a fictional dream, within the imagination framework, with only brainpower
and dexterity of thought, without needing equipment, intermediaries, and instruments!
Dreams can be edited and recorded on video, and the dream can be seen repeatedly, thanks to
studies conducted at the University of Chicago and Japan. According to MIT News,
researchers have come up with a new wearable device, Dormio and a method called Targeted
Dream Incubation (TDI) which is a protocol that can be utilized within an app on the wearable
sleep-tracking device, Dorimo to record the wearer’s dreams. Additionally, it is also possible
to guide the dreams towards certain ideas when the wearer is in the process of going to sleep

by targeting them with the information around the idea repeatedly (Mashable, 2020).

With the complete penetration of the Metaverse and various virtual universes into our
lives, there are various concerns that many risks and problems may occur. These risks and
problems that cause a big question mark in people's minds (Pietro&Cresci, 2021; Matthias et

al, 2021; Kevins, 2022; Oxford Analitica, 2022).

Therefore, scholars have highlighted several critical concerns, ranging from data
privacy and moral hazards to the erosion of religious authenticity. These risks demand

rigorous academic inquiry and practical interventions.
Ethical Dilemmas in the Metaverse

Radovanovi¢ and Tomic¢ (2022) argue that the metaverse poses grave ethical challenges,
particularly in its potential to commodify personal faith and ethical beliefs. This
commodification risks trivializing sacred practices and altering how individuals engage with

their spirituality. Similarly, the integration of digital identities within the metaverse raises
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concerns about data privacy and the potential misuse of sensitive religious data (Arcia et al.,
2023). The hyper-connectivity of metaverse platforms exacerbates these issues, requiring

robust ethical frameworks to safeguard users’ fundamental rights (Bibri & Allam, 2022).
Religious Authenticity and Practice

Fernandez (2024) explores the question of authenticity in religious practice within the
metaverse, drawing parallels with earlier virtual environments like Second Life. The author
cautions against conflating "trending" digital innovations with authentic religious experiences,
highlighting the risk of undermining traditional rituals. Similarly, Thomas et al. (2024)
emphasize the psychological and spiritual risks associated with virtual worship, such as
increased depression among individuals unable to reconcile digital and physical spiritual

experiences.
Cultural and Religious Inclusion

Azhar, Ali, and Naz (2024) examine metaverse adoption intentions among Muslim
students, noting that ethical and cultural alignment can mitigate perceived risks. Their
findings underscore the importance of consulting religious scholars to ensure platforms
respect diverse religious values and practices. This aligns with Hindolia et al. (2024), who
advocate for a conceptual framework that integrates ethical principles to address the unique

needs of religious communities in the metaverse.
Technological Risks and Moral Hazards

The technological infrastructure underpinning the metaverse introduces unique risks,
such as algorithmic biases and inadequate cybersecurity measures. Hasanah (2024) highlights
the ethical and moral hazards stemming from these vulnerabilities, particularly their potential
to erode trust and social cohesion in religious communities. This is echoed by Lahiri et al.
(2023), who discuss the implications of privacy violations and the commodification of personal

data for virtual worship.

Balancing Opportunity and Risk
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While the metaverse offers opportunities for innovative religious engagement, such as
virtual pilgrimages and digital worship spaces, it also necessitates a critical examination of its
broader societal impacts. Avila (2022) suggests that religious communities must adopt a
prophetic stance, advocating for ethical practices and addressing the risks inherent in new
technologies. This involves fostering a digital culture that prioritizes transparency, inclusivity,

and ethical accountability (Saluzzo, 2023).

Conceptual And Theoretical Framework

The idea of a fictional universe beyond reality undoubtedly arouses many feelings such
as curiosity, uneasiness, and excitement in everyone. Yet this feeling is not entirely new. The
word "post-truth", designated by the Oxford Dictionary as the word of the year 2016, has been
questioning a post-truth social order for years, both in academic circles and in almost every
aspect of daily life. Jean Baudrillard's (1996) concepts of "hyper-reality" and "simulacrum", who
have long left the scientific community and provided a help kit for explanations in different
fields, and Manuel Castells's (1991) concept of "network society", especially in new
communication technologies, it maintains its usefulness in interpreting its sociological
expansions and in understanding the "virtual". Basic texts that comment on many social
transformations, such as Guy Debord's (1988) "Society of the Spectacle" and, albeit indirectly,
Ulrich Beck's (1992) "Risk Society" can be added to the list. The concept of artificial intelligence
and augmented reality has already spread to basic areas of human life, from health to
education, from transportation to commerce. Therefore, the road to this word, which is being

heard everywhere, has been paved for a long time (Giiven, 2022).

The Internet and social media have removed communication from being confined to
the boundaries of time and space. Moreover, human communication in the techno age was not
limited to his kind but extended to controlling a network in which physical objects were linked
to each other or larger systems. Like in refrigerators that use the Internet of things technology
(IoT) and notify that the food inside is finished or automatically order new products.

Metaverse is a platform where users can move in a digital and augmented reality virtual
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universe, while many technology elements will push the limits of Internet, digital world and
IoT. Metaverse providers envisioning of their users working, playing, and staying connected
during virtual world trips such as concerts, conferences, business meetings, or with friends

(Snider & Molina, 2022).

Metaverse's definition is "A cyber social plane offering a new reality, the world of reflections
and collaboration opportunities; providing infrastructure and interaction new opportunities for
cultural, intellectual and economic production in which different advanced technologies are used
simultaneously and in an integrated manner". In other words, it is presented as an assumptive
space where everything can be done, from education to business, from business meetings to
concerts, from family and friend gatherings to games, and mystical and metaphysical pursuits.
It can be said that Metaverse, is aimed to move all aspects of human daily life to an alternative
virtual and digital field. Concepts such as race, gender, and physical disability are expected to

weaken in the Universe of Metaverse (Kus, 2021).

Marc Zuckerberg, on the other hand, described Metaverse as "an embodied Internet where
you are not just looking, but experiencing." This definition takes it for granted that the Metaverse
cannot be created by a single company. The ability of many virtual worlds to work together is
the key to the Metaverse concept. At the same time, it is this interoperability feature that is
missing from almost everything that is suddenly called the "Metaverse". It should be noted
that the social VR platform Horizon Worlds offered by Meta is not Metaverse in this sense, but
merely a virtual garden surrounded by an impenetrable wall, an independent online
environment closed to the internet. To enter this garden, you need Meta's Quest headphones,
which start at $300, and your Facebook account. Horizon Worlds is a metadata repository and
there is no other “metadatabase” beyond Horizon Worlds. In this sense, it is necessary to see
that Horizon Worlds is only a starting point and that it is one of the many fundamental steps
that need to be taken to turn the Metaverse into reality in the next 5-10 years. Just like the
Internet, Metaverse will not be built by a single company, but Horizon Worlds will be one of
the first examples of how people will build the next generation of social spaces together

(Kurtulus, 2022). Mark Zuckerberg estimates that it may take five to ten years for Metaverse's
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core features to become widespread. While not accessible to everyone, ultra-fast broadband
speeds, virtual reality headsets (VR), and ever-open online worlds are already operational that

can also be used for various services such as mentoring, guiding and religious preaching.

The Metaverse is a virtual, interconnected universe that aims to create immersive, interactive
experiences for users, enabling them to socialize, work, learn, and engage in various activities.
Research in the Metaverse is supported by several theories from different fields, including

computer science, psychology, economics, and sociology. Some of these theories are:

1. Virtual Reality (VR) and Augmented Reality (AR): These technologies form the
foundation of the Metaverse, enabling users to experience and interact with virtual
environments. Research in VR and AR focuses on improving the realism, immersion,

and accessibility of these experiences (Milgram & Kishino, 1994).

2. Network Effects and Platform Economics: The Metaverse is expected to be a large-scale,
interconnected network of users, applications, and platforms. The theory of network
effects suggests that the value of a network increases as the number of users grows,
which can help researchers understand the economic incentives and market dynamics

within the Metaverse (Katz & Shapiro, 1985).

3. Social Presence and Computer-Mediated Communication: The Metaverse is a space
where people can interact and socialize with one another, necessitating research into
the dynamics of online communication. Social presence theory posits that the degree
of interactivity and connectedness in virtual environments is crucial for fostering

meaningful relationships and collaborations (Short, Williams, & Christie, 1976)

4. Artificial Intelligence (AI) and Machine Learning (ML): These technologies are essential
for creating intelligent virtual characters, personalizing user experiences, and
managing complex virtual ecosystems. Al and ML research can help enhance the

realism, responsiveness, and adaptability of the Metaverse (Russell & Norvig, 2016)

5. Distributed Systems and Decentralization: The Metaverse is expected to be built on a

decentralized infrastructure, with no single point of control or ownership. Theories

38




The Metaverse as a Convergence of Virtual and Real Worlds: A Risk Assessment in the Context of
Ethics and Religion
around distributed systems and decentralization can guide the development of robust,

scalable, and resilient platforms for the Metaverse.

6. Gamification and Game Theory: As a space for entertainment and engagement, the
Metaverse can benefit from theories of gamification, which focus on applying game
design principles to non-game contexts. Game theory, which studies decision-making
and strategic interactions among rational agents, can also be applied to understand

user behavior within the Metaverse.

7. Digital Identity and Privacy: The Metaverse raises questions about digital identity, data
ownership, and privacy. Research in this area can help develop secure and user-centric
identity management systems, as well as privacy-preserving technologies for personal

information.

8. Digital Sociology and Cultural Studies: The Metaverse is a complex social and cultural
space, necessitating research into online communities, digital inequalities, and the
impacts of virtual environments on human behavior and social norms.
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Figure: integrating futuristic and technological elements in an immersive and interconnected

visual experience. (developed by author using Al)

By incorporating knowledge from these diverse theories, researchers can develop a more

comprehensive understanding of the Metaverse and contribute to its ongoing development.
Metaverse Within the Framework of Faith and Jurisprudence

Sheryl Sandberg, Facebook's manager said that the process related to the Metaverse
will also be spiritual because it is a natural harmony of beliefs and social media. According to
Gary Marchionni, these inclinations vary to physical, psychological, spiritual, and economic
characteristics (Marchionni, 2022). Whatever religious content has been published on the
Internet so far will be collected at a data point and processed by artificial intelligence and
released in the Metaverse world with "fit for purpose” masks. Religious opinion leaders,
preachers, imams, priests, and rabbis will be the guides of the world where we can experience
a three-dimensional spiritual satisfaction. These guides, who tell us what to do without even
having to explain ourselves, will know us better than we do. Our footprints on the Internet
will allow our digital idols to know everything about us, and our "virtual paradise” that accepts

us as we are and does not impose any responsibility will soon become our reality.
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Figure: an imaginary depiction of virtual paradise in Metaverse

It is possible to meet and talk with the artificial religions, gods, prophets, revelation, or
saints in the temples in the metaverse universe. Sect and community leaders can have one-on-
one meetings with each of their members in this Universe. The virtual world can offer all the
miracles, Paradise, and spiritual satisfaction religion provides to its users for a certain fee. As
an essential source of income for capitalism, Metaverse preachers and idols will play a pivotal
role in this disinformation. Metaverse may be a new world where the life of the world and the

hereafter unite.

Religious rituals contain elements such as thoughts, feelings, and actions. Therefore, in
the fulfillment of religious behavior, stages start from the intention and continue. Therefore,
people of all ages give meaning to religious rituals according to their conditions and capacity
for meaning. It seems that artificial intelligence algorithms in the Metaverse will change some
traditions in the future, just as televisions in the past and mobile phones have transformed

some behavior patterns in our lives today (Ince, 2022).
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The real scary thing is that people exposed to propaganda by Metaverse preachers have
religion, sectarian, etc., in the virtual world. They will transfer conflicts to the real world. Will
the masses, who can be guided by all kinds of political, religious, social, and psychological
propaganda, become unable to distinguish between the real and the virtual world? This
question sounds scary, but indistinguishable is not far off. Metaverse can open different doors
in religious teaching and learning by experiencing worship (primarily worships such as
pilgrimage). The aim is to establish a new religion, a new vision of the world, and the hereafter,
a new reward-punishment system instead of teaching religion and keeping it alive. Some
religious leaders have discovered that they can perform services on the Metaverse as a solution
to this. With this step, those who want to worship stay at home and benefit from worship,

baptism, and other services offered on the Metaverse (Kiligarslan, 2022).

Mobile applications that allow shopping without going to the market, banking
transactions without visiting the bank, online training beyond the campuses, driverless
vehicles, surgical robots, chips that diagnose and track health status, updates that do not sleep
and rest artificial limbs, etc. Undoubtedly, all these innovations brought about by
digitalization deeply affect both religious life practices and the understanding of religion and
religiosity. Considering this area of influence and strength, the issue of digitalization after the
Metaverse paradigm is a multifaceted issue that falls under the field of study of many
disciplines such as sociology of religion, psychology of religion and religious education, as
well as Figh. In this text, in which digitalization is discussed in the axis of Figh, some
considerations will be given about how Islamic law acts in the face of digital transformation

(Akpinar, 2022).

The basic principles of religion allowed the religious decree and commentaries to be
updated according to needs and conditions. However, it is a well-known fact that law, by its
very nature, follows social change from behind. Digital technology companies that have a
negative attitude towards legal regulations claim that the law cannot grasp the artificial
intelligence algorithms they develop. After these determinations, we can consider the

relationship between digitalization and Figh under two headings: First, the digitalization of
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Figh practices, and secondly, the legitimacy of digital products and the problems brought by
digitalization. The digitization of Figh practices means digitizing the processes related to the
functioning of Figh using new technologies. It is possible to express the digitalization process
in this category with the concept of " Figh technology (Figh tech, legal tech)” inspired by modern

literature.

Digital Figh applications have been the subject of criticism. Similarly, internet-based
social media applications seem to be the subject of discussions and ultimately financial/legal
regulations because telecommunication companies reduce their earnings. The fact that those
who issued fatwas that banned the use of social media with religious arguments until a few
years ago have turned into a social media phenomenon is a striking example of this. In short,
the necessity of investing in Figh technology, which will provide reliability, efficiency, and
cost advantage, is inexplicable. The digitalization of religious jurisprudence (Figh) practices
should be seen as an opportunity, need, or necessity in the digital age. They calculate the
possible risks and make the benefit-loss accounting. The second title on the relationship
between digitalization and Figh is to determine the compatibility or incompatibility of digital
products with Figh rules and to analyze the problems caused by technological developments
from a Figh perspective. What will happen when the means of proof for detecting cybercrime
and their perpetrators, for example, using fake accounts or information system violations, are
insufficient? What kind of way will be followed in the face of crimes and violations of security
and privacy committed with digital tools in another country where the current country law is
not valid? In case of detection of crimes and criminals, will it be possible to apply international
rules this time? For crimes caused by driverless vehicles or surgical robots, will criminal
responsibility rest with the software company or the owners of these autonomous assets? Will
the implementation of the verbs that Figh will not approve of in real life in the Metaverse will

produce the same results? (Akpinar, 2022).

The compliance of each product with the Figh rules should be evaluated in a
multidimensional way and a judgment should be made after the benefit-harm calculations are

done. Since there is a constant change in the virtual medium, the Figh provisions should be
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updated if needed. For example, the legal status of cryptocurrencies, which is not fully
permissible as of today due to many uncertainties, should be reconsidered quickly when these
uncertainties are removed. Because, in the modern world, the speed of change and the fact
that the issues become more and more complex with globalization make it difficult to
distinguish the borders and give general judgments. The paradigm shifts caused by
digitalization within the Metaverse should also be considered when making decisions. For
example, it is not acceptable to share the private life, which should remain unique to the
family, is not a matter to be approved. However, considering the changes in the perception of
privacy, it may not be a satisfactory solution to say that an individual who takes photos of
various products in his home and makes a living by promoting these products commits a
violation of privacy. Another principle is to consider all the consequences of innovations
specific to the digital world by looking at a broader perspective while making a legal
judgment. For example, it is stated by experts that the use of profiles and avatars in the virtual
world leads to the formation of dual-character personalities and de-identification, even if it
does not constitute a crime or a sin. Despite its many advantages, online education, which is
applied on a global scale during the pandemic process, cannot replace face-to-face education.
It is also possible that information is misinterpreted by incompetent people or abused by
malicious people. It is inevitable for the jurist to make an account of all these situations. The
digital world is the realm where the inadequacy of legal regulations is felt most concretely.
For example, the means of proof may be insufficient in detecting cybercrime and its
perpetrators from time to time due to reasons arising from the IT infrastructure or
international relations. On the other hand, the sanctions foreseen for crimes committed
through social media such as reputation assassination and virtual lynching cannot eliminate
the grievances since the judicial processes lag far behind the digital data flow rate. Moreover,
since the material or images that are instruments of crime are technically not wholly lost even
if the court has ordered them to be taken down, it creates a devastating effect such as

committing the same crime repeatedly (Akpinar, 2022).

Opportunities Of True Faith Over Superstitions
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The idea of the metaverse has been popularized by science fiction novels and movies,
such as Snow Crash by Neal Stephenson and The Matrix trilogy, but it is increasingly
becoming a reality with the advancement of virtual reality technology (Fernandez-Quijada &
Wang, 2021). One interesting aspect of the metaverse is its potential to help people distinguish
between true faith and superstitions. Superstitions are beliefs that are not based on scientific
evidence but rather on cultural, religious, or personal experiences. They can vary greatly
across cultures and can be harmful if they lead people to make irrational decisions or harm
others (Batra, et al., 2021). True faith, on the other hand, is based on rational belief and
evidence-based reasoning (Hassan, et al., 2019). It is grounded in the teachings of established

religions and encourages individuals to pursue a moral and ethical lifestyle.

Technological developments in today's world have increased the communication and
interaction. Therefore, since we will be able to find the opportunity to reach more people in
the age of communication, then let it be superstitious. A metaverse is a place where more
communication with the senses takes place, denoting the post-internet stage in the sense of
"back universe" or "next universe". Until yesterday, we provide a certain sense of
communication with the existing internet. We are connected by sight and sound. What is the
difference between Metaverse, and what does it provide? By closing the eyes and ears, it
isolates the person from the environment they are in and gives a feeling of being inside the
environment they see (Aydemir, 2022). The world is currently experiencing a period when the
struggle between right virtue and Falsehood is at its highest tone or tension. In that respect,
the tool of "terrorism" is almost a barrier that the wrongdoers want to create against real faith
in today's global world since it harms harmony and cohesion of communities. No matter what
kind of heresy it is, the one who reaches the truth takes a step towards guidance. So, what
should be done against adverse effects of the Metaverse? First, no matter what type or type of
technology is if it is a development that increases communication, it is in our favor but what if
it plunges people into something unreal and producing noise in getting into reality. A verse
warns against this kind of risks: “Those who disbelieved said: “Do not listen to this Qur’an. Make a

fuss while it is being read to dominate.” (Qoran, Fussilet 41 Surah:26).
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Since religiosity or religious identity is embodied with people and society, it
experiences changes in every period of history. However, considering that technology
accelerates the change, it seems inevitable that the discussions on these issues will gain a much
different dimension on the metaverse level with the new media. Of course, religious life will
not be lived entirely in the digital universe, religious groups or communities will not operate
entirely in this universe, and worship will not be performed only through these environments.
But the metaverse universe will bring humanity face to face with new issues in religious

matters that it has never been interested in or even felt the need to learn (Dereli, 2022).

Figure: An imaginary depiction of the harmony of religious values in a virtual environment

(developed by author using Al)

It is clearly seen that the uncertainty experienced in the context of religiosity and

conservation at the metaverse point causes confusion and concerns. Although Saudi Arabia
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has invested in the metaverse and the relationship between religion and metaverse in Turkey
has been discussed and a declaration has been published, there are still many elements that
are not clear. The biggest reason for this uncertainty is that the definition of worship in virtual
environments is not well defined. As can be seen, there are differences of opinion among
people on this issue. In addition, the ownership of holy places by certain people and their sale
may also pose problems related to property in the future. To prevent attacks of Islamophobia,
as well as restrictions or provocations against believers, especially in holy places, respectful
measures should be taken. It is also important to be able to find convincing answers to
questions about the metaverse in accordance with the essence of Islamic belief. In this respect,
it has become important to train clergy who know software, who can take an active role in
social media, and who have communication skills to fulfill the requirements of the "digital
religion" era. Finally, it will be an important step for official institutions such as Religious
Affairs to take an active role in these areas in terms of both supervision and information,
interact with the people of the metaverse, and even establish virtual places of worship created

by official institutions in these areas (Kuban Torun & Torun, 2022).

With devices such as virtual reality, and augmented reality that makes you feel as if
you are talking directly with the three-dimensional states of people in that realm, with devices
for contact and sense of smell. In other words, it provides the opportunity to see what we see
visually on the screen in Zoom as if they are next to us or in front of us. There is no fault with
us. In other words, if we are going to meet in the Metaverse with many friends we chat within
the halls, as we are in the same place physically if we are going to talk in a three-dimensional
way, that would be fine. We can arrange to talk about the Sunnah of the Prophet, to talk about
the book of Allah Almighty, reed commentaries of Qoran like Risale-i Nur in a similar
environment internationally. So basically, we do not have a faulty prejudice. As with any
vehicle, we think it is related to the correct use of the tool. Instead of putting pressure on a
vehicle and allowing it to have a terrible effect, it is necessary to give the right to the measures
to prepare for that vehicle, to adjust, to gain a place in that medium quickly, and to make

preliminary preparations to use the medium in a good way. For quite some time on the
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Internet, we were caught by surprise. We considered the internet a bad medium and left it to
the Westerners for a while. However, we realized late that the internet can be used in a good
way, albeit with a phase difference. We do not yet know whether this platform will remain

singular or multiply with alternatives.
Discussion on the Research Questions

Moral values refer to the principles that guide individual behavior and the collective
social order. The virtual environment creates new challenges for these values, including issues
of privacy, identity, and behavior. For example, the anonymity afforded by online interactions
can encourage individuals to behave in ways they might not consider acceptable in face-to-
face interactions (Joinson, 2007). Additionally, social media platforms have been known to
manipulate user behavior by utilizing persuasive design techniques, such as notifications and
“likes,” which can promote addictive behavior (Fogg, 2018). These issues raise questions about
the morality of virtual behavior and the responsibility of platforms to protect their users from

harm.

Ethical values concern the principles that govern the treatment of others and the wider
society. The virtual environment presents unique ethical challenges related to issues such as
digital rights, censorship, and the responsibility of platform providers. For example, some
argue that platforms like Facebook and Twitter have a responsibility to prevent the spread of
misinformation and hate speech on their platforms, while others argue that such actions
infringe on free speech (Liu & Cheng, 2019). Additionally, the collection and use of user data
raise concerns about privacy and the potential misuse of personal information (Hildebrandt,
2018). These issues raise important ethical questions about the use of technology and the

responsibilities of those who control it.

Religious values are grounded in beliefs about the purpose and meaning of life and the
relationship between individuals and the divine. In the virtual environment, religious values
can manifest in a number of ways, including through online religious communities and the
use of technology in religious practices. For example, some churches have begun to use virtual
reality technology to create immersive religious experiences, while others have embraced
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social media to create virtual communities (Lipka, 2017). Additionally, religious beliefs can
influence attitudes towards issues such as online censorship and the regulation of virtual
behavior (Hemming & Roudavski, 2017). These issues demonstrate the complex interplay
between technology and religion and the potential for technology to both challenge and

reinforce religious values.

One of the main arguments for the use of VR in religious practice is that it provides
accessibility for individuals who are physically unable to travel or practice their religious
obligations. For example, individuals with disabilities or those living in areas without access
to religious sites could use VR to perform rituals such as prayer or pilgrimage. This
accessibility could potentially increase participation in religious practices and provide a sense

of inclusion for individuals who may otherwise be excluded (Hoover, 2016).

However, critics argue that the use of VR to replace traditional religious practices could
undermine the authenticity and spiritual significance of these rituals. For example, prayer in
a virtual space lacks the tangible and sensory experiences of a physical place of worship, such
as the smell of incense or the sound of chanting. Additionally, the use of technology to perform
religious practices could detract from the spiritual experience and potentially trivialize

religious beliefs (Jawad, 2020).

Another consideration is the potential impact of virtual religious spaces on social
dynamics within religious communities. Some scholars have expressed concern that the use of
VR could lead to the fragmentation of religious communities and the loss of face-to-face
interaction (Jawad, 2020). Furthermore, the anonymity of virtual spaces could lead to a lack of

accountability and the potential for abuse or exploitation (Hoover, 2016).

Therefore, the possibility of performing religious obligations such as prayer and
pilgrimage in the Metaverse is a topic of debate. While virtual spaces could provide
accessibility for individuals who are physically unable to travel or practice their religious
obligations, the use of technology to replace traditional religious practices could undermine

the authenticity and spiritual significance of these rituals. Additionally, the potential impact

49



Online Journal of Technology Addiction & Cyberbullying, 2025, 12(1),28-59

of virtual religious spaces on social dynamics within religious communities and the risk of

abuse or exploitation must be considered.
Conclusion

New world development is a process that started with the industrial revolution. With
the specified date, we both observe individually and socially that the digital world is being
developed rapidly, and, unfortunately, we experience it as the object of this process of
paradigm shifts, especially in digital information and communication technologies. The point
reached in analyzing the relationship between technological development and society is now
expressed with the subtitle of Society 5.0, which uses many technologies such as the Internet of
Things (IoT), Big Data (Big Data), Artificial Intelligence, Robotics, and Wireless Sensor

Network.

Here, we need to be ready for apparent differentiation between those who produce
their reality from the real world and those who produce it from the virtual world. For example,
suppose the sensory and emotional basis of worship such as prayer, pilgrimage, fasting, and
zakat are tried to be overcome with technological applications such as Metaverse. In that case,
we are not yet ready for the theological discussion, philosophical accumulation, and
technological perception of this - will the intergenerational attitudes be the same? Of course,
it will not be the same. Perceptions of religiosity and the meanings attributed to religious
practices will not be the same. In particular, the perception of reality can produce a more
decisive differentiation in the religious perceptions of the generations. Undoubtedly, for such
a universe to attract users' attention, it must include many components from communication
to socialization, education to commerce, and even religious phenomena. It becomes possible

to see and visit places of worship, churches, and mosques in Metaverse, just like museums.

In this study we have provided some answers to the research questions as follows:

o What about the moral, ethical and religious values in the virtual environment?
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The virtual environment presents complex moral, ethical, and religious challenges that
require careful consideration. While technology has the potential to create new opportunities
and experiences, it is also important to consider the potential harms and the responsibilities of
those who control it. By engaging with these issues, we can work towards creating a more just

and ethical virtual environment.

Figure: an imaginary depiction of metaverse meditation and prayer environment

e [s it possible to cover religious obligations such as prayers and pilgrimage in the Metaverse?

The possibility of performing religious obligations such as prayer and pilgrimage in

the Metaverse is a topic of debate. While virtual spaces could provide accessibility for
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individuals who are physically unable to travel or practice their religious obligations, the use
of technology to replace traditional religious practices could undermine the authenticity and
spiritual significance of these rituals. Additionally, the potential impact of virtual religious
spaces on social dynamics within religious communities and the risk of abuse or exploitation

must be considered.

Figure: An imaginary depiction of virtual umra in Metaverse

In conclusion, the metaverse presents several ethical and religious issues that must be
carefully considered as the technology continues to develop. Addiction, virtual crimes,
religious obligations, and social justice are just a few of the key issues that will need to be
addressed to ensure that the metaverse is a safe, inclusive, and ethical space for all individuals.
In line with the discussions and answers to the questions, we have developed some general
advice on how the Presidency of Religious Affairs of Tiirkiye could mitigate the risks

associated with the metaverse while taking into consideration ethics and religion:
1. Educate the public about the metaverse: As the metaverse becomes more mainstream, it's
essential to educate people about its benefits and risks. The Presidency of Religious
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Affairs of Tiirkiye can hold seminars, workshops, and conferences to inform the public
about the metaverse and its potential implications for society. They can also provide

resources such as guidelines and best practices for engaging with the metaverse.

2. Promote ethical standards: The metaverse presents a range of ethical issues, including
privacy, data ownership, and virtual identity. The Presidency of Religious Affairs of
Tiirkiye can work with other organizations to develop ethical standards for the
metaverse and promote them among developers and users. These standards can be
based on religious teachings that promote ethical behavior, respect for others, and

privacy.

3. Foster dialogue between community leaders and metaverse developers: The metaverse is a
new space that poses unique challenges and opportunities for religious communities.
The Presidency of Religious Affairs of Tiirkiye can foster dialogue between religious
leaders and metaverse developers to promote a better understanding of the needs and
concerns of different faith communities. This dialogue can help ensure that the

metaverse is inclusive and respects religious beliefs and practices.

4. Monitor the metaverse for religious content: The metaverse presents a range of
opportunities for religious organizations to engage with people in new and innovative
ways. However, it also poses risks such as the spread of hate speech, extremist
ideology, and fake news. The Presidency of Religious Affairs of Tiirkiye can monitor

the metaverse for religious content that is harmful or violates ethical standards.

5. Develop policies and regulations for the metaverse: As the metaverse evolves, it's essential
to have policies and regulations that promote ethical behavior and protect the rights of
users. The Presidency of Religious Affairs of Tiirkiye can work with other
organizations to develop policies and regulations that promote ethical behavior and

protect religious beliefs and practices.

To sum up, the Presidency of Religious Affairs of Tiirkiye can play a vital role in

mitigating the risks associated with the metaverse while taking into consideration ethics and
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religion. By educating the public, promoting ethical standards, fostering dialogue, monitoring
content, and developing policies and regulations, they can help ensure that the metaverse is a

safe and inclusive space for everyone.
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