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Abstract: 6G Terahertz (THz) communication technologies are emerging as one of the fundamental cornerstones of
next-generation wireless networks, offering high data transmission speeds, ultra-low latency, and dense connectivity.
Artificial intelligence (Al) plays a critical role in managing these networks in a high-performance, dynamic, and flexible
manner. However, Al models pose significant challenges, especially regarding security, transparency and reliability, due
to their opaque decision-making processes. This review provides a comprehensive examination of Explainable Artificial
Intelligence (XAl) and Trustworthy Al approaches tailored for 6G THz networks. The study begins by evaluating the role of
Al in key use cases such as beamforming, resource allocation, and channel modeling. Then it explores popular XAl tech-
niques, including SHAP(SHapley Additive exPlanations), LIME (Local Interpretable Model-Agnostic Explanations), and
attention-based visualization, and discusses their applicability within complex network architectures. Moreover, it inves-
tigates critical security threats, such as adversarial attacks, data poisoning, and privacy breaches, and reviews existing
solutions aimed at enhancing model robustness and accountability. Finally, this work identifies key challenges associated
with the performance-explainability trade-off and outlines promising directions for future research in the development of
secure, transparent, and regulation-compliant Al systems for 6G networks.

Keywords: 6G THz networks, explainable artificial intelligence (XAl), trustworthy artificial intelligence, next generation
wireless networks.
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6G THz Aglarinda Aciklanabilir ve Glivenilir Yapay Zeka: Zorluklar, C6ziim
Yaklasimlari ve Gelecek Perspektifleri

Ozet: 6G Terahertz (THz) haberlesme teknolojileri, yiiksek veri iletim hizlari, ultra disiik gecikme siiresi ve yogun
baglanti kapasitesi sunarak gelecek nesil kablosuz iletisim aglarinin temel yapi taslarindan biri olarak éne ¢ikmaktadir.
Bu aglarin yiksek performansli, dinamik ve esnek bir sekilde ydnetiimesinde yapay zeka (YZ) hayati bir rol Ustlen-
mektedir. Ancak YZ modelleri, karar alma sureclerinin opak yapisi nedeniyle 6zellikle givenlik, seffaflik ve givenilirlik
acisindan énemli zorluklar barindirmaktadir. Bu derleme galismasi, 6G THz aglari igin &zellestiriimis Agiklanabilir Ya-
pay Zeka (XAl) ve Guvenilir Yapay Zeka (Trustworthy Al) yaklasimlarini kapsamli bir sekilde incelemektedir. Galisma,
hizmeleme, kaynak tahsisi ve kanal modelleme gibi temel kullanim senaryolarinda YZ'nin roliinii degerlendirerek bagla-
maktadir. Ardindan, SHAP (SHapley Additive exPlanations), LIME (Local Interpretable Model-Agnostic Explanations) ve
dikkat (attention) tabanli gérsellestirme gibi yaygin XAl teknikleri ele alinmakta ve bu ydntemlerin karmasik ag mimar-
ilerinde uygulanabilirligi tartisiimaktadir. Bununla birlikte, diisman saldirilar (adversarial attacks), veri zehirleme (data
poisoning) ve mahremiyet ihlalleri gibi kritik glivenlik tehditleri incelenmekte; model dayaniklihdi ve hesap verebilirligini
artirmaya ydnelik mevcut ¢6zim 6nerileri degerlendiriimektedir. Son olarak, performans—agiklanabilirlik dengesi ile iligkili
temel zorluklar tanimlanmakta ve 6G aglarinda giivenli, seffaf ve regilasyonlarla uyumlu YZ sistemlerinin geligtiriimesine
yonelik gelecek arastirma alanlari ortaya konulmaktadir.

Anahtar Kelimeler: 6G THz aglar, agiklanabilir yapay zeka (XAl), glvenilir yapay zeka, yeni nesil kablosuz aglar.
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1 INTRODUCTION

Wireless communication technologies have evolved from
1G analog systems to 5G and beyond. Initially, these sys-
tems enabled voice communication; over time, with the in-
creasing data transmission capacity, they paved the way
for mobile internet, video streaming, the Internet of Things
(loT), and smart cities [1]. With 4G, broadband internet
access has become widespread, and 5G has become us-
able in critical areas such as industrial automation, au-
tonomous vehicles, and remote surgery with its low latency,
high speed, and network slicing. However, despite these
developments, wireless communication systems face var-
ious challenges. Increasing device density and data traf-
fic lead to inadequate spectrum resources; heterogeneous
network structures, security vulnerability, low energy effi-
ciency, and lack of transparency threaten the sustainability
of the systems. In this context, it is of great importance that
criteria such as not only high performance but also secu-
rity, explainability, and reliability are met in next-generation
communication systems [2], [3].

6G technology developed to overcome these challenges
and capacity limitations in wireless communication aims to
provide ultra-high transmission speed, latency under mil-
liseconds, and large-scale connection density with the us-
age of higher frequency bands such as THz spectrum [4].
6G does not consist of faster communication only, but multi-
dimensional features such as sensing, positioning, and Al-
supported network management [5]. In this new architec-
ture, Al systems enable complex processes to be managed
autonomously, such as network adaptation to dynamic cir-
cumstances, resource allocation, channel modeling, and
beamforming (Figure [1). However, this integration brings
with it new challenges as well as new opportunities. The un-
explainable decision structures of Al models lead to serious
concerns about security vulnerabilities and system reliabil-
ity, which becomes especially critical in sensitive frequency
environments such as THz. In this context, the need for
explainable and reliable Al approaches is increasing for the
secure, transparent, and ethical operation of 6G networks
[6].

The ultra-high speeds, low latency, and dense connec-
tivity offered by 6G THz networks necessitate the inte-
gration of Al-driven autonomous decision-making mecha-
nisms. However, the “black box” nature of deep learning
models employed in these systems introduces significant
risks, particularly in critical areas such as security, privacy,
and transparency. Ensuring the explainability and trace-
ability of decisions related to the management of critical
infrastructures, such as 6G networks, is essential for foster-
ing user trust and meeting regulatory compliance require-
ments. Therefore, systematically exploring explainable ar-
tificial intelligence (XAl) approaches that balance both per-
formance and reliability within 6G THz networks addresses
a pressing gap in the current literature and is vital for the

ITU

safe and trustworthy deployment of next-generation com-
munication systems.

THz communication technology is one of the innovative
components to be used in the physical layer of 6G [7].
This frequency band, covering the range of approximately
0.1-10 THz, offers a much wider spectrum compared to
the millimeter wave (mmWave) frequencies used in existing
cellular systems and has the potential for data transmis-
sion at terabit/second levels [8]. Thus, intensive applica-
tions such as holographic communication, augmented real-
ity (AR), and real-time high-resolution video streaming can
be supported. However, THz wave propagation is seriously
affected by atmospheric absorption, free space attenuation,
and sensitivity to objects. Therefore, THz communication
has some limitations such as short range, high directivity
and line of sight requirement. These limitations necessitate
advanced engineering solutions such as dynamic beam-
forming, intelligent reflective surfaces (IRS), directional an-
tenna arrays, and complex channel modeling methods [9].
In such an environment, efficient and stable operation of the
network requires the implementation of agile and learning
systems rather than traditional deterministic methods.

Although Al approaches offer significant potential for au-
tonomous management of complex processes in 6G THz
networks, the decision-making processes of these systems
are not transparent, leading to significant security and reli-
ability issues [10]. Strong Al models such as deep learning
(DL) achieve high performances on beamforming, resource
allocation, and channel prediction tasks [11], however, they
lack explanation of how the decision is made. Especially
high range, unexplained resolutions, such as THz may lead
to risks such as service quality deterioration, expected net-
work degradation, and security vulnerabilities. In addition,
Al systems are also vulnerable to threats such as adver-
sarial attacks, model poisoning, data leakage, and biased
conflicts [12]. Therefore, not only accuracy, but also trans-
parency, security, and ethical principles-based performance
should be part of the parts of Al-based network manage-
ment. These flexible, XAl and trustworthy Al solutions have
become a critical need for 6G THz results to be operated in
a secure, traceable and sustainable manner.

XAl is an approach that aims to make the decision-
making processes of Al models understandable, inter-
pretable, and controllable by humans [13]. It is challeng-
ing to understand why such systems make specific deci-
sions due to the black-box nature of DL-based models. This
threatens principles that are critical to 6G THz networks,
such as security, transparency, and accountability. XAl
techniques aim to overcome this difficulty by increasing the
understandability of model outputs and providing insights
into system behavior by visualizing the effects of input fea-
tures on decisions. Among the frequently used methods
in the literature are techniques such as SHAP (SHapley
Additive exPlanations), LIME (Local Interpretable Model-
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Agnostic Explanations), and attention visualizations. With
these methods, it is possible to analyze how much weight
the model assigns to each input variable and to identify the
source of possible erroneous decisions [14]. However, the
computational costs of these techniques limit their appli-
cability, especially in resource-constrained edge devices.
This makes balancing explainability and performance in dy-
namic and heterogeneous environments such as 6G sys-
tems a challenging engineering problem [15].

XAl Trustworthy Al
v v
-5y Al models
v
Application

Beamforming + Resource allocation
Channel estimation - Network slicing

h 4
6G Terahertz (THz)
Communication Stack

Fig. 1 The integration of Explainable Al (XAl) and Trustworthy
Al within the 6G protocol stack is shown. XAl improves trans-
parency, while Trustworthy Al ensures reliability and security for
network operations.

XAl techniques make significant contributions by increas-
ing the understandability of Al systems; however, this un-
derstandability is not sufficient in environments like 6G THz
networks. It is necessary not only to understand how the
model works but also to ensure that it works in a way that
is safe, fair, robust, and privacy-preserving. At this point,
the concept of Trustworthy Al becomes essential, aiming to
make systems not only transparent but also secure, ethi-
cally aligned, and resistant to adversarial threats [16]. In
particular, the widespread use of federated learning, edge
Al, and autonomous decision support mechanisms in 6G
networks makes threats such as adversarial attacks, model
poisoning, data leakage, and biased decision-making more
apparent. To provide integrated solutions to these threats
at both technical and ethical levels, it is of great importance
that XAl approaches are designed in alignment with Trust-
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worthy Al principles [17]. However, this holistic structure
also necessitates establishing difficult balances between
explainability and performance, and security and flexibility.
Thus, this issue becomes not only a technical need but also
a multidisciplinary engineering and ethical challenge.

Recent studies reveal that the concepts of explainability
and reliability play a critical role not only in theoretical ap-
proaches but also in practical system designs. For instance,
[18] proposed a security framework supported by XAl tech-
niques to solve the security challenges encountered in IoT
systems integrated with 6G networks. The authors applied
tree-based machine learning algorithms such as Random
Forest, XGBoost and KNN to classify loT network traffic us-
ing the CIC-10T-2023 dataset. The SMOTE technique was
used to eliminate data imbalance then the understandability
of model decisions was increased with SHAP and LIME ex-
plainability methods. Model insights were cross-validated
by comparing feature importance scores with XAl outputs,
thus testing the consistency of the model. The obtained
results show that tree-based models supported by XAl pro-
vide both high accuracy and transparency, providing a reli-
able solution for 6G-based loT security systems.

Similarly, studies focusing on trustworthy and XAl appli-
cations in 6G-supported edge-cloud ecosystems are draw-
ing attention. In this context, [19] proposed a five-layer
architecture that will simultaneously provide explainability
and reliability features of Al systems running on edge com-
puting infrastructure. In the study, Al models operating at
the edge and 6G networks are defined and the basic se-
curity, privacy, hardware and interoperability issues in this
structure are detailed. The authors presented a five-level
structure in the architecture designed with the XAl-as-a-
Service approach: infrastructure, routing, analysis, control
and application layers. Within the scope of this structure,
XAl components integrated with classical Al operations pro-
duce explanations at both local and global levels and the
human-centered understanding structures these explana-
tions. The study suggested that the proposed architecture
will contribute to the widespread and secure adoption of 6G
by increasing trust and transparency, especially in critical
applications such as healthcare, autonomous transporta-
tion and industrial automation.

In addition, studies developed practical frameworks for
evaluating the reliability of DL models in 6G-based applica-
tions also stand out in the literature. In this context, [20]
presented an approach that evaluates the reliability of two
Deep Neural Network (DNN) models in the automatic mod-
ulation recognition task, which is an important problem in
6G technology. Classification was performed on a synthetic
dataset belonging to the THz band using CNN and ResNet
architectures, then analysis was performed on three ba-
sic metrics, namely data robustness, parameter sensitivity
and resistance to adversarial attacks, within the framework
of the developed reliability model. The ResNet model ex-
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hibited higher accuracy and stronger performance against
noise compared to CNN. In addition, the weak points of
the models were determined in the evaluations made with
single-bit corruption scenarios for weight parameters and
eight different attack types (e.g., PGD, DeepFool, C&W).
The study presents one of the first application-oriented re-
liability analysis frameworks by revealing the necessity of
testing DNN-based classifiers used in the 6G environment
not only for accuracy but also for reliability.

This study [21], drew attention to the transparency prob-
lems in the decision-making processes of Ale applications
in 6G wireless communication systems and presented a
comprehensive review evaluating XAl-based solutions. DL
models that achieve a high accuracy rate, especially on
PHY and MAC layers may cause trust weakness due to
unexplainable decision structures are emphasized. In this
context, a multi-layer explainability framework is proposed
using visual explanations, hypothesis tests and local mod-
eling techniques. Following these theoretical approaches,
studies showing how explainability and reliability principles
are applied in field-oriented systems also attract attention
in the literature.

All these developments reveal that 6G and THz com-
munication systems should go beyond being just high-
performance communication infrastructures and work in in-
tegration with secure, transparent and ethical Al solutions.
The proliferation of Al-based decision support systems in
6G networks has made the concepts of explainability and
reliability mandatory at the system level. Studies con-
ducted in this direction show that XAl and Trustworthy Al
approaches should be addressed not only at the model
level but also within end-to-end architectural designs.

There are several review studies in the literature that ad-
dress Al and XAl in the context of 6G networks. How-
ever, these studies primarily provide broad overviews of Al
techniques and only superficially examine the fundamental
components of 6G. Moreover, existing research lacks an in-
depth analysis of critical issues such as THz band-specific
security threats, practical implementation scenarios of XAl
techniques, and the trade-off between performance and ex-
plainability. This article seeks to address this gap by provid-
ing a comprehensive examination of XAl and trustworthy Al
approaches for 6G THz networks, focusing on their applica-
tion domains, security vulnerabilities, proposed solutions,
and directions for future research.

This article presents a comprehensive review of the in-
creasing integration of Al in 6G and THz communication
systems, focusing on explainability and reliability. Unlike
many performance-centric studies in the literature, it pro-
vides a holistic perspective on XAl and Trustworthy Al im-
plementations. The main contributions of the study can be
summarized as follows:

» The role and application areas of Al in 6G THz net-
works are investigated in detail, techniques such as
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reinforcement learning, federated learning and edge
Al are evaluated in the context of applications such
as beamforming, resource allocation, channel model-
ing and IRS control.

» The conceptual foundations and application exam-
ples of XAl techniques are discussed. How SHAP,
LIME and Grad-CAM methods are applied to different
Al models, especially through graph-based structures
and attention mechanisms, is detailed. The fundamen-
tal challenges encountered in providing explainability
and making models transparent in reinforcement learn-
ing are also addressed.

» From the perspective of Trustworthy Al, vulnerabilities
in 6G networks are analyzed. Threats such as ad-
versarial attacks, data poisoning, model leakage and
privacy are systematically examined. In addition, ad-
vanced security solutions such as blockchain and post-
quantum cryptography are discussed.

» The balance problem between performance and ex-
plainability is examined, especially in computationally
constrained environments such as edge devices. The
adaptation difficulties of Al models in dynamic and het-
erogeneous THz networks are evaluated.

 Solution proposals such as lightweight XAl ap-
proaches, white-box/black-box model hybrids, and
controllable Al systems are presented. Examples of
how these approaches are implemented in industrial
application areas are also shared.

» Forecasts on the future of 6G and XAl are pre-
sented.  XAl-supported 6G standardization stud-
ies, ultra-low power consumption explainability frame-
works, blockchain-based update systems and XAl in-
tegrations in THz scenarios are discussed.

+ Finally, open research topics in the literature are iden-
tified. Contributions are made to future research direc-
tions for the secure, transparent and ethical operation
of 6G-THz systems.

The remainder of this paper is structured as follows: Sec-
tion [2)introduces the application areas of Al in 6G THz net-
works. Section (3| discusses XAl techniques and their ap-
plications. Section [4| examines the concept of trustworthy
Al in the context of security, privacy, and attack scenarios.
Section [p|discusses the main challenges related to the bal-
ance of explainability and performance. Section [6]includes
solution approaches and architectural proposals presented
in the literature. Section[7]conveys future perspectives and
research directions. Finally, Sectionsummarizes the work
and presents open research problems.
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2 Al APPLICATIONS IN 6G THz NETWORKS

From 1G to 5G, the requirements for communication sys-
tems have grown significantly. To address these demands,
communication systems have been continuously evolving,
and 5G provides numerous vital solutions for applications
that demand high data traffic, including high-resolution
video transmission, multiplayer online games, live stream-
ing, and augmented and virtual reality (AR/VR). Moreover,
with data traffic set to increase even further, by 2030, data
traffic per phone is expected to reach over 60 GB per month
[22]. Therefore, next-generation communication networks
are engineered to address stringent demands for through-
put, scalability, latency, and complexity while targeting data
rates of up to 1 Tbps [23]. The evolution toward 6G and
beyond will be driven by cutting-edge use cases like the Al
of things (AloT), autonomous driving, smart manufacturing,
and edge Al. To implement these use cases, new wireless
technologies are required [24], and machine learning (ML)
tools will be key components [25]. Some of the main areas
in wireless communications to which machine learning pro-
vides solutions include beamforming, resource allocation,
channel estimation, and the optimization of reconfigurable
intelligent surfaces (RIS).

Al Techniques Application Areas

RTHM E— ‘ Beamiorming ‘
— oo
”“f“"e'_"i“" —_—* ‘ Channel Modeliing ‘

| Optimizafion of RIS |
> ‘Ndeﬂ Communication
L Syztems y

Federated Leamning

Fig. 2 Al techniques are mapped to different 6G THz network
application areas. These methods enable intelligent and adaptive
network management for various use cases.

Figure [2] shows the relationship between the Al tech-
niqgues commonly used in 6G THz communication systems
and their application areas. Each Al method contributes to
meeting different functional needs of the network architec-
ture. Reinforcement learning is especially effective in tasks
such as beamforming, where continuous adaptation to dy-
namic environments is required. Supervised learning tech-
niques are used to optimize bandwidth, delay, or energy
consumption in resource allocation problems using labeled
data. Unsupervised learning helps reveal hidden patterns
in tasks such as channel modeling without the need for la-
beling. Finally, federated learning is suitable for scenarios
where training is done locally without sharing data, preserv-
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ing both privacy and compliance, especially in the control of
smart RIS. These Al-based solutions play a critical role in
enabling the intelligent automation and adaptive flexibility
required by 6G systems.

2.1

In mmWave and THz MIMO systems, large-scale antenna
arrays are deployed to counteract the severe path loss and
guarantee adequate received signal power. To address
these limitations, a variety of analog, digital, and hybrid
beamforming architectures have been developed and rig-
orously evaluated. Beamforming, a core feature of multi-
antenna wireless systems, has delivered notable gains in
5G networks, particularly in terms of energy efficiency and
directivity. Despite their widespread adoption, classical
beamforming codebooks exhibit three principal limitations.
First, achieving full angular coverage requires a large en-
semble of narrowly focused beams, which incurs substan-
tial beam-training overhead. Second, the single-lobe pat-
terns optimized for maximum directivity can be suboptimal
in non-line-of-sight (NLOS) scenarios, where more diffuse
beam shapes may yield better coverage. Third, these code-
books generally presuppose a fully calibrated array with
known geometry-an assumption that not only entails high
calibration costs but also impedes deployment on platforms
with arbitrary or imperfectly characterized antenna layouts
[26]. These limitations originate from the systems’ lack
of adaptability to the propagation environment and inher-
ent hardware constraints. To overcome these challenges,
deep learning and deep reinforcement learning models can
be employed. Thanks to recent advances in Al, machine-
learning—based beamforming has attracted considerable
attention for its ability to mitigate the high overhead and
complexity inherent in classical designs. In [26], a deep
reinforcement learning based approach was developed to
adapt the codebook beams to the environment. In [27],
the authors trained a convolutional neural network on the
sub-6 GHz band to predict the optimal mmWave beam, sig-
nificantly reducing beam-training overhead. In [28], the au-
thors proposed a long short-term memory (LSTM) recur-
rent neural network to predict transmit beamforming vec-
tors from historical channel data, thereby enhancing chan-
nel estimation accuracy.

Machine Learning Based Beamforming

2.2 Channel Modeling Using Machine Learning

In 6G THz networks, Al-driven channel modeling has
emerged to overcome the limitations of traditional
measurement- and statistics-based approaches. Gener-
ative adversarial networks (GANs) have been applied to
synthesize realistic THz channel parameters: e.g., transfer-
learning-enabled, transformer-based GAN (TT-GAN) mod-
els can generate high-fidelity channel realizations from lim-
ited measurement data, achieving precise power-delay pro-
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files with low RMSE and high structural similarity, while
transfer-GAN (T-GAN) frameworks fine-tune pre-trained
models on small measurement sets to closely match em-
pirical channel distributions [29].

2.3 Resource Allocation Using Machine Learning

Continued advancement of 5G and future-generation net-
works will allow both the network architecture and the un-
derlying communication technologies to be reconfigured
on the fly to suit evolving demands. However, achieving
this level of adaptability incurs substantial signaling over-
head and computational burden to coordinate resources ef-
ficiently. Therefore, ML-based approaches could be helpful
to redefine the resource allocation problem. In 6G THz net-
works, resource allocation has been successfully reformu-
lated as a machine-learning problem in which agents learn
to assign spectrum and power in real time. Deep reinforce-
ment learning (DRL) techniques cast the joint subcarrier-
and-power assignment task as a Markov decision process,
with neural-network function approximators—such as the
soft actor-critic (SAC) model—efficiently balancing through-
put, signaling overhead, and computational complexity by
dynamically switching between centralized and distributed
allocation modes in smart soft-RAN architectures. Deep re-
inforcement learning—based approaches provide a through-
put—overhead—complexity (TOC) advantage over central-
ized or distributed fixed schemes [30]. More broadly, var-
ious DRL frameworks allow agents to interact with stochas-
tic THz environments and refine allocation policies via trial-
and-error feedback, achieving near-optimal performance
without explicit channel models. To address privacy and
scalability in ultra-dense deployments, federated learning
enables geographically distributed edge nodes to collab-
oratively train shared resource-allocation models without
exchanging raw channel measurements, thereby reducing
signaling overhead while preserving user data confidential-
ity [31].

2.4 Optimization of RIS Aided Communication Sys-
tems Using Al

RIS are among the key enabling technologies for beyond-
5G (B5G) and 6G networks. Composed of a large array
of passive elements, an RIS can dynamically shape the ra-
dio environment by reflecting incident signals toward de-
sired directions [32]. However, RIS-assisted systems intro-
duce new challenges compared to conventional architec-
tures—namely, acquiring accurate channel state informa-
tion (CSI), optimizing phase shifts, and determining optimal
RIS placement. To address these issues, a variety of DL
and DRL techniques have been proposed [33], [34]. DL
techniques—e.g., convolutional neural networks (CNNs),
deep denoising CNNs (DnCNN), and multi-layer percep-
trons—have been used for high-fidelity cascade channel
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estimation and direct mapping from received pilots to op-
timal phase-shift and beamforming configurations, achiev-
ing near-optimal spectral efficiency with dramatically re-
duced pilot overhead. Moreover, federated learning frame-
works distribute model training across IRS-equipped edge
nodes to preserve user privacy and reduce signaling over-
head, while still converging to global beam-reflection and
resource-allocation policies that match centralized perfor-
mance [35].

3 CONCEPTUAL AND PRACTICAL AS-
PECTS OF XAl TECHNIQUES

Al applications have become increasingly prevalent in next-
generation communication technologies, including THz
communication, supporting tasks such as beamforming
[36], [37], [38], channel estimation [39], [40], [41], and re-
source allocation [42], [43], [44]. However, the decision-
making processes of these Al-driven systems often func-
tion as black boxes, making it difficult to understand how
specific decisions are made. At this point, XAl comes into
play, offering transparency and reliability for Al-based next-
generation communication technologies [15], [45]. XAl is
a field of study that aims to explain the decisions made by
Al systems in a way that is understandable to humans [46].
Despite the remarkable performance of Al systems, they
often operate as black boxes, and it is not clear how these
models reach decisions. XAl offers a transparent and re-
liable framework that ensures Al systems are explainable
and trustworthy. In the domain of next-generation wireless
communication, XAl aims to enhance system reliability, se-
curity, and service quality, strengthen ethical compliance,
and increase trust in autonomous operations by making
the complex structure of Al-based models more transparent
[12], [15]. XAl plays a key role in enhancing various tasks
in next-generation communication, such as beamforming,
resource allocation, and signal modulation [15], [16], [47].

3.1 Explainable Al Techniques: Interpreting Complex

Models with SHAP, LIME, and Grad-CAM

To address interpretability issues of complex Al models,
various XAl methods have been proposed in Figure [3] Al-
though, these methods differ in terms of their developed
approaches, the aim is the same make the decision pro-
cesses of the models explainable. The literature presents
several core XAl techniques that are developed specifi-
cally for different model types, data structures and usage
scenarios that try to make the decisions of the Al sys-
tem transparent. One of the fundamental techniques is
SHAP [48], which calculates the individual contribution of
each feature to the model’s decision based on Shapley val-
ues from cooperative game theory. This method provides
model-agnostic, fair, and theoretically grounded explana-
tions. Another prominent technique is LIME [49], which
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approximates a complex model’s local behavior around a
specific prediction using a simpler surrogate model.

Explainable Al
Technigues
< Grad-CAM ™
SHapIE:a?iﬁpddiﬁve ( EETEIEEILE )
- ¥ ' Class Activation /
exPlanations N /
LIME ~. Mapping_-
Local Interpretable
Model-Agnostic
Explanations

Fig. 3 Key Explainable Al (XAl) techniques are illustrated, in-
cluding SHAP, LIME, and Grad-CAM. These methods help inter-
pret and visualize complex model decisions.

LIME generates a local dataset by perturbing the input
around the target prediction. A simple interpretable model
is then trained on this dataset to mimic the behavior of
the complex model within that local region. Another widely
used method is Grad-CAM (Gradient-weighted Class Ac-
tivation Mapping) [50], which provides highly effective ex-
planations for image classification. It visualizes the regions
of the image that deep learning approaches, such as CNN
focus on while making image class predictions with a heat
map. This method is a valuable method for error analy-
sis, allowing you to observe the areas where the model
misunderstood. XAl methods that focus on different tasks
are integrated into next-generation wireless communica-
tion systems to explain the decision-making processes of
Al models addressing various tasks and to enhance the
transparency and interpretability of system behavior. For in-
stance, SHAP and LIME methods of XAl were proposed to
detect cyber threats in complex 6G environments [6], while
another study [18] proposed to validate model feature pre-
diction.

Another study employed Grad-CAM to visualize and ex-
plain beam direction predictions in a spatial attention-based
model [51]. In systems using transformer-based architec-
tures, attention-based visualization methods allow identifi-
cation of which input features the model focuses on during
inference [52]. These visualizations help analyze the un-
derlying structure of the decision-making process by show-
ing how attention is distributed across inputs.
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3.2 Explainability Techniques for Graph Neural Net-
works

The need for explainability extends to Graph Neural Net-
works (GNNs), which are increasingly used in Al-driven
wireless communication systems [53]. GNNs are deep
learning models that operate on graph-structured data,
capturing the relationships between nodes. To inter-
pret their complex architectures, several XAl methods
have been proposed, including attention-based, subgraph-
based, edge-based, gradient analysis-based, and feature-
based techniques.

Among these, attention-based methods stand out by of-
fering insight into how the model processes node relation-
ships. Attention mechanisms in GNNs assign importance
to neighboring nodes, leading to more interpretable results
[54].

Beyond attention methods, various explainability ap-
proaches have been proposed: GNN Explainer [55] iden-
tifies the subgraphs, edges, and node features most rel-
evant to a model’s prediction. SubgraphX [56] performs
probabilistic extraction of influential subgraphs. PGEXx-
plainer [57] focuses on learning edge importance through
a probabilistic framework. Gradient-based methods, such
as saliency maps and integrated gradients, analyze the in-
fluence of inputs based on backpropagated gradients [58],
[59]. GraphLIME [60] applies a linear surrogate model to
explain individual node features. RelEx [61] explains local
feature importance in the learned representations. In ad-
dition, SHAP has been adapted for GNNs in the form of
GraphSHAP, analyzing the contributions of nodes and sub-
graphs using Shapley values [62].

GNN-based methods have been proposed in numerous
studies focused on 6G and THz communications [63], [64],
[65], [66], [67]. As the demand for reliable and trans-
parent Al grows, XAl remains an open research area in
GNNs. For example, [68] proposed Graph Reinforcement
Learning with an emphasis on explainability, and introduced
Bayesian GNN Explainer, a method for analyzing edge and
node influence in model decisions.

3.3 Explainability Techniques in Reinforcement

Learning

In next-generation communication technologies, RL meth-
ods are introduced due to their adaptability to complex and
dynamic decision-making processes. RL offers solutions
for tasks such as routing, resource allocation, and chan-
nel estimation, outperforming traditional methods in many
cases [69], [70], [71], [72], [73]. However, the inherent char-
acteristics of THz systems make it challenging to interpret
the decisions made by RL agents. At this point, XAl tech-
niques play a critical role in making these systems more
interpretable and trustworthy. RL is an Al approach that
enables agents to learn through interactions with their en-
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vironment by using reward signals [74]. This learning pro-
cess often remains a black box, meaning it is not easy to
understand why agents make certain decisions or adopt
specific strategies. XAl aims to improve transparency, au-
ditability, and reliability in the decision-making processes of
RL systems [75]. Although traditional XAl methods such
as SHAP and LIME are sometimes applied in RL systems,
their direct applicability is limited [15]. These methods are
effective in supervised learning scenarios, but due to the
temporal dynamics of RL—where actions are influenced by
both past experiences and future rewards—they may not
always be suitable. Thus, explainability in RL remains a
major area of ongoing research.

Various specialized XAl approaches have been proposed
for RL in the literature: Programmatically Interpretable RL
(PIRL) [76] learns agent policies in a human-interpretable
way using policy sketches, providing a constrained and ex-
plainable alternative to black-box deep RL policies. Hierar-
chical Policies [77] decompose complex tasks into simpler
sub-tasks. These are either solved by reusing previously
learned policies or by learning new ones as needed. Lin-
ear Model U-Trees (LMUT) [78] is a post-hoc explanation
method that uses linear models at the leaf nodes of a de-
cision tree to simulate Q-functions, making the behavior of
complex RL systems interpretable. These techniques offer
different levels of transparency and serve to bridge the gap
between the performance of RL agents and the need for
trustworthy Al in 6G systems.

3.4 Challenges and Risks in Achieving Explainability

Although Al models can deliver high accuracy, their com-
plex and opaque structures make them difficult to interpret.
Transparency and explainability are essential for trustwor-
thy systems, particularly in high-risk applications like 6G
communication networks [15]. However, several techni-
cal and structural challenges arise when increasing trans-
parency in such complex and rapidly evolving systems.
One major challenge is the lack of standardization, which
hinders comparability, reproducibility, and reliability across
different applications. Many developed XAl techniques are
tailored to specific use cases, making it difficult to general-
ize their applicability to broader systems like 6G networks
[12], [79].

Another key issue is the accuracy—speed trade-off [15].
In real-time 6G applications, models must produce both ac-
curate and explainable results with minimal latency. How-
ever, the computational overhead of complex XAl meth-
ods—such as SHAP and LIME—introduces significant de-
lays, posing challenges for their integration into time-
sensitive systems [12]. While edge computing in 6G brings
advantages like distributed processing, it also amplifies
computational constraints. Resource-limited edge devices
struggle to handle the intensive calculations required by tra-
ditional XAl techniques. On the other hand, faster but sim-
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pler XAl methods often produce shallow or less informative
explanations, which may not meet the needs of critical ap-
plications.

The task-model compatibility issue is another concern.
In complex tasks, applying XAl methods such as SHAP
and LIME may introduce latency due to computational de-
mands. Moreover, these methods are primarily designed
for static models, limiting their effectiveness in RL-based
dynamic systems [15]. A critical concern in deploying ex-
plainable models is balancing explainability and privacy.
Exposing internal model logic may increase the system’s at-
tack surface, leading to potential data leakage and security
threats. In the context of 6G, where privacy is paramount,
ensuring that XAl methods are secure and ethically aligned
is essential [80].

In summary, explainability in Al is not just a technical
challenge but a multidimensional issue involving ethical, le-
gal, and security considerations. Designing XAl methods
that are efficient, privacy-preserving, and suitable for dy-
namic environments like 6G networks remains an open and
urgent research problem.

4 SECURITY, PRIVACY AND RELIABILITY IN
TRUSTWORTHY Al

As 6G THz networks increasingly rely on Al for critical
functions—including rapid beamforming, resource alloca-
tion, dynamic channel modeling, and RIS control—the over-
all performance and dependability of these systems hinge
on the trustworthiness of their Al components. Ensuring
secure, private, and reliable Al operation is therefore indis-
pensable. Hostile actors may exploit vulnerabilities at both
the training and inference phases, while distributed archi-
tectures must also guard against insider threats and pre-
pare for adversaries in the quantum era. This section high-
lights four key dimensions of trustworthy Al in this context:

» Adversarial Attacks and Defensive Mechanisms:
DNNs deployed for beamforming and channel predic-
tion in mmWave/THz systems are highly susceptible
to adversarial perturbations, where even imperceptible
changes in input can cause significant misalignment
and throughput degradation [81]. To mitigate these
risks, adversarial training—exposing models to crafted
adversarial examples during training—and defensive
distillation—which smooths the network’s output dis-
tributions—have been shown to improve robustness
against both fast-gradient and iterative attacks [82].

» Data Poisoning and Model Leakage Threats:
Distributed training workflows in wireless networks are
vulnerable to data poisoning and backdoor attacks,
where malicious inputs or updates can corrupt the
global model in federated learning settings [83]. In ad-
dition, membership inference attacks exploit gradient
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or output observations to determine whether a spe-
cific user or channel sample was part of the training
dataset, thereby violating data confidentiality [84].

* Privacy-Preserving Al via Federated and Differen-
tial Privacy:
To protect raw THz channel data and user-specific in-
formation, federated learning enables model training at
edge nodes without sharing raw data, transmitting only
aggregated updates [85]. In parallel, differential pri-
vacy introduces mathematically calibrated noise into
gradients or model parameters, offering formal guar-
antees on information leakage while preserving utility
[86].

» Blockchain and Post-Quantum Cryptography for
Model Integrity:
Blockchain technology can be employed to cre-
ate tamper-proof ledgers that record model update
hashes and access control policies, deterring unau-
thorized modifications in decentralized Al systems
[5]. Additionally, post-quantum cryptographic meth-
ods—including lattice-based encryption and hash-
based signature schemes—can secure Al model dis-
tribution and control-plane communications against
emerging threats from quantum-capable adversaries
[87].

5 CHALLENGES OF EXPLAINABILITY-
PERFORMANCE TRADE-OFF

With the rapid advancements in Al, the adoption of Al-
based solutions across various domains has accelerated,
leading to the development of highly accurate but in-
creasingly complex models whose decision-making pro-
cesses are often difficult to interpret. In parallel, re-
search into model transparency and explainability has also
gained significant momentum. As a result, the explainabil-
ity—performance trade-off has emerged as a critical issue in
XAl studies [88], [89], [90], [91], [92].

5.1 Balancing Accuracy and Transparency: Post-hoc

and Intrinsically Interpretable Models

The explainability—performance trade-off presents a major
challenge, particularly in applications where model trans-
parency and interpretability are essential. There is an in-
herent balance between the complexity of Al models and
their interpretability. Models such as DNNs, ensemble sys-
tems, and attention-based architectures can achieve high
accuracy and generalization performance, yet they tend to
function as black boxes [88]. Consequently, the lack of in-
terpretability in these models can lead to inconsistencies
and trust issues in high-stakes applications [89].

Two principal modeling approaches have emerged to ad-
dress this trade-off: post-hoc explainability methods and in-
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trinsically interpretable models.

» Post-hoc methods attempt to explain the decisions of
already trained complex models by analyzing their in-
put—output behavior, without accessing or modifying
their internal mechanisms [93]. Techniques such as
LIME, SHAP, and Grad-CAM fall into this category.
However, since these approaches are approximative,
they may not fully capture the original model’s logic,
which can compromise reliability in critical applications
[89].

* In contrast, intrinsically interpretable models offer
transparency within their structure. Their decision
mechanisms are directly observable and analyzable.
Examples include decision trees, linear regression,
and logistic regression models [94]. Although these
models typically yield lower performance than complex
architectures, they provide faster and more trustworthy
insights—especially valuable in safety-critical domains.

5.2 Adaptation Challenges for Al Models in Dynamic
and Heterogeneous THz Networks

THz communication systems operate at frequencies be-
yond millimeter waves, offering distinct advantages such as
ultra-high data rates, low latency, and wide bandwidth [95].
These features make THz systems highly promising for 6G
and beyond. However, they are also characterized by a
dynamic and heterogeneous structure with inherent phys-
ical limitations—including high path loss, atmospheric and
material absorption, sensitivity to blockages, and strong di-
rectionality [24], [96], [97], [98]-

Channel conditions in THz environments fluctuate
rapidly, influenced by environmental dynamics, user mobil-
ity, steerable antenna configurations, and multiuser access
scenarios [99]. This high degree of variability necessitates
the development of agile, adaptive, and high-performance
Al models capable of operating reliably under diverse and
shifting conditions. In response, recent literature has ex-
plored approaches such as DL, domain adaptation, and
transfer learning to adapt Al models to such heterogeneous
environments [39], [100], [101], [102]. Accordingly, the de-
velopment of flexible, low-latency, and XAl solutions has be-
come critical for THz networks.

The adaptation of Al models to real-time channel con-
ditions in THz systems makes understanding decision-
making processes more complex. In this context, XAl tech-
niques provide transparency by explaining which channel
characteristics the model is affected by and enable hu-
man intervention [45]. Therefore, the integration of XAl into
these systems is critical not only for performance improve-
ment but also for reliability and traceability.
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6 APPROACHES TO ADDRESS KEY CHAL-
LENGES

In this section, we examine solution approaches in the cur-
rent literature that aim to address the explainability and re-
liability challenges of Al systems deployed in 6G and THz
networks. In particular, we focus on hybrid architectures
that combine white-box and black-box models, lightweight
XAl techniques suitable for resource-constrained environ-
ments, frameworks for controllable Al systems, and their
industrial application scenarios (Figure [4). These ap-
proaches are evaluated based on both their theoretical con-
tributions and practical implementations, providing a struc-
tured perspective for integrating explainable and reliable Al
into future 6G systems.

Solution Approaches

environments
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h
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Fig. 4 Challenges, solution approaches, and contributions for

XAl in 6G THz networks are summarized. The framework links
issues such as transparency, performance, and security to tar-
geted solutions.

6.1 Hybrid Al

Hybrid Al refers to an integrated approach that combines
white-box models (interpretable, rule-based) and black-box
models (complex but high-performing). White-box models
include interpretable structures such as decision trees, lin-
ear and logistic regression, and rule-based systems, offer-
ing direct insights into their decision-making logic. Con-
versely, black-box models—such as deep neural networks,
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support vector machines, and ensemble models like ran-
dom forests—often provide superior accuracy but lack
transparency [103]. The goal of hybrid Al is to combine the
strengths of both paradigms, ensuring high performance
while maintaining transparency, reliability, and controllabil-
ity. In this context, the decisions made by a black-box
model can be either validated or explained through a white-
box model. In some applications, task delegation is used:
a white-box model handles low-risk decisions, while the
black-box model manages more complex cases.

Hybrid Al is particularly valuable in domains requiring
both accuracy and interpretability, such as healthcare, fi-
nance, security, autonomous vehicles, and communication
infrastructures [104]. These systems can be further en-
hanced through deep learning models supported by post-
hoc explanation tools, attention-based networks, or surro-
gate model mapping strategies. However, these enhance-
ments may increase system complexity, leading to chal-
lenges in ensuring explanation consistency and real-time
decision support [105]. Optimizing such hybrid systems
thus remains an open research challenge. The integra-
tion of explainability and reliability requirements into 6G
THz networks introduces various technical and architec-
tural challenges. Literature suggests that effective solu-
tions revolve around maintaining a balance between per-
formance and explainability, ensuring computational effi-
ciency, and developing secure, trustworthy decision-making
mechanisms [106].

Recent studies highlight the growing prominence of hy-
brid Al approaches. For example, [15] emphasizes that
XAl techniques should be incorporated directly into sys-
tem architectures to achieve transparency in Al-based de-
cision mechanisms for 6G. The authors argue that in time-
critical, distributed applications—such as network slicing
and edge computing—explainability should be meaning-
ful not only for end users but also for system administra-
tors, network operators, and service providers. Post-hoc
XAl methods such as SHAP and LIME are proposed to
enhance traceability by visualizing which inputs influence
model decisions, enabling both real-time and retrospective
audits. The authors advocate combining high-performing
DNN models with white-box logic to create hybrid struc-
tures for decision support systems. Similarly, in [107], hy-
brid Al systems are analyzed from an Industry 5.0 perspec-
tive, discussing human—machine interaction, privacy, and
reliable decision-making. The study emphasizes that dif-
ferent levels of explainability should be tailored for differ-
ent user roles within the Human—Machine Interface (HMI)
layer and 6G core network. Furthermore, technologies like
federated learning and blockchain are shown to enhance
system-level explainability and privacy by offering decen-
tralized, auditable, and transparent architectures. In sum-
mary, hybrid Al architectures are emerging as strategic en-
ablers for achieving transparency, accountability, and relia-
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bility in heterogeneous, dynamic, and ultra-low-latency 6G
application scenarios.

6.2 Lightweight XAl

Lightweight Al refers to optimized Al models that are de-
signed to operate on systems with limited hardware re-
sources. This approach is particularly relevant for 6G and
THz network-based edge devices, where ultra-low latency
and high-frequency data processing requirements demand
compact, efficient models. To achieve this, techniques such
as model compression, parameter pruning, quantization,
and knowledge distillation are commonly employed to de-
velop models that are smaller, less energy-consuming, and
suitable for real-time applications [108].

However, in many critical applications, it is not only
the prediction accuracy that matters—understanding why a
model makes a given decision is equally important. This is
where the concept of Lightweight XAl becomes essential.
Lightweight XAl aims to develop computationally efficient
explainability methods that can run on edge devices with-
out compromising transparency.

For instance, post-hoc techniques like SHAP and LIME
can be adapted into lightweight variants that operate with
fewer input samples. In addition, attention visualizations,
simplified counterfactual explanations, and feature scoring-
based methods aim to offer interpretability while minimiz-
ing computational overhead [18]. These techniques allow
for system decisions to remain auditable while maintain-
ing energy efficiency and data security. The joint design of
lightweight Al and XAl forms a foundation for sustainable,
explainable Al solutions tailored for heterogeneous, large-
scale, and resource-constrained 6G environments.

However, implementing XAl methods introduces addi-
tional computational overhead. While XAl enhances trans-
parency by clarifying the decision-making logic of Al mod-
els, it also brings challenges such as increased mem-
ory usage, latency, and energy consumption—factors that
are particularly problematic for resource-limited edge de-
vices [15]—Commonly used post-hoc methods such as
SHAP and LIME demand significant processing power
[13], making them impractical for many edge-based de-
ployments. To mitigate these issues, lightweight XAl tech-
nigues have been proposed. For example, TreeSHAP [109]
is more computationally efficient alternative to standard
SHAP. Lightweight XAl frameworks aim to maintain explain-
ability while enabling real-time decision-making in edge en-
vironments [110]. Another approach is to use an intrinsi-
cally interpretable model that inherently offers explainability
and are more suited to low-power edge devices. Although
these models may fall short in complex tasks compared to
deep networks, they offer critical advantages in scenarios
where interpretability and low latency are priorities [94].

A promising direction is the development of hybrid
edge—cloud architectures [111], where the Al model oper-
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ates on the edge device while explainability tasks are of-
floaded to nearby fog or cloud servers. This division re-
duces the computational burden on edge devices but intro-
duces new challenges such as data transfer latency, secu-
rity risks, and scalability concerns [110]. Additionally, se-
lective or on-demand explainability has been introduced. In
this approach, explanations are generated only when con-
fidence scores are low, when triggered by user queries, or
when predefined thresholds are exceeded. A different strat-
egy is interpretable knowledge distillation [112]. In this ap-
proach, a smaller, interpretable "student" model is trained
using the outputs of a complex "teacher" model. The stu-
dent model serves as a transparent surrogate, providing
explanations while benefiting from the accuracy of the orig-
inal.

6.3 Proposed Frameworks for Auditing Al Systems
As Al systems play increasingly critical roles in 6G and
THz communication infrastructures, it becomes essential
for these systems to not only make accurate decisions but
also be controllable, traceable, and reliable. To meet this
need, the literature proposes various multi-layered control
frameworks that aim to monitor Al performance, interpret
decisions, and provide actionable feedback to users at dif-
ferent levels. These frameworks typically consist of three
main components:

1. Model monitoring: Detects the real-time behavior,
deviation and performance degradation of the model.

2. Explainability layer: Presents the reasons for model
decisions in a form that is understandable to the user
or operator.

3. Threat analysis and security layer: Detects and re-
sponds to risks such as adversarial attacks, model poi-
soning and data leakage.

In heterogeneous and distributed network architectures
like 6G, these frameworks are recommended to be de-
ployed in a decentralized manner, often in combination with
federated or privacy-preserving computing in both edge
and cloud environments.

For example, the XAl-as-a-Service (XAlaaS) architecture
proposed by [15] offers role-specific explanation formats
at the user and engineer levels, embedding explainability
directly into system infrastructure. Likewise, the FLTrust
framework [113] provides a security-focused structure for
federated learning, ensuring model update integrity and de-
fending against untrusted client behavior. Other systems,
such as Al Lifecycle Monitoring, aim to ensure transparency
throughout the model lifecycle, from training to deployment
and field use. These frameworks are not only important
for model security, but also play a crucial role in ensuring
compliance with ethical, legal, and operational regulations
[114].
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6.4 Industrial Applications

The ultra-low latency, high bandwidth, and massive connec-
tivity capabilities of 6G and THz-based communication sys-
tems are enabling advanced Al-driven automation across
various industrial domains. In such scenarios, where both
decision accuracy and system reliability are critical, hy-
brid Al approaches have become increasingly prominent.
In smart manufacturing, black-box deep learning models
are frequently used for real-time quality control, fault de-
tection, and predictive maintenance [115]. However, for
tasks requiring human interpretability—such as fault expla-
nations or compliance reports—hybrid Al systems integrat-
ing white-box models are preferred.

Similarly, in autonomous driving, high-accuracy percep-
tion models that fuse radar and camera inputs must be
paired with explainability layers to support safety and ac-
countability [116]. In healthcare technologies, explainable
hybrid Al systems are essential for applications such as
remote diagnostics, medical imaging, and mobile health,
due to strict requirements around patient privacy and deci-
sion transparency [79]. The high-resolution and low-latency
communication infrastructure provided by the THz spec-
trum enables these systems to function seamlessly, while
hybrid Al ensures that they are also transparent, auditable,
and ethically aligned. In critical infrastructure management
(e.g., energy, transportation, public security), hybrid Al so-
lutions support early anomaly detection and proactive risk
assessment, enabling decisions that are both technically
sound and legally traceable.

7 FUTURE RESEARCH DIRECTIONS

In order for 6G THz communication systems to achieve
key objectives such as ultra-low latency, high reliability, and
dense connectivity, the integration of XAl and Trustwor-
thy Al techniques plays a critical role. This need is par-
ticularly pronounced in Al-driven processes such as au-
tonomous network management, channel modeling, beam-
forming, and resource allocation, where the traceability and
justification of Al decisions are becoming indispensable for
ensuring system integrity.

Future research is expected to focus on advancing XAl
techniqgues—such as model simplification, feature attribu-
tion maps, and local interpretation methods—to improve
the interpretability of deep learning-based architectures
without compromising performance. Given the computa-
tional intensity of many existing XAl methods, a key re-
search priority is the development of ultra-low-power ex-
plainability frameworks suitable for edge computing envi-
ronments.

Additionally, next-generation auditing mechanisms are
needed to maintain model transparency and accountability
within the distributed and heterogeneous infrastructures of
6G. In this context, blockchain-based structures are gain-
ing traction as promising tools for ensuring secure model
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Fig. 5 Open research challenges and future directions for XAl
and trustworthy Al in 6G THz networks are presented. These
directions highlight emerging areas for secure and explainable
network development.

updates, verifiability, and protection against adversarial at-
tacks and data integrity breaches (Figure [5). Importantly,
future work must address explainability not only at the
model level, but also at the system level, aligning with
emerging regulatory requirements, ethical standards, and
the growing need for user trust in Al-supported 6G applica-
tions [117], [118].

8 CONCLUSION

This study presents a comprehensive literature review on
the growing integration of Al in 6G THz communication sys-
tems, with a particular focus on the dimensions of explain-
ability and reliability. While the majority of existing research
centers on performance optimization, this study offers a
holistic perspective, emphasizing the necessity of explain-
able, trustworthy, and ethically-aligned decision mecha-
nisms in future communication infrastructures. The findings
underscore that XAl and Trustworthy Al are not optional,
but foundational components for the secure, transparent,
and accountable operation of 6G networks. Despite no-
table progress in this direction, several open research chal-
lenges remain. Most notably, the opaque nature of deep
neural networks continues to pose serious transparency
issues-particularly in safety-critical tasks such as beam-
forming and channel estimation. General purpose XAl
methods often fall short in high-risk service environments,
underscoring the need for task-specific and application-
aware explainability strategies. Moreover, the trade-off be-
tween model performance and interpretability poses signif-
icant engineering challenges in resource-constrained edge
environments. In distributed learning frameworks, addi-
tional concerns such as data leakage, adversarial robust-
ness, and security in federated learning settings further
complicate the design of reliable Al systems. In light of
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these challenges, the development of advanced Al solu-
tions for 6G requires multidisciplinary collaboration-bringing
together communication engineering, machine learning,
ethics, and network optimization. Future efforts must fo-
cus on designing new methods, tools, and standards that
support the creation of Al systems that are not only high-
performing, but also secure, explainable, and regulation-
compliant.
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