Giivenlik Bilimleri Dergisi / Journal of Security Sciences

Jandarma ve Sahil Giivenlik Akademisi

Giivenlik Bilimleri Enstitiisii

Giivenlik Bilimleri Dergisi, Kolluk Uygulamalart ve Giivenlik Teknolojileri Ozel
Sayisi, 233-257

doi: 10.28956/ghd.1685901

Gendarmerie and Coast Guard Academy

Institute of Security Sciences

Journal of Security Sciences, Thematic Issue on Policing Practices and Security
Technologies 231-257

doi: 10.28956/ghd.1685901

Makale Tiirii ve Bashgi / Article Type and Title

Arastirma / Research Article

Strategic Role Of Gnss In Security Technologies And Alternative Approaches To
National Navigation Systems

Giivenlik Teknolojilerinde Gnss’nin Stratejik Rolii ve Ulusal Navigasyon Sistemlerine
Yonelik Alternatif Yaklagimlar

Yazar(lar) / Writer(s)

Vedat YILMAZ, J.Mu.Yb.Dr. Jandarma ve Sahil Giivenlik Akademisi, Adli Bilimler
Enstitiisti, Kriminalistik Anabilim Dali, vedat.yilmaz@jsga.edu.tr, ORCID: 0000-0002-
3112-9371

Bilgilendirme / Acknowledgement:

-Yazarlar asagidaki bilgilendirmeleri yapmaktadirlar:

-Makalemizde etik kurulu izni ve/veya yasal/6zel izin alinmasini gerektiren bir durum
yoktur.

-Bu makalede arastirma ve yayin etigine uyulmustur.

Bu makale Turnitin tarafindan kontrol edilmistir.

This article was checked by Turnitin.

Makale Gelis Tarihi / First Received : 28.04.2025
Makale Kabul Tarihi / Accepted :09.10.2025

Atif Bilgisi / Citation:
Yilmaz V., (2025). Strategic Role Of Gnss In Security Technologies And Alternative
Approaches To National Navigation Systems, Giivenlik Bilimleri Dergisi, Kolluk
Uygulamalart  ve  Giivenlik  Teknolojileri  Ozel Sayisi, ss 231-257. doi:
10.28956/ghd.1685901

This work is licensed under Creative Commons Attribution-NonCommercial 4.0 International License. @. BY NC

http:/fwww.jsga.edu.tr/gbd / https://dergipark.org.tr/tr/pub/gbd




Vedat YILMAZ

STRATEGIC ROLE OF GNSS IN SECURITY TECHNOLOGIES AND
ALTERNATIVE APPROACHES TO NATIONAL NAVIGATION
SYSTEMS

Abstract

Global Navigation Satellite Systems (GNSS) have become a critical infrastructure element in both
civilian and military areas of the modern world. Thanks to the high-accuracy location, time and
direction data they provide in the transportation, energy, finance and security sectors, GNSS
systems have a wide range of use from daily life to strategic operations. However, this
widespread use has brought with it serious security threats such as being vulnerable to jammer
and spoofing attacks due to weak signal structure, geopolitical dependency and systemic collapse
risks. These threats make GNSSs vulnerable, especially in electronic warfare and cyber attack
environments. This article analyzes the effects of strategic dependency on GNSS on national
security and emphasizes the importance of developing national terrestrial navigation systems as
an alternative solution. Terrestrial systems such as eLoran, DGNSS and RTK stand out as
complementary and backup to GNSS thanks to their strong signal structures, local controllability
and jammer/spoofer resistance. In Tiirkiye, the establishment of a national terrestrial navigation
infrastructure has become a necessity that must be carried out in parallel with defense industry
strategies and national technology initiatives. In this regard, multi-layered navigation systems
(GNSS and terrestrial systems) are suggested as a critical strategy for the sustainability of
national security.

Keywords: Security Technologies, GNSS, Positioning, Threat, Electronic Warfare

GUVENLIK TEKNOLOJILERINDE GNSS’NIN STRATEJiK ROLU VE
ULUSAL NAVIGASYON SISTEMLERINE YONELIiK ALTERNATIF
YAKLASIMLAR
0z

Kiiresel Navigasyon Uydu Sistemleri (GNSS), modern diinyamin hem sivil hem de askeri
alanlarinda kritik bir altyapt unsuru hdline gelmistir. Ulasim, enerji, finans ve giivenlik
sektorlerinde sagladigi yiiksek dogruluklu konum, zaman ve yon verileri sayesinde GNSS
sistemleri, giinliik yasamdan stratejik operasyonlara kadar genis bir kullamim alamina sahiptir.
Ancak bu yaygin kullanim beraberinde zayif sinyal yapisindan kaynaklanan jammer ve spoofer
saldirilarina agik olma, jeopolitik bagimlilik ve sistemik ¢Gkme riskleri gibi ciddi giivenlik
tehditlerini getirmistir. Bu tehditler, dzellikle elektronik harp ve siber saldiri ortamlarinda GNSS
sistemlerini kirilgan hdle getirmektedir. Bu makale, GNSS've olan stratejik bagimliligin ulusal
giivenlik iizerindeki etkilerini analiz etmekte ve alternatif ¢éziim olarak ulusal karasal navigasyon
sistemlerinin gelistirilmesinin onemini vurgulamaktadir. eLoran, DGNSS ve RTK gibi karasal
sistemler; giiclii sinyal yapilari, yerel kontrol edilebilirlikleri ve jammer/spoofer dayanimlari
sayesinde GNSS’nin tamamlayicisi ve yedegi olarak dne ¢ikmaktadir. Tiirkiye &zelinde milli
karasal navigasyon altyapisimin kurulmasi, savunma sanayi stratejileri ve milli teknoloji
hamleleriyle paralel yiiriitiilmesi gereken bir zorunluluk haline gelmistir. Bu dogrultuda, ¢ok
katmanli navigasyon sistemleri (GNSS ve karasal sistemler) ulusal giivenligin siirdiiriilebilirligi
agisindan kritik bir strateji olarak onerilmektedir.

Anahtar Kelimeler: Giivenlik Teknolojileri, GNSS, Konumlama, Tehdit, Elektronik Harp
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INTRODUCTION

Navigation technologies have evolved to fulfill humanity’s ancient need to find
direction and determine location. Advances in this field from ancient times to
the present have directly affected not only areas such as maritime and trade, but
also strategic areas such as military operations, logistics, air transportation and
security technologies. (Selbesoglu, Barut¢u & Cokelez, 2021)

When the historical development of navigation technologies is examined:;
The first navigation applications were based on natural observations. The sun,
stars (especially the Pole Star), the moon and other celestial bodies were utilized
as primitive navigation tools. Ancient Egyptian, Phoenician and Chinese
civilizations determined their routes by using astronomical observations in
navigation. The invention of the magnetic compass in China in the 11th century
revolutionized navigation skills and spread to Europe in a short time (Aktug,
2015). The increase in maritime activities during the period of geographical
discoveries led to the development of precise maps and maritime instruments.
Thanks to instruments such as the sextant, astrolabe and chronometer, latitude
and longitude determination techniques became widespread (Aktug, 2015;
Selbesoglu, Barutcu & Cokelez, 2021). In particular, the acceptance of
Greenwich Mean Time as the standard time unit and the use of chronometers
made reliable position determination possible on long sea voyages (Sobel,
1995). With technological developments in the early 20th century, the first
navigation systems working via radio signals were developed. During World
War I, LORAN (Long Range Navigation) and similar radio-based systems
were used especially for military purposes. These systems were based on
calculating the user's position through triangulation methods using signals
broadcast from terrestrial base stations (Son, Rhee & Seo 2017).

GPS (Global Positioning System), developed by the USA in the 1970s,
revolutionized navigation technologies. Satellite-based positioning systems
became capable of providing global coverage and high-precision location
information in all weather conditions and at all hours of the day. In the
following years, other major players such as Russia (GLONASS), the European
Union (Galileo), and China (BeiDou) have also developed their own global
systems. All of these systems are classified together under the umbrella of
GNSS (Global Navigation Satellite System). Today, GNSS technologies are
used not only in navigation but also in many critical sectors such as time
synchronization, security systems, banking, energy infrastructures, and
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communications (Dovis, 2015). This wide range of use has also brought about
the vulnerabilities of GNSS systems. Threats such as jammers and spoofing
pose serious security concerns in terms of civilian and military use of the
systems (Dovis, 2015).

These security vulnerabilities and strategic dependency have led many
countries to develop alternative or complementary systems to GNSS. Terrestrial
navigation systems such as eLoran, DGNSS and Radio Frequency based short-
range solutions have gained renewed importance, especially for critical
infrastructures and defense applications (Johnson et al., 2017).

Today, GNSS (Global Navigation Satellite System) has become a critical
technology in many different areas, from national security to infrastructure
management, far beyond being just a navigation tool for individual users.
GNSS's global coverage, high accuracy, real-time data production and multi-
application potential make it indispensable for both civil and military
applications.

GNSS systems are utilized in many areas of civil life today. In this context,
the use of GNSS in many areas, which can be detailed in transportation and
logistics, finance and telecommunications, disaster management and search and
rescue, is presented below.

- Transportation and Logistics: Route optimization, traffic management
and cargo tracking in land, air, sea and rail transportation are provided by
GNSS. In particular, location verification systems mandated by ICAO
(International Civil Aviation Organization) in aviation are based on GNSS
(ICAOQ, 2021).

- Finance and Telecommunications: GNSS provides time synchronization
with microsecond precision in banking transactions and 5G infrastructures
(Koca & Ceylan, 2018).

- Disaster Management and Search and Rescue: In disasters such as
earthquakes and floods, GNSS-supported maps and location services are vital
for rapid response and guidance (Koca & Ceylan, 2018).

Although GNSS has indispensable use from individual to institutional
civilians today, its real strategic importance manifests itself in military and
security applications (Borodacz & Szczepanski, 2024). In modern
military/armies:
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- Itis used in smart ammunition and precision guidance systems,

- Coordination and tracking systems of military units,

- Navigation of UAVs (Unmanned Aerial Vehicles) and UCAV
(Unmanned Combat Aerial Vehicles),

- Combined operations of land, air and sea vehicles,

- Border security, reconnaissance and surveillance systems (Kaplan &
Hegarty, 2017, Borodacz & Szczepanski, 2024).

This level of dependency in terms of National Security has caused GNSS
systems to become a strategic "infrastructure foundation". For this reason, states
are conducting serious studies on the security of these systems against cyber
attacks on GNSS signals, electronic warfare threats and geopolitical control
problems (Tryb & Hospodka, 2025).

The main purpose of this research is to analyze the increasing role of GNSSs
(Global Satellite Navigation Systems) in security technologies and in this
context to evaluate the importance of national terrestrial navigation systems by
revealing the security vulnerabilities caused by strategic dependency on these
systems.

Although GNSS systems are widely used in civil and military areas today;
jamming, spoofing, electronic warfare interventions and geopolitical control
risks question the reliability of these systems and create serious threats to
national security (Borodacz & Szczepanski, 2024). Therefore, this study aims;

- To explain the technical structure of GNSS systems and their function in
security technologies,

- To analyze threats to GNSS (electronic warfare, cyber attacks, external
dependency),

- To reveal the strategic advantages that national terrestrial navigation
systems can provide against these threats,

- To evaluate technological, institutional and security-based justifications
for the development of domestic terrestrial system infrastructures, specifically
for Tiirkiye.
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1. THREATS TO GNSS SYSTEMS AND ELECTRONIC WARFARE
RISKS

GNSS systems have become vulnerable to both natural and intentional threats
due to their widespread use and strategic importance. Since these systems
operate based on low-power radio frequency signals, they can be targeted
especially by electronic warfare methods (Tryb & Hospodka, 2025). The
security of GNSS systems is critical for both the security of military operations
and the sustainability of civilian infrastructures.

1.1. Strategic Dependency and National Risk

Most GNSS systems are connected to infrastructures controlled by certain
states. For example, while GPS is completely managed by the US Department
of Defense, other GNSS systems are similarly controlled by geopolitical power
centers. (GPS: USA, GLONASS: Russia, Galileo: European Union, BeiDou:
China). This structure makes countries using GNSS dependent on external
sources in terms of data flow and service interruptions; which creates risks such
as signal interruption or restriction at critical moments (Grejner-Brzezinska et
al., 2016). The increase in threats such as electronic warfare and
jammers/spoofers in particular has made it necessary to develop alternative
systems.

Along with these security vulnerabilities, studies are being conducted
worldwide for both diversification (multi-GNSS) and backup (eLoran,
terrestrial systems, inertial navigation systems) of GNSS systems (Son, Rhee &
Seo, 2017; Tryb & Hospodka, 2025). The European Union's development of the
Galileo system and China's opening of the BeiDou system to global access
show that navigation has become not only a technological but also a strategic
and political competition area.

1.2. Threat Types to GNSS
Jamming

GNSS signals are very weak when they reach the ground (~-130 dBm). This
weakness causes the signals to be easily drowned out by a stronger radio
frequency source (Gdde et al., 2024). Such attacks are usually carried out with
portable jammer devices. In 2018, civil aviation flights in Norway and Finland
lost orientation due to GPS jamming during a NATO exercise. It was claimed
that Russia's electronic warfare units were behind the incident (Reuters, 2018).
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Spoofing

In spoofing attacks, fake GNSS signals are sent to the user, causing the device
to calculate an incorrect location. This method can be used to direct military
vehicles, ships or UAVs to wrong routes. In 2013, an academic team managed
to manipulate the GPS signal of a luxury yacht with a spoofer and change its
route without it being noticed (Humphreys et al., 2013).

Meaconing

GNSS signals are recorded and rebroadcast elsewhere, providing the user with
delayed or incorrect information. This method produces similar effects to
spoofing, but is generally applicable with less sophisticated devices (Steiner,
Pleninger & Hospodka, 2024).

Threats to Physical Infrastructure

Physical destruction of satellites, cyberattacks on satellite control centers, or
sabotage of ground stations can also threaten GNSS systems.

Cyber Security Threats

Cyber attacks on software that processes GNSS signals or the network
infrastructure through which this data is transferred can lead to the collapse of
security systems. Critical security systems can be rendered dysfunctional with
techniques such as fake data injections and coordinate manipulation.

These vulnerabilities can directly affect the success of military operations.
They can make border security violable. They can disrupt public order in smart
city security infrastructures. They can reduce the speed and accuracy of law
enforcement interventions. Therefore, the protection, backup and support of
GNSS systems with domestic solutions have become an integral part of national
security policies (Jhanjhi, Gaur & Khan, 2024).

1.3.Electronic Warfare and GNSS Battlefield

In modern military doctrines, electronic warfare has become as critical as
physical conflict. Field-programmable gate array (FPGA)-based embedded
systems have begun to be used for real-time detection and analysis of RF
signals for the detection of UAV/UCAYV systems and the ground stations that
manage these systems (Duraklar, 2025). Post-detection, interference with GNSS
signals aims not only to paralyze enemy units' navigation capabilities but also to
disrupt time synchronization, thereby disrupting their communications and
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operational integrity. Loss of GNSS in military aircraft can disable targeting and
coordination systems. Because civilian infrastructures, banking, energy, and
telecommunications systems depend on GNSS time synchronization, the loss of
GNSS can cause social chaos (Wu, 2024; Yu et al., 2025).

1.4. Reflection in Civil and Military Areas

Civilian Area: In applications such as port management systems, autonomous
vehicles, drones and smart agricultural machines, the loss of GNSS signals can
lead to scenarios that can cause material damage as well as loss of life. Military
Area: GNSS-based precision guidance munitions and UAV systems are
vulnerable to jamming and deception. This situation offers the opportunity to
temporarily neutralize the enemy's technological superiority, especially in
hybrid warfare scenarios.

1.5. Measures Developed for GNSS Security

Multi-GNSS Usage (Multi-Constellation): The combined use of GPS, Galileo,
GLONASS and BeiDou systems increases signal security (Wen et al., 2025).

Directional Antennas and Filtering Technologies: These are hardware solutions
used to reduce the jammer effect (Zhang, Wang & Wu, 2024).

GNSS + Inertial Navigation (INS) Integration: It ensures the continuation of
position calculations in short-term GNSS outages (Wang et al., 2024).

eLoran and Terrestrial Alternatives: These are low-frequency, long-range
terrestrial navigation systems developed as a backup system for GNSS (Son &
Fang, 2024).

1.6. The Importance of National Terrestrial Systems in This Context

Global Satellite Navigation Systems (GNSS), although providing high accuracy
and global coverage, pose a strategic risk to many countries in terms of national
security due to electronic warfare threats, geopolitical dependency and signal
weaknesses. For this reason, national terrestrial navigation systems developed
as alternatives or complements to GNSS are increasingly on the agenda. The
importance of these systems is not only to provide technical redundancy, but
also to play a decisive role in issues such as sovereignty, data control and
protection of critical infrastructures (Wu, 2024; Yu et al., 2025; Osechas &
McGraw, 2025).

Advantages of national terrestrial systems;
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National-scale terrestrial navigation systems (e.g. eLoran, DGNSS, terrestrial
radio signal systems) provide the following advantages over GNSS (Osechas &
McGraw,2025):

Stronger Signals: Signals used in terrestrial systems are stronger than GNSS
signals and are more difficult to suppress by jammers.

Low Frequency Broadcasting: Since systems such as eLoran operate at very
low frequencies (around 100 kHz), they are less affected by poor weather
conditions.

Independence and Sovereignty: Since the management and infrastructure of
national systems are provided by local institutions, the risk of external
dependency is eliminated.

Comprehensive Backup: Terrestrial systems provide a backup solution in
areas where GNSS signals are not available or are mixed (e.g. tunnels, between
high-risk buildings in cities).

Protection of Critical Infrastructures: In high-risk sectors such as finance,
energy, and transportation, the continuity of the infrastructure is maintained by
providing backup for GNSS signals.

1.7. Importance Regarding National Security and Strategic Resilience

Terrestrial navigation systems are of critical importance in terms of
cybersecurity, military operational flexibility, crisis management and strategic
autonomy (Wu, 2024; Yu et al.,2025; Osechas & McGraw, 2025).

A terrestrial navigation network developed in accordance with a country's
own geography:
- Creates a defensive layer against electronic warfare scenarios.

- Provides uninterrupted direction finding and time synchronization in
emergencies and war conditions.

- Strengthens the national sovereignty ground against external interventions
of GNSS systems.

In Tirkiye, the development of domestic navigation solutions should be
evaluated in parallel with domestic defense industry strategies and national
technology moves.
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2. PLACE OF GNSS SYSTEMS IN SECURITY TECHNOLOGIES

Global Satellite Navigation Systems (GNSS) are satellite-based navigation
systems that provide location, speed and time information worldwide. GNSS
systems generally consist of the following three main components (Petrovski,
2024):

Space Segment: Consists of satellites orbiting the Earth. These satellites
continuously broadcast time-stamped signals.

Ground Control Segment: Consists of a network of ground stations that
monitor, direct and control the orbit and clock accuracy of satellites.

User Segment: Devices that calculate location by receiving GNSS signals
(military vehicles, mobile phones, aircraft, UAVs, security systems, etc.).

In the basic operation of this structure, three-dimensional location (latitude,
longitude, altitude) and precise time information are obtained by receiving at
least four satellite signals. The use of GNSS technology in numerous security,
defense and public infrastructure applications has made it necessary to increase
the diversity and reliability of these systems. In addition, apart from the four
most common GNSS types, there are smaller and less common GNSS types
called MSAS by Japan, NavIC by India, SouthPAN by Australia and New
Zealand, KASS under development by South Korea, and ANGA for African
countries (GPS, 2021).

2.1. The Role of Diversification of GNSS Systems in Security

Since each system has different signal structures, frequency bands and coverage
features, users using signals from more than one GNSS system simultaneously
(multi-GNSS) increase location accuracy and ensures security.

This strategy, especially in security technologies;

- increases resistance to electronic warfare scenarios,
- provides continuity against system failures,

- increases data security and accuracy.

The use of these multiple systems is becoming increasingly widespread in
military platforms, UAVS, smart city security systems and border surveillance
technologies.
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2.2.  Use of GNSS in the Security Sector

Security technologies today require high-precision location data. GNSS systems
offer real-time, wide-coverage and low-cost solutions to meet this need. These
advantages offered by GNSS have made its use inevitable in many areas, from
law enforcement to military units, from border security to urban security
infrastructures (Haloho & Supriyadi, 2024).

Border Security;

GNSS works in integration with both fixed and mobile sensor platforms in
border surveillance systems, clearly determining the coordinates of UAVSs, land
vehicles and watchtowers, and providing digital mapping of moving targets and
border violations. In addition, instant detection of smuggling and illegal
crossings becomes more effective with GNSS-supported coordinate systems.

Military Operations;
Position superiority in the modern battlefield means strategic advantage.
GNSS-supported military applications include:

- Locking on the exact location of the target in precision-guided munitions
(PGM) systems,

- Unit coordination and logistics tracking,

- Operation of navigation and targeting systems on air and land and sea
platforms,

- Providing location awareness in night operations in low visibility conditions.
In NATO doctrines, GNSS is defined as a “force multiplier”
Smart City Surveillance

Drone-based surveillance systems rely on GNSS to perform autonomous patrols
in certain areas. Vehicle tracking systems are used in directing emergency
vehicles and monitoring urban security incidents. Solutions such as pedestrian
safety systems and traffic light optimization are integrated with GNSS data.

Patrol Systems of Law Enforcement Forces

The instantaneous locations of police and gendarmerie vehicles are monitored
by centers, and intervention times are optimized with GNSS data. The direction
of patrol units closest to critical incidents is provided by the integration of
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geographic information systems (GIS) and GNSS. In addition, the time and
location stamps of data recorded by devices such as mobile cameras and body

cameras are obtained via GNSS.

Table-1 General GNSS Systems

Developer
/Number
of
Satellites

First
Satellite
Launch

Full
Operation
al Status

Description

GPS

USA
24

1978

1995

Provides  high  accuracy
location and time information;
available in military (P(Y)-
Code) and civilian (C/A
Code) modes of use. Critical
Use:  Military  operations,
guided  munitions,  crisis
management, time
synchronization.

GLONASS

Russia
124

1982

1996

It offers a stronger signal in
the northern hemisphere and
can work in parallel with
GPS. Russia has reduced
external dependency in
defense by eliminating GNSS
dependency with GLONASS.

Galileo

European
Union

124

2011

2022

High precision civilian use
includes encrypted Public
Authority Service (PRS). To
reduce Europe's dependence
on GPS, providing high
accuracy for civilian and
autonomous systems.

BeiDou

China
/35

2000

2020

It offers global service, is
available for military and
civilian ~ use, has text
messaging and  localized
services. It is used as an
alternative to GPS in the
Asia-Pacific region as part of
China's bid to increase its
digital dominance.
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2.3. Terrestrial Navigation Systems

Global Satellite Navigation Systems (GNSS), despite providing high accuracy
and global coverage, may be insufficient to provide a fully independent,
sustainable and secure positioning infrastructure for many countries, especially
due to their vulnerability to signal interruptions and external dependency
problems. Terrestrial navigation systems developed to eliminate these
vulnerabilities stand out as strategic backup systems that can both work as an
alternative to GNSS and as integrated with it. Terrestrial navigation systems are
systems in which the user's position is calculated via signals from fixed
broadcasting stations on the earth. These systems are generally based on
technologies such as Long-wave radio signals (Low Frequency) or Wide-area
differential GNSS (DGNSS) networks (Wu, 2024; Yu et al.,2025; Osechas &
McGraw, 2025). Unlike GNSS, since the signal sources in these systems are on
the earth, the signals are less affected by atmospheric events and the signal
strength is much higher. This makes them more resistant to jammer and spoofer
attacks.

Major Terrestrial Navigation Systems

Loran-C / eLoran (Enhanced Loran): Uses low-frequency (100 kHz) radio
signals. Intercontinental range; can be used in maritime, aviation and military
systems. Provides time synchronization without requiring fiber optic
infrastructure. Highly resistant to jamming and spoofing. Countries such as the
USA, England and South Korea are re-commissioning or modernizing their
eLoran infrastructures. eLoran is considered as a GNSS backup, especially for
critical infrastructures (Son & Fang, 2024).

DGNSS (Differential GNSS): Fixed stations produce real-time correction

data based on GNSS signals and this data is shared with mobile users. It can be
used in areas such as port authorities, maritime, land transportation and
agriculture. Provides high-accuracy location data; Although it works dependent
on GNSS, it aims to correct its errors (Li, et al., 2024).
RTK (Real-Time Kinematic) Systems: Provides centimeter-level accuracy by
applying precise differential corrections to GNSS signals. It is used especially
in unmanned land vehicles, agricultural machinery and construction equipment.
It works with real-time data sharing via terrestrial base stations (Fredeluces et
al., 2024; Tavasci, Nex & Gandolfi, 2024).

Terrestrial navigation systems are not an alternative on their own; they offer
a much more effective security solution when integrated with GNSS. This
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integration ensures system continuity in the event of a GNSS outage or attack.
The probability of error is minimized by performing multi-source verification in
location data production. It provides high-precision backup in unmanned
systems (UAV/ UCAV), military platforms and critical facilities.

In countries with a geopolitically critical position such as Tirkiye, absolute
dependence on GNSS can cause serious security and sovereignty problems. For
this reason:

- Developing domestic terrestrial navigation infrastructures,

- Producing integrated solutions with institutions such as the Defence
Insdustry Agency, TUBITAK, ASELSAN,

- Establishing terrestrial backup systems such as eLoran for critical facilities
(airports, ports, power plants) should be among the strategic priorities in terms
of national security policies.

Threats to GNSS Systems

GNSS systems, due to the technological sensitivity they contain, have serious
security vulnerabilities, especially against electronic warfare (EW) techniques.
The inherently weak signal strength of these systems puts them at risk in both
civilian and military use as they can be targeted with methods such as jamming,
spoofing and physical intervention.

Jamming attacks are based on the principle of suppressing GNSS signals
with high-powered interference signals. This causes the receiving device to be
unable to detect the GNSS signal and calculate its location. Jamming devices
are usually portable and can be used in land vehicles, drones or fixed stations.
Military convoys, air traffic, logistics lines and emergency services can be
directly affected by jamming.

Spoofing is the process of sending fake signals to the user’s GNSS receiver,
causing it to receive false location information. Spoofing attacks can create
scenarios such as manipulating the route of UAVS, redirecting guided munitions
off-target, and misleading law enforcement and military vehicles to unintended
areas. In 2013, a research group from the University of Texas used a GPS
spoofer to divert a yacht off-course at sea, and presented this situation as a
warning about security vulnerabilities worldwide (Humphreys et al., 2013).

Scenarios of Disabling GNSS through Enemy Interference

Enemy elements may perform actions such as suppressing signals in a wide area
via electronic warfare platforms, targeting GNSS control centers through cyber
attacks, using missiles to destroy GNSS satellites, physical sabotage or digital
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interference on GNSS ground stations. These scenarios may cause a countries’
navigation, reconnaissance, surveillance and weapon systems to be rendered
ineffective, especially in times of war or crisis.

Absolute dependence on a single GNSS system: It may cause disruption of
system synchronization in critical infrastructures (banking, energy,
communication), loss of direction and time in sectors such as air traffic, land
transportation and port management, mission cancellation or collisions in
unmanned systems (UAV/UCAYV, autonomous vehicles), collapse of the
logistics chain in military operations. Therefore, the activation of alternative or
complementary location systems (terrestrial systems, inertial navigation, etc.)
has become mandatory for national security.

Realized Examples (Case Studies)

Norway — NATO Exercise (2018): During NATO’s “Trident Juncture” exercise,
civilian aircraft in Norway and Finland experienced GPS loss. It was claimed
that the incident was caused by electronic warfare systems in Russia’s Kola
Peninsula (Reuters, 2018).

GNSS Spoofing Over the Black Sea (2017): A US Navy ship received fake
signals in its GPS data indicating that the ship had run aground. Subsequent
analysis showed that many ships in the area were experiencing similar problems
at the same time (Androjna & Perkovi¢, 2021).

Israel — Jammer Operations (2022): GNSS jamming applications carried out
against drone threats in Israeli airspace also affected the navigation systems of
civilian aircraft in the vicinity (NDTV, 2023)

China BeiDou Satellite Signal Suppression — India Border (2020): Reports
of BeiDou signal suppression along the China-India border have been reported,
particularly affecting UAV patrols (iadnewa, 2022).

Table-2 Advantages and Disadvantages of Terrestrial Systems Compared to
GNSS

Feature Terrestrial Systems GNSS Systems
Signal Strength Very strong (jammer Weak, easy to
resistant) suppress
Coverage Regional/continental Global
Signal Source Earth Stations Area Orbiting
Satellites
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Time Synchronization Possible with eLoran Possible via
GPS/Galileo
Complexity Infrastructure setup costs Infrastructure already
can be high exists (but externally
dependent)
Security Advantage of local control Risk of geopolitical
dependency

Countries with geostrategic positions like Tirkiye should establish their own
terrestrial navigation infrastructures against possible threats from GNSS
systems. In this context: Local Loran/eLoran station networks can be developed
with joint projects of the Defense Industries Agency (SSB) and institutions such
as ASELSAN and TUBITAK. The Ministry of Transport and Infrastructure can
back up critical transportation networks by expanding the DGNSS infrastructure
in ports and airports. Local atomic clocks will be a critical element to increase
the sensitivity of signal sources. These infrastructures have strategic value in
terms of Tirkiye's military autonomy, cyber and electronic warfare defense, and
civil infrastructure security.

Terrestrial systems can be used as redundant or fallback systems for GNSS
systems:

- Thanks to dual-system receivers, both GNSS and terrestrial signals can be
monitored.

- In scenarios where GNSS is disabled, terrestrial systems ensure mission
continuity.

- Especially in critical mission applications (military targeting, time
synchronization, disaster management), terrestrial systems play a vital role.

- Terrestrial solutions serve as critical backup infrastructure for sensitive
sectors such as smart cities, 5G infrastructure, energy distribution systems, and
financial time stamping.

3. APPLICATIONS IN TURKIYE AND THE WORLD

Developed and developing countries, aware of the threats to GNSS systems, are
taking strategic steps to develop both independent global systems (GPS,
BeiDou, Galileo, GLONASS) and ground-based alternative navigation
solutions. In this context, the revival of terrestrial systems such as eLoran and
the establishment of domestic GNSS infrastructures have become priorities in
terms of national security and technological sovereignty.
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USA eLoran Infrastructure Example; Although the US deactivated the Loran-C
system in 2010, it has strategically put the reactivation of the eLoran system on
the agenda due to the vulnerability of GNSS. In 2020, the U.S. Department of
Transportation recommended that eLoran be evaluated as an alternative timing
and positioning solution to GNSS. It is planned to be used especially in sectors
dependent on GNSS such as energy infrastructure, emergency response
systems, and banking systems. The US positions the eLoran system as a
strategic reserve and is testing signal integrations at test sites run jointly with
the private sector (Offermans, Bartlett & Schue, 2017).

Russia GLONASS & Chayka; GLONASS is a GNSS system under the
control of the Russian Ministry of Defense and offers a global alternative to
GPS. Chayka is a low-frequency terrestrial system similar to Loran-C. Russia
ensures continuity with GLONASS-Chayka integration in the event of a GNSS
outage (Kugler, 1999).

China BeiDou & PNT Alternatives; BeiDou is China’s independent GNSS
system. It provides high accuracy in Asia-Pacific and offers global access. In
addition to the BeiDou system, China is developing short-range terrestrial PNT
systems and fiber-based time synchronization systems. Russia and China are
preparing for electronic warfare scenarios by building systems that provide full
sovereignty in the GNSS field and are closed to external interventions (Koca,
2019).

3.1. Current GNSS Infrastructure and Alternative Navigation Projects in
Tiirkiye

Tiirkiye is currently working with multiple GNSS receiver systems that can use
GPS, Galileo, GLONASS and BeiDou signals. TURKSAT satellites and
communication and observation satellites developed by TUBITAK UZAY do
not directly produce GNSS, but they support data integrity. Institutions such as
ASELSAN, TUBITAK BILGEM, HAVELSAN are conducting studies on INS
(Inertial Navigation Systems) and GNSS-supported terrestrial analysis
infrastructures (TUBITAK, 2022). The National Satellite Timing and
Positioning System project is among the long-term goals; it is aimed to reduce
dependency on GNSS (TUALCOM, 2022). Tiirkiye Ports DGNSS System: It is
a system established by the Ministry of Transport and Infrastructure in the
maritime field and broadcasts real-time corrections.
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wm

Figure-1 Independent Terrestrial Positioning and Timing System (TUALKOM,
2022)

UAV/ UCAYV Systems: INS-GNSS hybrid systems are used in UAV platforms
such as Bayraktar TB2, Akinci and Anka, and when GNSS weakens, the inertial
system is activated. Tactical Field Systems: Some command and control
systems developed by ASELSAN have backup algorithms that can operate
without a GNSS signal.

Autonomous Land Vehicles: Unmanned land vehicles developed by companies
such as Roketsan and BMC are equipped with non-GNSS direction finding
modules.

Reducing GNSS dependency in domestic defense products has become a
necessity in order to ensure system continuity in the electronic warfare
environment.
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The dependency on GNSS systems on a global scale has led to the emergence of
new areas of vulnerability in national security strategies. The dependency on
location, time and direction data, especially in strategic areas such as military
operations, energy distribution, the financial sector and critical public services,
has made the uninterrupted operation of these systems a necessity. In this
context, terrestrial navigation systems stand out not only as a technical backup
in terms of national security policies, but also as an element of sovereignty and
strategic resilience.

This situation particularly exposes user countries to risks such as: Signal
interruption (intentional denial), Regional degradation, Political pressure or
decommissioning in times of crisis. Therefore, the development of national
terrestrial navigation systems should be one of the fundamental pillars of
national defense and technology policies. Thus; External dependency is
reduced, Domestic production capacity in critical technologies is increased,
Strategic autonomy is ensured

3.2. Cyber Security Dimension of Terrestrial Navigation Systems

GNSS systems are generally vulnerable to threats at the physical layer (jammer,
spoofer) because they use weak signals on the receiver side. However,
terrestrial systems; are more resistant to physical interventions thanks to strong
signal broadcasting, can be closed to external cyber manipulation due to fixed
and locally controlled signal sources, can be integrated with critical
communication networks (e.g. national fiber infrastructure, satellite-link
supported signals), and they can ensure secure data transfer can be provided.
Thus, terrestrial systems become an important component of both physical and
cyber security architectures (Androjna et al., 2020).

Critical sectors such as energy, transportation, communication, banking: are
dependent on GNSS-integrated time synchronization, Geographic location-
based decision systems, Automatic routing and control algorithms.

GNSS outage or deviation in these systems can cause chain system errors
and large-scale operational disruptions. Therefore; Terrestrial navigation
systems should be activated as a backup for GNSS. In particular, energy grids,
emergency response centers, airports and border control systems should be
equipped with multiple navigation systems.

3.3.  Multi-Layered Navigation Systems Proposal (GNSS + Terrestrial +
Inertial Systems Integration)
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Table-3 The Role of Systems

System Component Role

GNSS Global reach, high accuracy (primary
source)

Terrestrial System (eLoran, DGNSS) Jammer/spoofer resistance, regional
backup (second layer)

Inertial Navigation (INS) Heading/cone/acceleration tracking even
without GNSS signal (last line of defense)

Thanks to this structure; when GNSS is disabled, the systems continue to work
without interruption and even if a GNSS signal is received, verification can be
made with terrestrial and inertial systems and system integrity is protected
against enemy intervention. INS+GNSS hybrid structures are used in UCAV
and missile systems developed in Tiirkiye, and these systems can continue their
mission even in attacks on GNSS (van Toll, Cook & Geraerts, 2011).

CONCLUSION

GNSS systems have revolutionized both civil and military technologies with
their high accuracy, global coverage, low cost and versatile application areas.
They have digitized and automated business processes by providing location,
time and direction data in many critical areas such as transportation, energy,
communication, finance and defense. However, this widespread use has also
made GNSS systems strategic vulnerabilities. Weak signal strength,
vulnerability to electronic warfare attacks such as jammers and spoofers,
geopolitical dependency, and the risk of systemic collapse from a single point
stand out as threats that can overshadow the advantages of GNSS systems.
Developing national terrestrial navigation systems against the above-mentioned
vulnerabilities of GNSS systems is no longer an option, but a national security
requirement. The high signal strength, local controllability and jammer/spoofer
resistance of terrestrial systems make them a critical complement to GNSS.
Establishing systems such as elLoran, DGNSS, RTK as regional networks,
establishing national time and location infrastructures, and ensuring integration
with INS (Inertial Navigation Systems) are the foundations of resilience in
today's security technologies. These investments also contribute to the
deepening of the domestic defense industry, the prevention of technology
transfer, and the strengthening of national technological sovereignty.
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For the sustainability and prevalence of terrestrial navigation systems, not
only technological but also legal and administrative foundations need to be
built:

- Legal Regulations: Regulation of terrestrial PNT systems, frequency
allocation, cyber security protocols, data security and critical infrastructure
coordination laws should be enacted.

- Institutional Coordination: Coordination should be established between
institutions such as the Defense Industries Agency, Ministry of Transportation,
AFAD, ASELSAN, TUBITAK and national PNT councils should be
established.

- Infrastructure Planning: Ports, airports, military bases, energy production
and distribution centers should be supported with terrestrial signal
infrastructure.

Research and technology policies should support both academic and
industrial R&D projects by focusing on non-GNSS direction finding
technologies. Proposed research areas include:

- Cryptographic security of terrestrial navigation signal protocols

- INS-GNSS-eLoran triple navigation algorithms

- PNT backup scenarios for autonomous systems

- Development of indigenous atomic clock technology

- PNT architectures resistant to cyber attacks

- Urban micronavigation systems (RFID, 5G supported local systems)

The results of these studies will ensure the security of national PNT systems not
only for military but also for civil critical infrastructures, financial markets,
transportation systems and smart city applications. While GNSS technologies
form the invisible backbone of the modern world, a multi-layered positioning
infrastructure supported by terrestrial and inertial systems is now a necessity to
prevent scenarios that may occur in the event of an interruption of this
backbone. Increasing Tiirkiye's national capacity in this area is not only a
technical advancement, but also a strategic security policy.
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