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ABSTRACT

The present study aimed to develop a valid and reliable tool to assess middle school students' awareness of safe
information technology use. The research was conducted using a survey model, a quantitative design. During the
scale development, a 55-item draft was created based on existing literature and administered to 390 students for
exploratory factor analysis (EFA). Based on the EFA results, the scale was reduced to a four-factor structure with
23 items. These four factors explained 50.210% of the total variance. This structure was then tested using
confirmatory factor analysis (CFA) on a separate sample of 512 students. The CFA results (x%/sd = 2.019, RMSEA
= .045, CFl = .924, TLI = 915, GFI = .927, AGFI = .910, IFI = .925) indicated a good model fit. The factors were

named "Cyberbullying Awareness and Ethical Behavior," "Responsible technology use," "Digital Security and Data
Protection," and "Social Security and Seeking Support in Digital Environment." Cronbach's Alpha reliability
coefficients ranged from .601 to .867 for the dimensions and were .893 for the entire scale. These findings
suggest that the instrument is a psychometrically sound tool for measuring and enhancing digital safety
awareness among middle school students.
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Introduction

In today's world, information technologies have become a key element that greatly alters how
people communicate, access information, learn, and entertain themselves. As digitalization's
influence quickly expands across many areas—from education and healthcare to the economy
and social interactions—children and teenagers are at the very heart of this change (Livingstone
& Helsper, 2007). Especially middle school students are both more receptive to exploring
technology and more likely to use digital environments actively. Recent studies conducted in
Turkey also show that access to digital devices among middle school-aged individuals has risen
sharply and that this age group has become the most active internet users (TUIK, 2021).
However, the dangers and challenges posed by this rapid digital growth for children should not
be ignored (Chaudron et al., 2015).

The unconscious or uncontrolled use of information technologies can negatively affect
children’s psychological, physical, and social development. Digital threats such as cyberbullying,
screen addiction, digital security risks, and exposure to harmful content via social media are
among the most common problems children face today (Hinduja & Patchin, 2018; Kowalski et
al,, 2014). These threats not only impact individuals but also have wider societal implications.
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One of the most prevalent online risks children encounter is cyberbullying, which can harm their
emotional well-being, school involvement, and social relationships (Tokunaga, 2010). Research
shows that cyberbullying has become a widespread issue among children, and students who
are victims of digital aggression increasingly need emotional support (Dinh et al., 2016).
Furthermore, digital security vulnerabilities, such as identity breaches, clicking on suspicious
links, and sharing personal information with third parties, can leave children highly vulnerable
(Arnold & Livingstone, 2009; Gller et al., 2017).

Along with these risks, the ability to use technology in a healthy and balanced manner should be
seen as a key part of children's digital awareness. Issues like extended screen time, poor
ergonomic habits, and disrupted sleep patterns can negatively impact children’s physical health
(Sigman, 2012). Some studies also indicate that increased screen time can decrease
involvement in activities that promote academic and personal growth, such as reading books,
engaging in physical exercise, and studying (BTK, 2022). Therefore, it is crucial for students to
not only be aware of digital security but also to take responsibility for managing their screen
time and digital content.

Furthermore, developing safe social skills in digital spaces is seen as a separate area of
expertise. Knowing how to respond in situations like talking to strangers, sharing personal
information, or encountering upsetting content is essential for students to protect their social
safety online (Wright, 2017). It is important for students to identify potential risks in digital
environments, understand how to react properly, and develop help-seeking behaviors when
necessary. Many studies also indicate that children often do not share the digital problems they
face with adults and are frequently left to handle these issues alone (Demirel et al., 2013).

Considering all these digital risks, there is a strong need for a valid and reliable measurement
tool to assess the ability of middle school students—given their developmental attributes—to
cope with digital challenges. The literature shows a lack of comprehensive instruments
designed to measure children's awareness of digital safety, ethical technology use, and screen
time management. Most existing tools have been developed for pre-service teachers (Dogang
& Korucu, 2020; Yasan Ak, 2020) or college students (Akin et al., 2014; Tavsancil & Keser, 2001).
High school-level studies tend to focus on limited themes such as the purposes of internet use
(Akar,2017) and attitudes toward internet ethics (Torun, 2008). Although Karadeniz and Akpinar
(2017) developed the Attitude Toward the Internet Scale with middle school students, this tool
is limited to general attitudes like internet usage and enjoyment; it does not include critical
subdimensions such as digital security, cyberbullying awareness, or help-seeking behaviors.
Similarly, Elgharnah and Ozdamli (2020) created a scale to measure parents’ awareness of
internet safety, and Tekin and Polat (2016) assessed parental awareness levels. However, no
multidimensional and current awareness scale specifically designed for children themselves
has been identified. Therefore, there is a clear need for a valid and reliable instrument that can
comprehensively evaluate middle school students' awareness of the various threats they
encounter in digital environments.

Therefore, the Awareness Scale for Safe Information Technologies Use for Middle School
Students was developed in this study to assess students' understanding of cyberbullying,
responsible technology use, digital security, and data protection, as well as social safety and
help-seeking behaviors. This tool is expected to enhance knowledge by promoting students'
development as digitally aware individuals and by evaluating the success of digital safety
education programs in schools.

Method

Research design

This study was conducted to develop a measurement tool for evaluating middle school
students’ awareness of safe information technology use. The survey method, a quantitative



57 ODUGSOBIAD

approach, was used. Additionally, the scale development involved analyzing the psychometric
properties, including validity and reliability. Therefore, both exploratory and confirmatory factor
analysis technigues were applied (DeVellis, 2016).

Study group

The study group consisted of 902 middle school students enrolled in three public middle schools
in Turkey during the 2024-2025 academic year. The participants were selected using the
convenience sampling method among 5th, 6th, 7th, and 8th-grade students. Convenience
sampling allows the selection of readily available participants and is often preferred due to its
accessibility and low cost (BlyUkoztirk et al, 2018). Therefore, data were collected from
students attending accessible schools by the researchers.

The validity and reliability of the scale were determined using two participant groups: 390
students participated in the exploratory factor analysis (EFA), and 512 students took part in the
confirmatory factor analysis (CFA). Participant demographics such as gender and grade, are
shown in Table 1.

Table 1 Participant demographics

Exploratory Factor Analysis Confirmatory Factor Analysis
Grade Female Male Female Male Total
5th Grade 6 3 8 5 22
6th Grade 68 18 114 103 303
7th Grade 128 52 65 50 295
8th Grade 102 13 72 95 282
Total 304 86 259 253 902

Data collection instrument

The study data were collected using the Awareness Scale for Safe Information Technology Use,
which was developed to assess middle school students’ awareness of safe technology use. In
the initial phase of scale development, a thorough literature review was conducted. Specifically,
national and international studies on the risks children face in digital environments, safety
practices, and responsible technology use were carefully examined (Arnold & Livingstone, 2009;
Hinduja & Patchin, 2018; Livingstone & Helsper, 2007).

After this thorough review, the authors created a set of 55 items to measure awareness of safe
technology use. This initial set was then evaluated by three experts in educational technology,
assessment, and psychological counseling to ensure content validity during scale development.
Based on their qualitative feedback, some items were revised for language and content,
combined, or simplified as suggested. Consequently, the initial draft of the scale was finalized
as a five-point Likert scale. The items asked students to rate their awareness of safe technology
use using the following options: Always (5), Often (4), Sometimes (3), Rarely (2), and Never (1).
This format enabled a quantitative assessment of students’ behavioral frequencies and
awareness levels (DeVellis, 2016).

Data collection

The study was approved by the Istanbul University-Cerrahpasa Ethics Committee for Social and
Human Sciences Research (22/05/2025 - 2025/354). Data collection was conducted face-to-
face for both exploratory factor analysis (EFA) and confirmatory factor analysis (CFA). Data
were collected during the 2024-2025 academic year from students attending three public
middle schools selected by the authors. Collection took place in classroom settings with
voluntary participants. Before the intervention, students were informed about the study's
purpose and confidentiality principles. Additionally, informed consent forms were signed by the
parents, ensuring full compliance with ethical procedures. Data were obtained from 972
students. However, during an initial review, it was determined that data from 70 students did not
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meet analysis criteria due to incorrect coding, missing responses, or inconsistent selections.
These data were excluded to maintain the accuracy and reliability of the results. The final
analyses were conducted on 902 valid responses.

Findings

Construct validity

To assess the construct validity of the scale, the appropriateness of the data for multivariate
analyses was first evaluated. Then, item-total score correlations, exploratory factor analysis
(EFA), and confirmatory factor analysis (CFA) methods were used.

One of the key prerequisites for factor analysis is the assumption of normally distributed data.
For the EFA dataset (n, = 390), skewness was -1.084 and kurtosis was 1.207. Additionally, the
mean (225), mode (238), and median (232) were quite close to each other. In the CFA dataset
(n, = 512), skewness and kurtosis were -0.931 and -0.476, respectively. Similarly, the mean (95),
mode (102), and median (99) were also quite similar. According to the literature, skewness and
kurtosis coefficients within the +1.5 range are considered acceptable indicators of normality.
Furthermore, the close similarity between the mean, mode, and median supports the
assumption of normality (Blyukoztlrk, 2012; Cameron, 2004). Additionally, having more than
30 participants in both groups satisfies the sample size requirement for factor analysis.
Therefore, it was concluded that both the EFA and CFA datasets are suitable for multivariate
statistical analyses.

[tem~—total score correlation (Internal consistency)

Item—total correlation provides insight into the internal consistency of a measurement tool by
showing the relationship between each item and the overall test score. A strong, positive
correlation between the items and the total score indicates that the items measure similar
constructs and supports the reliability of the scale (Blyukoztirk, 2012).

In the literature, correlation coefficients of .30 and above are considered to indicate that the
items have strong discriminatory power and are suitable for inclusion in the test. In contrast,
items with coefficients between .20 and .30 are recommended for revision or linguistic
improvement, whereas items with correlations below .20 are generally advised for removal from
the scale (Blyukoztlrk, 2012).

Thus, a threshold of .30 was established as the minimum item—total correlation coefficient for
the Awareness for Safe Information Technology Use Scale. Based on the item analysis, the
relationship between each item and the total score was evaluated, and the discriminative power
of each item was determined using the resulting correlation values. Detailed analysis results are
presented in Table 2.

Table 2 Item—total score correlation results

ltem No ltem—Total Score Correlation [tem No ltem—Total Score Correlation
ltem1 238 [tem?29 .524
ltem?2 327 [tem30 621
[tem3 .296 [tem31 575
ltem4 .293 [tem32 .542
[tem5 .388 [tem33 .503
[tem6 374 [tem34 .608
ltem7 294 [tem35 571
[tem8 .290 [tem36 .568
[tem9 403 [tem37 481
ltem10 372 [tem38 .535
ltem11 490 [tem39 .554
ltem12 436 [tem40 .534
ltem13 422 ltem41 .506

ltem14 297 [tem4?2 537
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ltem15 433 [tem43 480
ltem16 .353 [tem44 414
ltem17 570 ltem45 .557
ltem18 443 [tem46 424
ltem19 .336 [tem47 .059
ltem?20 .555 [tem48 21
ltem?21 551 [tem49 454
ltem?22 449 ltem50 .502
ltem?23 419 [tem571 .499
ltem24 571 [tem52 446
ltem?25 557 [tem53 472
ltem?26 551 [tem54 478
ltem?27 .395 ltem55 .518
ltem?28 561

As shown in Table 2, the item—total score correlation coefficients for items 1, 3, 4, 7, 8, 14, 47,
and 48 were below the threshold of .30 in the draft scale, indicating that these items were not
sufficiently distinctive and could not represent the construct. Therefore, these eight items were
removed from the scale during the analysis.

After removing these items, the item—total score correlation coefficients of the remaining 47
scale items ranged from .327 to .621. These results indicated that the scale items were
consistent and had an acceptable level of internal reliability.

Exploratory factor analysis (EFA)

To evaluate the construct validity of the scale and uncover the underlying factor structure of the
items, Exploratory Factor Analysis (EFA) was performed. Before conducting EFA, preliminary
assumptions were checked to determine if the dataset was appropriate for this analysis.

First, the Kaiser-Meyer-Olkin (KMO) test was conducted to evaluate the adequacy of the sample
size for factor analysis, and the KMO value was calculated as .92. A KMO above .60 indicates
that the data are suitable for factor analysis (Kaiser, 1974). The KMO result (.92) demonstrates
a very high level of sampling adequacy (Cokluk et al., 2012; Field, 2009). Additionally, Bartlett's
Test of Sphericity was conducted to determine whether the correlations among the variables
were statistically significant. The test yielded x?(1176) = 6962.929, p < .001, indicating significant
inter-item correlations appropriate for factor analysis. This result also suggests that the data
meet the assumption of multivariate normality (Cokluk et al., 2012).

Although various factor extraction methods are available for EFA, this study employed Principal
Component Analysis (PCA), acommonly preferred technique in the literature that facilitates data
reduction (BuyUkoztlrk, 2012; Cokluk et al., 2012). This method aims to represent the structure
more simply and meaningfully by reducing a large number of variables into fewer components.

To improve the interpretability of the extracted components, a rotation technique was used
during the analysis. Consistent with the idea that factors may be correlated in social sciences,
the oblique rotation method Promax was chosen (Field, 2009; Tabachnick & Fidell, 2013).
Promax not only allows for quicker processing in studies with large sample sizes but also yields
more theoretically consistent results (Cokluk et al., 2012; Rennie, 1997).

During the analysis, items with factor loadings below .40 or with high loadings on multiple
factors were gradually removed from the scale. As a result of the Principal Component Analysis,
a four-factor model emerged, with each factor having an eigenvalue greater than 1 and
representing a meaningful structure. The eigenvalues of these factors and the total variance
explained are detailed in Table 3.

Table 3 Eigenvalues and variance explained by factors
Factor Eigenvalue Variance Explained (%)
Factor 1 7.150 31.087
Factor 2 1.673 7.273
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Factor 3 1.446 6.287
Factor 4 1.279 5.562
Total 50.210

Factor analysis results showed that the eigenvalue of the first factor was 7.150, explaining
31.087% of the total variance. The second factor had an eigenvalue of 1.673 and explained
7.273% of the variance. The third factor contributed 6.287% of the variance with an eigenvalue
of 1.446, while the fourth factor's eigenvalue was 1.279, accounting for 5.562% of the total
variance. Collectively, these four factors explained 50.210% of the total variance related to the
overall structure of the scale. In social science scale development studies, explaining between
40% and 60% of the variance is generally considered adequate. Specifically, a variance
explanation rate of 50% or higher in multidimensional scales is considered an indicator of
significant construct validity (Blyukoztirk, 2012). Thus, the variance rate demonstrated a
statistically significant factor structure.

The factor loadings and communalities of the items in the four-factor structure from the factor
analysis are presented in Table 4.

Table 4 Factor analysis results of the awareness scale for safe information technology use

| N Communality Factor Loadings After Rotation

tem No (h?) Factor 1 Factor 2 Factor 3 Factor 4
ltem 28 535 753

ltem 36 .520 718

ltem 37 456 AN

Item 30 .556 .653

ltem 34 .556 .587

ltem 35 489 .567

Item 20 .563 513

ltem 31 491 .500

ltem 21 510 498

ltem 38 .569 712

ltem 40 531 708

ltem 39 .552 650

ltem 43 452 639

ltem 45 495 612

ltem 41 427 610

ltem 19 447 672

ltem 9 481 667

ltem 2 406 539

[tem 54 429 530

ltem 11 440 527

ltem 13 .605 732
ltem 18 .568 705
Item 10 A7 665

As shown in Table 4, the factor loadings for the nine items in the first factor (items 20, 21, 28,
30, 31, 34, 35, 36, and 37) range from .498 to .753. The six items in the second factor (items 38,
39, 40, 41, 43, and 45) have loadings between .610 and .712. For the third factor, the loadings of
the five items (items 2, 9, 11, 19, and 54) range from .527 to .672. Lastly, the three items in the
fourth factor (items 10, 13, and 18) exhibit loadings from .665 to .732.

One of the key statistical indicators in exploratory factor analysis is communality (h?).
Communality indicates the proportion of each item's variance that is explained by the factor it
belongs to. The literature emphasizes that this value should be at least .30 (Costello & Osborne,
2005; Tabachnick & Fidell, 2013), while Field (2013) suggests that an ideal communality should
be .40 or higher.
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As shown in Table 4, the analysis revealed that all items had communality values above .40.
This finding indicates that the factor structure well explained the items and that the construct
validity was strong.

In the final stage of factor analysis, the factors were assigned meaningful and theoretically
grounded names. During this process, the content of items under each factor was evaluated
collectively, focusing on common themes, semantic coherence, and theoretical relevance. As a
result, the items in the first factor were grouped under an appropriate label based on their
similarities in content. The items, their factor loadings, and the labels are shown in Table 5.

Table 5 Items, factor loadings, and the label for factor 1

ltem No ltem Factgr
Loadings

Factor 1: Awareness of Cyberbullying and Ethical Behavior

Item 28 | know that using a fake identity online to deceive others is wrong. .753
| know that | should not access others’ private information (such as

Item 36 . . 718
messages or accounts) without permission.

[tem 37 | make an effort to share accurate and honest information online. 711

ltem 30 | know that | should not participate in negative behaviors | see on the 653
internet.

ltern 34 | act carefully when sharing posts, comments, or pictures online, 587
considering they might hurt others or be misunderstood. '

lterm 35 | try to follow the rules in online environments (e.g., game rules, website 567
terms of use).

ltern 20 l)ﬁrlwigév that | should not spread false or harmful things about others 513

[tem 31 | try to be respectful when talking to others or leaving comments online. ~ .500

lterm 271 | understand that cyberbullying can deeply upset and harm the targeted 489

person.

The examination of the content of the above-listed nine items revealed that they pertain to
cyberbullying and ethical behavior. Therefore, Factor 1 was labeled as “Cyberbullying Awareness
and Ethical Behavior.”

Table 6 presents the items, factor loadings, and the label for the second factor.

Table 6 Items, factor loadings, and the label for factor 2

ltem No  Item Faotqr
Loadings

Factor 2: Responsible technology use

ltem 38 ngtﬁware that spending long periods in front of a screen can harm my 712

ltem 40 | know the importance of maintaining proper posture while using a 708
computer or phone.

ltem 39 | am aware that using technological devices late at night can disrupt my 650
sleep pattern.

ltem 43 | am aware of how much time | spend online or in front of a screen. .639

ltern 45 | try to control the urge to check my phone or computer when | need to 612
study or do homework.

Item 41 | keep screen brightness and volume at levels that are healthy for me. 610

The examination of the content of the above-listed six items showed that they are associated
with responsible technology use. Therefore, Factor 2 was labeled as “Responsible Technology

Use.”

Table 7 presents the items, factor loadings, and the label for the third factor.
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Table 7 Items, factor loadings, and the label for factor 3

ltem No  Item Factqr
Loadings

Factor 3: Items, Factor Loadings, and the Label for Factor 3

ltern 19 IgI;rrwr?g/\é how to block people who disturb me on social media or in online 672

ltern 9 | try to aVOId.VISI’[Iﬂg unsafe websites (e.g., those without a lock symbol, 667
such as http://).

ltem 2 | know that | should not click on suspicious links | come across online. .539

ltem 54 | know that some photos or videos | see online may have been digitally 530
altered or may be completely fake.

ltermn 11 | am cautious of websites that promise free games or gifts but ask for 597

personal information.

The review of the five listed items showed they are connected to security and data protection.
Therefore, Factor 3 was named “Digital Security and Data Protection.”

Table 8 shows the items, factor loadings, and labeling details for the fourth factor.

Table 8 Items, factor loadings, and the label for factor 4

Item No Item Factor Loadings

Factor 4: Social Safety and Help-Seeking in Digital Environments

| am careful when accepting friend requests or communicating with

ltem 13 : 732
strangers online.

ltem 18 If someone behaves rudely or makes me uncomfortable online, | 705
report it to my family, teacher, or another trusted adult. '

[tem 10 | consult with my family before sharing my photo or video online. .665

An analysis of the content of the three items listed above reveals that they are related to safety
and seeking support. Therefore, Factor 4 was designated as “Social Safety and Help-Seeking in
Digital Environments.”

Confirmatory factor analysis (CFA)

CFA was conducted to assess how well the model identified through EFA aligns with the
collected data. This analysis enables the statistical validation of the scale’s multidimensional
structure based on theoretical principles.

The model fit indices from the analysis show that the scale's factor structure aligns well with
the sample data. This provides strong evidence for the scale's construct validity. Details of the
fit indices used to evaluate the model's fit are presented in Table 9.

Table 9 Goodness-of-fit indices of the model

%2 (sd) %2/sd RMSEA GF| AGF| CFI IFI TLI
453.227 (226) 2.019 045 927 910 924 925 915

The model fit indices from the Confirmatory Factor Analysis showed that the theoretical
structure of the scale aligned well with the data. Although the chi-square for the overall model
fit (x? = 453.227, df = 226) was statistically significant, the chi-square/degrees of freedom ratio
(x?/df) was mainly considered because the chi-square test is sensitive to sample size. The
obtained x?/df = 2.019 indicates a good fit, as values below two are generally seen as an
excellent fit (Brown, 2015; Tabachnick & Fidell, 2013).

Another important fit index is RMSEA (Root Mean Square Error of Approximation), which was
calculated as .045. According to the literature, RMSEA values between 0.00 and .05 indicate a
perfect model fit (Hu & Bentler, 1999; Lei et al.,, 2017). In this context, the RMSEA value supports
a high level of model-data congruence.
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Furthermore, other fit indices also support the adequacy of the model: Goodness-of-Fit Index
(GFI) = 0.927, Comparative Fit Index (CFl) = 0.924, Incremental Fit Index (IFl) = 0.925, and
Tucker—Lewis Index (TLI) = 0.915. These values indicate acceptable fit of the model to the data
(Tabachnick & Fidell, 2019). Furthermore, the Adjusted Goodness of Fit Index (AGFI) (0.910) was
within the range considered to reflect an excellent model fit, further supporting the structural
validity of the model.

Thus, the multidimensional structure of the scale was confirmed, and the model was
determined to exhibit a statistically strong fit. The path diagram and factor loadings are
presented in Figure 1.
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Figure 1 CFA path diagram

An examination of the factor loadings from the Confirmatory Factor Analysis showed that the
loadings for the items in the first sub-dimension ranged from .57 to .68. In the second sub-
dimension, this range was from .50 to .74, and in the third sub-dimension, from .32 to .49. The
factor loadings for the items in the fourth sub-dimension ranged between .61 and .62.

Although some items in the third sub-dimension had relatively low factor loadings, it was
observed that these items did not significantly affect the overall model fit. This is because these
items maintained conceptual coherence and were theoretically aligned with the sub-dimension.
In the literature, factor loadings of .30 and above are considered acceptable in social science
structural validity studies, and such items are deemed appropriate for inclusion in the model
(Hair et al,, 2014, Kline, 2015). Thus, the findings supported the overall consistency and validity
of the scale’s factor structure.
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Along with the initial first-order CFA, a second-order CFA was performed to determine whether
the sub-dimensions of the developed scale theoretically represent a common higher-order
structure. In this analysis, the four sub-dimensions identified in the first-order CFA (F1-F4) were
modeled as indicators of a single higher-order construct called “Awareness of Safe Information
Technology use.”

The results of the second-order CFA showed a strong fit between the model and the data. The
fit indices were x?/df = 2.005, RMSEA = .044, AGFI = .911, CFI =.925, TLI = .916, GFI =.927, and
IFl = .925. These values are within acceptable thresholds as established in the literature and
indicate a good model fit (Hu & Bentler, 1999; Kline, 2015). The path diagram of the second-
order CFA is shown in Figure 2.
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Figure 2 Second-order CFA path diagram

The findings show that awareness of safe technology use has multiple aspects; however, these
aspects come together to form a clear and unified whole. This indicates that the scale has
strong conceptual consistency and a solid theoretical basis.

Reliability

To evaluate the reliability of the Awareness for Safe Information Technology Use Scale for
Middle School Students, Cronbach's Alpha internal consistency coefficient was calculated. The
analysis data are presented in Table 10.
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Table 10 Reliability analysis results for the scale and its sub-dimensions

Factor N [tems Cronbach
Alpha
[tem?20, Item?21, Item?28, Item30,
512 [tem31, Item34, Item35, Item36, .861
[tem37

[tem38, Item39, Item40, Item41,

Factor 1: Cyberbullying Awareness
and Ethical Behavior

Factor 2: Responsible technology

use 512 [tem43, [tem45 800
Factor 3: Digital Security and Data [tem?2, Item9, Item11, Item19,

) 512 641
Protection ltemb54
Factor 4 Social Safety and Help- 515 1010 tem 13, Item18 601
Seeking in Digital Environments
Overall Scale 512 .893

The Cronbach’s Alpha was .893 for the overall scale, indicating high internal consistency. This
suggests the scale can reliably produce consistent results when measuring the intended
construct (Blyukoztlrk, 2012).

The reliability coefficients for the sub-dimensions were as follows:
Cyberbullying Awareness and Ethical Behavior: a = .861,
Responsible technology use: a = .800,

Digital Security and Data Protection: a = .641,

Social Safety and Help-Seeking in Digital Environments: a = .601.

While the first two sub-dimensions show high reliability, the coefficients for the last two sub-
dimensions are relatively lower. The values of .641 and .601 for Digital Security and Data
Protection and Social Safety and Help-Seeking in Digital Environments are near the acceptable
threshold. Nevertheless, values above .60 are generally considered acceptable in the literature,
especially when the number of items in a subscale is small (George & Mallery, 2003; Tavsancil,
2010).

The correlations between the sub-dimensions and the overall scale are shown in Table 11.

Table 11 Correlations Between the Overall Scale and Its Sub-Dimensions

Factor 1 2 3 4 5
Cyberbullying Awareness and

Ethical Behavior (1) 1

Responsible technology use (2) 50** 1

(D3|§g|tal Security and Data Protection A 30wk 1

Social Safety and Help-Seeking in x i i

Digital Environments (4) 8 42 33 !

Overall Scale (5) 87 79%* 62%* T2x* 1

**p< 0.01

The correlation analysis showed positive, significant, and moderate correlations among the
scale's sub-dimensions, indicating that they are conceptually aligned and structurally
consistent. Because the sub-dimensions support each other, this confirms the theoretical
validity of the scale's multidimensional structure.

Furthermore, the analysis of the relationships between each sub-dimension and the total scale
score revealed that the correlation coefficients ranged from .62 to .87. These high correlations
indicated that the sub-dimensions represented the overall scale. In other words, both the internal
consistency among the sub-dimensions and their strong correlations with the total score
demonstrated that the scale accurately reflects a comprehensive structure for its intended
purpose.
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Conclusion, discussion, and recommendations

In this study, a valid and reliable measurement tool was created to assess middle school
students’ awareness of safe information technology use. The initial draft scale, consisting of 55
items, was developed based on a literature review and expert opinions, then reduced to 23 items
through item and factor analyses. The scale comprised four sub-dimensions: Cyberbullying
Awareness and Ethical Behavior, Responsible Technology Use, Digital Security and Data
Protection, and Social Safety and Help-Seeking in Digital Environments. All scale items were
positive. The minimum score on the scale was 23, and the maximum was 115. Scores between
23 and 54 indicate low awareness, 55 and 84 indicate moderate awareness, and 85 and 115
indicate high awareness.

The exploratory factor analysis (EFA), conducted to assess construct validity, revealed four
factors with eigenvalues greater than 1, which explained 50.210% of the total variance. The
factor loadings of the items ranged from .498 to .753. All communalities (h?) were above .40.
The Confirmatory Factor Analysis (CFA) results showed a strong fit between the model and the
data (x?/df = 2.019, RMSEA = .045, GFI = .927, AGFI = .910, CFl = .924, IFl = 925, TLI = .915).
Additionally, the second-order CFA results (x?/df = 2.005, RMSEA = .044, AGFI = 911, CFl = .925,
TLI =.916, GFI = .927, IFI = .925) confirmed that the four sub-dimensions collectively represent
an integrated structure under the broader construct of Safe Use of Information Technologies.

The Cronbach'’s Alpha coefficient of the scale was.893. The reliability coefficients for the sub-
dimensions were 0.861 for Cyberbullying Awareness and Ethical Behavior, 0.800 for
Responsible Technology Use, 0.641 for Digital Security and Data Protection, and 0.601 for Social
Safety and Help-Seeking in Digital Environments. These values indicate high internal
consistency for the first two dimensions and acceptable reliability for the latter two.

The Turkish Statistical Institute (2021) findings showed that internet use is especially high
among middle school students aged 11-14. Kids in this group are exposed to both the benefits
and dangers of digital environments because they use the internet more often and intensively.
Therefore, choosing middle school students as the study sample is both important and
necessary to accurately analyze age-specific digital experiences and ensure the relevance of the
awareness scale to the target group.

The scale provides a comprehensive approach to understanding the risks children encounter in
the digital age and assessing their level of awareness. The four-factor structure identified within
the scale not only addresses technical knowledge but also includes children's ethical behavior,
digital safety, and self-regulation skills. In this regard, the scale directly responds to the calls
made by Hinduja and Patchin (2018) and Livingstone et al. (2011) to define and measure
domains of digital risk.

Livingstone and Helsper (2007) and Kowalski et al. (2014) stressed the importance of fostering
digital awareness in early childhood by emphasizing the impact of digital technologies on
children's social and psychological development. In this context, sub-dimensions such as
Responsible Technology Use and Social Safety and Help-Seeking provide a unique contribution
to the literature by addressing areas often reported as lacking.

On the other hand, the lower Cronbach'’s Alpha for two sub-dimensions (.641 and .601) indicate
greater individual differences in students’ knowledge and awareness in those areas. This finding
supports previous research (e.g., Sigman, 2012; Wright, 2017), which suggests that digital
security awareness can vary by age, experience, and context. It also emphasizes the need for
more targeted education in these specific areas.

The study findings also have important practical implications for educational policies,
curriculum development, and school guidance services. Park et al. (2021) emphasized that
digital literacy should not be limited to technical skills but should involve a comprehensive
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approach that includes ethics, safety, and critical media awareness. From this perspective, the
developed scale offers an evidence-based foundation for digital citizenship education.

Based on these findings, the following recommendations can be made:

The scale can serve as a needs assessment tool in planning school-based programs focused
on digital safety, media literacy, and digital citizenship.

The validity and reliability of the scale can be strengthened by testing it across diverse age
groups, socioeconomic classes, and cultural settings.

Similar instruments can be developed for parents and teachers to enhance digital awareness
education through collaboration between schools and families.

The scale can be supported by qualitative methods to gain deeper insights into students'
experiences in digital environments.

In conclusion, the Awareness for Safe Information Technology Use Scale is a unique and
practical tool that can reliably and multi-dimensionally assess middle school students’ digital
awareness. It has the potential to contribute both theoretically to the field of educational
sciences and practically to scholarly implementation.
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Arastirma Makalesi Acik Erisim

Ortaokul ogrencileri i¢in bilgi teknolojilerinin giivenli
kullanimina yonelik farkindalik olgegi: gegerlilik ve giivenirlik
calismasi
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OZET

Bu arastirmanin amaci, ortaokul 6grencilerinin bilgi teknolojilerini gutvenli kullanmaya yonelik farkindalik
duzeylerini belirlemek amaciyla gegerli ve guvenilir bir 6lgme araci gelistirmektir. Arastirma, nicel arastirma
desenlerinden tarama modeli cercevesinde yiiriitilmustir. Olgek gelistirme stirecinde, ilgili literatiir taranarak
olusturulan 55 maddelik 6n form, 390 6grenciye uygulanarak Agimlayici Faktor Analizi (AFA) gergeklestirilmistir.
AFA sonucunda olgek, dort faktorld bir yapiya indirgenmis ve 23 maddeye distrtlmustdr. Bu dort faktor toplam
varyansin %50.210'unu agiklamistir. Elde edilen yapi, 512 6grenciden olusan farkli bir érnekleme uygulanarak
Dogrulayici Faktor Analizi (DFA) ile test edilmistir. DFA sonucunda elde edilen model uyum degerleri (x?/sd =
2.019, RMSEA = .045, CFl = .924, TLI = 915, GFI = .927, AGF| = 910, IFI = .925), modelin veriye yiksek diizeyde
uyum sagladigini géstermistir. Faktorler sirasiyla “Siber Zorbalik Farkindaligi ve Etik Davranislar”, “Saglikli Teknoloji
Kullanimi”, “Dijital Guvenlik ve Veri Koruma” ve “Dijital Ortamda Sosyal Guvenlik ve Destek Arama” olarak
adlandinimistir. Cronbach’s Alpha guvenirlik katsayilari boyutlar igin .601 ile .8671 arasinda, 6l¢egin geneli igin ise
.893 olarak bulunmustur. Elde edilen bulgular, gelistirilen dlgedin ortaokul 6grencilerinin dijital glivenlik farkindalik
dizeylerini gegerli ve glvenilir bicimde dlgmeye ve bu farkindaligi desteklemeye yonelik islevsel bir arag oldugunu
ortaya koymaktadir.

ANAHTAR KELIMELER

Bilgi teknolojileri, siber zorbalik, gtivenli internet kullanimi, dijital gtivenlik, ortaokul 6grencileri.
Girig

Gunumuzde bilgi teknolojileri; bireylerin iletisim kurma, bilgiye erisme, ogrenme ve eglenme
bicimlerini kokten degistiren temel bir unsur haline gelmistir. Egitimden sagliga, ekonomiden
sosyal yasama kadar pek cok alanda dijitallesmenin etkisi hizla artarken, cocuk ve ergenler bu
donusumiin merkezinde yer almaktadir (Livingstone ve Helsper, 2007). Ozellikle ortaokul
cagindaki ogrenciler; hem gelisimsel olarak teknolojiyi kesfetmeye daha acik hem de dijital
ortamlar aktif sekilde kullanma egilimindedirler. Son yillarda Tirkiye'de yapilan arastirmalar da
ortaokul ¢agindaki bireylerin dijital araglara erisiminin blyuk ol¢ude arttigini ve bu yas grubunun
interneti en yogun kullanan grup héline geldigini gostermektedir (TUIK, 2021). Ancak bu hizli
dijitallesmenin, cocuklar icin getirdigi bazi riskler ve sorunlar da goz ardi edilmemelidir
(Chaudron vd., 2015).

Bilgi teknolojilerinin bilingsiz ya da kontrolsuz kullanimi, gocuklarin psikolojik, fiziksel ve sosyal
gelisimlerini olumsuz yonde etkileyebilmektedir. Siber zorbalik, ekran suresi bagimlilidi, dijital
guvenlik riskleri ve sosyal medya araciliiyla karsilasilan tehlikeler, ginimuzde cocuklarin
siklikla karsl karsiya kaldigi dijital tehditler arasinda yer almaktadir (Hinduja ve Patchin, 2018;
Kowalski vd., 2014). Bu tehditler sadece bireysel degil, ayni zamanda toplumsal dlizeyde de
etkiler yaratabilmektedir. Nitekim c¢ocuklarin ¢evrim i¢i ortamlarda karsilastiklari risklerin
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basinda siber zorbalik gelmekte ve bu durum; onlarin duygusal iyilik halini, okul baglhgini ve
sosyal iliskilerini zedeleyebilmektedir (Tokunaga, 2010). Bu baglamda yapilan arastirmalar, siber
zorbaligin ¢ocuklar arasinda yaygin bir sorun haline geldigini ve bu tur dijital saldirilara maruz
kalan ogrencilerin duygusal destek ihtiyacinin arttigini gostermektedir (Dinh vd., 2016). Ayni
zamanda, dijital ortamlarda kimlik gizliliginin ihlali, stipheli baglantilara tiklama, kisisel verilerin
dcuncu kisilerle paylasiimasi gibi guvenlik aciklari da c¢ocuklari savunmasiz  hale
getirebilmektedir (Arnold ve Livingstone, 2009; Gler vd., 2017).

TUm bunlarin yani sira teknolojiyi saglikli kullanma becerisi de cocuklarn dijital farkindalik
duzeyinin bir parcasi olarak ele alinmalidir. Uzun sdureli ekran maruziyeti, ergonomik olmayan
kullanim aligkanliklari ve uyku dizeninin bozulmasi gibi problemler, cocuklarin fiziksel saglg
tzerinde olumsuz etkiler yaratmaktadir (Sigman, 2012). Ayrica yapilan bazi arastirmalar, ekran
basinda gecirilen strenin artmasinin kitap okuma, fiziksel aktivite ve ders calisma gibi akademik
ve kisisel gelisimi destekleyen faaliyetleri azalttigini ortaya koymustur (BTK, 2022). Bu nedenle,
ogrencilerin teknolojiyle olan iliskilerinde hem dijital gtvenlik bilincine sahip olmalar hem de
ekran suresi ve igerik yonetimi konusunda sorumluluk gelistirmeleri blytk onem tasimaktadir.

Ote yandan, dijital ortamda sosyal iliskilerin gtivenli sekilde kurulmasi da ayr bir beceri alani
olarak degerlendirilmektedir. Tanimadigi kisilerle iletisime ge¢cme, kisisel verilerini paylagsma ya
da rahatsiz edici iceriklere maruz kalma gibi durumlarda ogrencilerin ne ttr adimlar atmalar
gerektigini bilmeleri, onlarin ¢evrim i¢i ortamlarda sosyal guvenliklerini saglamalari agisindan
kritiktir (Wright, 2017). Bu dogrultuda, 6grencilerin dijital ortamda karsilasabilecekleri riskleri
taniyabilmeleri, olasi tehditler karsisinda nasil davranacaklarini bilmeleri ve gerektiginde destek
arama davranisi gelistirmeleri buytk onem tasimaktadir. Nitekim bir¢ok arastirma, ¢ocuklarin
yasadiklarn dijital sorunlari yetiskinlerle paylasmadiklarini ve ¢cogu zaman bu durumlarla bas
etmekte yalniz kaldiklarini gostermektedir (Demirel vd., 2013).

TUm bu dijital riskler goz ontine alindiginda, ozellikle ortaokul 6grencilerinin gelisimsel 6zellikleri
geregi, karsilastiklar dijital sorunlarla bas etme becerilerini lgmek ve degerlendirmek amaciyla
gecerlive guvenilir bir 6lgme aracina duyulan ihtiyac son derece belirgindir. Literatiirde gocuklara
yonelik dijital guvenlik, etik teknoloji kullanimi ve ekran suresi yonetimi konularini kapsayan
buttncdl olgcme araclarinin sinirli oldugu gortlmektedir. Mevcut ¢alismalarin buyuk gogunlugu
ogretmen adaylarina (Dogang ve Korucu, 2020; Yasan Ak, 2020) veya Universite 6grencilerine
(Akin vd., 2014; Tavsancil ve Keser, 2001) yonelik olarak gelistirilmistir. Lise dizeyinde yapilan
calismalarda ise daha gok internet kullanimi amaclari (Akar, 2017) ve internet etigi tutumlar
(Torun, 2008) gibi sinirli temalara odaklaniimistir. Karadeniz ve Akpinar (2017) tarafindan
gelistirilen internete Yonelik Tutum Olcegi, ortaokul 6grencileriyle yuritilmis olsa da bu dlgme
aracl yalnizca internet kullanimi ve hoslanma gibi genel tutumlara yoneliktir; dijital guvenlik, siber
zorbalik farkindaligi ya da sosyal destek arama gibi kritik alt boyutlari icermemektedir. Benzer
sekilde, Elgharnah ve Ozdamli (2020) ebeveynlerin givenli internet farkindalik dizeylerini
olcmeye yonelik bir dlgek gelistirmis; Tekin ve Polat (2016) ise velilerin farkindalik dizeylerini
belirlemeye calismistir. Ancak, gocuklarin bizzat kendilerine yonelik gelistirilen, cok boyutlu ve
guncel riskleri dikkate alan bir farkindalik olgegine rastlanmamistir. Bu nedenle ortaokul
ogrencilerinin dijital ortamda karsilastiklari cok yonlu tehditlere yonelik farkindalik dizeylerini
butlncdl bir bakis acisiyla degerlendirebilecek gecerli ve guvenilir bir lcme aracina duyulan
ihtiyac acgiktir.

Bu baglamda, bu arastirmada gelistirilen “Ortaokul Ogrencileri igin Bilgi Teknolojilerinin Giivenli
Kullanimina Yonelik Farkindalik Olgegi”, dgrencilerin siber zorbalik farkindalig, saglikli teknoloji
kullanimi, dijital glvenlik ve veri koruma ile sosyal guvenlik ve destek arama becerilerine iliskin
farkindalik dlzeylerini 6lcmeyi amaclamaktadir. S6z konusu 6lgme aracinin hem 6grencilerin
dijital dunyaya karsi bilincli bireyler olarak yetistirilmeleri hem de okullarda uygulanacak dijital
guvenlik egitim programlarinin etkinligini degerlendirmek acisindan bilgi Gretme surecine katki
saglayacagi dusunulmektedir.
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Yontem

Arastirmanin modeli

Bu arastirma, ortaokul 6grencilerinin bilgi teknolojilerini gtivenli kullanma farkindalik dtzeylerini
belirlemeye yonelik bir olcme araci gelistirmek amaciyla yapilmis, arastirmada nicel
desenlerinden biri olan tarama modeli kullanilmigtir. Ayni zamanda, oOl¢egin gecerlik ve
guvenirligine iliskin psikometrik ozelliklerini test edebilmek igin olgek gelistirme sureci izlenmis
ve bu baglamda agimlayici ve dog@rulayici faktor analizi tekniklerinden yararlanilimistir (DeVellis,
2016).

Calisma grubu

Arastirmanin calisma grubunu, 2024-2025 egitim-ogretim yilinda Turkiye'de g farkl devlet
ortaokulunda 6grenim goren toplam 902 ortaokul 6grencisi olusturmaktadir. Katimcilar; 5., 6.,
7. ve 8. sinif duzeyinde olup, uygun ornekleme yontemi ile belirlenmistir. Uygun ornekleme
yontemi, arastirmacinin erisiminin kolay oldugu bireylerden orneklem se¢mesini saglayan bir
yontemdir ve siklikla zaman, erisim ve maliyet agisindan avantaj saglamasi nedeniyle tercih
edilmektedir (BUyukoztirk vd., 2018). Bu bagdlamda, galismada arastirmacilarin ulasabildigi
okullarda 6grenim goren ogrencilerden veri toplanmistir. Arastirma kapsaminda olgedin gecerlik
ve guvenirlik analizlerinde iki ayri grup kullanilimistir: Agimlayici Faktor Analizi (AFA) igin 390
ogrenci, Dogrulayici Faktor Analizi (DFA) igin ise 512 ogrenci calismaya dahil edilmistir.
Katihmcilarin cinsiyet, sinif diizeyi gibi demografik bilgilerine Tablo 1'de yer verilmistir.

Tablo 1 Katilimcilara ait demografik bilgiler

Acimlayici Faktor Analizi Dogrulayici Faktor Analizi
Sinif Kiz Erkek Kiz Erkek Toplam
5. sinif 6 3 8 5 22
6. sinif 68 18 114 103 303
7. sinif 128 52 65 50 295
8. sinif 102 13 72 95 282
Toplam 304 86 259 253 902

Veri toplama araci

Arastirmada veri toplama araci olarak, ortaokul ogrencilerinin bilgi teknolojilerini guvenli
kullanimina iliskin farkindalik duzeylerini olgcmeye yonelik gelistirilen “Bilgi Teknolojilerinin
Guvenli Kullanimina Yonelik Farkindalik Olgegi” kullaniimistir. Olgek gelistirme srecinin ilk
asamasinda, alan yazin taramasi gergeklestiriimis; ozellikle cocuklarin dijital ortamlarda
karsilastigl riskler, glvenlik davranislari ve saglikli teknoloji kullanimi tGzerine yapilan ulusal ve
uluslararasi caligmalar detayl bicimde incelenmistir (Arnold ve Livingstone, 2009; Hinduja ve
Patchin, 2018; Livingstone ve Helsper, 2007). Bu kapsamli literatlr taramasinin ardindan, gtivenli
teknoloji kullanimina iliskin farkindalik dizeyini 6lgmeye yonelik olarak arastirmacilar tarafindan
toplam 55 maddelik bir madde havuzu olusturulmustur. Hazirlanan bu 6n madde havuzu; olcek
gelistirme surecinde igerik gegerliligini saglamak amaciyla, egitim teknolojileri, olgme-
degerlendirme ve psikolojik danigsmanlik alanlarinda uzmanlasmis ¢ alan uzmaninin gortstine
sunulmustur. Uzmanlar tarafindan saglanan niteliksel geri bildirimler dogrultusunda; bazi
maddeler dil ve icerik acisindan yeniden yapilandiriimis, bazi maddeler birlestirilmis veya
onerilen sekilde sadelestiriimistir. Bu stre¢ sonucunda o6lcegin ilk formu nihai hale getirilmistir.

Geligtirilen taslak form, besli Likert tipi yapida hazirlanmistir. Olgekte yer alan maddeler,
ogrencilerin guvenli teknoloji kullanimina iligkin farkindalik dizeylerini “Her zaman (5)",
“Cogunlukla (4)", “Ara sira (3)", “Nadiren (2)" ve “Asla (1)" seklinde derecelendirmelerine imkan
tanimaktadir. Bu yapi, 6grencilerin davranigsal sikliklarini ve farkindalik dizeylerini nicel olarak
degerlendirmeye olanak saglamaktadir (DeVellis, 2016).
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Veri toplama siireci

Arastirmanin yuritilmesi igin gerekli etik izin, istanbul Universitesi-Cerrahpasa Sosyal ve Beseri
Bilimler Arastirmalari Etik Kurulu Bagkanhgi'ndan alinmistir. Etik kurul karari, 22/05/2025 tarihli
ve 2025/354 sayili resmi belge ile onaylanmistir. Veri toplama sureci, arastirma kapsamindaki
her iki analiz turt AFA ve DFA igin yUz ylze yurttdlmustuar. Veriler, 2024-2025 egitim-ogretim yili
icerisinde, arastirmacilarin belirledigi Ug farkl devlet ortaokulunda egitim goren ogrencilerden
sinif ortaminda, gondllilik esasina dayali olarak toplanmistir. Uygulama oncesinde 6grencilere
arastirmanin amaci agiklanmis ve gizlilik esaslarina uyulacagi belirtilmistir. Ayrica, velilerden de
bilgilendirilmis onam formlari alinarak etik surece tam uyum saglanmistir. Her iki analiz icin
toplamda 972 ogrenciden veri toplanmistir. Ancak, on degerlendirme surecinde yapilan
incelemelerde 70 ogrenciye ait veri formunun hatali kodlama, eksik yanit ya da tutarsiz
isaretleme gibi nedenlerle analiz kriterlerini karsilamadidi tespit edilmistir. Bu dogrultuda, gecerli
ve guvenilir analiz sonuglarina ulasmak amaciyla bu veriler analiz disinda birakilmis, sonuclar
toplam 902 gecerli veri Uzerinden degerlendirilmistir.

Bulgular

Yapi gegerliligi

Bu calismada gelistirilen dlgegin yapi gecerliligini belirlemek amaciyla, oncelikle verilerin cok
degiskenli analizlere uygun olup olmadidi incelenmis, ardindan madde-toplam puan
korelasyonu, Acimlayici Faktor Analizi (AFA) ve Dogrulayici Faktor Analizi (DFA) yontemleri
kullaniimistir.

Faktor analizinin temel on kosullarindan biri olan verilerin normal dagilima uygunlugu ilk olarak
test edilmistir. AFA verilerine (n, = 390) ait garpiklik degeri -1.084 ve basiklik dederi 1.201 olarak
hesaplanmistir. Ayrica, bu veri grubuna ait ortalama (225), mod (238) ve medyan (232) degerleri
birbirine oldukga yakindir. DFA verilerinde (n, = 512) ¢arpiklik dederi -0.931 ve basiklik degderi ise
-0.476 olup, bu gruba iliskin ortalama (95), mod (102) ve medyan (99) dederleri de benzer sekilde
birbirine oldukga yakindir. Alanyazinda, verilerin normal dagihm gosterdigine karar verilebilmesi
icin carplklik ve basiklik katsayillarinin +1.5 araliginda yer almasinin yeterli oldugu, ayrica
ortalama, mod ve medyan degerlerinin birbirine yakin olmasinin da dagilimin normalligini
destekledigi belirtiimektedir (Buyukoztirk, 2012; Cameron, 2004). Bununla birlikte, her iki analiz
grubunda da orneklem sayisinin 30'un uzerinde olmasi, faktor analizi igin yeterli bir kosulun
saglandigini gostermektedir. Bu bulgular dogrultusunda, AFA ve DFA'ya yonelik verilerin cok
degiskenli istatistiksel analizler icin uygun dagilim ozellikleri tagidigi belirlenmistir.

Madde-toplam puan korelasyonu (ig tutarlik)

Madde-toplam korelasyonu, bir 6lgcme aracindaki her bir maddenin testin toplam puaniyla olan
iliskisini gostererek olgegdin i¢ tutarliigi hakkinda bilgi vermektedir. Maddelerin toplam puanla
yuksek ve pozitif iliski gostermesi, ilgili maddelerin benzer yapilari olgtigunt ve olcegin
guvenilirligini destekledigini ifade etmektedir (Blyukoztlrk, 2012).

Alanyazinda .30 ve Uzerindeki korelasyon katsayilari, maddelerin ayirt edici gucutnun yiksek
oldugunu ve testte yer almalarinin uygun oldugunu gostermektedir. Buna karsin .20—.30
araliginda kalan maddelerin yeniden gozden geciriimesi ya da dilsel olarak revize edilmesi
onerilirken; .20'nin altindaki maddelerin ise testten c¢ikarlmasi gerektigi belirtiimektedir
(BlyUkoztirk, 2012).

Bu dogrultuda, gelistirilen “Bilgi Teknolojilerinin Glvenli Kullanimina Yonelik Farkindalik Olgegi”
icin madde-toplam korelasyon alt sinir olarak .30 degeri esas alinmistir. Olgekte yer alan her bir
maddenin toplam puanla olan iliskisinin hesaplandigi madde analizi sonucunda, elde edilen
korelasyon degerleri dogrultusunda maddelerin ayirt edicilik duzeyleri degerlendirilmistir. Analiz
sonuglarina Tablo 2'de ayrintili olarak yer verilmistir.

Tablo 2 Madde-toplam puan analiz sonuglari
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Madde-Toplam Puan

Madde No K Madde No Madde-Toplam Puan Korelasyonu
orelasyonu
Madde1 238 Madde29 .524
Madde2 327 Madde30 621
Madde3 296 Madde31 575
Madde4 293 Madde32 542
Madde5 .388 Madde33 .503
Madde6 374 Madde34 .608
Madde7 294 Madde35 571
Madde8 290 Madde36 .568
Madde9 403 Madde37 481
Madde10  .372 Madde38 535
Madde11  .490 Madde39 554
Madde12  .436 Madde40 534
Madde13 422 Madde41 .506
Madde14 297 Madde42 537
Madde15 433 Madde43 480
Madde16  .353 Madde44 414
Madde17  .570 Madde45 .557
Madde18  .443 Madde46 424
Madde19  .336 Madde47 .059
Madde20  .555 Madde48 121
Madde21  .551 Madde49 454
Madde22 449 Madde50 .502
Madde23 419 Madde51 499
Madde24 571 Madde52 446
Madde25  .557 Madde53 472
Madde26 ~ .551 Maddeb54 478
Madde27  .395 Madde55 518

Madde28  .561

Tablo 2 incelendiginde, olcegin ilk formunda yer alan madde 1, 3, 4, 7, 8, 14, 47 ve 48'in, madde-
toplam puan korelasyon katsayilarinin .30 degerinin altinda kaldigr gortlmektedir. Bu durum, ilgili
maddelerin yeterince ayirt edici olmadigini ve olgulmek istenen yapiyl temsil etmede yetersiz
kaldigini gostermektedir. Bu nedenle, soz konusu sekiz madde analiz surecinde Olgekten
cikariimistir.

Madde ayiklama isleminin ardindan olgekte kalan 47 maddeye ait madde-toplam puan
korelasyon katsayilarinin .327 ile .621 arasinda degistigi belirlenmistir. Bu bulgular, olgegin
buyuk olgide homojen maddelerden olustugunu ve i¢ tutarliliginin yeterli dizeyde oldugunu
ortaya koymaktadir.

Acimlayici faktér analizi

Olgegin yapi gecerliligini dederlendirmek ve maddelerin altinda yatan faktor yapisini ortaya
clkarmak amaciyla AFA uygulanmistir. AFA'dan once veri setinin bu tur bir analiz igin
uygunlugunu belirlemek amaciyla 6n kosullar test edilmistir.

ik olarak, orneklem buyikligunin faktor analizi icin yeterli olup olmadigini incelemek Uzere
Kaiser-Meyer-Olkin (KMO) testi yapiimis ve KMO degeri .92 olarak hesaplanmistir. Bu degerin
.60'In Uzerinde olmasi, verilerin faktor analizine uygun oldugunu gostermektedir (Kaiser, 1974).
Elde edilen .92 dederi ise oldukga ylksek bir yeterlilik dlizeyine isaret etmektedir (Cokluk vd.,
2012; Field, 2009). Bununla birlikte, degiskenler arasindaki iligkilerin anlamli olup olmadigini test
etmek amaciyla Bartlett Kiresellik Testi gerceklestiriimistir. Analiz sonucunda x?(1176) =
6962.929 ve p < .001 olarak bulunmus, bu da degiskenler arasinda faktor analizine uygun
duzeyde anlamliiliskiler bulundugunu ortaya koymustur. Ayrica bu bulgu, verilerin gcok degiskenli
normal dagdiim varsayimini da blytk dlclide sagladidina isaret etmektedir (Cokluk vd., 2012).

AFA kapsaminda kullanilabilecek farkli faktor cikarma yontemleri bulunmakla birlikte, bu
calismada alanyazinda siklikla tercih edilen ve veri indirgemeye olanak saglayan temel bilesenler
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analizi yontemi kullaniimistir (Blyudkoztlrk, 2012; Cokluk vd., 2012). Bu yontem, ¢ok sayida
degiskeni daha az sayida bilesen altinda toplayarak yapinin daha sade ve anlamli bicimde temsil
edilmesini amaclamaktadir.

Faktor analizi surecinde, elde edilen bilesenlerin yorumlanabilirligini artirmak igin dondurme
islemi uygulanmistir. Bu dogrultuda, sosyal bilimlerde faktorler arasinda korelasyon olabilecegi
varsayimiyla edik dondirme yontemlerinden Promax tercih edilmistir (Field, 2009; Tabachnick
ve Fidell, 2013). Promayx, yiksek orneklem sayisina sahip galismalarda hem daha hizli islem
yapma imkani sunmakta hem de kuramsal olarak daha tutarli sonuglar vermektedir (Cokluk vd.,
2012; Rennie, 1997).

Analiz surecinde, faktor yikd .40'in altinda kalan veya birden fazla faktorde yliksek ylk degerine
sahip olan maddeler kademeli olarak oOlcekten ¢ikarilmistir. Yapilan temel bilesenler analizi
sonucunda, 6zdegeri 1'in Uzerinde olan ve anlamli bir yapiyr temsil eden dort faktorlu bir model
ortaya ¢ikmistir. Bu faktorlerin 6zdegerleri ile agiklanan toplam varyans oranlari Tablo 3'te detayli
olarak sunulmustur.

Tablo 3 Faktorlerin 6z deder ve yuzde deger tablosu

Faktorler Oz Deger Yiizde Deger
Faktor 1 7.150 31.087
Faktor 2 1.673 7.273

Faktor 3 1.446 6.287

Faktor 4 1.279 5.562
Toplam 50.2170

Faktor analizinden elde edilen bulgulara gore, birinci faktorin 6zdegeri 7.150 olup, toplam
varyansin yaklasik %31.087'sini aciklamaktadir. Ikinci faktorin 6zdegeri 1.673 ve acikladig
varyans orani %7.273 olarak belirlenmistir. Uglncu faktor, 1.446 ozdegeri ile %6.287'lik bir
varyans katkisi saglarken; dordiinct faktortn 6zdegeri 1.279 olup, toplam varyansin %5.562'sini
aciklamaktadir. Bu dort faktor birlikte, olgegin genel yapisina iliskin toplam varyansin
%50.210'unu agiklamaktadir. Sosyal bilimlerde gelistirilen dlgeklerde agiklanan varyansin %40 ile
%60 arasinda olmasi yeterli gorulmekte, 6zellikle cok boyutlu olgeklerde %50 ve Uzeri varyans
aciklama dizeyi anlamli bir yapi gegerliligi gostergesi olarak degerlendirilmektedir (Blyukoztlrk,
2012). Bu baglamda, elde edilen varyans orani dlgegin faktor yapisinin istatistiksel agidan giglu
oldugunu gostermektedir.

Faktor analizi sonucu olusan dort faktorli yapida yer alan maddelere yonelik faktor yik
degerlerine ve faktor ortak varyansina Tablo 4'te yer verilmistir.

Tablo 4 Bilgi Teknolojilerinin gtvenli kullanimina yonelik farkindalik dl¢egi faktor analizi sonuclari

Faktor Ortak Dondurme Sonrasi Yk Degeri

Madde No Varyansi (h?) Faktor 1 Faktor 2 Faktor 3 Faktor 4
Madde28 .535 .753

Madde36 .520 718

Madde37 456 711

Madde30 .556 653

Madde34 556 .587

Madde35 489 .567

Madde20 563 513

Madde31 491 .500

Madde21 510 498

Madde38 .569 712

Madde40 531 .708

Madde39 552 .650

Madde43 452 .639

Madde45 495 612

Madde41 A27 610

Madde19 447 672
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Madde9 481 667
Madde2 406 .539
Madde54 429 530
Madde1 440 527
Madde13 605 732
Madde18 568 705
Madde10 A71 665

Tablo 4'te de gorildiugu Uzere; 1. faktor altinda toplanan 9 maddenin (madde 20, 21, 28, 30, 31,
34, 35, 36 ve 37) faktor yukleri .498 ile .753 arasinda dedismektedir. 2. faktorde yer alan 6
maddenin (madde 38, 39, 40, 41, 43 ve 45) faktor yukleri .610 ile .712 arasinda, 3. faktorde yer
alan 5 maddenin (madde 2, 9, 11, 19 ve 54) faktor yukleri .527 ile .672 arasinda, 4. faktorde yer
alan 3 maddenin (madde 10, 13 ve 18) faktor yukleri .665 ile .732 arasinda degisim
gostermektedir.

Acimlayici faktor analizinde incelenen onemli istatistiksel gostergelerden biri de ortak varyans
(h?) degerleridir. Ortak varyans, her bir maddenin yer aldi§ faktor tarafindan ne olgiide
aclklandigini gostermektedir. Literatlirde bu degerin en az .30 dlzeyinde olmasi gerektigi
vurgulanmakla birlikte (Costello ve Osborne, 2005; Tabachnick ve Fidell, 2013), Field (2013)
tarafindan bu degerin ideal diizeyde .40 ve uzeri olmasi gerektigi ifade edilmektedir.

Bu calismada yurutulen analiz sonucunda, Tablo 4'te goruldugu tzere tim maddelerin ortak
varyans degerleri .40'In Uzerinde bulunmustur. Bu durum, olcek maddelerinin faktor yapisi
tarafindan vyeterli dizeyde aciklandigini ve elde edilen yapi gecerliliginin guc¢lt oldugunu
gostermektedir.

Faktor analizinin son asamasinda ise, elde edilen faktorlerin anlamli ve kuramsal bir sekilde
adlandiriimasi gerceklestirilmistir. Faktor isimlendirme surecinde, her bir faktor altinda yer alan
maddelerinigerikleri birlikte degerlendirilmis; ortak tema, anlam butunltgu ve kuramsal uygunluk
goz onunde bulundurulmustur. Bu kapsamda yapilan degerlendirmeler dogrultusunda, birinci
faktore ait maddeler, iceriksel benzerlikleri temel alinarak uygun bir baslk altinda
gruplandiriimistir. Bu faktore iliskin maddeler, faktor yuk deg@erleri ve isimlendirme bilgileri Tablo
5te sunulmustur.

Tablo 5 Birinci faktore ait maddeler, maddelerin deger yiku ve faktor isimlendirme

Maddelere
Madde No  Maddeler A'.J.[ Faktor
Yuk
Degerleri
Faktor 1: Siber Zorbalik Farkindaligi ve Etik Davranislar
Madde?s Baskualarlnl 'k.and|rmak icin internette sahte kimlik kullanmanin yanlis 753
oldugunu biliyorum.
Madde36 Baskalarinin ozel b|.|9'||e_3r|r.1'e (6rnegin mesajlarina, hesaplarina) izinsiz 718
bakmamam gerektigini biliyorum.
Madde37  internette dogru ve dirist bilgiler paylasmaya 6zen gosteririm. 717
Madde30 Ibn”tifirnrlette gordigum olumsuz davranislara ortak olmamam gerektigini 653
internette paylastigim yazilarin, yorumlarin veya resimlerin baskalarini
Madde34 incitebilecegini veya yanlis anlasilabilecegini distnerek dikkatli .587
davranirnm.
Madde3s Internet ortamindaki kurallara (6rnegdin oyun kurallari, site kullanim 567
kosullar) uymaya galisirim.
Madde20 Interne.tut‘e‘ba's.kalam hakkinda kotl veya yalan seyler yaymamak 513
gerektigini biliyorum.
Madde3 i__nteme_t_te bg§kalar|yla konusurken veya yorum yaparken saygili olmaya 500
Ozen gosteririm.
Madde21 Siber zorbalik yapmanin karsidaki kisiyi cok tzecegini ve ona zarar 489

verecegdini anliyorum.
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Yukarida yer alan dokuz maddenin igerigi incelendiginde siber zorbalik ve etik davranislar ile ilgili
oldugu gorulmektedir. Dolayisiyla Faktor 1, “Siber Zorbalik Farkindaligi ve Etik Davraniglar” olarak
isimlendirilmistir.

Tablo 6'da ise ikinci faktore ait maddelere, faktor ylk degerlerine ve faktor isimlendirme
bilgilerine yer verilmistir.

Tablo 6 ikinci faktore ait maddeler, maddelerin deger yiki ve faktor isimlendirme

Madde Maddelere Ait
NoO Maddeler Faktor Yuk
Degerleri

Faktor 2: Saglkl Teknoloji Kullanimi
Madde3s Uzun slre ekran basinda kalmanin sagligima zarar verebileceginin

712
farkindayim.
Madde40 Eillligr;rsT?yar ve telefon kullanirken dogru durus pozisyonunun énemini 208
Madde3g C€ce gec saatlerde teknolojik cihaz kullanmanin uyku diizenimi 650
bozabileceginin farkindayim.
Madde43 Internette veya ekran basinda ne kadar zaman gegirdigimin 639
farkindayim.
Madde45 Ders calismam veya 6dev yapmam gerekirken sik sik telefonuma veya 612

bilgisayara bakma istegimi kontrol etmeye ¢aligirim.
Madde41 Ekran parlakliini ve ses seviyesini sagligim igin uygun seviyede tutarim. .610

Yukarida yer alan alti maddenin igerigi incelendiginde saglikl teknoloji kullanimi ile ilgili oldugu
gorulmektedir. Dolayisiyla Faktor 2, “Saglikli Teknoloji Kullanimi” olarak isimlendirilmistir.

Tablo 7'de ise Uguncu faktore ait maddelere, faktor yuk degerlerine ve faktor isimlendirme
bilgilerine yer verilmistir.

Tablo 7 Uglincii faktore ait maddeler, maddelerin deger yiikii ve faktor isimlendirme

Madd Maddelere Ait
adde  Maddeler Faktor Yiik
No N )
Degerleri

Faktor 3: Dijital Glvenlik ve Veri Koruma
Madde19 Beni rahatsiz eden kisileri sosyal medyada veya oyunlarda nasil

o y o 672
engelleyecedimi (bloklayacagimi) biliyorum.

Madde9 GUvenIi olimayz_an (anegjin basinda kilit isareti olmayan http:// gibi) 667
internet sitelerine girmemeye galiginm.

Madde? Ir?'gernette karsilastigim sUpheli baglantilara tiklamamam gerektigini 539
biliyorum.

Madde54 |nt§rn¢’§te gordugum bazi fotograf veya V|devo.la'r|r.1.asl|nda bilgisayarla 530
degistirilmis veya tamamen sahte olabilecedini biliyorum.

MaddelT Ucretsiz oyun, hediye gibi seyleri vaat eden ama kisisel bilgilerimi 597

isteyen sitelere karsi dikkatli olurum.

Yukarida yer alan bes maddenin igerigi incelendiginde guvenlik ve veri koruma ile ilgili oldugu
gorulmektedir. Dolayisiyla Faktor 3, “Dijital Guvenlik ve Veri koruma” olarak isimlendirilmigtir.

Tablo 8'de ise dordlincu faktore ait maddelere, faktor yuk degerlerine ve faktor isimlendirme
bilgilerine yer verilmistir.

Tablo 8 DordlincU faktore ait maddeler, maddelerin deder ylku ve faktor isimlendirme

Maddelere Ait
Madde No  Maddeler Faktor Yuk
Degerleri
Faktor 4: Dijital Ortamda Sosyal Guvenlik ve Destek Arama
Madde13 Internette tanimadigim kisilerden gelen arkadaslik isteklerini kabul 739

ederken veya onlarla iletisim kurarken dikkatli olurum.
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Eger biri bana internette kaba veya rahatsiz edici sekilde davranirsa,

Madde18  bunu aileme, 6gretmenime veya giivendigim baska bir yetiskine 705
soylerim.

Madde10 Internette fotografimi veya videomu paylasmadan once aileme 665
danigirim.

Yukarida yer alan U¢ maddenin igerigi incelendiginde guvenlik ve destek alma ile ilgili oldugu
gorulmektedir. Dolayisiyla Faktor 4, “Dijital Ortamda Sosyal Guvenlik ve Destek Arama” olarak
isimlendirilmistir.

Dogrulayici faktor analizi (DFA)

DFA, gelistirilen dlgegin daha dnce AFA ile ortaya konulan yapisal modelinin, verilerle ne dlgtde
ortustligunu test etmek amaciyla uygulanmistir. Bu analiz sureci, dlcedin kuramsal temellere
dayali ¢cok boyutlu yapisinin istatistiksel olarak dogrulanmasina olanak saglamaktadir. Analiz
sonucunda elde edilen model uyum degerleri, dlgegin faktor yapisinin orneklem verisiyle iyi
dizeyde ortustigunu gostermektedir. Bu bulgu, olcegin yapi gecerliligine iliskin gtgld kanitlar
sunmaktadir. Modelin uygunlugunu degerlendirmek amaciyla hesaplanan c¢esitli uyum
indekslerine iliskin degerler Tablo 9'da ayrintili olarak sunulmustur.

Tablo 9 Modelin uyum iyiligi indeksleri

%2 (sd) v2/sd RMSEA GFI AGF| CFI IF] TLI
453.227 (226) 2.019 045 927 910 924 925 915

Dogrulayici Faktor Analizi sonucunda elde edilen model uyum indeksleri, dlgegin kuramsal
yapisinin veriyle yuksek duzeyde ortustugunu gostermektedir. Modelin genel uyumuna iliskin
hesaplanan Ki-kare degeri (x? = 453.227, sd = 226) anlamli bulunmus olsa da, bu testin 6rneklem
buyukligune duyarliligi nedeniyle x2/sd orani esas alinmaktadir. Elde edilen x2/sd = 2.019 degeri,
bu oranin 2'nin altinda olmasi durumunda modelin mukemmel uyum sagladigini belirten
gorusler dogrultusunda oldukga iyi bir uyuma isaret etmektedir (Brown, 2015; Tabachnick ve
Fidell, 2013).

Modelin diger énemli uyum gostergelerinden biri olan RMSEA (Root Mean Square Error of
ile .05 arasindaki RMSEA dederleri, modelin mikemmel uyum sergiledigini gostermektedir (Hu
ve Bentler, 1999; Lei vd., 2017). Bu baglamda elde edilen sonug, modelin veriyle yiiksek diizeyde
ortustdgunu desteklemektedir.

Ayrica, modelin uyum iyiligi indeksi olan GFI (Goodness of Fit Index) = .927, karsilastirmali uyum
indeksi CFI (Comparative Fit Index) = .924, artimsal uyum indeksi IFI (Incremental Fit Index) =
.925 ve Tucker-Lewis uyum indeksi TLI = .915 degerleri, olgegin kabul edilebilir duzeyde model
uyumu sagladigini gostermektedir (Tabachnick ve Fidell, 2019). Buna ek olarak, dizeltiimis
uyum indeksi AGFI (Adjusted Goodness of Fit Index) = .910 dederi ise literatlirde mikemmel
uyuma Kkarsilik gelen deger aralijinda yer almakta ve modelin genel yapisal gegerliligini
desteklemektedir. Bu veriler 1siginda, gelistirilen dlgedin ¢ok boyutlu yapisi dogrulanmis ve
modelin istatistiksel olarak gugclu bir uyum sergiledigi belirlenmistir. DFA analizine yonelik yol
diyagrami ve faktor yuiklerine Gorsel 1'de yer verilmistir.
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Gorsel 1 DFA yol diyagrami

Dogrulayici Faktor Analizi sonucunda elde edilen faktor yukleri incelendiginde, birinci alt
boyuttaki maddelerin yik degerlerinin .57 ile .68 arasinda degistigi gorilmektedir. ikinci alt
boyutta bu aralik .50 ile .74, G¢Uncdu alt boyutta ise .32 ile .49 arasinda degismektedir. Dorduncu
alt boyuttaki maddelerin faktor yiklerinin ise .61 ile .62 arasinda oldugu belirlenmistir.

Her ne kadar Uguncu alt boyutta yer alan bazi maddelerin faktor yukleri gorece disuk degerlerde
seyretse de bu maddelerin modelin genel uyumuna anlamli bir olumsuz etkide bulunmadigi
gozlemlenmistir. Bu durum, ilgili maddelerin igeriksel buttnltGgu korumasi ve kuramsal acidan
alt boyutla uyumlu olmasiyla iliskilendirilebilir. Literattrde, sosyal bilimler alaninda yapilan
yapisal gegerlik ¢calismalarinda .30 ve Uzerindeki faktor yuklerinin kabul edilebilir dizeyde oldugu
ve bu tlr maddelerin modelde yer alabilecedi belirtiimektedir (Hair vd., 2014, Kline, 2015). Bu
baglamda, elde edilen bulgular gelistirilen olgegin faktor yapisinin genel olarak tutarli ve gegerli
oldugunu desteklemektedir.

Birinci duizey dogrulayici faktor analizine ek olarak, gelistirilen dlgedin alt boyutlarinin kuramsal
olarak ortak bir ust yaplyr temsil edip etmedigini degerlendirmek amaciyla ikinci dizey DFA
uygulanmistir. Bu analizde, birinci dizeyde tanimlanan dort alt boyut (F1-F4), “Bilgi
Teknolojilerinin Guvenli Kullanimina Yonelik Farkindalik” baslidi altinda butunlesik bir Ust yapinin
gostergeleri olarak modellenmistir.
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Ikinci diizey DFA sonuglari, modelin veriyle yiksek dizeyde uyum sagladigini gostermektedir.
Uyum indekslerine bakildiginda; x2/sd = 2.005, RMSEA = .044, AGFI = .911, CFI =.925, TLI = .916,
GFI = .927 ve IFl = .925 degerleri elde edilmistir. Bu degerler, alanyazinda kabul edilen sinirlar
icerisinde yer almakta ve modelin iyi diizeyde uyum sagladigini gostermektedir (Hu ve Bentler,
1999; Kline, 2015). ikinci diizey DFA’ya yonelik yol diyagramina Gorsel 2'de yer verilmigtir.

85

Givenli
Teknoloji
Kullanimu

G4

CMIN/E2,005; AGFL 911; GFI,927; NFI:,861; CFI1:, 925 IFI12,925; TLI,916, EMSEAZ 044

Gorsel 2 ikinci diizey DFA yol diyagrami

Elde edilen bulgular, gtvenli teknoloji kullanimina iliskin farkindalik yapisinin gok boyutlu bir
yaplya sahip oldugunu, ancak bu boyutlarin birlikte anlamli ve tutarli bir buttin olusturdugunu
ortaya koymaktadir. Bu durum, olcegin kavramsal buttnlGguntn ve kuramsal temellerinin guclu
olduguna isaret etmektedir.

Giivenirlik

“Ortaokul Ogrencileri icin Bilgi Teknolojilerinin Guvenli Kullanimina Yonelik Farkindalik Olgegdi”nin
guvenirlik calismasinda Cronbach Alpha i¢ tutarlilik katsayisi hesaplanmistir. Bu analize iligkin
verilere Tablo 10'da yer verilmistir.
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Tablo 10 Olgedin ve alt boyutlarinin glvenirlik analiz sonuglari

Faktorler N Maddeler Cronbach
Alpha
. o madde20, madde21, madde?28,
5:?,3& E)'asv'gen: Zlg;ballk Farkindalg) 512 madde30, madde31, madde34, .861
s madde35, madde36, madde37
s N madde38, madde39, madde40,
Faktor 2: Saglikli Teknoloji Kullanimi 512 madde41. madde43, maddeds .800
Faktor 3: Dijital Guvenlik ve Veri 512 madde?2, madde9, madde1, 647
Koruma madde19, madde54 ’
Faktor 4: Dijital Ortamda Sosyal 512 madde10, madde13, madde18 601
Guvenlik ve Destek Arama
Olcegin geneli 512 .893

Tabloda olgedin tamamina iliskin elde edilen Cronbach’s Alpha degeri .893'tur ve bu deger
olgcegin genel duzeyde yuksek bir i tutarhiliga sahip oldugunu gostermektedir. Bu sonug, 6lgegin
olecmek istedigi yapiya iliskin tutarli ve guvenilir sonuglar Urettigine isaret etmektedir
(Blyukoztlrk, 2012).

Alt boyutlara ait guvenirlik katsayilari incelendiginde ise su de@erlere ulasilmistir: Etik Davraniglar:
a = .861, Sadlikli Teknoloji Kullanimi: a = .800, Dijital Glvenlik ve Veri Koruma: a = .641, Dijital
Ortamda Sosyal Guvenlik ve Destek Arama: a = .607.

ilk iki alt boyutun Cronbach’s Alpha degerleri yiksek dizeyde guvenirlik sergilerken, son iki alt
boyutta elde edilen degerler gorece dusuktur. Ozellikle “Dijital Glvenlik ve Veri Koruma” “Dijital
Ortamda Sosyal Guvenlik ve Destek Arama” boyutunda elde edilen .641 ve 607'lik degerleri, kabul
edilebilir duzeyin sinirinda yer almaktadir. Ancak alanyazinda .60'in Uzerindeki deg@erler ozellikle
madde sayilarinin azaldi§i durumlar da kabul edilebilir olarak degerlendirilebilmektedir (George
ve Mallery, 2003; Tavsancil, 2010).

Olcegin faktorleri ile dlgedin geneli arasindaki korelasyon degerlerine ise Tablo 11'de yer
verilmistir.

Tablo 11 Olgegin geneli ve faktorleri arasindaki korelasyon analizi sonuglari

Faktorler 1 2 3 4 5
Siber Zorbalik Farkindaligi ve Etik

Davranislar (1) 1

Saglikl Teknoloji Kullanimi (2) 50** 1

Dijital Glvenlik ve Veri Koruma (3) A46** 32 1

Dijital Ortamda Sosyal Guvenlik ve
Destek Arama (4)

Olgegin Geneli (5) 87** T9** 62** T2 1
**p< 0.01

.58** A2F* 33** 1

Elde edilen korelasyon analizine gore, olgegin alt boyutlari arasinda pozitif, anlamli ve orta
dizeyde iliskiler bulunmustur. Bu sonug, alt boyutlarin ayni kavramsal cercevede bir araya
geldigini ve yapisal olarak birbiriyle tutarli oldugunu ortaya koymaktadir. Alt boyutlarin birbirini
desteklemesi, dlgegin ¢ok boyutlu yapisinin kuramsal gecerliligini glglendirmektedir.

Ayrica, her bir alt boyutun 06lgegin genel puani ile olan iligkisi incelendiginde, korelasyon
katsayilarinin .62 ile .87 arasinda degistigi gortlmektedir. Bu yuksek duzeydeki iligki, alt
boyutlarin dlgcegdin butunsel yapisini temsil etmede etkili oldugunu gostermektedir. Baska bir
ifadeyle, alt boyutlarin hem kendi aralarindaki tutarliigi hem de dlcegdin geneliyle olan guclu
iliskileri, 6lcegin amacina uygun olarak butuncdl bir yapiy basariyla yansittigini gostermektedir.
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Sonug, tartisma ve oneriler

Bu arastirmada, ortaokul 6grencilerinin bilgi teknolojilerini glivenli kullanmaya yonelik farkindalik
duzeylerini 6lgcmek amaciyla gecerli ve guvenilir bir olcme araci gelistiriimistir. Alanyazin
taramasi ve uzman gorusleri dogrultusunda olusturulan 55 maddelik 6n form, madde analizi ve
faktor analizleri sonucunda 23 maddeye indirilmis ve olcek dort alt boyuttan olusan bir yapi
kazanmistir. Bu boyutlar: Siber Zorbalik Farkindalidi ve Etik Davraniglar, Saglikli Teknoloji Kullanimi,
Dijital Guvenlik ve Veri Koruma ile Dijital Ortamda Sosyal Guvenlik ve Destek Arama seklinde
isimlendirilmistir. Olgedi olusturan tim maddeler olumlu yapidadir. Olgekten alinabilecek
minimum puan 23, maksimum puan ise 115tir. Puan yorumlamasinda ise olcegin genelinden
23-54 aras! puan almak dusuk farkindaliga, 55-84 arasi puan almak orta farkindaliga, 85-115
arasl puan almak yuksek farkindaliga isaret etmektedir.

Yapi gecerliligini degerlendirmek Uzere gerceklestirilen AFA sonucunda 0zdegeri 1'in Uzerinde
olan dort faktor; toplam varyansin %50.210°'unu aciklamis, maddelerin faktor yikleri .498 ile .753
arasinda, ortak varyans (h?) degerleri ise .40'In zerinde bulunmustur. DFA bulgulari ise modelin
verilerle ylksek diizeyde ortUstigund ortaya koymustur (x?/sd = 2.019, RMSEA = .045, GFI =
927, AGFI = 910, CFl = .924, IFI = 925, TLI = .915). Ayrica ikinci diizey DFA bulgulari da (x¥/sd =
2.005, RMSEA = .044, AGFI = 911, CFI = .925, TLI = .916, GFI = .927 ve IFI = .925) dort alt boyutun
“Guvenli Teknoloji Kullanimi” ¢catisi altinda butunlesik bir yapiyr temsil ettigini dogrulamistir.

Olcegin genel Cronbach’'s Alpha degeri .893 ve alt boyutlara ait glvenirlik katsayilari Siber
Zorbalik Farkindaligi ve Etik Davraniglar i¢in .861, Saglikli Teknoloji Kullanimi igin .800, Dijital
Guvenlik ve Veri Koruma icin .6471 ve Dijital Ortamda Sosyal Guvenlik ve Destek Arama icin ise .601
olarak belirlenmistir. Bu degerler, ozellikle ilk iki boyutta yuksek i¢ tutarlih@i isaret ederken, diger
iki boyutta kabul edilebilir sinirlari karsilamaktadir.

Turkiye Istatistik Kurumu'nun (2021) 6-15 yas araligindaki cocuklara yonelik gergeklestirdigi
arastirma bulgular, internet kullanim oranlarinin 6zellikle 11-14 yas araligini kapsayan ortaokul
ogrencileri arasinda belirgin sekilde yuksek oldugunu ortaya koymustur. Bu yas grubundaki
cocuklarin interneti daha sik ve yogun kullanmalari, onlari dijital ortamlarin sundugu hem
firsatlara hem de risklere en acgik grup haline getirmektedir. Bu nedenle, galismanin orneklemini
ortaokul ogrencilerinin olusturmasi hem yasa 6zgu dijital deneyimlerin daha saglkl analiz
edilebilmesi hem de gelistirilecek farkindalik 6lgeginin hedef gruba uygunlugu agisindan anlamli
ve gereklidir. Gelistirilen olgek, dijital cagda gocuklarin karsi karsiya kaldigi riskleri anlamada ve
farkindalik dizeylerini dlcmede bitincul bir yaklasim sunmaktadir. Olgek kapsaminda ortaya
cikan dort faktorll yapl, sadece teknik bilgi duzeyini degil ayni zamanda cocuklarin dijital
ortamlardaki etik, gtivenlik ve 6z dlzenleme becerilerini de kapsamaktadir. Bu yontyle, Hinduja
ve Patchin (2018) ile Livingstone ve arkadaslarinin (2011) ortaya koydugu dijital risk alanlarini
tanimlamaya ve olgmeye yonelik cagrilara dogrudan karsilik vermektedir.

Livingstone ve Helsper (2007) ile Kowalski ve arkadaslari (2014), dijital teknolojilerin gocuklarin
sosyal ve psikolojik gelisimleri Uzerindeki etkilerine dikkat cekerek, dijital farkindalik dizeylerinin
erken yaslarda kazandiriimasi gerektigini vurgulamislardir. Bu baglamda, gelistirilen olgegin
“Saglikli Teknoloji Kullanimi” ve “Sosyal Glvenlik ve Destek Arama” gibi alt boyutlar, literatlrde
eksikligi siklikla dile getirilen alanlara 6zgun katki sunmaktadir.

Ote yandan, bazi alt boyutlardaki Cronbach Alpha degerlerinin (641 ve .601) gorece disuk
olmasi, ogrencilerin bu alanlardaki bilgi ve farkindalik diizeylerinde bireysel farkliliklarin daha
fazla oldugunu dustndirmektedir. Bu bulgu, Sigman (2012) ve Wright (2017) gibi arastirmalarda
dile getirilen dijital gUvenlik farkindahginin yas, deneyim ve bagdlama gore farklilasabilecegi
yonundeki sonuglarla da tutarhdir. Bu durum, s6z konusu alanlara yonelik egitimlerin daha fazla
yapilandiriimasi gerektigine isaret etmektedir.

Arastirma bulgulari akademik alanin yani sira egitim politikalar, mufredat gelistirme ve okul
rehberlik hizmetleri agisindan da 6nemli uygulamalar sunmaktadir. Park ve digerleri (2021),
dijital okuryazarligin yalnizca teknoloji kullanimiyla sinirli kalmamasi gerektigini, etik, givenlik ve
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elestirel medya bilincini de kapsayan butuncul bir yaklagim olmasi gerektigini vurgulamistir. Bu
acidan degerlendirildiginde, gelistirilen olcek, dijital vatandaslik egitimi icin kanita dayali bir temel
sunmaktadir.

Bu bulgular dogrultusunda asagidaki onerilerde bulunulabilir:

e Olcek, okullarda uygulanacak dijital glivenlik, medya okuryazarligi ve dijital vatandaslik
egitimlerinin planlanmasinda ihtiyag analizi araci olarak kullanilabilir.

e Farkll yas gruplarina, sosyoekonomik duzeylere ve kdlturel baglamlara uygulanarak
gegerlik ve guvenirlik galismalar genigletilebilir.

e Aile ve 6gretmenlere yonelik benzer dlgcme araglar gelistirilerek, dijital farkindalik egitimi
okul-aile is birligi icinde yurutulebilir.

e Olcme araci nitel yontemlerle desteklenerek 6grencilerin dijital ortamlardaki deneyimleri
daha derinlemesine incelenebilir.

Sonug olarak, “Bilgi Teknolojilerinin Glvenli Kullanimina Yonelik Farkindalik Olgegi’nin, ortaokul
ogrencilerinin dijital farkindaligini gok boyutlu ve givenilir bicimde dlgebilen; hem teorik agidan
egitim bilimine hem de okul uygulamalarina katki saglayabilecek 6zgun ve islevsel bir dlcme
aracl oldugu ifade etmek mumkunddr.

Yazar katki oranlari

Calismaya 1. Yazar: %50, 2. Yazar: %50, oraninda katki saglamistir.

Cikar ¢catigsmasi beyani

“Ortaokul Ogrencileri igin Bilgi Teknolojilerinin Glvenli Kullanimina Yonelik Farkindalik Olcegi:
Gegerlilik ve Guvenirlik Galismasi” baslikli makalemizin herhangi bir kurum, kurulus, kisi ile mali
cikar catismasi yoktur. Yazarlar arasinda da herhangi bir ¢ikar gatismasi bulunmamaktadir.
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