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Abstract

The increasing dependence on Al-supported services raises important questions about how positive be-
liefs about Al can turn into privacy risks. This study tests a gender-moderated mediation model of Al
attitude, Al dependence, and online privacy concern (OPC) among Turkish university students. A cross-
sectional survey conducted on 478 students using validated scales (AIAS-4, Al Dependency Scale, OPC
Scale) was analyzed using structural equation modeling and the PROCESS Model 59. The measurement
model demonstrated excellent fit (x*/df = 1.01, CFI = 0.999, RMSEA = 0.005) and strong reliability-
validity indicators. Al attitude significantly increased Al dependency (= .50, p <.001), which in turn
strengthened OPC (B = .77, p <.001). Gender moderates both relationships and reveals a significant
moderator-mediation index (-.11; 95% CI [-.21, —.01]). Overall, the model explains 28% of the variance
in OPC. The findings reveal a two-way effect of positive Al attitudes: while promoting beneficial partic-
ipation, they also increase dependency-based privacy concerns, particularly among female users. Organ-
izations should integrate privacy-aware Al literacy and gender-sensitive feedback mechanisms into dig-
ital platforms to mitigate risks while maintaining trust.

Keywords: digitalization, Al attitude, Al dependence, online privacy concern.
Oz

YZ destekli hizmetlere olan bagimhiligin artmasi, YZ hakkindaki olumlu inanglarmn nasil gizlilik riskler-
ine doniistiigii konusunda 6nemli sorular ortaya cikarmaktadir. Bu caligma, Tiirk iiniversite 6grencileri
arastnda YZ tutumu, YZ bagimhiligi ve cevrimici gizlilik endisesi (OPC) arasinda cinsiyete bagl, iliml
arabuluculuk modelini test etmektedir. 478 6grenci iizerinde yapilan kesitsel bir anket, gecerliligi
kanmitlanmg dlgekler (AIAS-4, YZ Bagimlilik Olgegi, OPC 6lge3i) kullamlarak gerceklestirilmis ve
yapisal esitlik modellemesi, PROCESS Model 59 ile analiz edilmistir. Olgiim modeli miikemmel uyum
(x*df=1,01, CFI = 0,999, RMSEA = 0,005) ve giiclii giivenilirlik-gecerlilik gdstergeleri sergilemistir.
YZ tutumu, YZ bagmhihigini onemli olgiide artrmakta (B = .50, p < .001), bu da OPC'yi
giiclendirmektedir (8 = .77, p <.001). Cinsiyet, her iki baglantiy: da moderator olarak etkilemekte ve
onemli bir moderator-aracilik indeksi (—.11; %95 CI [-.21, —.01]) ortaya cikarmustir. Genel olarak, model
OPC varyansinin %28 "ini agiklamistir. Bulgular, olumlu YZ tutumlarimmn iki yonlii bir etkisi oldugunu
ortaya koymaktadir: faydali katilim tesvik ederken, ozellikle kadm kullamicilar arasinda bagimhiliga
dayal gizlilik kaygilarin artirmaktadyr. Kurumlar, giiveni siirdiiriirken ortaya cikan riskleri azaltmak
icin dijital platformlara gizlilik bilincine sahip YZ okuryazarhi§i ve cinsiyete duyarl geri bildirim
mekanizmalar: entegre etmelidir.

Anahtar Kelimeler: dijitallesme, yapay zeka tutumu, yapay zeka bagimlhihigi, cevrimigi gizlilik en-
digesi
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Individual Privacy Perception in the Digital Age:

The Interaction of Artificial Intelligence Attitude and Dependency

Introduction

The rapid development of digital technologies is
fundamentally transforming individuals' daily
lives, communication patterns, and strategies for
accessing information. In particular, the wide-
spread use of artificial intelligence (Al)-based ap-
plications is reshaping individuals' behavior in
digital environments and their perceptions of pri-
vacy (Li & Zhang, 2017). Despite the advantages
offered by Al, such as automation, personalized
services, and data analytics, the collection, pro-
cessing, and interpretation of individuals' private
data raise many ethical and psychological concerns
(Maphosa, 2024).

In recent years, individuals' attitudes toward Al
technologies have begun to play a decisive role in
understanding their interaction with these technol-
ogies. Positive attitudes toward Al increase adap-
tation to technology and the level of use of digital
services, while negative attitudes lead to increased
distrust, uncertainty, and privacy concerns in the
digital environment (Herbert et al., 2023). In this
context, the interaction between individuals' levels
of dependence on Al and their perceptions of digi-
tal privacy is an important issue that needs to be
investigated.

Al dependency is defined by symptoms such as
a constant desire for access to these technologies,
developing excessive trust in Al, and an increase in
the use of Al in everyday decision-making pro-
cesses (Morales-Garcia et al., 2024). Such depend-
ency can create a situation that conflicts with indi-
viduals' privacy expectations, as high Al usage
may imply the sharing of more personal data and
potential exposure to privacy violations (Elliott &
Soifer, 2022). On the other hand, some individuals
refrain from using Al technologies and resist them
at the expense of protecting their privacy.

This study aims to explain how university stu-
dents' individual perceptions of privacy are related
to their attitudes toward AI and their levels of Al
dependency. Considering that today's young indi-
viduals are among the groups that adapt most
quickly to digitalization and are also most exposed
to privacy violations, explaining this relationship
will fill an important gap in both theoretical and
practical terms. Furthermore, this study aims to
provide important insights into how the digital age
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has created an ethical and psychological transfor-
mation at the individual level.

Conceptual Framework
The Evolution of Digital Privacy Concerns

Online privacy concern (OPC) refers to the level of
perception that individuals have regarding the risk
of their personal data being accessed without au-
thorization or misused (Buchanan et al., 2007).
With the rapid spread of Al applications in recent
years, OPC has become a multidimensional and
dynamic problem area that needs to be managed
in digital life. Therefore, establishing a sustainable
environment of trust in the online ecosystem re-
quires the redesign of privacy protection strategies
based on comprehensive, proactive, and ethical
principles.

One of the most critical threats emerging in the
field of privacy with the development of Al is the
processing of biometric data without the user's
consent. In particular, face analysis-based models
do not merely verify identity; they can also predict
a person's age, gender, and even their potential po-
litical and religious affiliations (Kosinski et al.,
2024). This predictive capacity increases the risk of
“biometric privacy violations” that individuals
cannot control and extends the scope of the GDPR
beyond traditional data breaches. Therefore, pri-
vacy protection strategies must be supported by
technical and legal multi-layered measures that
clearly define the ethical boundaries of advanced
AT applications such as facial recognition systems.

When examining the reflections of privacy con-
cerns in different contexts, the education ecosys-
tem presents notable results. Generative Al-sup-
ported exam monitoring tools, while aiming to re-
duce cheating behavior, create a sense of constant
surveillance over students, thereby strengthening
the perception of privacy violations and weaken-
ing the intention to use the platform (Nigam et al.,
2021). This situation demonstrates the need for ed-
ucational institutions to re-examine the balance be-
tween security and privacy. On the other hand, a
recent systematic review examining the measure-
ment literature reveals significant gaps in privacy
research conducted on emerging technologies such
as IoT, Al, augmented reality, and big data. The

870



Uzeyir Fidan

study reveals that contextual variables such as data
sensitivity, recipient transparency, and transmis-
sion principles play critical roles in shaping pri-
vacy concerns and related behaviors, yet are often
overlooked in most research. Additionally, it em-
phasizes that theoretical models developed based
on traditional technologies are insufficient in ex-
plaining the multi-layered structure of modern
digital environments. These findings, which com-
prehensively address psychological precursors,
behavioral outcomes, and conceptual frameworks,
necessitate the redesign of privacy research in the
Al era with context-sensitive and interdisciplinary
approaches (Herriger et al., 2025).

Attitudes Towards Artificial Intelligence

Attitudes toward Al encompass individuals' gen-
eral beliefs about the extent to which they find this
technology useful, reliable, and ethical. The four-
item Al Attitude Scale (AIAS-4) developed by
Grassini (2023) has been found to significantly pre-
dict AI usage intentions. Ibrahim et al. (2025) also
validated the Extended Technology Acceptance
Model (TAM-X) in the context of Al applications in
their empirical study, reporting that perceived use-
fulness has an effect on attitude with a 3 value of
0.34. In addition to these findings, the literature
shows that the “Al mindset” (growth/fixed ten-
dency) variable is also a strong determinant of at-
titude (Yadrovskaia et al., 2023). Therefore, a posi-
tive attitude not only increases usage intention but
also usage frequency and depth, which may trig-
ger dependency or excessive usage risks.
Adaptation studies emphasize that Al attitude
scales maintain cross-cultural equivalence of
meaning, but adding ethical concerns and per-
ceived fairness dimensions to the scales increases
their explanatory power (Satici et al., 2025). Indeed,
recent meta-analyses report that positive Al atti-
tudes lead to increased productivity, trust in deci-
sion-making processes, and reduced cognitive
load, while negative attitudes lead to technology
rejection, increased privacy concerns, and organi-
zational resistance behaviors (Emon, 2024). Thus,
both the mechanisms that encourage Al adoption
are better understood, and the potential risks of de-
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pendency and privacy violations can be antici-
pated at an early stage. Building on this evidence—
showing that favorable Al attitudes foster more
frequent and intensive use, which can in turn nur-
ture dependence—we advance the following hy-
pothesis:

H1. Al Attitude is positively associated with Al De-
pendency among university students.

Artificial Intelligence Dependency

Al dependency is defined as the partial or com-
plete loss of self-control over decision-making as a
result of an individual's excessive reliance on Al
systems in cognitive and behavioral processes. To
measure this concept, Morales-Garcia et al. (2024)
consists of four subscales (loss of control, compul-
sive use, avoidance, and negative consequences).
The results of the confirmatory factor analysis in
the Turkish adaptation report AVE = 0.61 and CR
= 0.87 (Savas, 2024). These findings indicate that
the scale maintains its validity and reliability,
demonstrating that Al dependency can be meas-
ured consistently across cultural contexts.

Recent studies focusing on the cognitive effects
of dependency have shown that intensive use of
Al-based learning aids increases information pro-
cessing load, which in turn reinforces perceptions
of online privacy violations (Menard & Bott, 2025;
Shrestha et al., 2024). High cognitive load directs
users toward algorithms that offer faster and easier
decisions; however, the scope of personal data
sharing is often overlooked in this process. There-
fore, dependency not only creates negative effects
on psychological well-being but also undermines
the sense of privacy by increasing privacy risks.

Recent years have witnessed a rapid accumula-
tion of empirical evidence centered on the phe-
nomenon of Al dependency. A systematic review
by Zhai, Wibowo, and Li (2024) shows that the in-
tensive use of generative language models in edu-
cational settings deepens dependency by creating
a “cognitive shortcut” effect on decision-making,
critical thinking, and analytical reasoning. Like-
wise, Zhang et al. (2024), in a multivariate analysis
of ChatGPT users, found that academic self-effi-
cacy and academic stress indirectly foster Al-de-
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pendency behavior and documented conse-
quences such as reduced creativity, misinfor-
mation diffusion, and weakened critical thinking.
Focusing on the adverse impact of dependency on
decision quality, Vasconcelos et al. (2023) experi-
mentally demonstrated that properly designed ex-
planatory interfaces can curb users’ tendency to
over-rely on erroneous Al advice. From a socio-
emotional perspective, a qualitative study by
Bayor et al. (2025) revealed that long-term interac-
tions with Al companions such as Replica establish
parasocial bonds, producing a “relationship-based
dependency” that undermines user autonomy.
Collectively, these findings underscore that Al de-
pendency is a multilayered phenomenon encom-
passing cognitive, emotional, and social dimen-
sions, thereby enriching the theoretical framework
of the present study.

On the other hand, the perception of autopilot
emerging in the context of decision support
demonstrates that dependency can also have seri-
ous consequences at the organizational level. Users
who are constantly fed Al feedback increase their
decision confidence in the short term; however, in
the long term, they experience cognitive passivity
and weaken their critical inquiry skills (Fossa,
2025). This situation can lead to a decline in indi-
vidual autonomy and algorithmic singularity in
corporate decision-making processes. In conclu-
sion, Al dependency creates a dual-sided pressure
on both psychological well-being and privacy per-
ception; therefore, developing awareness training
to reduce dependency risks, responsible Al design
principles, and regulatory guidelines is becoming
increasingly important. Building on the empirical
evidence reviewed above —showing that excessive
reliance on Al systems heightens cognitive load,
lowers critical thinking, and ultimately amplifies
users’ sense of vulnerability —we articulate three
further hypotheses that anchor the remainder of
the research model:

H2. AI Dependency is positively associated with
Online Privacy Concern among university students.
(Menard & Bott, 2025; Shrestha et al., 2024)

H3. Al Attitude exhibits a statistically significant
total effect on Online Privacy Concern.

This expectation reflects mixed findings in the
literature: while favorable attitudes may increase
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exposure—and thus perceived risk —negative atti-
tudes have been linked to heightened privacy
worry (Emon, 2024; Herriger et al., 2025).

H4. Net of the indirect pathway through Al Depend-
ency, Al Attitude exerts a residual direct negative effect
on Online Privacy Concern.

In other words, once the mediating role of de-
pendency is partialled out, a positive attitude to-
ward Al is expected to reduce privacy concern by
lowering risk salience (Ibrahim et al., 2025; Vascon-
celos et al., 2023).

These hypotheses complement H1 by clarifying
both the downstream impact of dependency on
privacy concerns (H2) and the overall versus direct
pathways linking Al attitude to those concerns
(H3-H4).

The Moderating Role of Gender

In online environments, women generally exhibit
higher privacy sensitivity and risk awareness com-
pared to men (Fogel & Nehmad, 2009). Meta-ana-
lytic findings indicate that women have signifi-
cantly higher levels of concern regarding the unau-
thorized use of their personal data (Tifferet, 2019).
In contrast, the mitigating effect of positive tech-
nology attitudes on privacy concerns may follow a
steeper slope among women due to the “trust-vul-
nerability paradox” (Hoy & Milne, 2010).

Gender differences have also become apparent
in the context of Al dependency. These findings
suggest that the gendered privacy calculus ap-
proach (cultural socialization and cognitive frame-
works differentiating data sharing decisions) may
also be valid in the Al ecosystem. Therefore, it is
predicted that gender may significantly influence
(i) the direct path from AI Attitude to Privacy Con-
cerns, (ii) the intensity of the path from AI Depend-
ency to Privacy Concerns, and (iii) the regulated
(gender-dependent) mediation mechanism operat-
ing through these two paths. Based on these rea-
sons, hypotheses H5-H7 have been developed.

H5. Gender moderates the relationship between Al
Dependency and Online Privacy Concern.

H6. Gender moderates the direct relationship be-
tween Al Attitude and Online Privacy Concern.

H7. Gender moderates the indirect effect of Al Atti-
tude on Online Privacy Concern via Al Dependency
(index of moderated mediation).
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Theoretical Approaches and Inter-Variable Dy-
namics

Technology Acceptance Model (TAM): The per-
ceived benefit — attitude — usage intention chain
remains valid in the AI context (Zhang, Hu &
Zhou, 2025).

Socio-Technical Systems Theory: Al is evalu-
ated as an “entangled” structure where technical
components and social values are intertwined; this
links social outcomes such as privacy concerns to
technical design (Degeling, 2016).

Privacy Calculus: Users decide whether to
share data by weighing perceived benefits and
risks; Al dependency can skew this balance in fa-
vor of benefits, delaying risk perception (Rohden
& Zeferino, 2023; Said et al., 2023).

Explainable AI (XAI): Providing explanations
enhances system trust; however, detailed explana-
tions may create unexpected risk awareness
among users (Golda et al., 2024; Hyra & Premti,
2024).

This theoretical framework provides a compre-
hensive framework for explaining how the triad of
Al attitude, dependency, and privacy concerns in-
teract.

Research Model and Hypothesis Development

The conceptual framework addressed in this study
is presented in Figure 1. The model assumes that
attitudes toward Al (X) first influence Al depend-
ency (M) and then online privacy concerns (Y).
Furthermore, it is predicted that gender (W) condi-
tions these relationships through both direct and
indirect pathways.

Al Dependency
™)

Al Attitude
X)

Privacy Concern

)

Figure 1. Research Model
When examining Figure 1, a positive relation-

ship in the direction of X—M is tested under the
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H1 hypothesis. H2 reveals the effect of M on Y,
while H3 and H4 evaluate the total and direct ef-
fects of X on Y by assessing the mediation mecha-
nism. Hypotheses H5, H6, and H7 reveal the mod-
erating role of gender (W) on both indirect (M—Y)
and direct (X—Y) pathways, thereby explaining
the gender-differentiated dynamics of privacy con-
cerns within the model.

The research hypotheses formulated in line
with the conceptual model summarized in Figure
1, their theoretical background, and the expected
relationship directions are presented in detail in
Table 1.

Table 1. Hypotheses related to the research model

Hypothe- E ted
ypf) € Path Theoretical Background xl?ec ¢ .
sis relationship
H1 X - M Zhang vd., 2025 Positive
H2 M->Y Shrestha vd., 2024 Positive
. Empirically
X Y (¢ d., 2021
H3 - Y () Nigam vd., 20: oriented

H4 X - M - Y Fossa, 2025; Degeling, 2016
Fogel & Nehmad, 2009;

H> o WxM=v Tifferet, 2019 )

Hoé WxX->Y Hoy & Milne, 2010 -

H7 W (mediation Barnes & Pressey, 2012 -

Indirect effect

The hypotheses listed in Table 1 are tested
through quantitative analyses described in the fol-
lowing section; thus, the holistic interaction be-
tween Al attitude, dependency, and privacy con-
cerns is validated through structural equation
modeling.

Method
Research Objective and Ethics

This study is conducted using a quantitative ap-
proach and a cross-sectional survey design. The re-
search model aims to examine the direct and indi-
rect relationships between the variables Artificial
Intelligence Attitude (AIA) — Artificial Intelli-
gence Dependency (AID) — Privacy Concerns
(PC) through structural equation modeling (SEM).

Existing work rarely integrates Al attitude, Al
dependency, and online privacy concern within a
single, gender-contingent mediation model, and
almost none of that evidence derives from emerg-
ing-economy contexts. By empirically testing this
moderated-mediation framework among Turkish
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university students, the present study fills both
gaps and advances the privacy-calculus and socio-
technical literatures with cross-cultural, gender-
sensitive insights.

The research has been approved by the Ethics
Committee of the Faculty of Social and Human Sci-
ences at Usak University under decision number
2025-151. Participants were informed about the
purpose of the study, privacy guarantees, and vol-
untary participation conditions; those who se-
lected the “I have read, understood, and agree” op-
tion in the online form proceeded to the survey. All
data are anonymized in accordance with the prin-
ciples of the General Data Protection Regulation
(GDPR) and stored in a manner accessible only to
the research team.

Data Collection Process

The study population consists of undergraduate
students enrolled at state universities in Tiirkiye.
The sample is selected using convenience sam-
pling and accessed through a mixed online-face-to-
face distribution strategy.

o Target sample size: Atleast N =400. (Kline,
2013; 10:1 observation-parameter ratio;
sufficient for 80% power and medium ef-
fect size for mediation testing.)

o Inclusion criteria: (i) Being between 18 and
30 years old, (ii) Having used Al-based
tools at least once, (iii) Agreeing to partici-
pate in the research voluntarily.

e Demographic variables: Gender, age, class
level, and perceived technological compe-
tence in the department are recorded as
control variables.

Research data are collected through a cross-sec-
tional and quantitative survey from undergradu-
ate students aged 18-30 enrolled at state universi-
ties in Tiirkiye. The survey form first presents an
informed consent statement to obtain participant
approval; it then includes a psychometric section
consisting of a total of 23 items structured using a
five-point Likert scale. This section measures Al
Attitude using the four-item AI Attitude Scale
(AIAS-4) (Grassini, 2023; Satici et al., 2025), Al De-
pendency using the five-item Dependence on Al
Scale (DAI-5) (Morales-Garcia et al., 2024; Savas,
2024) and Privacy Concerns are measured using
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the 14-item Online Privacy Concern Scale (OPC-14)
(Buchanan et al., 2007; Alakurt, 2017). The demo-
graphic section includes gender (Female/Male),
age (open-ended), education level (High School,
Associate Degree, Bachelor's Degree, Postgradu-
ate), average daily internet usage (hours), owned
technological devices (multiple choice: Desktop
computer, Laptop, Tablet, Smartphone, other) and
self-assessed technology knowledge (Low, Me-
dium, High) are included; these variables are used
as control variables in the structural model.

Data are collected during the spring semester of
2025. Participants are provided with an infor-
mation letter and an informed consent form; stu-
dents who give their consent are directed to the
survey. Participants who access the online form
complete all scales in a single session; in face-to-
face applications, the paper-and-pencil method is
used under the supervision of the research team.
The average completion time is measured as 4-5
minutes.

Data Analysis

After the data set was transferred to SPSS 25 and
AMOS 24, basic assumption checks were per-
formed. Missing values are imputed using the “ex-
pectation-maximization”
method as long as the proportion of missing values
does not exceed 5% of the total observations; for
higher missing value rates, multiple imputation
techniques are recommended (Little & Rubin,
2019; Byrne, 2013). In this study, missing values
were excluded from the analysis to avoid any bias
in the data. Univariate normality skewness-kurto-
sis z values are assessed with the condition 1zl <3,
while multicollinearity is assessed with the thresh-
old VIF <5 (Hair, Black, Babin, & Anderson, 2020).
The internal consistency of the scales is considered
acceptable with Cronbach's o values of .70 and
above (Nunnally & Bernstein, 1994); composite re-
liability (CR) is also supported by the same .70
threshold. Based on confirmatory factor analysis,
model fit is considered acceptable if the following
criteria are met: x?/df <3, CFI-TLI > .90 (preferably
> .95), and RMSEA < .08 (preferably <.06) (Hu &
Bentler, 1999). Convergent validity is tested using
the criterion of AVE > .50 criterion, while discrimi-
nant validity is tested by ensuring that the root

or mean imputation
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AVE values in the Fornell-Larcker matrix are
greater than the related factor correlations (Fornell
& Larcker, 1981); keeping the HTMT ratio below
.85 also provides additional assurance (Henseler,
Ringle, & Sarstedt, 2015). To assess the risk of com-
mon method variance, it is sufficient for the total
variance to remain below 50% in Harman's single-
factor test (Podsakoff, MacKenzie, & Podsakoff,
2012).

Following the validation of the measurement
model, a structural equation model is constructed,
and research hypotheses are estimated using the
maximum likelihood method. The significance of
standardized coefficients for the paths of Al Atti-
tude on Al Dependency, Dependency on Privacy
Concerns, and Attitude directly on Privacy Con-
cerns are evaluated; Values of 0.10 or below are
considered weak effects, values between 0.30 and
0.50 are considered moderate effects, and values
above 0.50 are considered strong effects (Cohen,
1988). The mediating relationship is examined us-
ing a bias-corrected bootstrap method with 5,000
samples; an indirect effect is considered significant
when the 95% confidence interval does not include
zero (Preacher & Hayes, 2008). Gender, age, edu-
cation level, internet usage duration, device own-
ership, and self-reported technology knowledge
variables are included in the model as covariates;
if measurement invariance is required, sequential
constraints are tested in the multi-group analysis
using the criterion ACFI < .010 (Cheung &
Rensvold, 2002).

Results

Of the total 478 students who participated in the
study, 57.1% (n = 273) were female and 42.9% (n =
205) were male. The ages ranged from 18 to 28,
with the majority of participants, 67.8% (n = 324),
falling within the 21-24 age group. The educa-
tional level distribution was as follows: high school
(5.2%, n = 25), associate degree (23.8%, n = 114),
bachelor's degree (54.6%, n = 261), and graduate
degree (16.3%, n="78).

The daily internet usage time ranges from 1 to
10 hours, with an average of M = 5.13 hours (SD =
2.02). According to participants' self-assessments,
the level of technology knowledge is reported as
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“low” by 19.2% (n = 92), ‘moderate” by 50.4% (n =
241), and “high” by 30.3% (n = 145).

Table 2. Reliability Values

n  Cronbach’ a AVE CR
Privacy Concerns 14 0.913 0.506 0.935
Al Attitude Scale 4 0.773 0.511 0.807
(AIAS-4)
Al Dependency 5 0.795 0.525 0.846
Total 23 0.866

The measurement quality of the three scales
used in the data collection process was examined
in detail, and the findings are presented in Table 2.
The internal consistency coefficients (Cronbach o)
obtained from the scales were above .70, and the
composite reliability values were above .80, indi-
cating that all three scales have acceptable levels of
reliability (Nunnally & Bernstein, 1994). The aver-
age variance explained (AVE), which is a criterion
for convergent validity, exceeded the threshold
value of .50 in all dimensions; standardized factor
loadings ranged from .60 to .78, indicating that the
measurements adequately represent the target
structures (Hair et al., 2020). Furthermore, Har-
man's one-factor test results, conducted to examine
whether all item responses could be grouped un-
der a single factor, showed that the first factor ex-
plained only 27.93% of the total variance; this ratio
is well below the recommended 50% threshold, in-
dicating that common method variance (CMV)
does not pose a critical threat (Podsakoff et al.,
2012).

When examining the fit statistics obtained at the
end of the confirmatory factor analysis, the model's
chi-square value was found to be low enough to be
generalized to the population, x(227) =229.43, p =
.442; thus, the x?/df ratio is 1.01 and well within the
recommended < 3 threshold (Hu & Bentler, 1999).
Other absolute and incremental fit indices are also
within acceptable limits: GFI = 960, AGFI = .951,
IF1=.999, TLI=.999, and CFI =.999. The Root Mean
Square Error of Approximation (RMSEA) is .005,
which falls within the 90% confidence interval
[.000, .020], and the PCLOSE value of 1.000 sup-
ports the likelihood of the model having excellent
fit; the model's RMR value is also .033, which is be-
low .08 (Hair et al, 2020). Additionally, parsi-
mony-based measures were reported as PNFI =
.848 and PCFI = .897; AIC =327.43 and ECVI = .686
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values indicate that the model exhibits a more eco-
nomical fit compared to a saturated model.
Hoelter's critical sample size of 548 at the .05 level
and 582 at the .01 level indicates that the current
sample (N = 478) is sufficient for structural model
estimations.

This combination meets all recommended
thresholds (CFI/TLI > .95, RMSEA < .06, x%/df < 3),
indicating that the measurement model is highly
consistent with the data. Thus, the Al Attitude, Al
Dependency, and Online Privacy Concerns scales
are reliable and valid in the research sample,
providing a solid foundation for testing the hy-
potheses in the structural model. When attitude
and gender are included, the explained variance in
the Al dependency equation is R?2=.24; the Y equa-
tion in the full model is R? = .28, with the interac-
tion terms created with gender explaining 1.4% of
the additional variance (AR?=.006 + .008).

The multilevel results examining the relation-
ship between Al Attitude (X) and Online Privacy
Concerns (Y) through Al Dependency (M) and
moderated by Gender (W) using the Hayes Process
Model 59 are summarized in Table 3.

Table 3. Mediation and Moderation Analysis results

effect of attitude on anxiety is negative (b =-.62, SE
=.12, t=-5.20, p <.001), indicating that while a pos-
itive attitude indirectly increases anxiety through
dependency, it directly reduces anxiety.

The gender variable (W) plays a significant
moderating role in these relationships. The direct
effect is more pronounced in women (b =-.48, p <
.001) and the indirect effect is also larger (boot = .27,
95% CI [.20, .35]); the corresponding values for
men are b = —.33 and boot = .17. The moderation-
dependent mediation index is significant (-.11,
95% CI [-.21, -.01]), indicating that the strength of
the attitude — dependency — anxiety pathway is
higher in women than in men. In other words, fe-
male students with positive Al attitudes are more
exposed to Al dependency and then privacy anxi-
ety than males; however, the direct effect of posi-
tive attitudes in reducing anxiety is also stronger
in females. These results reveal that Al applica-
tions are perceived differently in a gender context
and that gender-sensitive strategies should be de-
veloped in interventions. The results related to the
hypotheses are summarized in Table 4.

Section Effect b SE t p LLCI ULCI
Path coefficients XV 0.504 0.116 4.360 <.001 0.277 0.732
Path coefficients M ->Y 0.770 0.125 6.150 <.001 0.524 1016.0
Path coefficients X - Y() -0.623 0.120 -5.200 <.001 -0.858 -0.388
Path coefficients MXxXW->Y -0.198 0.086 -2.320 0.021 -0.367 -0.030
Conditional direct effects (¢’) w(1) -0.475 0.053 -9.000 <.001 -0.579 -0.371
Conditional direct effects (c') w(2) -0.327 0.057 -5.770 <.001 -0.438 -0.215
Conditional indirect effects W (1) (boot) 0.270 0.040 0.195 0.350
Conditional indirect effects W (2) (boot) 0.165 0.034 0.102 0.236
Moderated mediation index WD -w() -0.106 0.051 -0.206 -0.006
(boot)
Table 4. Summary of hypothesis testing results
Hypothesis Path Effect B (SE) t/z P 95 % CI Support
H1 X->M 0.504 (0.116) 4.36 <0.001 0.28,0.73 Supported
H2 Moy 0.770 (0.125) 6.15 <0.001 0.52,1.02 Supported
H3 X > Y() -0.623 (0.120) -5.20 <0.001 -0.86,-0.39 Supported
H4 X-M-Y — — — — Supported
H5 WXxM-Y -0.198 (0.086) -2.32 021 -0.37,-0.03 Supported
H6 WxX-Y 0.148 (0.077) 1.92 056 -0.00, 0.30 Not Supported
H7 W (mediation) — — - -0.206, -0.006 Supported
Al Attitude (X) significantly predicts Al de- Discussion

pendency (M), b = .50, SE = .12, t = 4.36, p < .001,
95% CI [.28, .73]; dependency also positively and
strongly increases privacy concerns (Y), b=.77, SE
=.13, t=6.15, p <.001, 95% CI [.52, 1.02]. The direct
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The findings of this study show that individuals'
perceptions of privacy in the digital age are intri-
cately intertwined with their attitudes toward Al
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and dependency dynamics. First, it was found that
positive Al attitudes significantly increased Al de-
pendency (B = .50) and, consequently, increased
privacy concerns ({3 =.77). This result is consistent
with recent studies suggesting that positive atti-
tudes open the door to more intensive Al use and,
over time, trigger a sense of “loss of control,” par-
alleling the TAM-X “perceived benefit — usage
tendency” chain (Ibrahim et al., 2025). Addition-
ally, the direct negative effect of attitude on pri-
vacy concerns (3 =—-.62) is noteworthy; this inverse
relationship suggests that individuals with posi-
tive attitudes initially suppress their risk percep-
tions because they perceive Al as more reliable, but
increasing dependency weakens this “trust
shield.” A similar two-way pattern intersects with
discussions of the “comfort-risk paradox” ob-
served in generative Al-based exam monitoring
systems (Nigam et al., 2021). Recent large-scale in-
vestigations further corroborate this trajectory:
systematic reviews and multivariate studies have
shown that intensive reliance on generative Al pro-
duces “cognitive offloading” effects that erode crit-
ical-thinking and analytical-reasoning capacities,
thereby amplifying privacy-related vulnerabilities
(Zhali et al., 2024; Zhang et al., 2024; Shrestha et al.,
2024; Menard & Bott, 2025).

Second, the significant indirect role of gender
adds a new dimension to the gender differences in-
creasingly emphasized in the literature. The find-
ings indicate that female participants exhibit
higher sensitivity to Al dependency-related risk
perceptions compared to males, yet the direct mit-
igating effect of positive attitudes on privacy con-
cerns is stronger among women. This “dual effect”
is consistent with recent experimental data indicat-
ing that fears of biometric privacy violations are
more pronounced among women (Kosinski et al.,
2024) and supports theories of how “protection
motivation” differs by gender in digital environ-
ments. Consistent with this pattern, Kosinski,
Khambatta, and Wang (2024) illustrate that female
users display heightened sensitivity to biometric
privacy risks, while meta-analytic evidence indi-
cates that women’s stronger privacy concerns can
temper otherwise positive technology attitudes
(Tifferet, 2019; Herriger et al., 2025), thus reinforc-
ing the gendered “trust-vulnerability paradox.”
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Furthermore, when considered alongside findings
emphasizing that Al dependency undermines cog-
nitive autonomy through the “decision support
paradox” (Fossa, 2025), it becomes clear that pri-
vacy concerns are not merely about the fear of data
leaks but are also shaped by risks of cognitive and
behavioral dependency.

Extending beyond individual differences, de-
sign choices also shape dependency-driven pri-
vacy threats: socio-technical work emphasizes that
omitting transparency and equity safeguards can
magnify such risks (Degeling et al., 2016), whereas
explanatory interfaces have been shown to miti-
gate over-reliance on algorithmic outputs (Vascon-
celos et al., 2023). Embedding deliberate “friction”
and clear data-use disclosures in Al interfaces may
therefore serve as a practical antidote to autonomy
erosion.

Finally, these results offer important contribu-
tions to both theory and practice. On the theoreti-
cal level, the study's model integrates the “privacy
calculus” and socio-technical systems literature by
revealing the indirect—-direct opposing effects of Al
attitudes on privacy concerns (Rohden & Zeferino,
2023; Said et al., 2023). In practice, Al-based service
designers must strengthen personal data transpar-
ency and dependency-preventing feedback mech-
anisms, particularly for female users. Educational
institutions and platform providers can reduce de-
pendency-related risks while preserving the bene-
ficial aspects of positive attitudes by incorporating
privacy awareness modules into Al literacy pro-
grams. Future research could use longitudinal de-
signs to examine the evolution of dependency over
time and the mediating-regulatory roles of gender
in different cultural contexts; it should also explore
the potential balancing effects of explainable Al so-
lutions on these dynamics.

Conclusion

This study reveals how individuals' perceptions of
privacy in the digital age are shaped by their atti-
tudes toward and dependence on Al from a multi-
dimensional perspective. The findings reveal that
positive attitudes toward Al increase users' de-
pendence on Al systems in their decision-making
processes; this dependence, in turn, significantly
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elevates online privacy concerns. At the same time,
the direct effect of attitude on privacy concerns is
negative, indicating that individuals who find
technology useful initially suppress their risk per-
ception; however, increasing levels of dependence
render this suppression unsustainable. The gender
variable's moderating effect on the indirect impact
reveals that female users are positioned at more ex-
treme levels in terms of both benefit expectations
and risk sensitivity, contributing significantly to
the limited literature on the gender dimension.

Theoretically, the study integrates technology
acceptance theory, the socio-technical systems ap-
proach, and the privacy calculus framework to po-
sition Al dependency as an explanatory mecha-
nism. This comprehensive model emphasizes that
the dependency variable should not be overlooked
in future Al-focused behavioral research. In prac-
tice, designers and policymakers are recom-
mended to strengthen transparent data flow and
dependency-preventing feedback mechanisms in
Al-based services, especially for female users.

Due to its cross-sectional design, the study has
limitations regarding causality; furthermore, as the
sample consists only of university students, the
findings cannot be directly generalized to a wider
population. Future studies are recommended to
track the evolution of dependency over time using
longitudinal data sets, examine the role of gender
in different cultural contexts, and investigate the
balancing effects of explainable Al interventions
on these dynamics. In conclusion, this study sheds
light on the interaction between Al attitudes and
dependency from a gender perspective, thereby
guiding both theory and practical applications in
the digital privacy literature.
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