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Abstract- Nowadays, one of the major internet security 

problems being faced is ‘Web Phishing’, whereby attackers get 

hold of the personal and sensitive information of the internet users. 

Sometimes, attackers create fake web pages just to mislead users 

and give them wrong information. With the increase of more and 

more sophisticated attacks like Whale Phishing, Spear Phishing, 

and Ransomware among others, internet users easily fall in 

attackers’ traps. Most web browsers are not able to counteract or 

block these attacks and hence internet users consider the spoofed 

webpages to be legitimate ones and end up giving their details like 

credit cards details, passwords and usernames among others. In 

this paper, an application has been developed in Java that 

performs several tests on a URL, on the different hyperlinks 

present on the web page and on the content of the web page and 

provides a security rating to the internet user. Together with the 

percentage security, the user is informed if the web page is safe, 

doubtful or unsafe. The security ratings of several website domains 

such as, .gov, .co, .edu, .info, .mu, .ac, .org, .net, .com were also  

analysed. Furthermore, tests using independent samples ANOVA 

and Tukey HSD were performed and they revealed that there was 

a significant difference between the security ratings of the 

websites. 

 
Index Terms— Phishing, IP, URL, Web Security 

I. INTRODUCTION 

ITH the increase in internet usage, there has been a 

significant increase of phishing attacks. Usually 

attackers impersonate as someone else to gather information or 

to provide the user with misleading information. Often, it might 

happen that the user receives an e-mail from a phisher where he 

is asked to upgrade his profile through an embedded hyperlink. 

However, when the user enters the hyperlink and enters his 

personal information, the attacker gets hold of this information 

and misuses them. Since these e-mails are malicious copies of 

legitimate ones, it is hard for the human eyes to distinguish 

between the legitimate and the malicious e-mail. According to 

[1], in 2015, at least 230,280 phishing attacks were recorded 

which increased to 255,065 in 2016 worldwide.  
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Several publications have proposed schemes to counteract 

web phishing. An overview is given next. In [2], to secure 

online transactions, an Anti-Phishing Prevention Technique 

[APPT] was proposed where a One-Time Password [OTP] will 

be generated and communicated to the user via an alternate e-

mail or via SMS [3]. After that, a token containing the user’s 

information will be created and stored in the user machine. The 

password and the token together will authenticate the user. 

When the user logs on a webpage, his personal data are checked 

and the token name is retrieved. In [4], a rating of webpages 

was provided based on users’ experiences on a webpage. If a 

majority of people have rated a webpage positively, it will 

display ‘This site is safe’, if the majority have rated negatively, 

it will display ‘This site is unsafe’, else it will display 

‘Unknown site’. In [5], if alterations were detected on 

webpages, the webmasters are alerted and if a user browses a 

phishing webpage or is about to download a malicious file, a 

warning is displayed to him. Also, a transparency report is 

displayed to the user. Furthermore, several web extensions can 

be used to prevent phishing attacks. In [6], AntiPhish was used 

which is suitable for non-experienced web users as it keeps 

track of the user’s personal information. It scans a webpage and 

if it finds it malicious, it prevents the submission of personal 

information to that webpage. However, AntiPhish is limited to 

webpages written in HTML. In [7], Link Guard Algorithm is 

proposed which can detect and stop 195 out of 203 attacks. This 

algorithm analyses the differences between the visual link and 

the actual link and calculates the similarity of the URI of the 

hyperlink with that of the legitimate website. If they are not the 

same, then it is considered to be an attack. In [8], ratings and 

reviews are collected from experienced users and the ratings of 

the webpages are displayed as traffic lights next to the search 

engine. In [9], GeoTrust developed TrustWatch where 

information is displayed to users so that the identity of websites 

for e-commerce services can be verified. TrustWatch can also 

block pop-up windows and report suspicious webpages. In [10], 

the web extension GoldPhish is proposed where the logo of 

suspicious webpages is extracted and are converted to text. The 

text is queried as a google search and the result obtained is 

compared with the suspicious webpage. If the results do not 

match, then it is considered as a possible attack. In [11], an 

approach based on K-Means and Naïve-Bayes was proposed to 

check the behaviour of browsed webpages. With this method, 

approximately 18,480 unique phishing webpages have been 

detected. Firstly, a K-Means Classifier is used and then a Naïve-

Bayes Classifier is used and based on the results, the webpage 

is rated as phishing, non-phishing or suspicious. In [12], it has 

been proposed that through the source code, phishing webpages 

can be detected. For example, if the logo loads from an external 
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link, it is a phishing characteristic. Another characteristic would 

be if the URL contains characters such as ‘@’ and ‘_’. Phishing 

webpages are normally short-lived and the content has language 

anomalies. The presence of pop-up windows asking to update 

and validate accounts usually means that the webpage has been 

compromised. 

In this paper, an application was developed in Java to 

give a percentage security rating to a webpage based on 

different features such as the Uniform Resource Locator (URL), 

the Hyper Text Markup Language (HTML) source code and the 

content of the webpage. However, compared to the previous 

proposed solutions, this application conducts its tests on nine 

sets of domains which are ‘.com’, ‘.net’, ‘.org’, ‘.ac’, ‘.gov’, 

‘.mu’, ‘.info’, ‘.edu’, and ‘.co’. The percentage security 

obtained are recorded and an Analysis of Variance (ANOVA) 

test is performed on them with the HSD Tukey test to determine 

whether the difference between the means of the percentage 

security is significant or not. 

The organisation of this paper is as follows. Section 2 

gives an overview of the different Phishing attacks and some 

existing solutions. Section 3 describes the methodology 

employed to conduct the research. Section 4 describes the tests 

performed on the application and the results obtained and 

Section 5 concludes the paper. 
 

II. BACKGROUND 

This section starts with an overview of the different 

types of web-phishing attacks that have been recorded 

worldwide, followed by some existing solutions. 

 

2.1 Overview of web-phishing attacks 

 
Different types of web-based phishing attacks have been 

encountered till now, for instance: 

a. Deceptive Phishing [13]: in this case, the user 

receives an e-mail with an embedded hyperlink and 

he will be asked to update his account or to warn 

him about system failures. When the user browses 

the provided hyperlink, he will be asked to enter his 

personal information and login credentials. 

However, the success of this type of attacks depend 

on how closely the phishing webpage is similar to 

the legitimate one. 

b. Spear Phishing [14]: this is the most common type 

of phishing where the goal is to lure users to click 

on malicious hyperlinks so that the attackers get 

hold of personal information. 

c. Pharming [15]: in this case, the Domain Name 

System (DNS) server is the target and the Internet 

Protocol (IP) addresses are altered. When a user 

browses a webpage, he will be redirected to the 

webpage desired by the attacker. 

d. Clone Phishing [16]: legitimate e-mails are cloned 

and the attachments and hyperlinks are altered to 

redirect the users to malicious webpages where their 

credentials are captured by the attacker. 

 

2.2 Security features in Web Browsers 

a. Connection Security: for some webpages, a lock 

icon is displayed in the location bar to inform the 

user that the connection to that particular webpage 

is safe. For example, this icon appears when a user 

browses to ‘https://www.ebay.com’. 

 

 

 

 

 
Figure 1: Lock icon for secure connection 

 

b. Protection against trackers [18]: information about 

user’s browsed webpages can be collected by 

trackers. Furthermore, trackers also keep track of 

the device that the user is using to access the 

webpages. To seek protection from these trackers, 

Mozilla Firefox has developed a security feature to 

block them. 

 

 

 
Figure 2: Protecting Mozilla Firefox from trackers 

III. PROPOSED ANTI-PHISHING APPLICATION 

 

3.1 Software Architecture 

The application interface is shown in Figure 3. 

 
Figure 3: Application Interface 

 

Lock icon to inform user 

about secure connection 

Blocking tracking domains 
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Twelve text fields are created to be set to either red or green 

depending on the result of the different tests conducted. 

Furthermore, two buttons are created namely ‘Phishing 

Detection’ and ‘Phishing Report’. All these are implemented in 

the Java Web Browser. When ‘Phishing Detection’ button is 

clicked, tests will be carried out on the URL, HTML and 

content of the webpage and the text fields will be set 

accordingly. And when ‘Phishing Report’ button is clicked, a 

report is provided to the user based on the results of the different 

tests.  

 

 
Figure 4: Software Architecture 

 

The architecture of the anti-phishing software is shown in 

Figure 4. The Java web Browser declares and initialises the 

global variables and contains two buttons: ‘Phishing Detection’ 

and ‘Phishing Report’. The pseudocode for ‘Phishing 

Detection’ is given in Section 3.2 and that of ‘Phishing Report’ 

in Section 3.3. 

 

3.2 Pseudocode for ‘Phishing Detection’ 

1. Declare and initialise global variables  

2. txt_protocol, txt_symbol, txt_slashes, txt_dots, 

txt_tld, txt_content, txt_length, txt_date, txt_tag, 

txt_ads, txt_window, txt_redirect, txt_blankurl, 

txt_content: set to either red or green depending on the 

result of the tests 

3. Create Java web browser 

4. Create text fields degree1 to degree12 null, of length 

‘1’ 

5. degree1 – degree12: Background set to either red or 

green depending on the result of the tests. 

6. Declare and initialise scale to ‘0’: scale counts the 

number of anomalies detected. 

7. Declare and initialise arrays for malicious words and 

percentage spam 

8. Extract browsed URL 

9. Pass URL in blackhole filter and check if present 

10. If yes, 

11. Set text fields degree1 to degree12 to red and display 

‘Phishing Webpage’ 

12. Else, 

13. Extract protocol 

14. If protocol = https, 

15. Set degree1 to green and set txt_protocol to green 

16. Else, 

17. Set degree1 to red and add 1.0 to scale 

18. Check for ‘@’ and ‘_’ 

19. If present, 

20. Set degree2 to red and add 1.0 to scale 

21. Else, 

22. Set degree2 to green and set txt_symbol to green 

23. If no. of slashes > 5 

24. Set degree3 to red and add 1.0 to scale  

25. Else, 

26. Set degree3 to green and set txt_slashes to green 

27. If no. of dots > 5 

28. Set degree4 to red and add 1.0 to scale 

29. Else, 

30. Set degree4 to green and set txt_dots to green 

31. Extract Top-Level Domain 

32. If (tld > 4) && (tld < 2), 

33. Set degree5 to red and add 1.0 to scale 

34. Else, 

35. Set degree5 to green and set txt_tld to green 

36. If content length of browsed URL = -1 

37. Set degree6 to red and add 1.0 to scale 

38. Else, 

39. Set degree6 to green and set txt_content to green 

40. If (expiry date < last modified date), 

41. Set degree7 to red and add 1.0 to scale  

42. Else, 

43. Set degree7 to green and set txt_date to green 

44. If empty tags present in source code 

45. Set degree8 to red and add 1.0 to scale 

46. Else, 

47. Set degree8 to green and set txt_tag to green 

48. If ads present in source code 

49. Set degree9 to red and add 1.0 to scale 

50. Else, 

51. Set degree9 to green and set txt_ads to green 

52. If pop-up present in source code 

53. Set degree10 to red and add 1.0 to scale 

54. Else, 

55. Set degree10 to green and set txt_popup to green 

56. If URL is redirected, 

57. Set degree11 to red and add 1.0 to scale  

58. Else, 

59. Set degree11 to green and set txt_redirect to green 

60. If webpage contains blank URL, 

61. Set degree12 to red and add 1.0 to scale 

62. Else, 

63. Set degree12 to green and set txt_blankurl to green 

64. Read content of webpage 

65. Compare each word of webpage against elements in 

array of malicious words 

66. Declare percent of type double and initialise to ‘0.0’: 

percent counts the percentage of all malicious 

words[19] that have been detected. 

67. If present,  

68. Add respective percentage spam to percent 

69. If (percent >50), 

70. Add 3.0 to scale 

71. Result = 100 – ((scale/15)*100) 
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72. Display result 

73. If (result > 70), 

74. Display ‘High Safety Level’ and set txt_content to 

green 

75. If (result <70) && (result > 50), 

76. Display ‘Average Safety Level’ and set txt_content to 

red 

77. Else, 

78. Display ‘Not Safe’ 

 

As it can be observed in the above pseudocode, different checks 

are performed and based on these results, the text fields are set 

to either red or green and a value of 1.0 or 0.0 is added to scale. 

Then the percentage security is calculated and if it is greater 

than 70, the webpage is considered as having a high safety level. 

If the percentage safety is between 50 and 70, then it is 

considered to be having an average safety level, else it is 

considered as being not safe. 

 

3.3 Pseudocode for ‘Phishing Report’ 

 

1. Create button ‘Phishing Report’ 

2. Declare and initialise local variables  

3. Pro: secure or not depending on content of 

txt_protocol 

4. Sym: contains symbols or not depending on the 

content of txt_symbol 

5. Slash: more than 5 slashes or not depending on the 

content of txt_slash 

6. Dot: more than 5 dots or not depending on the content 

of txt_dot 

7. Tld: valid or not depending on the content of txt_tld 

8. Len: -1 or not depending on the content of txt_length 

9. Date:  last modified date greater than expiry date or 

not depending on the content of ‘txt_date’ 

10. Tag: contains tag or not depending on the content of 

‘txt_tag’ 

11. Ads: contains ads or not depending on the content of 

txt_ads 

12. Win: opens another window or not depending on the 

content of txt_window 

13. Redirect: redirects webpage or not depending on the 

content of txt_redirect 

14. Burl: contains blank url or not depending on the 

content of txt_blankurl 

15. Con: set to ‘safe’, ‘doubtful’ or ‘unsafe’ depending on 

the content of txt_content 

16. If (txt_protocol = green) 

17. Set pro to ‘secure’ 

18. Else, 

19. Set pro to ‘not secure’ 

20. If (txt_symbol = green) 

21. Set sym to ‘not contain ‘@’ and ‘_’’ 

22. Else, 

23. Set sym to ‘contain ‘@’ and ‘_’’ 

24. If (txt_slashes = green) 

25. Set slash to ‘not contain more than 5 slashes’ 

26. Else, 

27. Set slash to ‘contain more than 5 slashes’ 

28. If (txt_dots = green) 

29. Set dot to ‘not contain more than 5 dots’ 

30. Else, 

31. Set dot to ‘contain more than 5 dots’ 

32. If (txt_tld = green) 

33. Set tld to ‘valid tld 

34. Else, 

35. Set tld to ‘invalid tld’ 

36. If (txt_length = green) 

37. Set len to ‘not -1’ 

38. Else, 

39. Set len to ‘-1’ 

40. If (txt_date = green) 

41. Set date to ‘expiry date not less than last modified 

date’ 

42. Else, 

43. Set date to expiry date less than last modified date 

44. If (txt_tag = green) 

45. Set tag to ‘not contain empty tags’ 

46. Else, 

47. Set tag to ‘contain empty tags’ 

48. If (txt_ads = green) 

49. Set ads to ‘not contain ads’ 

50. Else, 

51. Set ads to ‘contain ads’ 

52. If (txt_window = green) 

53. Set win to ‘not open another window’ 

54. Else, 

55. Set win to ‘open another window 

56. If (txt_symbol = green) 

57. Set sym to ‘not contain ‘@’ and ‘_’’ 

58. Else, 

59. Set sym to ‘contain ‘@’ and ‘_’ 

60. If (txt_blankurl = green) 

61. Set burl to ‘not contain blank URLs’ 

62. Else, 

63. Set burl to ‘contain blank url’ 

64. If (txt_content = green) 

65. Set con to ‘safe content’ 

66. Else If (txt_content = green), 

67. Set con to ‘doubtful content’ 

68. Else, 

69. Set con to ‘content not safe’ 

70. Concatenate all the strings 

71. Display result 

 

It can be observed from this pseudocode that the global 

variables are set to green or red. Depending on these global 

variable, the local variables are set. At last, all the local 

variables are concatenated and displayed to the user. 

 

ANOVA [20] is a statistical method that is used to test the 

differences between the means of two or more groups of data. 

This test is done on a general basis among the means. One-way 

ANOVA [21] is when only one qualitative variable is taken into 

consideration. Each set must contain same number of elements 

and must be normally distributed with the same variance. 

 

In this work, for nine domains, the security percentage of 50 

websites have been recorded. The mean security level of each 

of these domains was then computed and an independent 
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samples one-way ANOVA was used to determine if the 

difference between the means was significant. 

IV. RESULTS 

 

As mentioned earlier, nine different domains of websites were 

tested, each containing fifty (50) links. 

 

4.1 Testing with ‘.com’ 

 

The tested URL is ‘https://www.bestbuy.com’  

 
Figure 5: Navigating to the desired webpage 

 

 
Figure 6: Result of test 

 

 

 
Figure 7: Hyperlinks present on webpage 

 
Figure 8: Phishing Report 

 

Figure 5 shows the navigated webpage. When ‘Phishing 

Detection’ is clicked, a percentage security of 93.33 is shown 

along with ‘High Safety Level’ as shown in Figure 6. Figure 

7 shows the different hyperlinks present on the webpage and 

Figure 8 is displayed when the user clicks on ‘Phishing 

Report’. The selected result in Figure 8 shows the anomaly 

that has been detected by the application. 

 

 

4.2 Testing with ‘.org’ 

 

The tested URL is ‘www.readingrockets.org’ 

 

 
Figure 9: Navigating to the desired webpage 

 

 

 
Figure 10: Result of test 
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Figure 11: Hyperlinks present on webpage 

 

 
Figure 12: Phishing Report 

 

The navigated webpage is shown in Figure 9 and after clicking 

on ‘Phishing Detection’, the results are displayed as shown in 

Figure 10. Figure 11 shows the different hyperlinks present on 

the webpage and Figure 12 shows the different anomalies that 

have been detected by the application. 

 

The mean security percentages for each domain is shown in 

Figure 13. 

 
 

Figure 13: Bar Chart for average percentage security 

 

An ANOVA Independent test and an HSD Tukey test were 

performed on the nine sets of results that were obtained. The 

value obtained for Fobs and Ftable were 2.7618 and 1.9594 

respectively. Hence, it can be concluded that the difference 

between the means is significant. Furthermore, the HSD Tukey 

test revealed that the pairwise differences between the means of 

‘.com and .gov’ and ‘.gov and .mu’ are significant. 

 

V. CONCLUSIONS AND FUTURE WORK 

Web phishing is a rising security risk which target many 

people and provide them with misleading information. In this 

paper, an application has been designed which gives a rating 

when the button ‘Phishing Detection’ is clicked. The rating is 

based on tests on different characteristics of the URL, the 

HTML code and the content of the webpage. Compared to [12], 

the application can check for anomalies in the content of the 

webpages and based on the results, a rating is displayed to the 

user. 

The program also rates a webpage based on the different tests 

carried out. In contrast with [4] where the rating is based on the 

users’ experiences. Moreover, the ANOVA test performed 

confirmed that the difference between the security of different 

domains is significant. Finally, it will be interesting to 

investigate the possibility of integrating the schemes developed 

in [22] and [23] into the proposed application. 
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