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Review Article

A Systematic Literature Review of Zero, First, Second, and Third-Party Data in Digital
Marketing: The Post-Cookie Era!

Ibrahim Halil Efendioglu”

Abstract

This study examines zero, first, second, and third-party data strategies in digital marketing through a systematic literature
review (SLR), with a particular focus on the post-cookie era. Guided by the PRISMA 2020 protocol, the study qualitatively
synthesizes 25 SSCl-indexed articles selected from the Web of Science Core Collection, covering the period 2021 to May
2025. By structuring the evidence through the Theory, Context, Characteristics, and Methodology (TCCM) framewortk,
the review finds that the deprecation of third-party cookies is not merely a technical disruption. Instead, it represents a
strategic shift toward consent-based and relationship-oriented data architectures, where marketing performance is
increasingly shaped by legitimacy and governance. Zero-party data (ZPD), intentionally and proactively shared by
consumers in exchange for a transparent value trade-off, and first-party data (FPD), behavioral data captured through
a brand’s own touchpoints, constitute the operational foundation of privacy-sensitive personalization. Second-party data
(SPD), shared through managed partnerships, offers a controlled pathway to scale, whereas third-party data (TPD)
sourced from external providers is increasingly characterized as a high-variance and risky resource due to declining
transparency and “accuracy erosion.” The literature highlights three dominant adaptation pathways: strengthening
internal data infrastructure (CDP/CRM) to unify first-party signals, replacing deterministic tracking with probabilistic
and customer-journey-based modeling approaches, and adopting privacy-preserving technologies such as blockchain.
Overall, the study positions “personalization without tracking” as an integrated capability challenge spanning analytics,
governance, and organizational design. By addressing the fragmented nature of the current literature identified through
the TCCM analysis, this study integrates these findings into the proposed "Marketing Data Re-Architecture Triad,"
providing a unified strategic roadmap that effectively bridges the theoretical gap in the post-cookie era.
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Dijital Pazarlamada Sifirinel, Birinci, Tkinci ve Ugiincii Taraf Verilere iliskin Sistematik Literatiir Derlemesi:
Cerez Sonras1 Dénem

Oz

Bu arastirma, dijital pazarlamada sifirinc, birinci, ikinci ve iigtincii taraf veri stratejilerini, 6zellikle ¢erez sonrasi (post-
cookie) doneme odaklanarak sistematik bir literatiir taramasi (SLR) ile incelemektedir. PRISMA 2020 protokolii
rehberliginde yiiriitiilen ¢alismada, Web of Science Core Collection veri tabanindan segilen ve 2021-2025 (Mayis)
donemini kapsayan 25 SSCI indeksli makale nitel sentez yontemiyle analiz edilmistir. Kanitlarin Teori, Baglam,
Karakteristik ve Metodoloji (TCCM) cergevesinde yapuandirildigi inceleme sonucunda, iictincii taraf c¢erezlerin
kullanimdan kaldirilmasinin yalnizca teknik bir aksama olmadigi; pazarlama performansini mesruiyet ve yonetigimin
sekillendirdigi, rizaya dayali ve iliski odakli veri mimarilerine dogru stratejik bir kaymay: temsil ettigi belirlenmigtir.
Tiiketicilerin niyetlerini seffaf bir deger takasi karsiliginda proaktif paylastigi sifirinci taraf veriler (ZPD) ve markanin
kendi temas noktalarindan elde edilen davramigsal birinci taraf veriler (FPD), gizlilige duyarl kisisellestirmenin
operasyonel temelini olusturmaktadir. Yonetilen ortakhiklar araciligiyla paylasilan ikinci taraf veriler (SPD) olgek
kazanmak igin kontrollii bir yol sunarken, harici saglayicilardan alinan tigiincii taraf veriler (TPD), azalan seffaflik ve
"dogruluk erimesi" nedeniyle giderek daha yiiksek varyansl ve riskli bir kaynak olarak nitelendirilmektedir. Literatiirde
ti¢ temel uyum yolu dne ¢itkmaktadwr: birinci taraf sinyalleri birlestirmek igin dahili veri altyapisimin (CDP/CRM)
gli¢lendirilmesi, deterministik takibin yerini olasiliksal ve miisteri yolculugu tabanli modellemelerin almasi ve blok zinciri
gibi gizliligi koruyan teknolojilerin benimsenmesidir. Sonug¢ olarak ¢alisma, "izleme olmaksizin kisisellestirmeyi”
analitik, yonetisim ve organizasyonel tasarumi kapsayan entegre bir yetenek meydan okumasi olarak
konumlandirmaktadr. Genel olarak bu c¢alisma, “izleme olmaksizin kisisellestirmeyi” analitik, yonetisim ve
organizasyonel tasarimi kapsayan entegre bir yetenek meydan okumasi olarak konumlandwmaktadir. TCCM analizi
araciligiyla tespit edilen mevcut literatiiriin parcali yapisini ele alan bu c¢alisma, elde edilen bulgular: onerilen
“Pazarlama Verisi Yeniden Mimari Ucliisii” i¢erisinde biitiinlestirerek ¢erez sonrasi donemdeki teorik boslugu etkili bir
sekilde kapatan birlesik bir stratejik yol haritasi sunmaktadir.

Anahtar Kelimeler: Dijital Pazarlama, Uciincii Taraf Cerezler, Sifir Taraf Veri, Birinci Taraf Veri, Gizlilik Yéonetigimi,
Sistematik Literatiir Taramasi, TCCM Cerc¢evesi

Jel Smiflandirmasy: M30, M31

1. Introduction

Digital marketing is increasingly shaped by data-driven strategies aimed at optimizing customer
engagement, delivering personalized experiences, and enhancing advertising effectiveness (Tarabasz,
2024; Theodorakopoulos & Theodoropoulou, 2024). Within this ecosystem, consumer data is
classified into four fundamental categories based on its source and collection method: zero-party data
(ZPD), voluntarily shared by consumers; first-party data (FPD), obtained from direct interactions
between the brand and the consumer; second-party data (SPD), shared among trusted business
partners; and third-party data (TPD), collected from various external sources (Karuppuchamy, 2025;
Quach et al., 2022).

For many years, businesses have relied heavily on third-party cookies and the resulting TPD strategies
to track user activities (Rasaii, 2023). However, increasing global data privacy regulations (such as
the General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA)
and the phased removal of third-party cookies by major browsers are fundamentally transforming
how data is managed in marketing processes (Lim & Oh, 2025; Pantelic et al., 2022; Sara & Ayoub,
2024). This shift compels marketers not only to undergo technological transformation but also to
develop more ethical, customer-centric data-collection strategies (Cinar & Ates, 2022; Ruzive et al.,
2023).

The current literature indicates that, with the loss of third-party cookies, businesses are shifting
toward ZPD and FPD models based on direct consumer interaction (Elmér & Nilsson, 2022; Erceg
& Phan, 2024; Sharma, 2023). This strategic shift represents a new value exchange where
transparency between brands and consumers becomes a competitive advantage. In particular, artificial
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intelligence-powered analytics and CRM systems help sustain personalized strategies by processing
these new data layers (Kihn & Lin, 2024; Kumar, 2025).

Despite this, academic literature remains fragmented regarding the integration of these data strategies
(ZPD, FPD, SPD, and TPD) in the post-cookie era, the challenges encountered, and the application
models. To address this gap, the present study aims to comprehensively map data strategies in digital
marketing through a systematic literature review (SLR) following the PRISMA protocol. The study
is structured around the following research questions:

RQ1: How are the concepts of zero, first, second, and third-party data defined within the context of
digital marketing?

RQ2: How do emerging privacy-preserving technologies and strategies mitigate signal loss while
maintaining personalization effectiveness in the post-cookie era?

RQ3: What types of ethical, legal, and operational challenges arise during the transition to privacy-
oriented data collection processes?

In addition to mapping and comparing ZPD, FPD, SPD, and TPD in a single SLR, this study makes
two primary originality-oriented contributions to the post-cookie literature. First, it provides a theory-
driven synthesis of “personalization without tracking,” moving beyond purely descriptive taxonomies
to offer a mechanism-based explanation of how personalization can be sustained without invasive
tracking by linking data types to (i) performance conditions and (ii) legitimacy conditions. Second, it
advances a novel conceptual framework, the “Marketing Data Re-Architecture Triad,” which
integrates first-party strategy, technical signal-loss mitigation, and privacy governance. By
addressing the fragmented nature of the current literature identified through the TCCM analysis, this
triad translates descriptive findings into a theory-consistent, testable roadmap that effectively bridges
the theoretical gap in the post-cookie era.

2. Literature Review

In the domain of digital marketing, ZPD, FPD, SPD, and TPD data play a critical role in enabling
firms to understand consumer behavior, design personalized marketing strategies, and optimize
advertising targeting (Chanda & Pabalkar, 2024). With the deprecation of third-party cookies,
businesses are increasingly shifting toward direct consumer data collection and privacy-friendly data
strategies. This transition is not merely technical but represents a fundamental shift in the value
exchange between brands and consumers, where transparency becomes a competitive advantage
(Acquisti, 2023). Each data category differs in terms of its source, applications, advantages, and
inherent challenges.

2.1. Zero-Party Data

Zero-party data (ZPD) is information that consumers intentionally and voluntarily provide to brands
with explicit consent. This category represents the most privacy-compliant type of data (Kilinc,
2024). Such data is often collected through surveys, forms, loyalty programs, account settings, or
interactive content. In the privacy-first era, especially as third-party cookies phase out, ZPD has
become a strategic imperative for eCommerce firms that aim to sustain personalization without
relying on opaque tracking practices (Karuppuchamy, 2025). For example, when a consumer specifies
preferred product categories on an e-commerce platform or selects favorite items within a mobile
app, these inputs qualify as ZPD.

This type of data provides businesses with highly accurate insights, as it reflects consumers’ self-
reported preferences. It enables marketers to design personalized advertisements, foster customer
loyalty, and enhance overall experiences (Rolando & Mulyono, 2024). Because ZPD relies on
declared preferences rather than inferred signals, it can support more precise journey orchestration
and anticipatory service while maintaining more substantial alignment with consumers’ privacy
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expectations (Choi et al., 2025). However, the primary challenge lies in consumers’ potential
reluctance to disclose such information voluntarily.

2.2. First-Party Data

Firms directly collect first-party data (FPD) from their own customers or users. It originates from
sources such as websites, mobile applications, purchase histories, email interactions, and loyalty
programs (Ham & Lee, 2025). For instance, a consumer’s browsing behavior or purchase history on
an e-commerce platform is considered FPD.

The main advantage of FPD is that it belongs entirely to the business and can be managed internally.
It is more compliant with privacy regulations and is generally of high quality. However, its scope is
typically limited to the existing customer base (Liu & Li, 2024). Therefore, businesses must design
strategies to expand data collection by increasing consumer engagement. FPD enables brands to
integrate customer-derived signals into marketing analytics and campaign execution, reducing
reliance on third parties, strengthening personalization, and protecting privacy (Sousa, 2022).
Additionally, FPD strategies offer significant advantages over third-party approaches, including
greater control over customer data capture, the ability to develop a deeper understanding of customer
behavior and intentions, and easier integration into marketing analytics and operational processes
(Latvala et al., 2022).

ZPD refers to data generated when consumers knowingly and explicitly disclose preferences, such as
“My size is M,” “I prefer vegan products,” or “I am interested in these categories,” to a brand. In
contrast, FPD is the data a brand collects from its direct interactions with consumers (e.g., website or
app behavior, purchase history, email engagements, and customer service records).

2.3. Second-Party Data

Second-party data (SPD) refers to another company’s FPD that is shared through trusted partnerships
or formal data-sharing agreements (Liu & Li, 2024). For example, an airline may share its loyalty
program data with a hotel chain. Such data enables more precise campaign targeting and enriches
customer experiences.

In practice, SPD allows two brands to match customer lists or segment information in a controlled
manner to define target audiences in greater detail (Johnson & Ahmed-Kristensen, 2025). For
instance, a ticketing platform’s customer email list and segment information can be matched with a
social network’s user profiles to derive demographic and behavioral profiles of those segments and
to identify new prospective customers with similar characteristics (Schneider et al., 2017).

Its primary advantage lies in its high accuracy and reliability, while also offering firms access to
potential new customer segments (Block et al., 2025). However, this approach requires establishing
trustworthy partnerships and ensuring compliance with legal data-sharing protocols (Sponder &
Khan, 2017). Moreover, when the scope of data sharing is not clearly defined, exposing strategic
assets such as customer lists to the partner and increasing privacy risks can emerge as critical
challenges that must be carefully managed in SPD initiatives.

2.4. Third-Party Data

TPD refers to information gathered from a wide range of external sources and commonly distributed
or sold by data providers. Advertising technology companies analyze this data to help marketers build
audience segments (Chauhan & Sethi, 2024). For example, consumer browsing behavior captured via
cookies and aggregated by external providers constitutes TPD.

This type of data offers the advantage of broad reach, enabling access to new segments (Schneider et
al., 2017). Nonetheless, it is increasingly restricted by regulations such as GDPR and CCPA.
Furthermore, outdated or inaccurate information poses additional risks. With browser providers
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phasing out third-party cookies, reliance on this data category is steadily declining (Fakeyede et al.,
2023).

Consequently, third-party data is information collected by external data providers from multiple
sources where the brand has no direct relationship with the consumer, and it is typically sold or shared
with many firms to enable broad reach and scale in prospecting (Huang, 2025), but it often comes
with more variable accuracy, freshness, transparency, and perceived consent complexity; in contrast,
zero-party data is information consumers intentionally and proactively tell the brand (e.g., preference
centers, surveys), making it highly explicit and usually more reliable for personalization; first-party
data is gathered directly by the brand through its own touchpoints (website, app, CRM, in-store, call
center), giving the brand strong control and generally higher trustworthiness; and second-party data
is essentially another company’s first-party data shared through a direct, trusted partnership (e.g.,
airline and hotel), which is typically more source-defined and higher quality than TPD, but requires
partner governance and alignment (Feth et al., 2025; Majeti, 2025).

2.5. Cookies and Their Functions

Cookies are text files that track user behavior and personalize web experiences. They serve functions
such as authentication, personalization, analytics, and advertising targeting (Sakalauskas &
Kriksciuniene, 2024). Cookies are generally divided into two categories: first-party cookies (collected
by the company’s own website) and third-party cookies (provided by external entities).

First-party cookies are primarily used for session management, storing user preferences, and tracking
site analytics. In contrast, third-party cookies facilitate behavioral targeting, retargeting, and
programmatic advertising (Zhou et al., 2024). Due to growing privacy concerns and regulatory
interventions, the elimination of third-party cookies has necessitated the development of alternative
strategies to address these concerns. These include enhanced FPD collection, device fingerprinting,
Google’s Privacy Sandbox, and contextual advertising approaches.

The deprecation of third-party cookies is not merely a technical loss of targeting capability. It
represents a structural shift that compels digital marketing to be re-architected around consent,
transparency, and data governance (Cinar & Ates, 2022). This rupture is pushing firms to strengthen
direct consumer touchpoints and move toward relationship-based data architectures grounded in FPD
and ZPD, while also elevating approaches such as contextual targeting and privacy-enhancing
technologies to a more strategic role. However, if alternative solutions are designed solely for
performance rather than aligned with principles such as data minimization, purpose limitation,
retention controls, and accountability, they may trigger trust erosion and compliance risks (Lockitt,
2024). Accordingly, competitive advantage in the post-cookie era is shaped less by simply
diversifying data sources and more by a brand’s ability to build permission-based data practices
supported by a clear consumer value proposition and robust, end-to-end data governance capabilities.

2.6. Theoretical Anchors: Social Exchange Theory and Privacy Paradox

The evolution of data-driven strategies in digital marketing is not merely a technological transition
but a psychological and sociological process in which the relationship between consumers and brands
is redefined (Behare et al., 2024). To understand the post-cookie data strategies examined in this
study, two foundational theories emerge: Social Exchange Theory and the Privacy Paradox.

Social Exchange Theory explains social behaviors through a cost-benefit analysis. From this
perspective, consumers view their personal data as a "bargaining chip" and decide to share it based
on the balance between expected benefits such as personalized experiences, exclusive discounts, or
convenience and potential costs, including the loss of privacy or data security risks (Degutis et al.,
2023; Elangovan et al., 2025; Luo, 2002). The collection of ZPD represents the most concrete
application of this theory. When consumers proactively disclose their intentions and preferences, they
are engaging in a transparent value trade-off (Phan & Erceg, 2024). Consequently, in the post-cookie
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era, a brand's success in data acquisition depends no longer on the technical power of tracking
technologies but on the credibility and fairness of the value proposition offered to the consumer.

Conversely, the Privacy Paradox offers a critical framework for understanding consumers'
contradictory attitudes in digital environments. This concept refers to the gap between individuals'
high privacy concerns and their practical behaviors of continuing to share data despite these concerns
(Barth & De Jong, 2017). The deprecation of third-party cookies and the tightening of global
regulations (e.g., GDPR, CCPA) are direct results of rising societal privacy concerns (Pantelic et al.,
2022). However, consumers often continue to disclose data because they are unwilling to sacrifice
the comfort of personalized services (Awad & Krishnan, 2006). This paradox creates both an
opportunity and a risk for marketers: while consumers declare significant concern, they are inclined
to share data with platforms they trust and that possess transparent governance mechanisms. In this
context, the death of cookies is a structural break aimed at reducing the tension of the privacy paradox;
it compels brands to shift from "hidden tracking" toward "consent-based interaction".

These two theoretical lenses form the bedrock of the strategic framework proposed in this study.
While Social Exchange Theory explains the operational value and trade-off mechanism of data, the
Privacy Paradox highlights the underlying need for governance and legitimacy in data management.

3. Method

This study employs a Systematic Literature Review (SLR) to synthesize how ZPD, FPD, SPD, and
TPD are conceptualized within the digital marketing landscape, particularly in response to heightened
privacy expectations and the deprecation of third-party cookies. The review process was conducted
and reported in strict accordance with the PRISMA 2020 (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) statement to ensure transparency, objectivity, and replicability (Page et
al., 2021).

3.1. Search Strategy and Identification

The Web of Science (WoS) Core Collection was selected as the primary database due to its rigorous
indexing of high-impact journals in marketing, management, and information systems. The search
was conducted in May 2025 using a comprehensive query designed to capture all facets of data-driven
marketing strategies:

Query: (“Zero-Party Data” OR “First-Party Data” OR “Second-Party Data” OR “Third-Party Data”)

The query was executed using the WoS “Topic” search option (Title, Abstract, and Keywords) to
maximize retrieval sensitivity, and the results were filtered at the database level to the 2021 to May
2025 publication window before screening.

The initial search returned n = 383 records. Given that the search was conducted within a single high-
quality database (WoS) with specific parameters, no duplicate records were identified (n = 0). Thus,
all 383 records proceeded to the screening phase.

WoS Core Collection was selected because it provides rigorously indexed, high-impact, peer-
reviewed journals across marketing, management, and information systems, thereby supporting
transparency and replicability in line with PRISMA 2020 (Page et al., 2021).

3.2. Screening

The screening process was conducted in two distinct stages. First, in the title and abstract screening
stage, all 383 records were assessed for topical relevance. Records were excluded if they were
unrelated to marketing, published in non-peer-reviewed formats (e.g., editorial notes, book reviews),
or focused solely on technical data structures without strategic marketing implications; during this
stage, n = 308 records were excluded. Second, in the full-text retrieval stage, the remaining 75 articles
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were sought for full-text assessment; all were successfully retrieved and moved to the eligibility
phase.

Excluding non-marketing studies, non-peer-reviewed publication types, and papers focused only on
technical data structures (without strategic marketing implications) ensured that screening remained
aligned with the research questions and preserved the interpretability of the synthesis.

3.3. Eligibility

The n = 75 full-text articles were rigorously assessed against a set of predefined inclusion and
exclusion criteria. Studies were deemed eligible if they met the following requirements:

e Timeframe: Published between 2021 and 2025 (capturing the post-cookie transition era).
o Language: Written in English.

o Context: Situated within marketing, advertising, or consumer behavior.

o Indexing: Published in journals indexed in the Social Sciences Citation Index (SSCI).

o Contribution: Provided empirical or conceptual insights into data strategies, privacy
governance, or personalization.

Upon detailed review, n = 33 articles were excluded for not meeting these specific criteria (e.g., non-
SSClT status, lack of direct marketing focus, or contextually irrelevant data applications). This resulted
in n = 42 studies meeting the formal eligibility criteria.

The 2021-2025 timeframe was chosen to capture the post-cookie transition period. English-only
articles were used to maintain coding consistency and comparability. Restricting to SSCI-indexed
journals served as a quality threshold, improving the reliability of the evidence base.

3.4. Inclusion and Qualitative Synthesis

In the final stage, the 42 eligible studies underwent a "market-focused" depth analysis to ensure the
highest degree of relevance to the research questions. A further 17 studies were excluded because,
although they discussed data, their primary focus was not on marketing decision-making or strategic
personalization models. Consequently, a final corpus of n = 25 studies was included in the qualitative
synthesis. Due to the methodological heterogeneity of the included studies (ranging from conceptual
frameworks to diverse empirical designs), a meta-analysis was not performed (n = 0).

More specifically, the corpus is heterogeneous in (i) outcome operationalizations (ad effectiveness,
conversion, CLV-related metrics, trust, compliance risk), (ii) unit of analysis (individual disclosure
behavior, segment validity, platform-level targeting performance), and (iii) study designs and
measures (field experiments, ML-based prediction, conceptual and critical analyses). This diversity
prevents extracting commensurable effect sizes under a common metric, making a qualitative
synthesis more appropriate for theory-building and mechanism mapping.

The final “market-focused” review was applied because some papers mentioned data types but did
not address marketing decision-making, personalization strategy, or marketing outcomes. A meta-
analysis was not conducted due to substantial heterogeneity in designs and measures (Page et al.,
2021). The TCCM framework was used to systematically map theoretical, contextual, data-type, and
methodological variation (Sharma & Kushwah, 2025). Accordingly, the present review should be
read as an interpretive, theory-building synthesis that maps mechanisms, boundary conditions, and
governance logics, rather than as a pooled estimate of an average effect size.

To ensure a systematic analysis, the final 25 articles were coded using the TCCM (Theory, Context,
Characteristics, Methodology) framework (Sharma & Kushwah, 2025). This allowed for a structured
mapping of:
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e Theories applied (e.g., Privacy Paradox, Social Exchange Theory).
o Contexts (e.g., E-commerce, social media, retail).
o Characteristics of data types (ZPD, FPD, SPD, TPD).
o Methodologies used (e.g., experiments, surveys, case studies).
The complete selection process is visualized in the PRISMA flow diagram (Figure 1).
Figure 1: PRISMA Flow Diagram
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Eligibility criteria: SSCI-indexed, English language, 2021-2025, Marketing/Advertising context, Empirical or Conceptual.

4. Findings

Although several included studies originate from high-stakes domains such as healthcare, education,
and transportation, they are retained only insofar as they inform marketing-relevant mechanisms (e.g.,
consent architecture, trust formation, governance capacity, and personalization constraints). In other
words, these contexts are treated as boundary conditions that sharpen, rather than dilute, the marketing
logic of the post-cookie transition, because they amplify the consequences of privacy governance for
marketing outcomes.

The systematic synthesis of the 25 included studies reveals a significant strategic shift in digital
marketing data management. This section presents the findings categorized by descriptive trends,
methodological rigor, and thematic evolution, with a specific focus on the transition from third-party
ecosystems to privacy-centric data models.

4.1. Descriptive Analytics and Publication Trends

The distribution of studies from 2021 to 2025 (May) indicates a burgeoning interest in data privacy
and alternative data strategies. While the period began with a focus on data accuracy and social media
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metrics (2021, n=5), 2024 (n=8) marked a peak in empirical evaluations of post-cookie technologies.
Table 1 provides a comprehensive mapping of the final corpus.

Table 1: Mapping of the Reviewed Literature

Author(s) & Research Data e -
Year Context Focus Methodology | Key Contributions / Findings
Yu et al Content Identifies significant "noise" and inaccuracy in
’ Social media TPD . social media altmetrics, challenging TPD
(2021) Analysis L
reliability.
Shaw et al. . . Validates the integration of targeted marketing
(2021) Transportation SPD/TPD | Empirical data into specialized sectors like transportation.
. Explores TPD fusion for performance
é}(lgi)& Patire Traffic/Ad-Tech | TPD Experimental measures, highlighting technical integration
complexities.
Gonal et al Analyzes the "Privacy Paradox," showing users
@ Og 1 ’ User Privacy ZPD/FPD | Longitudinal share ZPD when benefits (e.g., safety) are
clear.
Chen et al Focuses on authenticity verification in
(2021) ’ Social Data TPD Experimental outsourced social data to mitigate TPD security
risks.
Wu et al. Recommender Demons?rates Vulnerablh'tles (p01son1ng?I
TPD Deep RL attacks) in recommendation systems using
(2022) Sys.
external data.
Polonioli Critically examines ZPD as a strategic
Consumer Strat. | ZPD Conceptual alternative to tracking, emphasizing explicit
(2022)
consent.
Designs customer experiences based on
Kim (2022) Smart Services FPD Case Study iterative FPD engagement cycles in smart
systems.
Canaway et al. . Maps perspectives on secondary use of datasets
(2022) Primary Care FPD/SPD | Exploratory in high-stakes healthcare environments.
B;rtheau & . . Examines the role of external data signals in
Lindner Economic Data TPD Empirical . . .
the energy transition and foreign aid context.
(2022)
Sanfiliono et Reveals a severe "governance gap" where
al. (2 0%3) LMS/Education SPD/TPD | Mixed-Method | third-party trackers bypass educational privacy
' intent.
Neumann et . Field Statistically proves that TPD segments are
al. (2023) B2B Marketing FPD/TPD Experiment often no more accurate than random targeting.
. .. Interprets the "privacy pivot" as a strategic
McGuigan et Ad-Tech TPD Crmcal. move by big platforms to consolidate market
al. (2023) Industry Analysis power
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Table 1 (Continued): Mapping of the Reviewed Literature

Jiang et al. Link Prediction FPD Experimental Proposes local differential privacy frameworks

(2023) to protect FPD during predictive analytics.

Rauti et al. E-Pharmacy TPD Network Documents high-risk data leaks on online

(2024) Analysis pharmacy sites through unregulated TPD
trackers.

Padilla et al. Customer FPD Probabilistic Positions the customer journey as a primary

(2024) Journey ML FPD source using probabilistic modeling.

Nugroho et al. = Al Interaction ZPD Exploratory Investigates ZPD-like interactions and

(2024) experience value in Gen-Al (ChatGPT) usage.

Chen et al. Social Science TPD Case Study Highlights the operational hurdles and ethical

(2024a) constraints of collecting social media data.

Chen et al. SME Manufac. FPD Empirical Identifies factors for successful digital

(2024b) transformation in SMEs using internal data
flows.

Bordel Data FPD/SPD = Experimental Introduces Blockchain for monetizing SPD

Sanchez Marketplace without exposing individual consumer

(2024) identities.

Akinnubi et al. | Social Graphs SPD/TPD | Case Study Utilizes knowledge graphs to unify multi-

(2024) source heterogeneous social network data.

Ahmadietal. = Online Ads FPD/SPD  Field Explores audience segment selection as an

(2024) Experiment optimization problem under targeting
constraints.

Lietal. (2025) Finance/Fraud TPD Empirical Analyzes alternative TPD as an external
governance mechanism for corporate
monitoring.

Leiva-Araos et = Healthcare Mgmt = FPD Empirical Optimizes patient management using ML-

al. (2025) based FPD analysis in primary healthcare.

Ham & Lee Digital FPD/TPD  Mixed-Method = Confirms FPD's superiority over TPD in

(2025) Advertising optimizing CLV and designing retargeting.

4.2. Methodological Synthesis

The literature exhibits a strong leaning toward Quantitative (64%) and Experimental (36%) designs.
A shift is observed from simple descriptive analytics to high-complexity predictive modeling (e.g.,
Bayesian ML and Reinforcement Learning).
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Table 2: Methodological Heterogeneity and Sampling Strategies

Method Type Articles Sampling/Data Sources
Wu (2022), Jiang (2023), Padilla

Experimental/ML (2024) Synthetic Graphs, Ad-Log Files, APIs
Ahmadi (2024), Neumann (2023), Ham

Empirical (Field/Survey) (2025) Facebook/Spotify Ads, B2B Field Tests
Kim (2022), Chen (2024), Nugroho

Case Study/Exploratory (2024) SME Records, Interview Transcripts

Critical/Conceptual McGuigan (2023), Polonioli (2022) Privacy Policies, Theoretical Literature

4.3. Thematic Findings

To exemplify the thematic analysis process, the included studies were first examined through open
coding, where recurrent meaning units related to data quality, privacy and governance, technical
substitutes for signal loss, and the strategic value of proprietary data were labeled at the “code” level.
Next, these codes were consolidated via axial coding into broader code categories. Finally, selective
coding was used to aggregate the categories into four overarching themes reported below. Theme
boundaries were refined through constant comparison, and a theme was retained when it recurred
across at least two independent studies, ensuring analytical robustness and coherence.

Table 3: Example coding structure

Theme Code categories Example codes Evidence base

.. . o “altmetrics noise”, “near-random | Yu et al. (2021);
The Accuracy Crisis of Data noise, segment validity, o 4 ( ),

. . segment accuracy”, “accuracy Neumann et al.
TPD targeting effectiveness

decay” (2023)

“policy-practice gap”, “third-party

Policy—practice gap, tracker | tracker bypass”, “privacy Sanfilippo et al.

Governance and the (2023); Rauti et al.

Privacy Paradox circumvention, privacy resignation”, explicit value (2024): Gopal et al.
resignation, value exchange | proposition increases ZPD (2021)
sharing”

“probabilistic models”, “cohort-

LEINT3

Probabilistic modeling, based targeting”, “efficiency

Padilla et al. (2024);

Technical Mitigation of | cohort targeting, de- without individual tracking’” Ahmadi et al.
Signal Loss identification, SPD “blockchain-enabled SPDg ’ (2024); Bordel
partnership infrastructure Sanchez (2024)

monetization”

ER I3

“FPD prioritization”, “purchase
Strategic Supremacy of | Prioritization, CLV-oriented | history + site behavior”, “CLV
FPD use, retargeting design calculation”, “AHP-based
weighting”

Ham & Lee (2025)

The four themes are analytically distinct yet causally connected in the post-cookie transition. The
“Accuracy Crisis of TPD” acts as a primary trigger that both accelerates the “Strategic Supremacy of
FPD” (firms shift toward proprietary data infrastructures) and stimulates “Technical Mitigation of
Signal Loss” (privacy-preserving substitutes seek to maintain performance). In parallel, “Governance
and the Privacy Paradox” functions as a cross-cutting constraint and legitimacy filter, shaping which
mitigation options are acceptable and how scalable FPD and ZPD architectures can become. When a
clear consumer value proposition is communicated, willingness to share ZPD may increase,
reinforcing relationship-based data strategies and strengthening the strategic role of FPD (Gopal et
al., 2021). Four dominant themes emerge from the qualitative synthesis of the included studies:

11



Ekonomi, Isletme ve Maliye Arastirmalar: Dergisi, Cilt 8, Sayt 1, 5.1-26

4.3.1. The Accuracy Crisis of TPD

A recurring finding is the unreliability of TPD. Yu et al. (2021) found that social media altmetrics
often contain significant noise, while Neumann et al. (2023) demonstrated that third-party segments
are frequently no more accurate than random targeting. This "accuracy decay" is a primary driver for
firms shifting toward proprietary data infrastructures.

4.3.2. Governance and the Privacy Paradox

The literature highlights a severe gap between corporate privacy policies and actual data-sharing
practices (Rauti et al., 2024; Sanfilippo et al., 2023). In sectors like healthcare and education, third-
party trackers often bypass user intent, leading to "privacy resignation." Conversely, Gopal et al.
(2021) suggest that while users fear privacy loss, they are increasingly willing to share ZPD when the
value proposition (personalization or safety) is explicit. Although examples from high-stakes domains
are discussed, they are used only to illuminate marketing-relevant mechanisms (legitimacy,
governance, and signal quality) under cookieless constraints, and all implications are interpreted
through a digital marketing strategy lens.

4.3.3. Technical Mitigation of Signal Loss

As third-party cookies vanish, technical innovations are filling the gap. Padilla et al. (2024) and
Ahmadi et al. (2024) show that probabilistic models and cohort-based targeting can maintain
advertising efficiency without individual tracking. Furthermore, Bordel Sanchez (2024) introduces
Blockchain as a means to monetize SPD partnerships without exposing raw consumer identities.

4.3.4. Strategic Supremacy of FPD

The most significant strategic finding is the empirical confirmation of FPD's superiority. Ham & Lee
(2025) utilize an Analytic Hierarchy Process (AHP) to show that advertisers now prioritize FPD
(purchase history, site behavior) over any external source for calculating CLV and designing
retargeting campaigns.

Figure 2: Thematic Relationship Map

T1: TPD Accuracy

cShapes & Crisis
onstraints - i i
(Legitimacy _ » & (Primary Trigger)
Filter) , »
L d
» -
& -
T22' Governance & Stimulates Accelerates
Privacy Paradox
(Cross-cutting Constraint)
T -
1 RS
| Shepes& ™ _ T3: Technical T4: Strategic
I (et ey | Mitigation of Signal Loss Supremacy of FPD
g U ? (Seeking Performance) (Shift to Proprietary)
1
' A
Shapes & Strengthens

(e.g., ZPD sharing)
Note: This figure was created by the author for the purposes of this study.

The findings obtained during the post-cookie transition clearly reveal the dynamic and causal
interactions between the themes. The accuracy crisis of TPD acts as a primary trigger that both
accelerates the strategic supremacy of FPD and stimulates technical solutions aimed at mitigating
signal loss. In this process, the theme of governance and the privacy paradox functions as a legitimacy
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filter determining which technical options are acceptable, while also serving as a cross-cutting
constraint that shapes how FPD and ZPD architectures can be scaled through the value proposition.
This relational structure, visualized in Figure 2, confirms that firms are restructuring not only their
technical toolsets but also their data-driven strategic infrastructures under these constraints.

4.3.5. Cross-Theory Contrasts and Contradictory Evidence

A key contribution of this synthesis is that the reviewed stream does not converge on a single
behavioral logic of disclosure. Social Exchange Theory implies that explicit and credible benefit
framing should increase ZPD contribution because consumers rationally trade data for value.
However, the Privacy Paradox and evidence of “privacy resignation” indicate that heightened concern
can coexist with continued disclosure, while simultaneously degrading data quality through fatigue,
distrust, or reduced engagement. This tension suggests that the outcome is not “more or less sharing”
per se, but the stability and validity of the resulting data signal.

Importantly, the literature also provides a critical counterpoint that complicates firm-centric
narratives of “privacy-first progress.” Some studies interpret parts of AdTech’s privacy pivot as
strategic repositioning to preserve market power, implying that “privacy” may function rhetorically
even when underlying incentives remain extractive. Therefore, post-cookie strategy should be
evaluated not only by technical compliance claims but by observable governance design and
verifiable reductions in opaque tracking.

Taken together, the contradictory findings can be reconciled by treating context and governance
capacity as moderators. In high-stakes settings, the value proposition is more risk-sensitive and trust-
dependent, making legitimacy mechanisms (transparency, perceived control, accountability) a
stronger determinant of whether ZPD and FPD strategies produce durable marketing advantage.

4.4. TCCM Framework Synthesis

To provide a structured roadmap for future research and to synthesize the current state of the field,
the findings are organized according to the TCCM framework. This framework identifies the
foundational pillars of the transition toward privacy-centric data strategies. To exemplify the
synthesis, Table 4 maps each TCCM pillar to representative research foci, variables, and illustrative
research questions derived from the reviewed stream. This makes explicit how theory, context,
characteristics, and methodology align and where gaps emerge.

e Theory: The reviewed literature predominantly utilizes Social Exchange Theory to explain
the value exchange in ZPD sharing, where consumers trade personal information for perceived
benefits. Furthermore, the Privacy Paradox remains a central theoretical lens, addressing the
conflict between users' privacy concerns and their actual data-sharing behaviors. For example,
a Social Exchange perspective can be operationalized by modeling “perceived benefit” (e.g.,
personalization, convenience, safety) and “perceived cost” (e.g., privacy risk, control loss) as
antecedents of ZPD disclosure intention, while the Privacy Paradox lens can be reflected in
the divergence between stated concerns and observed disclosure behavior.

e Context: While early research was heavily concentrated on E-commerce and Social Media
platforms, there is a clear emerging focus on high-stakes sectors such as B2B Marketing,
Healthcare (E-pharmacy), and Transportation. This shift indicates that data privacy is no
longer just a retail concern but a cross-industry strategic imperative. As an illustration, in e-
commerce the primary outcome is often ad effectiveness or conversion, whereas in e-
pharmacy or transportation the dominant outcome may shift toward trust, perceived safety,
and compliance-driven acceptance of data practices, indicating that the “value proposition” in
ZPD sharing becomes more risk-sensitive and domain-specific.

e Characteristics: There is a definitive shift in data attributes moving from Aggregated and
Inferred datasets (TPD) characterized by high volume but low precision, toward Individual
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and Explicit data (ZPD and TPD) which offer lower volume but higher intent precision and
ethical compliance. This shift can be exemplified by contrasting (i) TPD segments inferred
from browsing traces (high reach, uncertain validity) with (ii) ZPD preferences declared via
account settings, quizzes, or preference centers (lower reach, higher intent precision and
consent clarity). In practice, this re-balances optimization from “scale-first targeting” toward
“quality-first relationship data,” where the unit of value is not volume but verifiable intent and
permission.

e Methodology: The research landscape is transitioning from descriptive and cross-sectional
surveys toward Field Experiments (conducted on platforms like Facebook and Spotify) and
Predictive Machine Learning Models (Bayesian frameworks, Deep RL). This methodological
evolution reflects the need for causal inference and technical solutions to "signal loss" in the
post-cookie era. For example, field experiments can test whether privacy-forward prompts
(e.g., explicit benefit framing) increase ZPD contribution and downstream conversion, while
predictive models can estimate purchase propensity under reduced identifier availability,
using privacy-preserving features (e.g., cohorts, contextual signals) rather than individual-
level tracking.

Table 4: TCCM mapping for the post-cookie data strategy

TCCM What tl{e literature Example operationalization Example research question
emphasizes
Benefits vs. costs — ZPD When does perceived value
Value exchange and . . . . .
Theory . ; disclosure; concern behavior override privacy concern in
paradoxical disclosure .
gap ZPD sharing?
Do privacy-first strategies
Expansion beyond retail | E-commerce vs. e-pharmacy vs. | yield stronger trust effects in
Context . . . . .
into high-stakes sectors transportation outcomes high-stakes contexts than in
retail?
From inferred scale to How does intent precision
. .. L TPD inferred segments vs. ZPD | mediate the performance of
Characteristics explicit permission and . . .
. declared preferences campaigns when identifiers are
intent ..
limited?
. Field experiments; thh PIIvacy-presetving
Shift toward causal and . - signals best recover
Methodology . Bayesian/Deep RL prediction . .
technical approaches . performance in cookieless
under signal loss .
targeting?

Finally, the TCCM synthesis indicates an integrative logic: theoretical mechanisms (value exchange.
paradox) shape how privacy is interpreted in each context; contexts determine which data
characteristics are viable (e.g., permission strength, risk tolerance); and these jointly motivate
methodological choices (experiments for causality; ML for signal loss). This integrated view clarifies
that “post-cookie” change is not only a media technology shift but a coupled transformation of
governance, consumer psychology, and data architecture.

5. Discussion

This SLR systematically documents the structural transformation that unfolded in digital marketing
between 2021 and 2025. Specifically, it captures the shift from a passive tracking regime anchored in
TPD toward permission-based and relationship-centric data architectures built on ZPD, FPD, and
SPD. The findings indicate that the “post-cookie” era is not merely a measurement or targeting
challenge. It is also a new competitive arena defined by the ownership, governance, and legitimacy
of data assets that constitute the core input of marketing strategy. Accordingly, this discussion treats
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data types not only as technical categories, but as distinct “value production regimes” differentiated
by accuracy, scale, transparency, and governance requirements.

The reviewed studies show that the classic “source-based” taxonomy of data types has evolved into
a more strategically explanatory distinction in the post-cookie environment. Data now differs not only
by where it originates, but by the legitimacy mechanism through which it is produced and activated.
As a declared form of information that consumers knowingly and willingly provide, ZPD represents
the category where consent and perceived control are most explicit (Kilinc, 2024; Polonioli, 2022).
In this respect, ZPD reframes personalization away from “tracking” and toward “explicit declaration”
and “reciprocal benefit.” At the same time, the literature emphasizes that ZPD’s sustainability
depends on how clearly consumers perceive the value they receive in exchange for the information
they provide. When the value proposition is made salient, consumers can become more willing to
share data despite privacy concerns (Gopal et al., 2021). FPD, by contrast, has become the “strategic
core” of post-cookie data strategy in terms of both regulatory alignment and quality, because it is
behavioral and transactional data generated across a brand’s own touchpoints (Latvala et al., 2022;
Sousa, 2022). Within this SLR, the rise of FPD can be explained through two main mechanisms. First,
FPD offers higher operational fit for performance-oriented processes such as Customer Lifetime
Value (CLV) optimization and retargeting (Ham & Lee, 2025). Second, FPD aligns more strongly
with internal organizational capabilities for governance, security, and accountability due to the
brand’s greater control over collection and use (Liu & Li, 2024). SPD functions as a “bridge strategy”
to mitigate scale constraints, as it reflects another actor’s FPD shared through trusted partnerships or
formal agreements (Schneider et al., 2017). The strategic value of SPD lies in its ability to partially
approximate the scale advantage of TPD while maintaining a more source-defined and contract-based
governance structure. However, SPD also generates distinctive governance costs. When the scope of
data sharing is ambiguous, competitive assets may be exposed and privacy risks may increase, making
partnership governance a central managerial challenge (Schneider et al., 2017; Sponder and Khan,
2017). TPD, in turn, is reconceptualized in the reviewed literature through two interrelated problems.
The first is “accuracy decay,” driven by growing concerns about validity and freshness (Yu et al.,
2021). The second is “governance failure,” reflected in data-sharing practices that expand beyond
policy claims in real-world implementation (Sanfilippo et al., 2023; Rauti et al., 2024). Evidence from
Neumann et al. (2023) further indicates that third-party segments can perform no better than random
targeting in certain contexts, undermining not only the ethical and legal legitimacy of TPD but also
its performance-based rationale. For this reason, the SLR positions TPD not as the standard input that
reliably delivers scale, but as a resource characterized by high variance in accuracy and elevated
governance risk. Against this backdrop, a shared direction in the literature is to move beyond a “trust.
transparency continuum” toward a more explanatory mechanism: the “trust. value exchange” model.
On the consumer side, perceived control and transparency become micro-foundations of data quality.
On the firm side, governance capacity that embeds these mechanisms into organizational processes
becomes a key determinant of personalization performance (Cinar & Ates, 2022; Quach et al., 2022).

The findings suggest that the loss of cookies has produced a three-track adaptation pathway in
marketing analytics. The first track is the shift from deterministic, individual-level tracking toward
probabilistic modeling and journey-based inference. Padilla et al. (2024) show that the customer
journey can be reconceptualized as a robust source of information and that signal loss can be mitigated
through more advanced probabilistic frameworks. Ahmadi et al. (2024) further indicate that, in an
environment of overwhelming targeting options, segment selection itself becomes a strategic
optimization problem. This reframes post-cookie targeting around not only “who to target” but also
“under which targeting constraints” targeting should occur. The second track consists of technologies
that enable a privacy-preserving data economy. Studies such as Jiang et al. (2023) demonstrate the
potential of local differential privacy approaches to establish a more formalized balance between data
utility and privacy protection. Bordel Sanchez (2024) argues that blockchain-based tokenization and
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privacy-preserving algorithms can enable SPD-like data marketplaces that create value without
exposing raw consumer identities, advancing the ambition of scaling data sharing without identity
disclosure. Taken together, these streams signal a shift away from “personalization by hiding PII”
and toward “personalization without needing PIL.” The third track is the re-engineering of
organizational data architecture. As FPD rises in strategic importance, the need for CDP and CRM-
centric integration intensifies, making the collection, unification, and activation of data an internal
strategic capability (Kihn & Lin, 2024; Sousa, 2022). Importantly, technology alone is insufficient.
Value creation depends on designing data processes together with consent, purpose limitation,
retention policies, and sharing protocols as an integrated governance blueprint (Lim & Oh, 2025;
Pantelic et al., 2022).

One of the most consequential conclusions of this SLR is that privacy has become more than
regulatory compliance. It is increasingly a governance capability that produces data quality and brand
value. The reviewed studies show that, particularly in high-stakes sectors such as healthcare and
education, third-party trackers can leak data in ways that exceed user intent, and the persistent gap
between “policy present” and “implementation absent” remains a structural problem (Sanfilippo et
al., 2023; Rauti et al., 2024). This creates a dual-layer risk for brands: legal and reputational exposure
on the one hand, and weakened relationship-based data strategies due to privacy fatigue or privacy
resignation and the resulting decline in data quality on the other (Gopal et al., 2021). On the
operational side, the “dark side” of FPD centralization becomes more visible. While accumulating
large volumes of FPD can strengthen personalization, it can also expand the attack surface. Findings
from Wu et al. (2022) indicate that learning systems may be vulnerable to poisoning attacks, pushing
data strategy debates into the domain of cybersecurity and model integrity. Thus, “privacy-first
marketing” requires not only consent management but also embedding “secure-by-design” and
“accountable-by-design” principles into marketing technology stacks. The literature also produces a
normative tension. McGuigan et al. (2023) interpret AdTech’s pivot to privacy, in some cases, as a
strategic repositioning aimed at preserving market power, raising the risk that “privacy” becomes a
rhetorical instrument in the marketplace. This critical perspective balances the SLR’s main narrative
and clarifies a core point: success in the post-cookie era depends not only on better algorithms or
alternative data sources, but on building a data value chain that is legitimate to consumers,
accountable within firms, and transparent in the market. The synthesis of this SLR proposes
integrating post-cookie data strategies through a three-component structure:

Data asset architecture: ZPD, FPD, SPD, and TPD each have distinct profiles in accuracy, coverage,
and cost. While FPD becomes the core asset for CLV and retargeting processes (Ham & Lee, 2025),
SPD offers a complementary layer that helps address scale limitations (Schneider et al., 2017). TPD,
by contrast, increasingly resembles a high-risk, high-variance resource due to accuracy and
governance uncertainty (Neumann et al., 2023; Yu et al., 2021).

Legitimacy mechanism: ZPD and FPD generate legitimacy through relationship-based consent
architectures, where transparency and perceived control shape data quality (Gopal et al., 2021; Quach
et al., 2022). TPD and some SPD implementations rely more heavily on contracts, intermediaries,
and technical safeguards, making governance design inseparable from strategy (Lim and Oh, 2025;
Sanfilippo et al., 2023).

Activation logic: Post-cookie activation requires more probabilistic inference, more model-based
optimization, and more privacy-preserving computation (Jiang et al., 2023; Padilla et al., 2024). In
this context, technologies such as blockchain may scale SPD-like partnerships (Bordel Sanchez,
2024), while security vulnerabilities and model manipulation risks make the activation layer itself a
target for oversight (Wu et al., 2022).

Figure 3 presents the Triad: Synthesis Framework, a holistic approach developed to address cookie-
driven signal loss by integrating first-party data strategy, technical signal-loss mitigation, and privacy
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governance with trust-building. The framework treats both traditional data inputs (e.g., CRM systems,
web logs, surveys, and other brand-controlled sources) and cookie-related signal loss as core inputs,
which are then processed through a three-layer triad. First, firms strengthen data sovereignty through
a proprietary FPD strategy that consolidates owned data assets. Second, they compensate for
measurement and targeting disruption via technical mitigation mechanisms, such as probabilistic
modeling and secure activation environments (e.g., clean rooms). Third, they establish a legitimacy
and trust basis through privacy governance, including consent and compliance safeguards that
function as a “compliance shield.” By linking these triad components to both marketing outcomes
(e.g., personalization effectiveness, customer lifetime value optimization, and targeted advertising
performance) and risk—trust outcomes (e.g., reduced compliance exposure, sustainable data quality,
and secure data logging), the model clarifies the logic of the synthesis. Importantly, context operates
as a boundary condition, implying that the strength and configuration of these relationships may differ
between lower-risk retail settings and high-stakes domains. This triad consolidates dispersed findings
into a single strategic picture: post-cookie competition is shifting from a race for “more data” toward
a race for “more legitimate data and safer activation.”

Figure 3: The Marketing Data Re-Architecture Triad for the Post-Cookie Era
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Note: This figure was created by the author for the purposes of this study.

To strengthen the theoretical linkages in Figure 3, the synthesis is expressed as theory-informed
propositions. P1 (Social Exchange): clearer value propositions and greater perceived control increase
the stability and usefulness of voluntarily shared data (especially ZPD), improving personalization
outcomes rather than merely increasing disclosure volume. P2 (Privacy Paradox and resignation):
privacy concern may coexist with continued disclosure, yet it can reduce signal quality through
fatigue, distrust, or disengagement, making governance design critical for data validity. P3
(Governance as a moderator): strong privacy governance and accountability increase the feasibility
and legitimacy of technical mitigation options (e.g., probabilistic modeling, secure activation
environments), reducing compliance exposure while sustaining performance. P4 (Strategic
supremacy of FPD): as third-party accuracy decays, firms with stronger proprietary FPD
infrastructures and governance capacity are more likely to outperform brokered signals in CLV-
oriented targeting and retargeting. Context remains a boundary condition, implying that the strength
of these relationships differs between low-risk retail settings and high-stakes sectors.

5.1. Theoretical Contributions
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This SLR advances theory by explaining the post-cookie transition as a structural break in the logic
of personalization, not merely a disruption in measurement infrastructure. Prior privacy-focused
syntheses have largely consolidated constructs, taxonomies, and consumer decision mechanisms
across broad contexts or specific settings (Pelteret and Ophoff, 2016; Sun et al., 2024; Unny, 2023),
while foundational work in marketing and law has foregrounded privacy governance and consumer
protection principles (Corones and Davis, 2017; Martin and Murphy, 2017). Building on these
streams, our review theorizes cookie deprecation as an ecosystem-level shock that reorders the
relative strategic value of data assets and forces a shift from scale-oriented tracking to legitimacy-
oriented data production. In doing so, it reframes the cookieless transition as a market-wide
reallocation from externally brokered signals (TPD) to relationship-based and permissioned data
architectures (ZPD, FPD, and SPD), thereby offering a theoretically grounded account of why “data
ownership and governance” become first-order determinants of marketing advantage in the privacy-
first era (Cinar and Ates, 2022; Lim and Oh, 2025; Quach et al., 2022). This strengthens the paper’s
originality by moving beyond a descriptive taxonomy toward an integrated explanation of how
performance, legitimacy, and governance jointly shape post-cookie marketing advantage.
Accordingly, Figure 3 is positioned as a theory-consistent bridge that links consumer-level disclosure
mechanisms to firm-level data architecture and activation choices.

Second, the review reconceptualizes the Privacy Paradox beyond an individual-level attitude,
behavior inconsistency and positions it as a generative mechanism that redesigns the data ecosystem.
Specifically, our synthesis shows that the quality and sustainability of ZPD increasingly depends on
the clarity of the value proposition and consumers’ perceived control, meaning that privacy calculus
is better treated as a micro-foundation of data quality rather than only a constraint on data collection
(Gopal et al., 2021; Polonioli, 2022). On the firm side, governance capacity and internal data
architecture emerge as performance conditions for personalization, because they determine whether
explicit consent and accountability can be operationalized at scale across touchpoints and activation
pipelines (Ham & Lee, 2025; Sousa, 2022). This repositioning breaks the legacy assumption that
tracking is functionally synonymous with personalization and instead frames “personalization
without tracking” as a socio-managerial design problem, where transparency, perceived control, and
accountability design substitute for opaque signal extraction as the basis of targeting legitimacy and
effectiveness (Ham & Lee, 2025; Neumann et al., 2023).

Third, the SLR provides a multi-level theoretical bridge between technical signal loss and managerial
strategy by integrating evidence on performance, risk, and governance into a unified explanation of
post-cookie outcomes. Empirical findings indicating the performance gap between FPD and TPD
support the claim that the old scale advantage of third-party ecosystems is increasingly offset by
accuracy decay and governance uncertainty (Ham & Lee, 2025; Neumann et al., 2023; Yu et al.,
2021). At the same time, the literature on operational vulnerability shows that privacy-resilient data
strategies do not automatically reduce risk. Centralized FPD infrastructures can expand the attack
surface, while Al-driven systems can be exposed to manipulation, implying that marketing capability
in the post-cookie era must be co-theorized with security and model integrity rather than treated as a
purely analytics-driven competence (Rauti et al., 2024; Sanfilippo et al., 2023; Wu et al., 2022). In
this way, the review extends dominant cookieless narratives that are often limited to measurement,
attribution, and operational adaptation by embedding them within a broader governance-performance
trade-off framework (Elmér and Nilsson, 2022; Erceg, 2024; Mantovaara, 2022; Ruzive et al., 2023).

Finally, the review advances boundary-based theorizing of data ownership and sharing by showing
how emerging technologies are used to redraw the limits of legitimate data exchange. Blockchain and
decentralized identifiers, together with privacy-preserving computation, are theorized not only as
technical fixes but as boundary-setting mechanisms that aim to enable value creation through SPD-
like collaboration while reducing identity exposure and strengthening governance conditions (Bordel
Sanchez, 2024; Jiang et al., 2023). This contribution enriches Information Boundary Theory by
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illustrating how firms attempt to re-specify “who owns what data,” “under which rules,” and “for
which activation purposes” in an era where legitimacy is increasingly audited by regulators,
platforms, and consumers (Lim & Oh, 2025; Pantelic et al., 2022). Collectively, these theoretical
moves shift the field from descriptive accounts of cookie deprecation toward an integrative
explanation of how consumer privacy decisions, governance mechanisms, and alternative data
capabilities jointly shape post-cookie personalization effectiveness and strategic differentiation.

5.2. Practical Contributions

This SLR translates the post-cookie transition into actionable implications for firms, technology
teams, and regulators. The central practical message is that moving toward FPD and ZPD is not a
tactical replacement for third-party cookies, but a strategic redesign of marketing capability.
Advantage increasingly depends on building robust internal data infrastructure, sustaining consumer
cooperation through credible value exchange, and embedding governance and security into activation
processes rather than treating them as after-the-fact compliance.

For marketing managers, the evidence suggests that proprietary data, especially FPD, delivers
stronger effectiveness and controllability than legacy third-party approaches, while TPD is
increasingly associated with accuracy decay and governance uncertainty (Ham & Lee, 2025;
Neumann et al., 2023; Yu et al., 2021). Accordingly, firms should prioritize CDP and CRM
integration to unify first-party signals across touchpoints and to turn fragmented traces into decision-
ready assets through data quality routines and standardization (Kihn &Lin, 2024; Latvala et al., 2022;
Sousa, 2022). For ZPD, sustainable personalization requires transparent, user-centric value-exchange
design. Tools such as preference centers, interactive onboarding, and explainable personalization can
make benefits immediate and reinforce perceived control, improving both trust and the quality of
declared data used for personalization (Gopal et al., 2021; Kilinc, 2024; Polonioli, 2022; Quach et
al., 2022).

SPD can partially restore scale, but only under strict partnership governance. Firms should implement
“clean” protocols, including clear purpose limitation, minimization, retention rules, auditability, and
secure matching to reduce identity exposure (Schneider et al., 2017; Sponder and Khan, 2017).
Emerging privacy-preserving exchange designs, including blockchain-enabled mechanisms, may
support SPD value creation when coupled with enforceable accountability (Bordel Sanchez, 2024;
Jiang et al., 2023). For TPD, the implication is not total abandonment but disciplined use. If employed
for prospecting or enrichment, TPD should be treated as a high-variance input and subjected to
benchmarking against FPD baselines, freshness and bias checks, and continuous validation
(Neumann et al., 2023; Yu et al., 2021).

For AI and technology teams, the literature underscores secure-by-design architectures and model
integrity controls, since centralizing FPD and relying on ML-based activation can expand the attack
surface (Wu et al., 2022). For policymakers, persistent gaps between privacy policy and actual
tracking practices indicate the need for enforceable standards and sector-specific oversight, especially
in high-stakes domains, to enable a market where privacy-resilient personalization is both credible
and scalable (Lim and Oh, 2025; Pantelic et al., 2022; Rauti et al., 2024; Sanfilippo et al., 2023).

6. Conclusion

This systematic literature review mapped the strategic evolution of digital marketing data in the
privacy-first era by synthesizing 25 high-impact studies published between 2021 and May 2025. The
review confirms that third-party cookie deprecation represents more than a technical disruption. It
constitutes an ecosystem-level inflection point that redefines how personalization can be legitimately
produced, governed, and scaled. Across the corpus, a consistent pattern emerges: third-party data
(TPD), once the backbone of programmatic advertising, is increasingly portrayed as a volatile asset
characterized by accuracy decay, limited transparency, and heightened governance risk (Neumann et
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al., 2023; Sanfilippo et al., 2023; Yu et al., 2021). In contrast, first-party data (FPD) and zero-party
data (ZPD) are positioned as strategic cornerstones of contemporary personalization, not only because
they are more controllable and regulation-aligned, but because they enable a relationship-centric logic

anchored in explicit consent and clearer accountability (Ham and Lee, 2025; Polonioli, 2022; Sousa,
2022).

A second overarching conclusion concerns the emerging feasibility of “Personalization without
Tracking.” The evidence indicates that signal loss in the post-cookie transition is being partially offset
by a combination of probabilistic and journey-based modeling, privacy-preserving computation, and
new forms of governed data collaboration. Al-driven inference frameworks, differential privacy, and
blockchain-enabled exchange mechanisms are increasingly discussed as ways to sustain marketing
effectiveness while reducing identity exposure and strengthening legitimacy conditions (Bordel
Sanchez, 2024; Jiang et al., 2023; Padilla et al., 2024). Taken together, these developments suggest
that post-cookie personalization is becoming less dependent on opaque cross-site surveillance and
more dependent on the ability to convert trust, transparency, and governance design into data quality
and activation capability. In this sense, the SLR bridges technical accounts of tracking loss with a
strategic understanding of how firms are re-architecting data assets and decision systems to compete
in privacy-first markets, offering both a theoretical baseline for scholars and an actionable roadmap
for practitioners.

6.1. Limitations

Despite the rigor of the PRISMA-based review process, several limitations should be acknowledged.
First, the search was limited to the Web of Science Core Collection and to English-language, peer-
reviewed journal articles. Although non-marketing high-stakes contexts (e.g., healthcare, education,
transportation) were retained only when they illuminated marketing-relevant mechanisms, their
inclusion may still dilute a purely marketing-centric interpretation; therefore, the generalizability of
some themes should be evaluated with attention to contextual boundary conditions. Consequently,
relevant insights from grey literature (e.g., regulatory documents, industry reports, practitioner white
papers, and conference proceedings) may be underrepresented, even though such sources can be
influential in rapidly evolving domains. Second, the review includes studies published up to May
2025. Given the fast pace of platform updates and the emergence of Al-enabled privacy technologies,
more recent developments in cookieless targeting and measurement are not captured. Third, the
included studies are methodologically diverse, ranging from conceptual papers and case studies to
field experiments and machine-learning-based analyses. While this breadth improves conceptual
coverage, it reduces comparability across studies and precludes a quantitative meta-analysis, making
qualitative synthesis the most appropriate approach. Finally, the final corpus (n = 25) should be
interpreted as a focused, high-quality evidence base rather than a statistically representative sample
of all post-cookie research. The SSCI criterion and the 2021-2025 time window were applied to
ensure reliability and topical relevance, and the additional market-focused filter was used to retain
studies directly informing marketing decision-making and personalization strategy. Accordingly, the
main contribution of this SLR is to synthesize mechanisms and theory-consistent insights, not to
estimate pooled average effect sizes.

6.2. Future Research Directions

The cookieless transition opens several high-value avenues for future research. First, longitudinal and
panel-based designs are needed to test whether the shift toward ZPD and FPD produces sustained
trust and loyalty gains, or whether privacy fatigue and disclosure fatigue reduce the completeness and
reliability of self-reported preferences over time (Gopal et al., 2021; Polonioli, 2022). Second, future
work should develop sector-specific governance models that reflect the distinct ethical and legal
requirements of high-stakes industries such as healthcare, education, and transportation, where third-
party tracking and leakage risks are particularly consequential and where “one-size-fits-all” consent
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frameworks may be insufficient (Sanfilippo et al., 2023; Rauti et al., 2024; Shaw et al., 2021). Third,
research should examine the “dark side” of FPD at scale, including the possibility of data
concentration and monopolistic advantage, as well as security threats arising from centralized
repositories that create single points of failure for both privacy and model integrity (Wu et al., 2022).
Fourth, additional empirical work is needed on privacy-preserving machine learning and synthetic
data, especially on whether replacing PII with generated or federated signals can preserve predictive
performance while reducing privacy risk, and under which governance conditions such approaches
remain auditable and fair (Jiang et al., 2023). Finally, the field would benefit from economic
quantification of the privacy-first transition by estimating the cost—benefit trade-offs of moving from
low-cost TPD to higher-engagement ZPD and infrastructure-intensive FPD, including effects on ROI,
measurement accuracy, and long-term customer equity. Such research would provide firms with a
clearer business rationale for ethical data transformation and would help policymakers anticipate the
market-level consequences of privacy regulation (Lim and Oh, 2025; Pantelic et al., 2022).
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