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Abstract The Internet of Things (IoT) has become a major issue that has gained significant attention in the research 

community. Advances in IoT technologies have resulted in the emergence of various security issues and raised concerns 

about potential privacy breaches of IoT data. Utilizing Blockchain Technology (BCT) is seen as a promising solution for 

addressing security issues in the IoT. This paper offers a clear overview of IoT security threats, including the related security 

characteristics and the challenges that come with integrating BCT with IoT. A brief discussion of various consensus protocols 

and existing security techniques is presented. A comparative study of several Distributed Ledger Technology (DLT) 

platforms based on both qualitative and quantitative evaluation criteria is also presented. This paper explores the role of BCT 

in improving security in Intrusion Detection Systems (IDS) and other applications in the IoT environment. Additionally, the 

paper identifies open issues and highlights potential research opportunities that can benefit future studies. 

Keywords: Blockchain Technology, Distributed Ledger Technology, Internet of Things, Intrusion, 

Detection System.

1. INTRODUCTION 

In recent years, the role of IoT in enabling innovative applications has increased. IoT transforms traditional systems into 

intelligent solutions through the integration of modern and sophisticated technologies, thereby improving efficiency and service 

quality. As IoT systems evolve to be more versatile, apprehensions over the privacy and security of IoT data are increasing. The 

smart devices employed in IoT design are inherently vulnerable and resource-constrained to numerous security threats. IoT 

devices interact via a centralized server, which heightens the risk of a single point of failure [1]. Every layer inside the IoT 

architecture encounters unique security challenges, complicating the development of a security model that accommodates the 

various components of the IoT framework. Moreover, security attacks targeting IoT architecture are growing in sophistication. 

Notable attacks include physical attacks, malicious node injection, phishing, impersonation, jamming,  and data leakage [2]. 

Effectively countering security attacks in the IoT requires robust technological solutions. Security systems must meet essential 

criteria, including integrity, confidentiality, and availability. However, the high energy consumption and limited storage capacity 

of IoT devices make conventional cryptographic techniques insufficient for providing adequate security [3].  

In light of these challenges, it is imperative to restructure and rethink IoT systems fundamentally. Currently, the most promising 

option for enabling a distributed and secure IoT environment is BCT [4]. Haber et al. first described BCT as "a cryptographically 

secured chain of blocks" in 1991 [5]. However, it obtained popularity once S. Nakamoto used it as a public ledger in the 

cryptocurrency Bitcoin (2008) [6]. Since then, it has drawn significant attention from a variety of fields, including insurance, 

transportation, banking, and agriculture. It helps make a number of processes quicker, leaner, and more transparent due to its 

effective transaction digitalization capabilities [7, 8]. BCT is a distributed ledger composed of cryptographically linked, 

timestamped blocks, allowing peers to share data transparently and securely. Accordingly, by utilizing a distributed and secure 

environment, BCT could overcome the security concerns related to traditional IoT systems. Many academic researchers are 

working to do away with the requirement for a central trusted authority and use BCT to enable IoT because of its decentralized, 

immutable, auditable, and fault-tolerant characteristics. 

Recent research has explored the benefits of integrating BCT with the IoT in various scenarios. While some surveys have 

reviewed these solutions, they differ in the depth of their coverage of the topic. A thorough review is still needed to address the 

security concerns of BC-based IoT systems. This paper aims to address that need by examining the latest BCT that can enhance 

the security, performance, and efficiency of IoT, with a focus on recent research into security challenges in this area. Further, it 

identifies open research directions to guide future research. Table 1 summarizes our review paper's comparison with other review 
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papers by taking into account the following seventeen criteria: 1: IoT applications;  2: IoT components; 3: IoT architecture;  4: 

Attacks in IoT; 5: BCT types; 6: BCT characteristics; 7: DLT; 8: Evaluation criteria; 9: Consensus mechanism; 10: Smart contract; 

11: Cryptocurrency; 12: Access control; 13: security enhancements in BC-based IoT; 14: IDS in BC-based IoT;  15: BC-based 

IoT Applications;  16: Challenges in IoT, BCT, and integration BC-based IoT; 17: Future research directions and open issues. 

While many researchers have studied BCT and IoT separately, few have explored the integration of BCT and IoT. 

 Our contributions can be summarized as follows: 

• This survey provides an overview of the IoT, including its background, applications, components, architectures, and the 

various types of attacks to which IoT systems are vulnerable. 

• This survey explores a state-of-the-art in BCT by highlighting its background, types, characteristics, relationship to DLTs, 

evaluation criteria, consensus mechanisms, smart contracts, cryptocurrencies, and access control techniques. 

• This survey reviews the advantages of integrating BCT with IoT and recent research efforts on BC-based solutions to 

enhance IoT security and various BC-based IoT applications. 

• Finally, in addition to highlighting the research challenges in IoT and BCT, as well as the challenges of integrating BCT 

with IoT, this work outlines several future research directions for open integration of BCT with IoT security, along with 

some solutions that researchers have proposed to overcome these challenges and limitations. 

Table 1. Criteria covered compared with other review papers. 
Reference Year  1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 

[9] 2025                  

[10] 2025                  

[11] 2025                  

[3] 2024                  

[4] 2024                  

[12] 2024                  

[13] 2024                  

[7] 2023                  

[14] 2023                  

[15] 2022                  

[16] 2021                  

[17] 2021                  

Our work                  

The remainder of our survey is structured as follows. Section II provides the background, applications, characteristics, 

architectures, and various types of attacks associated with the IoT. Section III presents a comprehensive overview of BCT. Section 

IV analyzes the integration of BC-based IoT. Section V reviews applications that leverage BC-based IoT. Section VI identifies 

challenges related to IoT, BC, and their integration, and discusses future research directions and open issues. Section VII presents 

the conclusion. 

2. INTERNET OF THINGS OVERVIEW  

This section offers a comprehensive overview of the IoT, including its applications and components. This section indicates 

many architectures proposed by researchers for the IoT. Moreover, this section discusses possible attacks in the IoT context. The 

term IoT first appeared in the 1970s,  when British technology developer Kevin Ashton was working on Radio Frequency 

Identification (RFID) at Procter and Gamble [18]. The increasing accessibility of the Internet has improved global information 

exchange. At the same time, the IoT presents new options that can provide a competitive edge, covering wide domains from 

individual systems to multi-platform deployments and real-time cloud environments [19].  

2.1. Internet of Things Applications  

There are many applications (as shown in Figure 1) where IoT has been deployed. They have become intelligent and execute 

their tasks mechanically with assistance from the Internet [20]. The first application is healthcare, wherein sensors monitor human 

body temperature, blood pressure, and heart rate [21, 22]. Another application is smart cities, as individuals utilize several 

electronic devices such as refrigerators, microwave ovens, fans, heaters, and air conditioners within their residences. Installed 

sensors detect problems and relay them to the manufacturing company for resolution [22]. The third application of IoT is tracking 

animals. An animal's body embeds GPS sensors for efficient tracking. Animals also use it to monitor their nutrition [23]. Another 

IoT application is smart robotic grippers that directly engage with objects to gather sensory input. Numerous sensors and 

instruments, such as touch, motion, vision, optical, and force sensors, equip a smart gripper. The sensors equipped with a smart 

gripper determine their intelligence as they collect real-time information for decision-making. Consequently, they must adhere to 

design parameters, including cost, weight, and compactness [24].  

Moreover, there are various IoT applications, including infrastructure management  manufacturing, smart transportation, smart 

agriculture, smart retail, cryptocurrency, finance, reputation systems, copyright protection, energy, societal applications, 

advertising, mobile applications, defense, supply chain management, voting, agriculture, education, automotive, identity 
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management, asset tracking, law enforcement, digital records management, intrusion detection digital ownership management, 

property title registries, and other domains [15, 20]. 

 
Figure 1. Major IoT Applications in Various Industries [15, 25]. 

2.2.  Internet of Things Components 

IoT offers numerous advantages and conveniences to users. Therefore, their proper utilization requires some components. This 

section discusses the components of IoT. Figure 2 illustrates the components required to provide IoT functionalities. 

(1) Identification 

Identification offers each object in the network a distinct identification. Naming and addressing are the two procedures involved 

in identification. While addressing indicates an object's specific location, naming indicates an object's designation. Although 

multiple objects may share the same name, each is always assigned a distinct address, distinguishing naming from addressing. 

Various methods, such as ubiquitous codes and Electronic Product Codes (EPC), enable object naming within a network [26].   

(2) Sensing 

Sensing is the process of collecting and storing information from environments or objects, using sensing devices such as 

wearable sensing for physiological data, RFID tags for tracking, actuators for movement control, and smart sensors for 

environmental monitoring [20, 27]. 

(3) Communication 

Communication is a primary function of IoT, wherein many devices are interconnected and exchange information. 

Communication devices can receive and transmit files, messages, and other data. Many technologies are used to facilitate 

communication, including RFID [27], Bluetooth [28], Near Field Communication (NFC) [29], and Long Term Evolution (LTE), 

Wi-Fi [30, 31]. 

(4) Computation 

Computation is executed on the information collected from the objects utilizing sensors. It is utilized to eliminate unnecessary 

and unnecessary information. Different software and hardware platforms have been developed to execute processing in IoT 

applications. Software platforms are significantly influenced by the operating system when processing tasks. Different operating 

systems are utilized, including Android, Lite OS, Contiki, Tiny OS, and MantisOS [32, 33]. However, hardware platforms utilized 

include Arduino [34], Raspberry Pi [35], and Intel Galileo [36].  

(5) Services 

Assistance IoT applications offer four distinct types of services. The first is an identity-related service, which is used to identify 

the objects that have transmitted the request. The service of information aggregation gathers data from numerous objects. The 

aggregation service also does the processing. The third service is a collaborative system that makes decisions based on the gathered 

information and transmits suitable replies to the devices. The final service is ubiquitous, designed to respond to devices 

immediately without constraints regarding time and location [20, 37].  
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(6) Semantics 

IoT relies on semantics to help users fulfill their responsibilities. The fundamental function of IoT is to carry out its 

responsibilities. It acts as the central processing unit of the IoT. It collects all information and generates suitable decisions to 

transmit replies to the device [20, 38]. 

Figure 2.  Components of IoT System Architecture [20, 39]. 

2.3. Internet of Things Architectures  

There  is no general agreement among researchers about the architecture of IoT [40]. Researchers have proposed various 

architectures, with the most common being the three-layer, four-layer, five-layer, and seven-layer architectures. Figure 3 illustrates 

these architectures. 

(1) Three-layer Architecture 

The three-layer architecture consists of three layers: the application layer, the network layer, and the perception layer. The 

applications of IoT include animal tracking, smart cities, smart homes, smart healthcare, etc. It is responsible for delivering 

services to the applications. Each application may have different services because they rely on the information that sensors collect. 

The application layer presents numerous challenges, with security becoming the most important one  [41]. 

People often refer to the network layer as the transmission layer. It works as an interface between the perception layer and the 

application layer. It transmits and carries information collected through physical objects via sensors. The transmission medium 

can be either wired or wireless. It also assumes the role of interconnecting smart cities, network devices, and networks  [33, 42]. 

The perception layer, also known as the sensor layer, functions similarly to human sensory systems, such as smell, vision, and 

hearing. Its primary role is to identify things and collect data from them. Various sensors, including 2-D barcodes, RFID tags, and 

others, are attached to objects to collect data according to the specific application's requirements  [33, 43].  

(2) Four-layer Architecture 

The three-layer architecture, initially seen as a basic model, has limitations in addressing IoT's evolving needs. To overcome 

this, a four-layer architecture was proposed, retaining the original three layers while adding a support layer to enhance security. 

The support layer addresses security risks by verifying information transmission and safeguarding against potential threats  [33, 

44].  

(3) Five-layer Architecture 

The five-layer architecture builds on the four-layer model by adding two new layers: the business layer and the processing 

layer. This architecture addresses security and storage issues in IoT, and is considered capable of meeting IoT standards while 

securing IoT applications. The business layer manages application functions, while the processing layer handles data processing, 

reducing big data challenges  [20].  

(4) Seven-layer Architecture 

The seven-layer architecture, primarily used by the IoT World Forum (IoTWF), offers a robust model for IoT systems [45]. It 

includes the following layers: Collaboration and Processes, Application, Data Abstraction, Data Accumulation, Fog (Edge) 

Computing, Connectivity, and Physical Devices and Controllers. Each layer plays a critical role in enhancing IoT functionality. 

In the Collaboration and Processes layer, data  combines from lower layers with commercial applications and facilitates user 

interaction with IoT devices, delivering economic value.  The Application Layer acts as the interface for users to interact with IoT 

data, supporting applications like surveillance, optimization, and consumer behavior analysis.  The Data Abstraction Layer filters 

and organizes data to create efficient, functional applications. The Data Accumulation Layer serves as an intermediate storage 

layer for incoming and outgoing data, using systems like SQL, Cassandra, and MongoDB. The Fog (Edge) Computing Layer 

optimizes data processing by reducing latency, enabling real-time decision-making through decentralized computing. The 
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Connectivity Layer extends connectivity to the cloud and ensures data transfer between physical and logical systems. The Physical 

Devices and Controllers Layer comprises IoT "things" like actuators, sensors, and edge nodes that establish connections between 

the physical and digital worlds   [46]. Figure 3 illustrates the sequence of the three, four, five, and seven-layer architectures that 

have been proposed for the IoT. 

 

Figure 3. Layered Models for IoT Architectures (3, 4, 5, 7 Layers) [20, 33, 47, 48]. 

2.4. Types of Attacks in Internet Of Things  

As the amount and variety of IoT devices grow, the attack surface increases greatly, rendering these systems more vulnerable to 

several security threats. Figure 4 depicts the grouping of IoT security attacks. Below is a brief overview of the types of attacks 

classified under four groups on IoT devices. 

(1) Physical attacks 

Physical attacks in IoT environments are adversarial actions that mainly target the wireless communication infrastructure, 

aiming to disrupt, degrade, or entirely block the reception and transmission of data packets between IoT devices and servers. 

Common examples of these attacks include eavesdropping, spoofing, jamming, and tampering. These attacks pose substantial 

risks to the reliability and security of critical IoT applications, including smart cities, innovative healthcare, and smart homes. 

Therefore, it is essential to include efficient detection and mitigation mechanisms, such as Automated Modulation Categorization 

(AMC), which enables suitable countermeasures and recognizes the modulation formats of the current attack [49]. 

(2) Software attacks 

The proliferation and increased interconnectivity of IoT devices across various domains, such as smart cities, innovative 

healthcare, and smart homes have elevated the risk of software-based attacks that could compromise the privacy and security and 

of both users and systems.  Software attacks targeting IoT can manifest in several forms, including malware, Denial-of-Service 

(DoS), spoofing, ransomware, and tampering. These attacks often exploit vulnerabilities in the software configuration, 

implementation, or design of IoT devices, as well as the networks through which they communicate. The repercussions of such 

attacks can be severe, leading to disrupted device functionality, theft of sensitive data, financial extortion, or even physical 

damage. Consequently, it is imperative to implement robust software engineering practices and security measures to effectively 

mitigate and prevent the risks associated with software attacks in IoT environments  [1, 50]. 

(3) Network attacks 

These attacks pose a considerable threat to the privacy and security of connected systems and devices. They can compromise 

the availability, functionality, integrity, and confidentiality of services and data provided by IoT devices. Common network attacks 

in IoT include Man-in-the-Middle (MITM), Denial-of-Service (DoS), replay, spoofing, and eavesdropping. To avoid or reduce 

these threats, many countermeasures can be applied across multiple layers of the IoT architecture, including authentication, 

firewalls, encryption, and intrusion detection [49, 51, 52].  

(4) Application Attacks 

Attacks against IoT applications primarily target IoT system services and user-facing interfaces. These interfaces, typically 

intended for data retrieval, interaction, or configuration, may serve as targets for attackers aiming for illegal access or harmful 
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alteration [51]. Phishing is a quintessential application attack. Phishing attacks use fraudulent methods to entice users into 

disclosing sensitive information, often by imitating authentic IoT application interfaces. SQL injection exploits programs' 

foundational databases, allowing attackers to insert harmful SQL instructions to obtain or alter data or unauthorized access. In 

web-connected IoT devices, cross-site scripting (XSS) enables attackers to embed malicious scripts into web pages, which are 

subsequently executed by unsuspecting users' browsers, potentially resulting in session breaches or data theft. Data leakage 

frequently arises from vulnerabilities or misconfigurations inside the program, unintentionally revealing sensitive information 

[53]. 

(5) Authentication and Authorization Attacks 

Authentication and authorization are fundamental to IoT device security, ensuring the verification of user identities and the 

provision of appropriate access rights. As IoT ecosystems get more complex, these processes are increasingly exposed to targeting 

[51]. Attackers, identifying the opportunity to exploit vulnerabilities, infiltrate or seize control in these security checkpoints, 

resulting in illegal access and possible data compromise. Brute force attacks exemplify a direct yet persistent method wherein 

attackers’ endeavor to obtain access by exhaustively testing all conceivable credential combinations until a successful match is 

achieved. Password cracking is utilizing known data or methods to ascertain or infer the right password, sometimes capitalizing 

on weak or frequently employed passwords. As one progresses from the initial access to subsequent sessions, session hijacking 

presents a significant concern. In this scenario, attackers hijack an active session between the user and the IoT device, 

circumventing the requirement for direct login credentials.  

Finally, replay attacks involve malicious actors intercepting and retransmitting data, particularly authentication requests, to 

deceive IoT devices into providing access or executing undesired activities. Each of these assaults highlights the critical necessity 

for resilient and adaptive security protocols in the continuously growing domain of IoT [49, 51, 52].  

Figure 4. Taxonomy of IoT security attacks  [49, 51]. 

3. BLOCKCHAIN OVERVIEW  

This section presents a thorough analysis of BC, including an overview of different BCT types and an evaluation of 

significant DLT platforms using both quantitative and qualitative criteria. This analysis aims to aid DLT developers and 

architects in identifying the most appropriate platform that corresponds with their particular needs. This section also presents 

consensus mechanisms, smart contracts, and cryptocurrency. The characteristics of BCT and the associated challenges are also 

highlighted. 

In 2008, a group of individuals, or a person known as Satoshi Nakamoto, published a groundbreaking paper on Bitcoin, 

describing a new decentralized, peer-to-peer electronic cash system [2, 8, 54]. The paper introduced BCT, a data structure for 

recording financial transactions, and explained the protocol that maintains the BC's validity across the network. Many people 

mix up BCT and Bitcoin. However, Bitcoin is a cryptocurrency that uses to allow it to trade freely and globally without the 

oversight of a central guarantor (banks). In other words, Bitcoin is essentially a financial application that utilizes BCT [17]. 

A BCT is characterized as a distributed ledger that is immutable, enduring, auditable, timestamped, and resistant to tampering. 

This ledger comprises a series of blocks that facilitate the storage and peer-to-peer (P2P) sharing of data [55]. Transaction histories, 

contracts, and personal data are just a few examples of the types of data that can be stored in a BCT [33]. At first, BCT appeared 

as a way to get around the double-spending problem that comes with cryptocurrencies [56]. Its adoption has surpassed the realm 

of cryptocurrencies due to its distinct and enticing features, which include enhanced security, transaction privacy, integrity, 

authorization capabilities, resistance to censorship, auditability, immutability of data, fault tolerance, and systemic transparency.  

As a result, BCT has been found to be applicable in a number of different sectors, such as supply chain management, intelligent 

transportation systems, agriculture, smart grids, mobile crowd sensing, Industry 4.0 implementations, identity management, and 
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the security of mission-critical systems [57, 58]. The significant focus on security, auditability, transparency, and anonymity has 

drawn a lot of interest in BCT from industry and academic sectors  [13]. 

In BC, a public ledger is essential for recording digitally verified transactions of users in a peer-to-peer (P2P) system. This 

procedure utilizes asymmetric encryption to enable message decryption. A user generally possesses two cryptographic keys: a 

private key for decrypting received messages and a public key for encrypting messages meant for others. From the standpoint of 

BC, the private key is essential for the authorization of transactions on the BC. In contrast, the public key serves as an address or 

distinct identifier within the network. The procedural workflow begins with the user authenticating a transaction using their private 

key, followed by the dissemination of this signed transaction to their network peers [13]. These peers then confirm receipt of the 

signed transaction and distribute it throughout the network. Every node in the network keeps a copy of the ledger to improve 

transaction auditability. This ensures that any additions to the transaction record are confirmed and validated by other nodes, 

removing the need for centralized authority and preventing potential single points of failure. This distributed ledger is 

simultaneously updated and verified across all nodes [12]. The fundamental integrity of the BCT is protected by strong 

cryptographic methods that verify and connect blocks of transactions, making it extremely difficult to alter any individual 

transaction without detection [59]. The primary objective of BCT is to liberate individuals from the requisite trust in 

intermediaries, who presently dominate and oversee critical facets of societal functions [17]. 

In the operational framework of a BCT network, designated nodes known as miners are responsible for incorporating newly 

initiated transactions into a collective pool of transactions pending confirmation. The process persists until the total transactions 

attain a specified volume, known as the block size, at which point each miner aggregates these transactions into one block. The 

requirement to uphold a unified timeline of these blocks guarantees the uniformity of ledger copies across all entities and precludes 

the inclusion of transactions that are invalid, inconsistent, or contradictory, necessitating consensus among network participants. 

This consensus mechanism is crucial for preserving the BC's structural integrity and operational functionality, guaranteeing 

consensus on the ledger's current state among participants who may not possess intrinsic trust in each other [2]. Upon attaining a 

distributed consensus, miners proceed to incorporate a valid transaction into a timestamped block. This miner's inclusion is 

subsequently disseminated across the network. After validation and confirmation of alignment with the hash of its preceding block 

in the chain, this propagated block is subsequently attached to the BCT [60]. The methodology used to achieve consensus 

significantly affects the operational performance and security of the BCT network, underscoring the essential function of 

consensus mechanisms in enhancing the resilience and effectiveness of BCT systems [2]. 

3.1. Blockchain Technology Types 

 The conventional categorization of BCT into three primary types is based on permission prerequisites and data management 

methodologies [61]. Furthermore, a hybrid model exists that embodies a synthesis of public and private BCT systems [62]. Figure 

5 illustrates this model, offering an overview of the various types of BC. 

(1) Public or permissionless Blockchain  

In a public or permissionless BC, entry into the network does not require permission, characterizing it as an open system that 

is accessible to the public without any centralized oversight. This type of BCT grants users unfettered access, ensuring that it 

remains independent of any single individual's or organization's ownership or control [63]. Within such a BC, every node in the 

network functions as an equal stakeholder, maintaining a complete record of all transactions. Public BCT facilitates universal 

participation in the verification and the consensus process of transactions. Notably, Bitcoin and Ethereum stand as quintessential 

examples of public BC. They utilize consensus protocols such as Delegated Proof of Stake (DPoS), Proof of Stake (PoS), and  

Proof of Work (PoW) to ensure network integrity [64]. 

(2) Private or permissioned Blockchain  

A private or permissioned BCT restricts access to only those users who have been expressly authorized. This architecture 

establishes a closed and secure environment, yielding enhanced levels of security and privacy compared to its public counterparts 

[63]. The governance of the network is typically centralized and vested in either a single entity or a select group of authorities. 

Private BCT are particularly advantageous when privacy and security are paramount, permitting only certain nodes and users to 

execute transactions. These BCT are lauded for their emphasis on speed, scalability, and security, making them ideally suited for 

applications in supply chain management and the facilitation of transactions between companies within a federated context. 

Among the consensus protocols utilized in private BCT are Practical Byzantine Fault Tolerance (PBFT), Proof of Elapsed Time 

(PoET), and Proof of Authority (PoA) [64]. 
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Figure 5. Various types of BCT [65, 66]. 

(3) Consortium Blockchain  

This variant of BCT is collectively managed and operated by a consortium consisting of multiple organizations or entities. In a 

consortium BC, only a select group of peers participates in the consensus process. This setup is partially decentralized, and read 

access can be either open or restricted to specific peers. A small, selected group confirms the validity of the blocks [56, 67]. It 

proves especially advantageous in scenarios where several organizations seek to collaborate yet wish to maintain specific degrees 

of privacy and control. Furthermore, consensus protocols such as PBFT, PoT, and  PoV are employed to ensure the efficiency 

and integrity of the network [64]. 

(4) Hybrid Blockchain  

The hybrid BCT model amalgamates the most advantageous features of both public and private BCT. It facilitates private 

transactions within a network that is interconnected with a public BC, thereby enhancing safety and transparency [68]. Interaction 

within the network is mediated through smart contracts [69], facilitating a framework that permits the selective dissemination of 

information while capitalizing on the decentralized aspect of the public BC. Despite this controlled environment, the BCT retains 

its immutability, rendering alterations or deletions infeasible. The network's operations are governed by automated smart 

contracts, with roles and permissions being explicitly predefined. It has several advantages over traditional BCT [8, 70]. In Hybrid 

BC, the primary benefit is maximum customization, which combines the advantages of private, permission-based systems and 

public, permissionless systems. Hybrid BCT is flexible enough to allow users to join easily, similar to private BC. This type of 

BCT is able to enhance the transparency and security of the BCT network [8, 71, 72]. Table 2 presents a comprehensive summary 

of the different types of BC. 

Table 2. Comparison of various types of BCT [8, 17, 66, 73]. 
Feature  Public Private  Hybrid  Consortium  

Access  Anyone can join Restricted access Selected public and private 

aspects 

Limited to consortium 

members 

Permissioned/ 
Permissionless 

Permissionless Permissioned Permissioned and 
Permissionless 

Permissioned 

Level of 

Centralization 

Fully decentralized. Highly centralized. Mixture of both, depending 

on the configuration. 

Partially decentralized. 

Consensus 

Mechanism 

PoW, and PoS. PBFT, and PoA. Can incorporate different 

mechanisms for different 

sectors. 

PBFT, PoA, or other 

agreed mechanisms by 

consortium members. 

Advantages Decentralization, 

transparency, security 

Privacy, speed, control Flexibility, the 

combination of privacy and 

transparency 

Shared control, efficiency, 

privacy balance 

Disadvantages Slower transaction times, 

scalability issues 

Less decentralized, limited 

transparency 

Complexity in design and 

maintenance 

Requires trust among 

consortium members 

BCT comprises a series of sequential blocks, each capable of storing a variety of transactions. The initial block mined within a 

BCT is referred to as the Genesis Block. Every block within the BCT is composed of two primary sections [17], as illustrated in 

Figure 6. The first section, known as the header, encompasses critical information pertaining to the block itself. This block header 

typically includes: 1) the block version; Mark the block protocol version (indicates the position of this block in the BC). 2) the 

previous block hash; A hash value linking the block to the previous block. To generate block hashes, the BCT uses the SHA256 

hashing algorithm. 3) Merkle tree root: It is the hash value of all the transactions included in the current block. Thus, transactions 



 
  Reem Alshamy and Muhammet Ali Akcayol 

ECJSE Volume 13, 2026 169 

cannot be changed without changing the Merkle root hash. One modification in one block payload will change the Merkle root 

hash value, which invalidates the block. 4) timestamp: The time in which this block is generated. 5) difficulty (D); The difficulty 

target of the proof-of-work calculation for generating this block (it is a measure of finding a successful hash). 6) nonce (N). It is 

a counter used in the PoW and usually starts with 0 and increases for each hash computation. Simultaneously, this prevents reboot 

attacks. Number of transactions recorded in this block. 7) byte; Size of this block in byte ( excluding this field) [74]. 

 
Figure 6. Block structure  [17, 73]. 

The second component termed the body, encapsulates the transactions or records (which the database is intended to store) and 

can encompass a diverse array of data types, including but not limited to monetary transactions, traffic information, health data, 

and system logs. The body of the block meticulously records all inputs and outputs associated with each transaction. Inputs 

integrate the outputs from preceding transactions along with a signature field authenticated by the owner's private key, serving as 

evidence of asset ownership. Conversely, outputs detail the assets to be transferred and the recipient’s address (corresponding to 

the recipient's public key). This design ensures that only the recipient, possessing the matching private key, can expend the asset, 

thereby establishing a secure mechanism for asset transfer and ownership verification [74, 75]. The distributed and append-only 

nature of BCT improves transaction security and integrity [6, 67, 76]. The BC’s chaining method (shown in Figure 7) ensures 

immutability by incorporating the hash of the previous block into the current block. Indeed, if a malicious user wants to change 

or modify a transaction on a block, he/she must change all following blocks as well because they are linked with their hashes. 

Then, he/she must update the BCT version on each participating node [17, 67, 75, 77]. 

3.2. Blockchain Technology Characteristics  

BCT is characterized by several properties, as follows. Figure 8 provides the basic properties of BCT.  

(1) Distributed  

It is crucial to recognize that a decentralized ledger is essential to this innovation since BCT is a subset of DLT. Every node in 

the network that is involved receives a copy of this ledger, so every node is in possession of the same copy [78]. As a result, each 

node in the network has access to and can examine the entire transaction history. The fact that this access is provided without the 

requirement for a centralized authority emphasizes even more how decentralized BCT is  [7, 79]. 

(2) Decentralization  

In traditionally centralized architectures, a central authority or intermediary manages the validation and oversight of 

transactions. Conversely, transactions are validated and authenticated via a decentralized network of nodes in BCT. Transactions 

are disseminated to each network node at the commencement of the process. To validate a transaction in a decentralized manner, 

rather than relying on a central authority, each node can mine a new block containing the transaction. Furthermore, the principle 

of decentralization diminishes the likelihood of a single point of failure, guaranteeing that services remain operational even if 

certain nodes are inaccessible [7, 8]. 
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Figure 7. BCT structure  [17, 73]. 

(3) Immutability  

All data, including blocks and their associated transactions, are secured and interlinked through cryptographic methods. A slight 

change in any transaction within a particular block result in a substantial modification of the Merkle root hash, thereby affecting 

the hash value of the block's header. This chain reaction requires significant recomputation and agreement among the involved 

nodes to alter all subsequent blocks. As a result, once a block is mined and integrated into the BC, it is considered immutable or 

tamper-resistant [8, 80]. 

(4) Provenance  

The decentralized nature of BCT is reflected in the distribution of transaction details across all nodes whenever a transaction is 

recorded on the BC. Furthermore, BCT uses timestamps in every transaction so that all nodes can keep track of the transactions 

in chronological order [81]. Users have the ability to confirm and follow transactions at any point in time because every transaction 

is permanently and transparently recorded across all nodes [82]. This feature guarantees the data's transparency and traceability 

[83]. 

(5) Availability  

This represents a critical attribute of BCT, signifying that services remain perpetually accessible to users owing to the 

decentralized architecture of the BCT network. Consequently, this framework renders the system resilient to a myriad of 

disruptions, whether they are deliberate, such as denial-of-service attacks, or occur inadvertently [67].  

(6) Transparency  

One other essential component of BCT is transparency. Every node in the network has access to comprehensive data about 

transactions and the values they are linked with. Due to its copy of the ledger, every node in the distributed network has the ability 

to confirm and track past records. This feature supports the ideas of immutability and verifiability, improves data sharing, and 

builds a trusted workflow [81, 84].  

(7) Anonymity  

An additional noteworthy benefit of BCT is its anonymity. BCT generates a distinct alphanumeric address for each user, 

ensuring their pseudonymous anonymity within the BCT network. This configuration ensures that a central body does not 

supervise users' personal data. Between these BC-generated addresses, transactions are enabled, providing a certain level of 

privacy. It is important to note, however, that although this feature improves privacy, it may unintentionally encourage illegal 

activity [83, 85]. 

(8) Non-repudiation  

For BCT, non-repudiation is an essential component. This principle guarantees that users who apply cryptographic techniques, 

such as digital signatures, cannot retract their actions within the system [67, 86]. 
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Figure 8. Basic Characteristics of BCT [7, 78-80]. 

3.3. Distributed Ledger Technology 

 This subsection evaluates the feasibility of several DLT platforms: Bitcoin [6], Ethereum [87], Hyperledger [88], Multichain 

[89], IOTA [90], and Corda [91]. These platforms were selected based on quantitative criteria, including scalability, latency, and 

throughput, as well as qualitative factors such as governance structure, security features, and their suitability for various use cases. 

They represent the most established options in both private and public distributed ledgers, supporting a variety of applications 

from basic IoT scenarios to complex financial systems. 

There are numerous BCT platforms available for various purposes. Bitcoin is a digital payment and cryptocurrency system 

launched in 2008 [6] on a peer-to-peer network by Satoshi Nakamotov, [67]. It uses pseudonyms and operates via transactions, 

consensus protocols, and communication networks. A conflict occurs when multiple miners generate blocks simultaneously, with 

each considering its block as legitimate. To prevent conflicts, Bitcoin uses the longest chain rule, which ensures the integrity of 

the BCT and prevents conflicts between miners sharing the same BC. 

In 2013, Ethereum was introduced as a public BCT platform that uses smart contracts to write and execute code distributed 

[87]. It is a programmable BC, allowing users to create complex operations beyond Bitcoin transactions. Ethereum's core is the 

Ethereum Virtual Machine (EVM), which isolates code from network access, processes, or filesystems. To validate blocks, 

Ethereum uses a PoW mechanism called Ethash. A beta version uses a PoS-based protocol called Casper. Ethereum can also be 

used as a private BCT with pre-selected nodes, eliminating the need for a proof-of-work mechanism. However, Ethereum has 

faced security issues, including the 2016 DAO hack [92]. A DAO, a smart contract-based entity, was compromised by an attacker 

who exploited a bug to drain 3.6 million ETH (equivalent to $70 million). The attacker could request the ether's return multiple 

times before updating the smart contract's balance. The DAO's young language and limited support made modifications difficult 

[93]. 

Hyperledger is an open BCT platform launched in December 2015 by the Linux Foundation [94]. Its key purpose is to enhance 

the performance and reliability of the ledger. The platform prompts collaboration across various industries to advance BCT. The 

Linux Foundation provides a modular framework that supports various components for various uses, fostering a collaborative 

environment for the development of enterprise BCT solutions. The combination and interaction of these components contribute 

to the platform's success  . [95 ]   Since 2015, the Hyperledger project has seen significant advancements thanks to cooperation with 

organizations such as the Enterprise Ethereum Alliance (EEA), Microsoft's Coco, and Cisco leading to the development of various 

Hyperledger platforms, including Sawtooth [96], Iroha [94], Indy [97], Fabric [98], Burrow [97], and Besu [99]. Figure 9 

illustrates the various platforms and tools available within the Hyperledger project.  
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Figure 9. Hyperledger Enterprise BCT  [95 ] .  

The Intel team developed Sawtooth Hyperledger, which is a platform used for developing, deploying, and implementing 

distributed ledgers. It features a consensus algorithm based on network size, including PoET, enhancing scalability. The platform 

supports permissioned and permissionless deployments, offering versatility [100]. 

 Hyperledger Iroha, developed by Soramitsu, NTT Data, Colu, and Hitachi, aims to simplify integration of distributed ledger 

technologies into projects [116]. It focuses on mobile application development with client libraries for Android and iOS, and is 

highly preferred by C++ language developers [94].  

Hyperledger Indy developed by the Sovrin Foundation, offers numerous identity management tools to developers and solutions 

architects [97]. Hyperledger Fabric is an open-source, permissioned BCT framework tailored for industrial use cases  [100 ] . 

Hyperledger Fabric is a framework that can work on different operating systems [101]. According to Rasti and Gheibi, 

Hyperledger Fabric is a revolutionary framework with membership services and plug-and-play properties for BCT solutions [98]. 

Monax developed Hyperledger Burrow and allows developers and architects to create an EVM environment within Fabric and 

Sawtooth networks, leveraging Ethereum functionality in conjunction with Hyperledger functionality [97].  

Hyperledger Besu is an open-source Ethereum client written in Java that utilizes the Ethereum public network. Additionally, it 

is the most recent project to join the Hyperledger platform [99]. Hyperledger tools are software used to manage and execute BCs, 

monitor and explore ledger information, and design and improve BCT networks [102-104].  

The main tools associated with Hyperledger [105, 106] include Avalon [14], Composer  [91], Cello [91], Explorer [107], and 

Caliper [91]. Table 3 displays a comparison between platforms under the Hyperledger project. 

Table 3.  Difference between Hyperledger platforms [101, 103, 108]. 
Property  Sawtooth Iroha Indy Fabric Burrow Besu 

Hosted by Linux foundation  Linux foundation Linux foundation Linux foundation Linux foundation  EEA 
Advantages 

 

 
 

Distributed state 

agreement, Adapters 

for transaction logic, 
Versatility, 

Scalability, 

Transaction families 

Mobile libraries Identity 

management 

Enterprise backing, 

Relative maturity, 

Private channels, 
Modular architecture, 

Smart contracts 

Lower barrier to 

entry, Use of the 

EVM 

Mobile libraries 

Smart contract 

technology 

Transaction Families Chaincode None Chaincode Smart contract 

application engine 

Three types of 

transactions 

storage Central lmdb 
database 

Kura RocksDB CouchDB or leveldb Google’s Protocol 
Buffers 

RocksDB 

Smart contract 

language 

C++, Java, 

JavaScript, Go, 
Python, Rust, or 

Solidity 

Java, JavaScript, 

Swift, or Python 

C++, Java, 

JavaScript, 
Python, Swift, 

Rust 

Go, Solidit, Java, 

Javascript 

Solidity or Wasm Java or Solidity 

Status Active Active Incubation Active Incubation Not Available 

Consensus  

Algorithm 

PoET, PBFT, Raft, 

Devmode 

BFAT called  

sumeragi 

RBFT Any consensus can be 

plugged, including 

Raft, Kafka, Solo 

PoS protocol 

called tendermint 

PoA (IBFT 2.0, 

Clique and 

Etherhash, and 

PoW  

Cryptography SECP256K1 ECSA ED25519/SHA512 ED25519 ECDSA and SHA256 
(abstracted) 

ED25519/SHA51
2 

Not Available 

Types of 

Consensus 
Algorithm 

1.Poet -Lottery Based  

2.poet simulator 
voting based 

3.RAFT-voting based 

Voting Based Voting Based Application 

Dependent 

Voting Based Voting Based 
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Multichain is an open-source platform that enables the creation and deployment of private distributed ledger applications 

originating from Bitcoin BC. It allows end users to configure block size, target time for blocks, active permission type, mining 

diversity, mining reward, chain protocol, permitted transaction type, and metadata  [109]. Multichain provides a simple API and 

command line interface for maintaining and deploying DLT systems. It covers various use-cases such as connected health, KYC, 

insurance security, and the food supply chain. Multichain solves problems related to mining, privacy, and openness through 

integrated management of user permissions. The platform implements a hand-shaking process, requiring nodes to present their 

identity as a public address on the permitted list and verify that the other's address is on its own permitted list. Unlike Bitcoin, 

Multichain uses a distributed consensus among identified validators to restrict mining to a set of identifiable entities. It also uses 

a randomized round-robin system for block adders to ensure a fair mining policy. Transaction fees and block rewards are set to 

zero by default, but users can configure parameters as needed. Multichain 2.0 Beta, released last year, offers smart contract support 

for custom rules regarding transaction or stream item validity [110, 111]. 

IOTA is a distributed ledger designed for the IoT that offers secure communications and payments between devices [90]. It 

uses Tangle, a consensus-building data structure made of a Directed Acyclic Graph (DAG), to solve the double-spending problem 

and scalability issues faced by most distributed ledgers, including Bitcoin [112]. IOTA turns users into miners by requiring them 

to approve two transactions before verifying transactions. There are no dedicated miners, but those making transactions are the 

actors affecting the system. Tangle uses an orderly approach to verifying transactions to reach consensus, ensuring that each 

network member must verify two other transactions before verifying their own. This makes the IOTA network more distributed 

than a BCT network, as it is distributed among every participating node. IOTA's scalability, fast transactions, and ability to validate 

an unlimited number of transactions simultaneously make it suitable for IoT device use cases. IOTA plans to introduce Qubic, a 

smart contract capable of providing general-purpose, cloud, or fog-based permissionless multiprocessing on Tangle [111]. 

Corda is a DLT designed for finance use-cases. It is a permissioned network with verifiable identities using public-key 

infrastructure [91]. Corda differs from mainstream platforms like Bitcoin and Ethereum in that it does not use a BCT for recording 

transactions. Instead, it aims to make entities aware of transactions directly involved, reducing privacy dilution. For example, a 

bank can only disclose transactions involving a customer owed a certain amount to the bank, the customer, and relevant regulatory 

organizations. Corda is a distributed ledger that uses consumable states to operate transactions, eliminating the need for block-

styled architecture. It operates on consumable states, which are analogous to the latest entry of a BCT ledger. Consumable states 

are used to validate new transactions, and the consensus is reached at the transaction level by involving relevant parties only. 

Validity is secured by checking for all required signatures and ensuring that any referred transactions are also valid. Uniqueness 

concerns the input states of a transaction, ensuring that the transaction in question is the unique consumer of all its input states. 

Corda stands out from renowned financial networks like Ripple and Stellar due to its smart contract facilities. It acts as both a 

financial network and a platform, combining the best of Ethereum/Hyperledger and Ripple/Stellar domains. Corda has a large 

developer community that can write Java and Kotlin code to develop DApps in the platform [111, 113]. There are some other 

BCT platforms, in addition to the previously discussed platforms, such as Ripple [114], HDAC [115], Cosmos [116], IoTeX 

[117], BigchainDB [118], ChainCore [75], Domus Tower BCT [119], HydraChain [120], OpenChain [121], EOS [122], Cardano 

[107], and Waltonchain [102]. The comparison of the selected platforms using the quantitative and qualitative criteria is presented 

in Table 4.  

3.4. Evaluation  Criteria 

The evaluation of DLT platforms necessitates a nuanced approach that incorporates both quantitative and qualitative criteria (as 

shown in Figure 10) to provide a holistic understanding of their capabilities and performance. These criteria are essential for 

stakeholders, including developers, architects, and researchers, to assess the suitability of various DLT platforms for specific 

applications. Below, we delve into each category and the relevant criteria that underpin the comprehensive evaluation of DLT 

platforms. 

Within the scope of [38] paper, quantitative criteria are categorized as those with quantifiable properties or objective assessment, 

and each of these criteria is discussed in detail. Type refers to the type of ledger the specific system utilizes. Cost the deployment 

and use of an existing DLT design incurs hardware, energy, servicing, and maintenance costs, including network-based services. 

Transaction fees, also known as transaction fees, can be reduced as no human involvement is involved, thereby reducing the 

overall cost of deploying and using network-based services [123]. Scalability refers to a system's ability to process large amounts 

of data within a specific timeframe. A highly scalable system is more adaptable to various scenarios and is determined by the 

combination of block size and block creation time. The consensus  algorithm is a crucial component in achieving distributed 

consensus in the DLT system, directly influencing block creation time and energy consumption. Privacy analysis evaluates the 

privacy mechanism of any DLT system, revealing that a system with a built-in privacy-preserving feature is more likely to be 

widely adopted. Identity and Auditability can be utilized to analyze the identification of each entity and its impact on auditability. 

Suitability refers to a system's ability to support various data types, sizes, and/or volumes, enhancing its chances of large-scale 
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adoption. Robustness and Resilience is a critical analysis that assesses a system's ability to withstand various types of attacks and 

unprecedented errors. 

Table 4. BCT platforms comparison [17, 111]. 
Criteria  Bitcoin Ethereum Hyperledger Fabric Multichain IoTA Corda 

Type Public  Public Private Private Private Private 

Energy  High  High  Very low Very low Very low Very low 

Permission

?  

No  Yes  Yes  Yes  Resemple in 

work 

Yes  

Permissionl
ess? 

Yes  Yes  No  No  Yes No  

Cryptocurre

ncy  

Bitcoin  Ethereum No native 

cryptocurrency 

Multi- 

Cryptocurrency 

mIoTA Corda does not have 

its own 
cryptocurrency 

Block size 1MB Ethereum's block 

size varies (implicit 

restriction) 

Configurable  Configurable Configurable Configurable 

Block time 10m 15sec 0.5-2 sec Configurable Configurable 0.5-2 sec 

Consensus PoW PoW, PoS PBFT Round robin Tangle  Notaries  

Privacy Transactions, linked 

by pseudonymous 
identifiers, are 

publicly visible. 

Transactions, 

including smart 
contracts, are 

publicly linked by 

pseudonymous 
identifiers. 

The private ledger 

ensures user privacy 
via channels that 

keep interactions 

confidential among 
selected network 

peers. 

Privacy 

management 
through controlled 

user permissions. 

Pseudonymous Privacy 

enhancement via 
unified user 

permission 
management. 

 

Identity and 

Auditability 

Identification 

through public keys 
enables auditability 

and accountability in 

a public ledger, 

contingent on 

authenticating entity 
identities. 

Public keys provide 

pseudonymous 
identification in a 

public ledger, 

bolstering 

auditability and 

accountability when 
identities are 

verifiable. 

PKI-based 

identification 
mandates entity 

registration and key 

issuance, enhancing 

auditability and 

accountability. 

Public key 

cryptography 
enables verifiable 

identities, 

supporting 

auditability and 

accountability. 

Pseudonymous Pubic Key 

Infrastructure 

Suitability OP_RETURN 
opcode supports 

storing small data 

(about 80 bytes) but 
lacks smart contract 

processing 

capabilities. 

Allows storing large 
data volumes at 

potentially high 

costs and supports 
smart contracts for 

immutable on-chain 

data processing. 

Enables storing 
large data volumes 

and supports smart 

contracts for on-
chain data 

processing. 

Allows storing large 
data volumes (up to 

1GB per item off-

chain) and Version 2 
introduces smart 

contracts for custom 

transaction or data 
validation rules. 

Suitable for IOT 
data 

Financial data 

Robustness 

and 

Resilience 

Robust P2P network 

with enhanced 

immutability and 
resilience, driven by 

consensus 

algorithms and 
broad adoption. 

Robust P2P 

network, ensuring 

data and code 
immutability 

through consensus 

algorithms and 
broad adoption. 

Strong P2P network 

resilience tied to the 

count of endorsers 
and orderers. 

Robust P2P network 

with advanced data 

support, resilience 
varies with validator 

numbers. 

Strong P2P 

framework with 

many orders. 

Strong P2P network 

with resilience tied 

to validator count. 

Trust level High High  Emerging Moderate Moderate High 

Governance Bitcoin 
enhancements are 

proposed through 

BIPs, maintained by 
developers, and 

require consensus 

from users and 
miners for adoption. 

Ethereum updates 
via EIPs rely on 

developer efforts 

and consensus from 
users and miners for 

off-chain features 

and on-chain 
governance. 

The open-source 
codebase, under the 

Hyperledger 

Foundation charter 
and maintained by a 

committee, permits 

universal 
development 

participation. 

The codebase, 
governed by Coin 

Sciences Ltd and 

maintained by the 
Multichain 

Development Team, 

is being upgraded 
with enterprise-level 

features. 

The open-
source codebase 

is regulated by 

the IOTA 
Foundation and 

upheld by the 

IOTA 
Development 

Team. 

Managed by R3, the 
codebase is 

periodically 

updated, with V4.1 
being the latest 

release. 

Upgradabili
ty 

Upgrade Of ledger 
is carried out via 

soft and hard fork. 

Upgrade Of ledger 
is carried out via 

soft and hard fork 

smart contract is not 
upgradable. 

Core software 
upgrades are 

executed by Fabric 

committee members, 
while chaincode 

updates utilize the 

version property. 

Upgrade of the core 
software is carried 

out by the 

Multichain 
development team. 

Upgrade of the 
core software is 

carried out by 

the IOTA 
development 

team. 

Ledger upgrades 
occur via soft and 

hard forks; smart 

contract 
upgradeability is yet 

to be determined. 
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Sustainabili

ty 

The sustainability of 

the PoW algorithm's 

energy use is 

doubtful, lacking a 
clear solution. 

The future 

sustainability of the 

PoW algorithm's 

energy use is in 
doubt; a shift to a 

hybrid PoW/PoS 

solution is proposed 
for sustainability. 

Sustainability relies 

on Fabric committee 

members' 

commitment in the 
Hyperledger 

Foundation and 

organizations' 
adoption for various 

use cases. 

Multichain's 

sustainability is tied 

to client satisfaction, 

evidenced by its 86 
company 

partnerships. 

Exceptionally 

sustainable, as 

each 

participating 
node requires 

energy for 

validating only 
two transactions 

to confirm a 

transaction. 

Corda's 

sustainability 

depends on its use 

by clients, with 
around 300 

companies applying 

it in finance. 

In the absence of a measurable objective argument, subjective arguments are classified into quantitative categories, with each 

criterion corresponding to this property being described below. Trust level DLTs enhance trust by ensuring immutable record-

keeping in the block, enabling data verification through multiple nodes. Governance is the governance mechanism of a DLT 

system, highlighting that a democratic and open system can boost public confidence, ultimately enhancing the trust level. 

Upgradability is a desirable feature that allows for the addition of new features or the correction of system errors, ensuring 

seamless integration and backward compatibility. Sustainability is the long-term sustainability of a system's ecosystem, crucial 

for its continuous wide-scale adoption [111, 124]. 

 
Figure 10. Evaluation criteria for DLT Platforms [111, 124]. 

3.5. Consensus Mechanism  

Consensus protocols are a crucial element of BCT. They help a distributed network of nodes reach an agreement on the state 

of the BCT without relying on a central intermediary or authority. These protocols ensure that all nodes in the network maintain 

a consistent copy of the BCT and protect against malicious actors who tamper with the data. Several consensus protocols are used 

in BC, including PoW, PoS, and DPoS [125]. The integration of BCT within the IoT paradigm could yield numerous advantages, 

including the enhancement of data trustworthiness and the assurance of non-repudiation. IoT sensors, on the other hand, have 

fundamental problems because they can't handle the high computational needs of BCT. This is because IoT sensors have limited 

computational capabilities. A simplistic implementation of BCT in the context of IoT may consequently lead to protracted delays 

and an excessive consumption of computational resources [126]. The attainment of consensus by a majority of the peers for each 

block is paramount for the BC. Nevertheless, within extensive systems, these prerequisites precipitate a diminution in the 

transaction velocity as the duration required to achieve consensus augments exponentially. Modern commercial BCT frameworks, 

like Hyperledger, have tried to get around this problem by limiting the number of peers that can participate and only verifying 

transactions. Because there is no longer any block verification and Byzantine Fault Tolerance is not required, these changes might 

make it easier for bad transactions to happen [127]. Many researchers have proposed consensus mechanisms for BC-IOT. Table 

5 presents  a brief description of the consensus mechanisms discussed previously. 

3.6. Smart Contract  

An executable code on a BCT, known as a smart contract, executes when specific conditions meet certain requirements. Only the 

incorporation of associated transactions into a new block initiates these contracts, eliminating non-determinism that could 

otherwise affect the outcome of executions [128]. Nick Szabo coined the term "smart contract" in 1993, characterizing it as a 

computerized transaction protocol that executes the terms of a contract. While Bitcoin introduced a basic scripting language for 

this purpose, its limitations necessitated the development of new BCT platforms equipped with comprehensive smart contract 

functionalities [129]. 

Smart contracts significantly augment the autonomy of IoT devices by empowering them to verify if agreements meet 

contractual stipulations autonomously. By facilitating the elimination of regulatory overheads and acting as a ledger to affirm 

transaction completion, smart contracts enhance operational efficiencies. In the context of BC-enabled IoT ecosystems, they 

enable devices to document and authenticate transactions prior to their activation. Smart contracts in this architecture execute 

business logic automatically, protecting the system's core mechanism from threats like denial-of-service (DoS) attacks [130]. 

Smart contracts execute business logic automatically in this architecture, protecting the system's core mechanism from threats like 

denial-of-service (DoS) attacks [130]. Smart contracts thus foster a high level of collaboration and cohesion in managing 
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transactions and interactions. Therefore, smart contracts enable the ledger's service to incorporate the language of transaction 

terms and the necessary calculations to ensure their fulfillment. This improves the application's overall performance by making it 

easier to keep records and make sure transactions are valid [105]. 

Ethereum stands out as a leading BCT platform that supports the extensive use of smart contracts, facilitating a broader 

application scope beyond mere cryptocurrency exchanges [54]. Platforms such as Hyperledger demonstrate this capability by 

deploying smart contracts across the network in packages known as chain code [87]. These contracts allow the verification of 

assets in a variety of transactions, including those involving non-monetary items. This demonstrates the potential of smart 

contracts to broaden the scope of BCT [129]. 

 

Table 5. Consensus mechanisms for BC-IoT. 
Paper  Year Name of algorithm Outcomes 

[131] 2025 Reputation-based 

Hybrid Consensus 
Mechanism (RepuICN) 

▪  RepuICN reduces block broadcast latency by 17% for regular blocks and 61.4% for checkpoint blocks, 

improving consensus efficiency. 
▪ Achieves 3.4 times higher transaction throughput compared to Casper FFG under identical network 

conditions. 

▪  Reduces network bandwidth consumption and enhances stability, particularly when handling network 
latency fluctuations. 

[132] 2025 Fog-based BCT 

architecture 

▪  The fog-based BCT system efficiently manages an increasing number of IoT devices and transactions. 

▪  The integration of the PoA and DPoS consensus mechanisms significantly reduces energy consumption 
compared to traditional consensus mechanisms. 

[133] 2024 BC-enabled 

Lightweight IDS (BL-
IDS) 

▪ BL-IDS focusing on addressing security challenges inherent to the decentralized and infrastructure-less 

nature of MANETs. 
▪ A hybrid authentication mechanism is developed for node verification, formation of secure clusters 

based on similarity indices for efficient communication, and optimization of routing via the wild horse 

optimization algorithm. 
[134] 2024 - ▪  Addressed the security issues of IoMT devices, such as inadequate computation and storage, by 

proposing a novel group authentication scheme that reduces latency and improves throughput for 

authenticating IoMT devices.   

▪ Security analysis confirmed the framework resistance to authentication-related attacks, supporting the 

scalability of IoMT systems. 

[135] 2024 Proof-of-Light 
(PoL) 

▪ low-powered signcryption scheme and a novel consensus mechanism is developed, Proof-of-Light 
(PoL), aims at improving transaction throughput and reducing mining overheads.  

▪ Demonstrated the scheme resilience and practical applicability in IIoT settings. 

[136] 2024 Federated Distillation 
and BCT empowered 

Secure Knowledge 

Sharing (FDBC-SKS) 

▪ FDBC-SKS enables secure, decentralized knowledge sharing by combining federated distillation with a 
BCT consensus mechanism, enhancing model flexibility and reducing communication overhead. 

▪ Outperformed existing methods in learning efficiency and consensus speed, as demonstrated in 

experiments using real-world datasets. 
▪ Ensured data privacy and security, offering a scalable solution for IoMT applications. 

[137] 2024 A random quantum 
Proof of Authority 

(RQPoA) 

▪ Enhanced decentralization by using a Verifiable Delay Function (VDF) for fair leader node election. 
▪  Improved system availability by sharing the leader node's identity among validator nodes through a 

multi-party quantum secret sharing protocol, eliminating a Single Point of Failure (SPOF). 

▪ Enhanced robustness and fault tolerance by adopting a quantum threshold signature for block voting, 
making it more secure against quantum computing threats. 

[138] 2023 DPOS-PBFT ▪ Maintain a messaging success rate of approximately 97% even after 3,000 user requests. 

▪ Kept the maximum delay below 8 seconds, with an average delay of 2.38 seconds after 3000 requests. 
▪ It showed superior overall performance compared to traditional consensus mechanisms (Raft, POW, 

POS, DPOS, PBFT). 

▪ Provided minimal impact on system hardware efficiency, with less memory and disk space usage. 
▪ Demonstrated significant improvements in the efficiency of storage and message transmission within 

IoT systems. 

[139] 2023 Proof of Evolutionary 
Model  

(PoEM) 

▪ PoEM significantly enhanced consensus efficiency and security in BaaS-enabled IoT environments. 
▪ It allowed for the inclusion of low-performance IoT devices in the consensus process, promoting wider 

participation. 

▪ The protocol dynamically adapted to nodes joining and exiting, ensuring scalability and resilience. 
▪ PoEM iteratively trained a Machine Learning (ML) model to improve consensus quality, demonstrating 

a novel approach to achieving consensus in dynamic IoT settings. 

[140] 2020 Tree-chain ▪ Tree-Chain is a fast and lightweight, making it suitable for the constrained environment of IoT networks. 
▪ Tree-chain demonstrates significantly improved performance in terms of speed and resource 

consumption compared to traditional BCT consensus mechanisms.  

▪ The algorithm leverages a tree-based structure to streamline the consensus process, reducing the 
computational overhead and energy consumption typically associated with BCT. 

 

Numerous benefits of smart contracts, such as increased speed, accuracy, transparency, and efficiency, have spurred the advent 

of innovative applications across various fields. They enhance security, diminish reliance on intermediaries, and reduce 

transaction costs by converting legal obligations into automated processes. Nonetheless, the adoption of smart contracts is not 

devoid of challenges [128]. The delegation of contract execution to computerized protocols exposes them to technical 
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vulnerabilities such as malware, hacking, software bugs, or communication breakdowns. The immutable and irreversible nature 

of BCT further amplifies the risks associated with coding errors in smart contracts [8], [129]. 

To ensure the widespread adoption and safe utilization of smart contracts by both consumers and providers, it is imperative to 

develop mechanisms for verifying and validating their correct operation. The formal validation of contract logic and its 

applicability remain a critical area of research, with significant contributions expected in the forthcoming years. This ongoing 

research is essential for overcoming the inherent vulnerabilities of smart contracts and realizing their full potential in automating 

and securing digital transactions and agreements [17]. 

3.7. Cryptocurrency  

 Built upon networks distributed across numerous platforms, cryptocurrency represents a novel category of digital assets. This 

digital asset class maintains its value independent of centralized authorities or the backing of financial institutions. The 

underpinning decentralized architecture of cryptocurrencies allows for their operation outside the purview of governmental 

oversight. The cryptographic techniques used to secure these networks give rise to the name "cryptocurrency". BCT plays a pivotal 

role in the infrastructure of many cryptocurrencies, serving as a transparent mechanism for recording transactional data [129]. 

Despite their innovative potential, cryptocurrencies have been subject to scrutiny due to their association with illicit activities, 

susceptibility to exchange rate volatility, and underlying technological vulnerabilities. However, the BCT foundational to 

cryptocurrencies offers several advantages, including divisibility, portability, resistance to inflation, and transparency. These 

attributes highlight the transformative potential of BCT and related technologies in the fields of business and finance. 

Consequently, it becomes imperative to navigate the legal and regulatory landscapes that will shape the future of these 

technologies [105]. 

Table 6.  IoT access control using BC. 
Year  Paper  Contribution  Features 

2025 [141] MEDACCESSX utilizes BCT to ensure transparent, 

secure, and auditable access to medical data within 

IoMT networks. 
 

▪ It integrates a hybrid model of Attribute-based Access Control (ABAC) and 

Role-based Access Control (RBAC) to provide dynamic and flexible access 

control based on both real-time attributes and user roles. 
▪ The framework automates data access and management using smart 

contracts, eliminating the need for manual intervention and ensuring 

efficient, fine-grained control over data sharing. 

2025 [142] AccessChain introduced a scalable and privacy-

preserving access control system designed for BC-based 

IoT environments.  

▪ A scalable edge computing architecture that enhanced system performance. 

▪ Privacy-preserving attribute-based encryption that ensured device privacy. 

▪  A smart contract-based access control mechanism for reliable and secure 
data access. 

2024 [143] BEAC enhanced the scalability, security, and 

performance of access control in IoT networks. 

▪ A BCT Embedded Access Control (BEAC) designed for decentralized 

access control in large-scale P2P IoT systems with substantial IoT resource 
sharing. 

▪ The use of BFT consensus ensures that the system can handle failures and 

recover access control states. 
▪ The BEAC framework supports various access control models, making it 

adaptable for different IoT environments and use cases. 

2024 [144] CP-ABE e supports a more flexible access structure and 

large universe attributes, which is suitable for cloud-

assisted EHR systems. 

▪ A Ciphertext-Policy Attribute-based Encryption (CP-ABE) combines 

consortium BCT and smart contract to provide secure and reliable search 

and outsourcing decryption. 
▪ This model reducing the computational overhead of data users. 

2023 [145] SD-IoT enables centralized management and 

monitoring of the IoT network. 

▪ The article proposes a novel solution that integrates BCT and Software-

Defined Networking (SDN) to create a scalable, immutable, and automated 
access control system for IoT networks. 

2023 [146] ABAC prevents unauthorized access to IoT devices at 

the network. 

▪ Attribute-based access control (ABAC) integrates with the 5G service-

based architecture. 
▪ ABAC offers a more efficient method for managing access control within 

the IoT landscape in the context of 5G networks 

2022 [143] ABAC-HLFBCT addressed the challenges of 
centralized access control mechanisms in IoT 

environments. 

▪ Attribute-based access control model using Hyperledger Fabric BCT 
(ABAC-HLFBC) utilizes smart contracts to achieve a flexible, scalable, and 

fine-grained access control process. 

2021 [147] A multi-agent system to provide lightweight, 
decentralized IoT access control security mechanisms. 

▪ BCT Managers (BCMs) provide access control and secure communication 
between local IoT devices, fog nodes, core fog nodes, and cloud computing. 

3.8. Access Control  

 Computers manage various sources, including memory, disk, network interface, and printer (object access). The user has access 

to the resources of the computer system [12]. Access control can identify unauthorized access and control individuals' access to 

restricted regions [8]. Controlling access to IoT devices is complex due to their constrained battery life, computing capabilities, 

storage, and network capacity [143]. Many studies have shown that the implementation of access control mechanisms via BCT 

in IoT networks can substantially improve overall network security. By leveraging BC's decentralized characteristics and 
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immutable ledger, we can implement access control measures more effectively and transparently, reducing the risk of unwanted 

access and guaranteeing that only authenticated entities can interact with IoT devices [17]. Table 6 presents some research 

contributions in the field of IoT access control using BCT. 

 

4. BLOCKCHAIN -BASED INTERNET OF THINGS INTEGRATION 

IoT is optimizing and reshaping physical procedures by transforming them into elements of the digital era. This transformation 

continuously generates vast volumes of data, providing unprecedented insights and knowledge. This amount of data helps to 

improve the quality of life through the digitalization of services in every primary sector. The implementation of IoT integrated 

with cloud Computing has provided outstanding effectiveness  [148]. This combination has already demonstrated significant 

results. Likewise, BCT holds the potential to revolutionize the current IoT architecture, and the integration of both technologies 

can deliver substantial value [149]. 

The challenges inherent in IoT systems, such as resource-constrained end devices, vulnerabilities concerning privacy and 

confidentiality, and heterogeneity, can be mitigated through the integration of BCT [16, 150]. BCT has the potential to strengthen 

multiple dimensions of IoT, offering numerous potential benefits, which are highlighted below. 

4.1. Enhanced Security 

 BCT enhances the security of data generated by the IoT by storing it in the form of encrypted and cryptographically validated 

transactions. Additionally, the integration of BC-enabled automatic software updates for IoT devices addresses potential security 

vulnerabilities, thereby strengthening the overall resilience of the system against breaches [151].  

4.2. Improved Interoperability  

 BCT can enhance the interoperability of IoT systems by storing and modifying data generated by IoT devices in BCs. Different 

types of IoT datasets are transformed, mined, processed, resized, and ultimately recorded in the decentralized distributed ledger 

[16].  

4.3. Autonomous Interactions  

 Automatic interaction of IoT devices is an excellent feature that BCT can provide. Decentralized Autonomous Corporations 

(DACs) are proposed for automating transactions involving large payments where traditional agencies play no role [152]. DACs 

are implemented by smart contracts and operate autonomously without human interference, thereby reducing costs. This 

functionality could also benefit IoT applications by allowing them to implement decoupled and device-agnostic applications.  

4.4. Reliability 

 Since the information in BC-based systems remains distributed across the entire network and immutable over time, system 

members can authenticate the data and have confidence that it has not been tampered with. Additionally, BCT can provide sensor 

data accountability and traceability [33]. 

4.5. Trusted and Distributed Authentication 

 BCT provides trusted, unique, and distributed authentication of IoT devices. Through its consensus mechanism, every IoT device 

can be identified and authenticated, ensuring a higher level of trust. This decentralized approach eliminates the need for central 

authorities and offers secure, transparent, and immutable records of IoT interactions [153]. 

4.6. Secure Code Deployment  

 Code can be securely and safely deployed by leveraging immutable storage secured by BC. By leveraging this feature, IoT 

systems can use this functionality to update the device's software safely and securely during the update process [154].  

4.7. Service Market 

 By enabling transactions between peers without central authorities, BCT can accelerate the development of IoT information and 

service systems, where microservices can be effortlessly installed and micro-payments can be made securely in a fully proofed 

environment [16].  

4.8. Dependability and Traceability 

 BCT enhances traceability by enabling the validation and identification of IoT data anytime, anywhere  [153]. All of the 

transactions recorded on the BCT are traceable. Wang et al. [155]  developed a product traceability network based on the BCT 

system, which ensures the availability of product tracing services to retailers and suppliers. Moreover, the immutability feature of 

BCT provides the dependability of IoT data, as it is nearly impossible to alter or modify the data, since recorded information is 

virtually immutable.  
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With the continuous growth of physical devices connecting to the Internet, system vulnerabilities are increasing at an 

exponential rate, leading to complex security implications. In IoT systems, end devices are at a high risk of attacks, including 

eavesdropping, DDoS, blackholing, message fabrication, and MITM attacks [16]. As observed in botnet attacks, a group of 

malicious devices or nodes can collectively attack to compromise the entire IoT service framework  [156]. Moreover, a central 

point of failure within a centralized architecture not only risks accessibility but also risks authorization and privacy [157]. 

Currently, security mechanisms implemented in the IoT network are centralized and comprise third-party agencies. In contrast, a 

BC-based IoT framework is less vulnerable to falsified validation since the transaction-issuing devices have their BCT addresses. 

Moreover, the consensus mechanisms implemented in public BCT systems protect against DDoS attacks by imposing a fee for 

every transaction [158]. Therefore, IoT security measures can be improved by implementing BCT in the system. Utilizing BCs 

for security policy prosecution and maintaining an openly inspectable ledger of IoT interactions, exclusive of the third-party 

security dependence, can be extremely advantageous to the IoT network. Various types of BC-based security improvements 

achieved in an IoT system are explored in the subsections below. 

5. BLOCKCHAIN -BASED INTERNET OF THINGS APPLICATIONS 

Researchers and Developers around the world are innovating ingenious ways to integrate BC-based IoT [7]. These applications 

focus on taking benefits from the features of BC, such as fault tolerance, immutability, cryptographic security, capability to run 

smart contracts, decentralized control, authentication, and data integrity. Some of the applications use patented BCs developed 

for their particular needs rather than using open-source BCs like Ethereum and Hyperledger. The following subsections discuss 

various IoT applications that have implemented BCT to enhance security. 

5.1. Intrusion Detection System 

As networks shift towards wireless applications, the increasing threat of attacks becomes a marked consideration. Various 

intrusion detection methods can be used to distinguish these attacks. These methods are vital for detecting unauthorized network 

breaches and unauthorized access to sensitive information. Consider a scenario where both a temperature sensor and a device 

containing sensitive data are connected to the same network. If the sensor is compromised, it may gain access to the sensitive files 

and potentially leak them. Naturally, users want to ensure that sensitive devices are only accessible by trusted devices. However, 

identifying whether a device is rogue and assessing the risk it poses to the network is neither intuitive nor straightforward, 

especially for end users. To provide a better user experience, it is essential to automate as much of the risk management process 

as possible, thereby minimizing the need for user intervention. 

Table 7.  BC-based IDS. 
Year  Paper  Contribution  

2025 [159] The proposed hybrid framework integrates Deep Learning (DL) and BCT to enhance intrusion detection and data security in 
IoT environments. 

2025 [160] Designing a novel, scalable, and privacy-preserving network IDS that integrates CNN, LSTM, Federated Learning (FL), BC, 

and explainable AI, achieving 98.2% accuracy and a low false positive rate. 
2024 [161] In The Honeypot and BC-based Intrusion Detection and Prevention (HB-IDP) model, suspicious data are forwarded for 

intrusion detection to the edge level; here, a honeypot is deployed to attract the attacker’s patterns. 

2024 [162] The framework is known as MSecureChain and employs decentralized authentication and access control and FL-based 

intrusion detection in a metaverse context for KDN smart devices. 

2024 [163] The proposed work has a three-layered architecture for a distributed IDS aimed at securing data sharing between various IDS.   
The upper layer of the cloud service stores the required data permanently for future analysis, the fog layer is supported with 

BCT functionality, and the bottom layer uses multiple IDS. 

2024 [133] The proposed BC-assisted Lightweight IDS (BL-IDS) validates the authenticity of the mobile node using a Hybrid 
Authentication Mechanism (HAM) that combines multiple authentication aspects. 

2024 [164] A distributed federated intrusion detection method uses labeled data to identify new attack types, incorporating BCT for 

consensus. 
2023 [57] The proposed MetaCIDS is an innovative Cyber IDS framework designed for the metaverse based on BCT and online FL 

using an attention mechanism and semi-supervised learning with privacy preservation. 

2023 [55] The authors A long short-term memorys in [23] addressed the application type of healthcare monitoring, securing the Internet 
of Medical Things, and security of medical records using a private BC.  

2022 [165] A new approach to using BCT is proposed to enhance data processing security. Each data block is kept safe in a private cloud 

database.  
2021 [166] A BC-based Federated Forest SDN-enabled IDS (BFF-IDS) was developed to address the challenge of sharing sensitive data. 

The BFF-IDS models were hosted on the InterPlanetary File System (IPFS) to ensure BCT scalability. The model was trained 

and tested using the Ethereum BCT and a Mininet simulator in a local environment on the CAN-intrusion dataset. 
2021 [167] A BCT challenge-based CIDN framework that integrates BCT with a consistent challenge-based trust mechanism. The 

framework evaluates a node's trustworthiness by systematically analyzing the correspondence between issued challenges and 

the responses received. 

 

Thus, proposals to secure and automate home networks using IDS and Intrusion Prevention Systems (IPS) have been proposed 

in both researches, such as IoT-IDM and security risk management solutions [2, 168, 169]. The integration of BCT with IDS aims 



Blockchain-based Internet of Things Security: A Survey… 

180   ECJSE Volume 13, 2026… 

to improve the accuracy, transparency, and reliability of detecting intrusions in networks [170]. Table 7 summarizes some paper 

contributions to BC-based IDS. 

Recent prior research shows that many IDS initiatives have been developed and evaluated using public datasets or datasets 

provided upon request. Several published studies were reviewed, highlighting IoT security in different fields, such as the CAN 

bus dataset and network IDS dataset.  

(1) Network Intrusion Detection System Dataset 

Recently, several studies have explored the use of BCT to enhance the effectiveness of IDS within the IoT domain (as shown 

in the table). IDS are designed to detect unauthorized intrusions and mitigate security threats by leveraging ML models. In this 

context, BCT is utilized to verify the integrity of the IDS dataset and provide transparency in security operations. However, a 

major challenge lies in identifying suitable cybersecurity datasets for BC-based IDS implementations [14], and the creation of 

new, comprehensive datasets remains a complex task [171]. Several of these IDS datasets have been utilized to assess automotive 

IDS in IoT systems [171, 172]. Table 8 analysis of IDS datasets that have been used in IoT. 

Table 8.  IDS datasets used in IoT. 
Dataset  Number of 

features 

Number of 

instances 

Name of attacks Articles that 

used the dataset 

CICIoMT2024 [173] 44 8,775,013 Spoofing, MQTT, Recon, DoS, and DDoS. [174, 175] 

CICIoT2023 [176] 47 93,373,158 Mirai, Spoofing, Brute Force, Web-based, Recon, DoS, and DDoS. [177, 178]  

DDoS (CICEV2023) 
[179]  

7 N/A Wrong CS Timestamp, Wrong EV Timestamp, Wrong EV, and Correct 
EV ID.  

[180, 181] 

CICIoT2022 [182] 48 N/A RTSP brute-force attack and flood denial-of-service attack. [183, 184] 

MQTT-IoT-
IDS2020  [185] 

44 22,076,997 MQTT brute-force attack, Sparta SSH brute-force, UDP scan, and 
aggressive scan.   

[186, 187] 

BoT-IoT  [188] 10 73,360,882 Data Theft, Keylogging, DoS, DDoS, OS fingerprinting, and service 

scanning. 

[189, 190] 

CSE-CIC-IDS2018 

[191]   

80 4,525,399 SQL injection, Infiltration, Dos, Brute Force, and Bot.  [192, 193] 

CICIDS2017  [13] 79 2830743 Heartbleed, Web Attack-Sql Injection, Infiltration, Web Attack – XSS, 
Web Attack – Brute Force, Bot, DoS Slowhttptest, DoS slowloris, SSH-

Patator, FTP-Patator, DoS GoldenEye, DDoS, PortScan, and DoS Hulk. 

[52, 194] 

UNSW-NB15 [182] 49 2540044 Worms, Exploits, Generic, DoS, Backdoors, Shellcode, Analysis, 
Reconnaissance, and Fuzzers. 

 [195, 196] 

ISCX2012 [197] 14 2,545,935 DDoS, DoS, Brute force SSH, and Infiltrating. [198, 199] 

NSL-KDD [112] 42 148,517 U2R, R2L, Probe, and Dos. [200, 201] 

(2) CAN Bus dataset  

A variety of open-access CAN datasets have been presented in the literature. Many of these CAN datasets have also been 

utilized to evaluate automotive IDS [202]. We list the existing open-access CAN datasets in Table 9. 

Table 9.  Summary of  CAN Bus Datasets. 
Year Name  Acronym Vehicle(s) Number 

Attacks  

Labeled? Real? 

2024 IoV CAN bus [203] CICIoV2024  ECUs of a 2019 Ford 4 Yes  Yes  

2017 CAN-intrusion [204] OTIDS Unknown 4 Yes  Yes 

2018 HCRL Survival Analysis dataset 

[205] 

HCRL SA  Chevrolet Spark, Hyundai YF 

Sonata, Kia Soul 

4 Yes  Yes  

2019 AEGIS Big Data Project Automotive 

CAN Bus [206]  

AEGIS CAN Opel Astra, Renault Clio, Testbed 0 N/A Yes  

2020 ML350 CAN Bus [207] ML350 CAN Mercedes ML350 2 Yes Yes 

2021 HCRL Attack & Defense Challenge 

[208] 

HCRL A&D Hyundai Avante CN7 4 Yes Yes 

2021 Heavy-Duty Truck CAN Bus [209]  Heavy Duty CAN Renault T520 6X2 0 N/A Yes 

2023 Can-Train-and- Test dataset  

 

CT&T hevrolet Impala, Chevrolet 

Silverado, Chevrolet Traverse, 

Subaru Forester. 

9 Yes Yes  

5.2. Healthcare  

Currently, healthcare is witnessing significant development as a result of the development of the IoT, BC, and wearable sensor 

technologies, which have led to improvements in the health sector in many applications, such as patient tracking, disease 

prediction, infectious disease-fighting (COVID-19), electronic medical record management, remote patient monitoring, and drug 

traceability. Azaria et al. [210]  developed a prototype named "MedRec", which provides a platform for the immediate and 

seamless storage of healthcare records, ensuring compatibility with other systems. Linn Azaria et al. [211] investigated the main 

challenges associated with using a Bitcoin-like open-source software, BC, for storing medical data. The main challenge is that 
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medical data requires significant storage, which complicates the scalability of the system. When a digital medical record is 

generated, it is authenticated with a digital signature from either the responsible doctor or the patient. The author proposed that 

instead of storing the entire medical record, we should only keep searchable meta-information, hash pointers, and encrypted data 

related to the medical records on the public BC. All actual health information would be kept separate from the BC. 

5.3. Business Models  

BCT promotes the growth of entirely new businesses and can contribute towards the shutdown of traditional incumbents. 

Tumasjan et al. [212]  examine how BCT enables decentralized business models (BDBMs) by removing intermediaries and 

distributing control across networks, with applications in industries like finance, healthcare, and supply chains. Akanfe et al. [13] 

proposed a Sustainable Circular Business (SCB) model that integrates BCT with Circular Supply Chain Management (CSCM), 

enabling businesses to reduce costs, improve ecological sustainability, and optimize performance through smart contracts, 

transparency, and efficient resource management. Upadhyay et al. [213] presented a framework for developing BCT business 

models, emphasizing the importance of aligning key components like value propositions, resources, and partnerships to leverage 

BC's decentralized features. It provides organizations with tools to assess and optimize their models, helping them capture value 

and drive innovation using BCT. Schneider et al. [214] designed a theoretical framework to analyze the implications of BCT on 

value creation. The framework offers that BCT operates as an agent, a capability, and a resource for its users. As a result, it donates 

to the emergence, enablement, and efficiency progress across various business models and ecosystems.  

5.4. Smart Home 

SHIB [215] is a smart house that employs BCT with IoT to address troubles such as secure connection supervision, scalability, 

and data confidentiality. The architect of Access Control Code (ACC) has exclusive authority to add new rules, modify existing 

ones, or eliminate privacy constraints on the BC. To employ this design, a responsible owner must have engaged in a smart 

contract with the appropriate parties. Smart contracts may limit access requests if there is network misconduct, which improves 

the privacy and security of home data. This approach is unique compared to other existing models because it includes a Judge 

Contract (JC) that has the authority to make decisions and impose fines in cases of misconduct [3]. An authentication technique 

that guarantees privacy is presented to explain the process of sharing and collecting data in smart home applications [216]. The 

proposed approach integrates three fundamental principles: smart contracts, intellectual edges, and attribute-based access control, 

to produce a secure and resilient architecture. Data is securely and confidentially moved to the cloud using a differential privacy 

approach. This approach alleviates the computational load on systems, thereby enhancing their adaptability. The proposed system 

architecture consists of clients, IoT devices, multi-edge computers, and the cloud. Attribute-based access control employs two 

sorts of conventions: authorization contracts and access contracts. The authors thoroughly account for the transaction process, 

including four separate stages: linked transaction, status delivery, request administration, and initialization. The variation security 

enhancement approach consists of a fundamental method, a hidden strategy, a set of information, and implementation. The 

suggested method outperforms the present technique by offering enhanced security, privacy, resilience against assaults, precise 

access control, and reduced computational expenses. 

5.5. Smart Cities 

A smart city presents a higher quality of life to residents by maximizing resource utilization and promoting transparency in 

governance. These cities are built by integrating and connecting different systems and infrastructures utilizing communication 

technologies, which work collectively to generate intelligent information.  

Sabrina [217] suggested an approach for managing access to resources in comprehensive IoT systems, such as those seen in 

smart cities. Public smart contracts and the BCT are utilized for external access control, whilst regional off-chain storage is used 

for internal access control. In another study, Makhdoom et al. [218] presented a BCT architecture for smart city security. Hakak 

et al. [219] presented "PrivySharing," a BC-Based security architecture for secure IoT data exchange in smart cities. BCT is 

separated into channels with specialized data from a limited number of authorized organizations to ensure data privacy. 

Additionally, data in these channels is collected and encrypted privately to provide isolation and security. 

5.6. Supply Chain Management  

The primary application of BCT in supply chain management is to trace and keep track of the products and maintain visibility 

throughout the process. Additionally, BCT enhances the security of information sharing among all the commodities involved in 

the supply chain. Sharing and tracing information about the product not only prevents counterfeiting of products but also provides 

transparent information about the product. Ethereum BCT with BigChainDB, PoC, off-chain storage, and double chains are some 

of the solutions proposed by researchers. To enhance monitoring and real-time tracking, Ethereum and Hyperledger Sawtooth 
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combined with IoT and RFID, have been used to ensure the unique identification of items. Additionally, some other researchers 

discussed Hyperledger Fabric BCT as it has better performance [7].  

5.7. Education 

Privacy challenges could hamper the acceptance of BCT in education, as some educational institutions may have a low degree of 

openness to their learning resources [220]. New research illustrates the potential of BCT in education [221]. BC-based applications 

are fast emerging in numerous domains of education, including competency and learning outcome management, copyright 

management, student assessments and examination systems, and professional capability assessment [222]. A common approach 

is used by EduCTX, a platform for recording credentials [40], as well as other educational data management systems to effectively 

and securely store students’ academic records and credentials [41]. The use of BCT in education enables transparent data 

management and verification. Gottlieb et al. [223] explored the potential of BCT applications in higher education institutions 

(HEIs), focusing on credential verification, record-sharing, and reputation management. It highlights the advantages of BC, such 

as increased security, transparency, and efficiency, in addressing HEI administration challenges like record-keeping and certificate 

validation while providing a detailed assessment of both application-level and protocol-level implementations. The previously 

discussed BC-based IoT applications are summarized in Table 10. 

Table 10.  BC-based IoT applications. 
Application Reference   Contribution  

Healthcare [224] ▪ An optimized Healthcare Framework Based on BC, Delegated by Mixed Multi-Agent Reinforcement 

Learning. 

[225] ▪ Designed a framework that combines BCT with IoT devices to address the essential challenges of data 
privacy and security in healthcare. 

[210]  ▪ A prototype named MedRec was introduced that uses BCT to store electronic health data, particularly for 

medical research purposes. 

[211]  

 

▪ BCT is introduced as a decentralized and secure solution for managing electronic health records (EHRs) 

and supporting health-related IT and research activities. 

Business 

models 

[13] ▪ The conflicts between BCT immutability and privacy regulations are presented in this paper, and solutions 

such as privacy-preserving techniques are proposed. 

 [213] ▪ Empirical data were studied to classify and evaluate BC-based business models across industries, focusing 

on their operational mechanisms, benefits, and challenges. 

[214] ▪ Framework to analyze BCT implications on value creation. 

[226]  ▪ Bitcoin-based business process management system is proposed  for seamless verification and execution 

monitoring of choreographies while preserving the independence and anonymity of the participants.  

Smart home  [227] ▪ BCT has been used to secure data exchange and improve privacy, security, and authentication in smart 

home IoT networks. 

[216] ▪ A BC-based privacy-preserving mechanism that secures personal data in smart homes is proposed. 

[228] ▪ A framework is proposed that uses BCT to provide secure communications, data integrity, and privacy for 

IoT devices in smart homes. 

Smart cities [217] ▪ This study presents a method for managing access to resources in dense IoT systems, particularly in smart 
cities. 

[218] ▪ BCT architecture for smart city security introduced. 

[219] ▪ The PrivySharing architecture is introduced as a BC-based security architecture for securely exchanging 

IoT data in smart cities. 

Supply chain 

management 

[229] ▪ The implications of BCT on supply chain decision-making are investigated. 

▪ An Italian airport has deployed a BC-based collaborative decision-making platform that fosters 
collaboration between air traffic controllers and the aviation industry. 

[230] ▪ A BC-based product information traceability framework is proposed to achieve effective label verification 

in cross-border e-commerce supply chain. 

[231] ▪ The integration of BCT and supply chains has been proposed to achieve sustainability. 

Education  [232] ▪ This study demonstrates that BC-based decentralized applications can provide a secure, tamper-resistant, 

and efficient way to share student credentials. 

[223] ▪ Various applications of BCT in higher education are identified. Also addressing challenges like scalability 

and adoption barriers. 

[233] ▪ The student work evaluation model (CLSW) is proposed to enhance the educational process. 

[220] ▪ BCT has been used to manage online learning. 

 

6. CHALLENGES, FUTURE RESEARCH DIRECTIONS, AND OPEN ISSUES  

This section provides an overview of the challenges, future research directions, and outstanding issues in integrating BCT 

with the IoT. The challenges are classified into three categories: challenges related to the IoT, BC, and the integration of BCT 

with the IoT. 
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6.1. Challenges Related to Internet of Things  

Many challenges must be addressed to better realize the IoT vision. To ensure the adoption and widespread use of IoT, these 

challenges must be addressed effectively [33, 234]. This review introduced some of the IoT challenges, which are detailed in 

Table 11. These challenges reflect both the technical and operational complexities of implementing IoT systems across diverse 

sectors. 

Table 11.  IoT Security Challenges. 
Challenge  Description & References  

Architecture Since IoT encompasses a wide range of smart sensors and devices utilizing various technologies, a single reference 

architecture cannot serve as a blueprint for all application requirements [20, 33, 40, 47, 48, 235]. 

Transmission Control 
Protocol (TCP) 

The TCP is generally unsuitable for managing end-to-end transmission control in IoT [33, 236]. 

Operating System (OS) The optimal OS for IoT has not been born yet [32, 33, 237]. 

Heterogeneity  The diversity in IoT device operating conditions, functionalities, and resolutions creates heterogeneity, which makes 

seamless integration difficult [238, 239]. 

Security and Privacy IoT devices gather private information, which makes data theft, unauthorized access, and privacy violations more likely. 

Strong security must be ensured [14, 17, 33, 51]. 

Interoperability The wide range of IoT devices employs different communication standards and protocols, resulting in interoperability and 

inefficient integration [33, 73, 167, 238, 240]. 

Scalability The increasing number of IoT devices presents significant challenges for network scalability and management. These 
challenges complicate the handling of large data volumes and numerous devices [33, 127, 134, 238]. 

Data Management IoT generates large volumes of data, making storage, processing, and analysis increasingly difficult, especially in real-time 

scenarios [33, 237]. 
Energy Efficiency Many IoT devices rely on battery power, so energy management and efficiency are critical to extending device lifespans 

and reducing maintenance costs [33, 241]. 

Latency and Real-time 
Processing 

IoT applications, especially in critical sectors like healthcare and automotive, require low latency and real-time data 
processing for responsiveness [242, 243]. 

Cost of Deployment Implementing IoT solutions, including sensors, connectivity, and infrastructure, can involve significant upfront and ongoing 

operational costs [33]. 
Device Management It's difficult to maintain system health, manage a large number of IoT devices in different environments, and make sure 

firmware updates are made [33, 241, 244]. 

Bandwidth Constraints IoT devices frequently operate in bandwidth-constrained environments, necessitating effective optimization and data 
transmission strategies [33, 241]. 

Network Reliability Even in places with spotty or inconsistent network conditions, IoT networks need to be able to maintain consistent and 

dependable connections [33]. 
Lack of Standards It is challenging to achieve consistent performance, security, and communication when there are no universal IoT standards, 

which causes fragmentation [33]. 

Analytics and Insights To extract valuable insights from massive IoT data sets, we need large-scale ML, Artificial Intelligence (AI), and advanced 
analytics tools. These processes can be resource-intensive [33]. 

Legal and Regulatory 

Compliance 

IoT deployments have to abide by a number of local, national, and international laws pertaining to privacy, data security, 

and safety requirements [51]. 

Limited Processing 

Power 

Many IoT devices have limited computing power, making it difficult to implement strong security measures or process data 

locally [33, 241]. 
User Adoption and 

Understanding 

Many potential users lack awareness or understanding of IoT technology and its benefits, which can hinder adoption in 

both consumer and industrial settings [244]. 

6.2. Challenges Related to Blockchain  

While BCT offers numerous advantages, including transparency and security, these challenges highlight the need for ongoing 

research and development to improve scalability, energy efficiency, and regulatory compliance [245, 246]. To ensure successful 

adoption, we must address several challenges associated with BCT implementation. In addition to issues like scalability, 

interoperability, privacy, and confidentiality. Some of the most common challenges faced in the BCT are explored in the 

subsections below Table 12.  

Table 12.  BCT Challenges. 
Challenge Description & References  

Security Issues 51% Attacks: A 51% attack transpires when malevolent entities dominate over fifty percent of the network's mining capacity, 
enabling them to modify the BC, manipulate transactions, or engage in double-spending of currencies [17, 245]. 

Smart Contract Vulnerabilities: Although BCT is secure, improperly programmed smart contracts, which automate processes 

on the BC, might expose weaknesses that may be exploited [8, 246]. 

Scalability Transaction Throughput: Public BC, such as Bitcoin and Ethereum, have a finite capacity for transactions processed per second. 

For large-scale applications such as IoT, where millions of transactions transpire concurrently[245]. 

Data Growth: Every transaction is recorded on the BC, which results in a rapidly growing ledger. This growing size requires 
nodes to store increasing amounts of data, which can be problematic over time [74].  

High Energy 

Consumption 

Consensus Mechanisms: Certain consensus protocols used in the BCT network consume more energy, and this raises concerns 

about the environmental impact and sustainability of such networks [14, 17, 246]. 

Latency Validation Time: in public BC, it can take several minutes to validate a transaction due to the time-consuming consensus process 
[12, 245]. 
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Interoperability Various BCT platforms frequently function in isolation, each with distinct standards and protocols. This presents difficulties in 

integrating multiple BCT or employing BCT across diverse industries or platforms [246]. 

Regulatory and 

Legal  

Lack of Regulation: the legal status of BCT transactions, including cryptocurrency transactions, differs significantly across 

nations. This ambiguity poses risks for enterprises seeking to implement BCT while uncertain about the forthcoming legal 
framework [245]. 

Compliance: BCT implementation must comply with specific legal and regulatory requirements. The decentralized and 

immutable characteristics of BCT may conflict with specific data protection and privacy regulations, potentially resulting in 
compliance challenges [14, 246]. 

Cost of 

Implementation 

Establishing and sustaining BCT infrastructure can be expensive, particularly for enterprises necessitating extensive 

implementation. The requisite computational power, coupled with substantial energy consumption, renders BCT costly for 
enterprises [246]. 

Security Issues While BCT is implemented to enhance the security of end applications, it remains vulnerable to potential attacks. Vulnerabilities 

in smart contracts, attacks on consensus mechanisms like proof-of-work, and the hacking of cryptocurrency exchanges are 
specific security concerns affecting the BCT network [14, 17].  

User Experience The user experience of BC-based applications can be intricate and daunting for non-technical individuals; thus, it is crucial to 

enhance accessibility and user interface to improve real-time application experiences [14].  

Upgrade and Fork 

Management 

Updating and managing network forks in BCT models can be intricate and demanding. Coordinating network upgrades while 

achieving consensus among participants is challenging [14].  

Lack of 
Awareness 

Due to the nascent nature of BCT, there exists a deficiency in comprehension and awareness regarding its potential advantages 
and constraints. It is essential to instruct stakeholders on the effective implementation of BCT for IoT security [14].  

6.3. Challenges Integration of Blockchain with Internet of Things  

Although integration of IoT and BCT brings many improvements (as shown in Section IV), it also introduces notable security 

challenges. The following subsections examine these key challenges. 

(1) Security 

Numerous studies have identified BCT as a critical component for the much-needed improvement in IoT security. However, a 

significant obstacle to BC-based IoT integration is the reliability of the data produced by IoT devices. BCT provides transaction 

validation and data immutability, yet the chain retains incorrect data once introduced. 

 Bhattacharjya et al. [247] have identified additional threats such as eavesdropping, MITM, and service rejection. Due to their 

susceptibility to hacking and attacks, potential security flaws or breaches prevent the gadgets from functioning properly. IoT 

device communication may suffer significantly from the combination of BCT with IoT. Currently, IoT application protocols like 

CoAP (Constrained Application Protocol) use safety protocols like TLS (Transport Layer Security) or DTLS (Datagram Transport 

Layer Security) to facilitate communication and MQTT (Message Queuing Telemetry Transport). These protocols are 

complicated and weighty, though [16, 248]. 

(2) Consensus 

The resource constraints imposed by IoT devices make them inadequate for directly implementing consensus techniques like 

PoW. As previously stated, many proposals for consensus procedures exist, although they frequently remain underdeveloped and 

inadequately tested. Although there are various plans to include complete BCT nodes inside IoT devices, mining continues to 

pose a significant difficulty within the IoT domain [16]. 

(3) Storage capability and scalability  

The main challenge in integrating BC-based IoT is BC’s limited storage capability and scalability, which are problematic for 

IoT’s large data volumes. Addressing these challenges is critical for successful integration. Currently, most of the data gathered 

from the devices is stored, while a small portion is used to inform actions and extract knowledge. Theoretically, various techniques 

for compressing, normalizing, and filtering data have been proposed. Data compression can enhance the storage, transmission, 

and processing of large volumes of IoT-generated data [16]. 

(4) Smart contracts 

IoT can benefit from smart contracts, and the IoT framework can implement them in a variety of ways. Smart contracts can 

ensure a dependable and safe processing engine. Although certain challenges exist, it's important to consider them beforehand. At 

times, the instability of the IoT structure could compromise the validation and verification of these contracts. Retrieving data from 

different sources could further overload the contracts. Despite the decentralized and distributive nature of smart contracts, they do 

not share the resources to perform extensive processing, as the contract code executes simultaneously in every node. To meet the 

needs of IoT, smart contracts should include group mechanisms and filtering features [78, 155]. 

(5) Data privacy and anonymity 

Many IoT applications handle private data, making privacy and confidentiality critical at all stages, which increases the 

complexity of BCT itself, as they begin with the data assortment stage and extend to the communication and application stages. 

The integration of cryptographic software into devices presents significant security challenges. Additionally, we must consider 

the limitations of computational resources and economic viability constraints. Due to inherent limitations, IoT devices frequently 
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depend on encryption standards such as Internet Protocol Security (IPSec), Secure Socket Layer (SSL), and TLS to ensure secure 

communication. Additionally, the integration of BCT can enhance trust within IoT systems [215, 249].  

(6) Legislative issues 

BCT, especially in the context of cryptocurrencies, has raised many questions about authenticity. National data privacy laws 

also impact the IoT, as seen with data protection directives. As new technologies emerge, many existing laws become outdated 

and require updates. Creating new standards and rules can sometimes weaken device security, but it can also help build more 

reliable and secure IoT networks. However, differences in information handling and security laws across countries pose a 

significant challenge to managing IoT. This challenge becomes even greater when BCT  is involved [97]. 

6.4. Future Directions and Open Issues  

This section explores the open issues and potential research directions that may facilitate the exploration of multiple aspects of 

BC-based IoT integration. Despite the number of survey studies in the literature, some research gaps need more attention. For 

instance, the Authors in [12] provided a thorough review of BC-IoT integration in healthcare applications. It identifies numerous 

challenges associated with implementing BCT in IoT healthcare systems, such as privacy, security, interoperability, and 

scalability, and proposes potential solutions for these issues. Besides, the study does not address in detail how different BCT types 

and configurations can effectively handle large-scale data integration in IoT systems. Fazel et al. [250] discussed the potential of 

integrating IoT with advanced technologies such as ML and BCT in various sectors, such as healthcare, transportation, and supply 

chain management. This study identified open research issues and suggested future directions for advancing the integration of IoT 

with ML and BC, providing a roadmap for further investigation. Besides, the study does not provide comprehensive strategies to 

mitigate these challenges in a practical context. Gugueoth et al. [14] identified and categorized a wide range of IoT security threats, 

such as impersonation, eavesdropping, and denial-of-service attacks, and discussed how BCT can help mitigate these threats. The 

research investigated various consensus algorithms, including PoW, PoS, and PBFT, and evaluated their suitability for IoT 

systems. Besides, the study does not provide comprehensive strategies to mitigate these challenges in a practical context. The 

authors in [251] discussed various consensus algorithms, cryptographic techniques, and privacy-preserving mechanisms, offering 

insights into how these solutions can improve the security and privacy of healthcare data. The study does not delve deeply into 

the resource limitations of BC, such as computational power and energy consumption, which are critical considerations for 

deploying BCT in real-world healthcare applications. As observed, the studies have mainly focused on network attacks and 

architectural details, and little attention has been paid to the possible solutions and the need for BCT integration with IoT to 

enhance security. This limitation is addressed in the current review, and solutions for their limitations are discussed. In addition 

to these research gaps, other issues need to be addressed. However, it does not propose detailed solutions for overcoming these 

challenges. The following issues and opportunities can improve the security capabilities of BC-IoT. 

(1) Machine Learning Solution 

ML and BCT can improve platforms and hardware by overcoming specific challenges. The integration of ML, BC, and the IoT 

in healthcare has the potential to enhance patient outcomes and reduce costs considerably. ML and the IoT can facilitate real-time 

monitoring of chronic diseases, enhancing communication between patients and healthcare providers [252]. The implementation 

of Electronic Health Records (EHR), the Internet of Medical Things (IoMT), and BCT can improve data integrity and security, 

facilitating the sharing of medical data and clinical information [253]. The integration of IoT and big data in healthcare may 

facilitate the development of specific preventative health coaches able to analyze health data and help clients enhance their 

lifestyles [254]. The integration of IoT and BCT offers potential in supply chain management by improving transparency, 

reliability, and operational efficiency. These technologies are essential for enhancing transparency throughout the value chain, 

cultivating trust among business entities, and reducing risks within the context of the industry. 

Moreover, BCT offers transformative capabilities in resolving supply chain and logistics issues, especially in guaranteeing the 

provenance and traceability of essential products. The importance of ML, BC, and the IoT in cybersecurity has been demonstrated 

by numerous research. These technologies are employed to secure connected and autonomous vehicles, safeguard industrial IoT 

systems, mitigate security vulnerabilities, and manage security and privacy concerns in IoT. The emphasis is on employing ML 

and BCT for intrusion detection and data protection, utilizing machine and DL to safeguard industrial IoT systems, and suggesting 

integration of BC, AI, and ML to reduce vulnerabilities [250]. 

As an example, Manavalan [255] emphasized the importance of integrating AI and ML with IoT to enable intelligent decision-

making and the replication of behavioral patterns. The incorporation of BCT can enhance IoT security, as highlighted by Panarello 

et al. [75], due to its immutable characteristics and data encryption functionalities. Bacciu et al. [256] underscore the crucial 

function of ML in enabling IoT applications to adjust to changing conditions. Zikria et al. [257] explored the complexities of 

merging DL with IoT to improve network efficiency, highlighting the associated obstacles and potential. In summary, 

the integration of IoT and BCT in supply chain management offers potential improvements in transparency, trustworthiness, and 



Blockchain-based Internet of Things Security: A Survey… 

186   ECJSE Volume 13, 2026… 

operational efficiency while also significantly improving cybersecurity through the utilization of ML, BC, and IoT in various 

security applications. 

(2) Blockchain-based SDN for Internet of Things Integration 

Although many research studies have developed that integrate BCT with SDN, certain challenges arise when implemented in 

practical IoT applications. The absence of a comprehensive cryptographic and encryption technology poses a significant challenge 

that affects the privacy and confidentiality of data exchanged between two entities [145]. Moreover, the challenges of addressing 

attacks such as MITM and DoS in B-IoT within the SDN are still important. To address this issue as an illustration, Rahman et 

al. [258] outline a stratified hierarchical structure for a BC-SDN-IoT framework. Rathore et al. [259] proposed a decentralized 

security architecture based on SDN coupled with BCT for IoT networks in the smart city. The architectures take less time to 

mitigate attacks in the IoT ecosystem. 

(3) Computation Paradigms 

One challenge relating to the convergence of the B-IoT technologies is the optimization of resource utilization in decentralized 

systems. A potential formula for resolving this issue is Resource Efficiency = (Energy Consumption * Computation Time) / 

Accuracy. This formula illustrates the trade-off between energy consumption, computing time, and Accuracy in data processing 

by a system. The objective is to create systems that are accurate and resource-efficient for data processing in decentralized 

environments [250]. To exemplify the approach taken to resolve this issue, Zhou et al. [260] proposed a collaborative approach 

to maintaining a comprehensive BCT in wireless IoT networks. Rahman et al. [258] developed a stratified hierarchical framework 

for BC-SDN-IoT integration. Munsing et al. [261] developed a peer-to-peer energy market framework utilizing BCs and smart 

contracts for the decentralized optimization of energy resources within microgrid networks. These investigations collectively 

highlight BCT's potential to reduce limitations on resources and enhance efficiency in B-IoT ecosystems. 

(4) Blockchain Technology for Intrusion Detection System  

Recently, several studies have explored the use of BCT to enhance the effectiveness of IDS within the IoT domain. IDS are 

designed to detect unauthorized intrusions and mitigate security threats by leveraging ML models. In this context, BCT is utilized 

to verify the integrity of IDS data and provide transparency in security operations. However, a major challenge lies in identifying 

suitable cybersecurity datasets for BC-based IDS implementations [14], and the creation of new, comprehensive datasets remains 

a complex task [171]. As an example, the authors in [262]   emphasized the potential of BC-enhanced CNNs as a robust and secure 

solution for intrusion detection in CPS, ensuring the integrity and protection of critical infrastructure.  Moreover, Table 7 

summarizes some article contributions to BC-based IDS.  

(5) Developing effective consensus protocols 

The main consensus protocols utilized are PoW, PoS, and PBFT, as illustrated in the table. Nevertheless, these procedures fail 

to consider the constraints of storage space and processing power, which can negatively affect their efficacy. Consequently, it is 

imperative to evaluate elements such as processing speed, computational demands, and reliability while formulating a suitable 

consensus protocol. Future research may concentrate on creating hybrid consensus protocol algorithms that combine the 

advantages of multiple existing protocols to address these limitations and improve performance [133].  The authors in [263] 

proposed hybrid consensus algorithms, highlighting their advantages in forecasting cyber-attacks, anomaly detection, and feature 

extraction.  

(6) Securing access to Internet of Things devices 

BCT enhances dynamic access control by providing high automation and improved security, thereby minimizing the risk of 

access control attacks. Future research should focus on developing and standardizing techniques for integrating on-chain access 

control with off-chain storage. Additionally, emphasis should be placed on mitigating known access control vulnerabilities within 

BCT systems to enhance security and reliability further [17]. To address this issue as an illustration, [144] proposed a privacy-

preserving access control with a policy-hiding scheme based on attribute-based cryptography and a consortium BC.  Table 6 

presents some research contributions in the field of IoT access control using BCT. 

(7) 5G-enabled Blockchain-based Internet of Things networks  

5G is an emerging technology poised to revolutionize existing IoT applications. The growing prominence of 5G networks 

relates to an increase in privacy leakage risks. Developing a robust security strategy for 5G networks is definitely tough due to 

their novelty, volatility, and susceptibility [146]. Promising techniques, like privacy-aware DL, reinforcement learning, and game 

theory, can enhance security in 5G-based B-IoT networks [14]. Djenouri et al. [264] created a comprehensive architecture for 

addressing the distributed knowledge graph matching issue in 5G IoT networks. The system correctly identified the shared 

concepts and relationships from the collection of knowledge graphs by utilizing both BCT management and AI. 

(8) Secure Blockchain Technology ledgers at Fog computing  

The deployment of distributed ledgers in fog computing is the most reliable and cost-efficient way to reduce latency challenges 

in B-IoT networks [240]. Nonetheless, maintaining the confidentiality of BCT ledgers takes a lot of work. Securing ledgers in fog 
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computing applications requires the evaluation of various criteria, including the selection of trusted fog nodes and the assurance 

of ledger secrecy, among others [14]. Therefore, carrying out research in this area is a significant challenge, and the creation of a 

secure, robust, dependable, and resilient mechanism for the security of BC-based fog computing applications presents a promising 

research opportunity. As an example, Liu et al. [249] proposed a distributed access control system based on BCT to secure IoT 

data based on fog computing and the concept of the alliance chain.  

(9) Blockchain Technology for commercial applications 

Nowadays, International trade is often seen as chaotic and inefficient, hindering commerce. Foreign trade is frequently affected 

by dishonesty, counterfeiting, and fraud.  Adding cryptocurrency using BCT will enable us to address many of these issues. 

Combining payment methods, paperwork, and regulations into a single digital international system can address most fraud and 

inefficiency. This change will lead to increased trade and better international relations. BCT continues to develop and grow with 

greater advancements, not only in cryptocurrency but also in several commercial applications, including smart contracts, 

automated tracking, and rule enforcement. The effects of BCT will impact businesses and society [251]. The author in [265] 

proposed a traceability system for food products in international commerce based on BCT networks and RFID tags. This research 

[266] probed whether and how BCT could enhance global governance, with an illustration for climate governance. This article 

[267]  analyzed the impacts of BCT on international business and the resulting challenges and implications for global governance. 

 
7. CONCLUSION 

This paper presented a comprehensive and structured review of the role of BCT in enhancing the security, efficiency, and 

reliability of IoT environments. Beginning with an overview of IoT, its diverse applications, components, and architectures, the 

survey highlighted the wide range of threats and vulnerabilities that IoT environments face, including physical, software, network, 

application-level, and authorization attacks. The paper then examined the core principles, types, and characteristics of BC. 

Moreover, this paper provides a comprehensive comparative analysis of various BCT platforms, highlighting the key properties 

of both private and public DLT platforms. It also includes both quantitative and qualitative evaluations of these platforms to help 

researchers select the most suitable platform and understand key mechanisms, such as smart contracts, consensus protocols, 

cryptocurrencies, and access control models. 

The integration of BC-based IoT was further explored across multiple domains, including IDS, healthcare, business models, 

smart homes, smart cities, supply chain management, and education. These examples demonstrated that BCT not only strengthens 

trust and accountability but also enables more autonomous, interoperable, and resilient IoT infrastructures. Although there are 

promising prospects, this survey emphasizes that substantial challenges remain. Challenges inherent to both the IoT and BC, 

including scalability, resource efficiency, and performance, continue to impede seamless deployment. Additionally, their 

integration introduces further complexities related to privacy, consensus mechanisms, regulatory compliance, and secure access 

in dynamic environments. 

Additionally, this paper identifies several future research directions with substantial potential to advance the field. Famous 

areas of focus include the development of lightweight consensus protocols tailored for IoT environments, the integration of ML 

and DL techniques to enhance the performance and accuracy of BC-based IDS, and the adoption of SDN in conjunction with 

edge and fog computing paradigms to improve scalability and reduce latency. Furthermore, the convergence of BCT with 

emerging communication technologies, particularly 5G and beyond, offers promising prospects for enabling real-time, large-

scale, and secure IoT deployments. 

As future work, further research is necessary to design more efficient and scalable BC-based IoT architectures, including the 

study of adaptive consensus mechanisms, the integration of AI for automated security monitoring, and the investigation of 

interoperability standards for IoT networks. Moreover, the development of IDS with BCT expresses a promising direction. 

Additionally, longitudinal studies and real-world deployments are critical for validating the effectiveness of BCT solutions across 

various application domains. 
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