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Abstract 

The aviation industry’s growing reliance on digital technologies has increasingly become the target 
of cyberattacks that can have devastating effects on safety and operational efficiency. Cybersecurity in 
aviation has become a top concern as regarding that cyber threats to aviation infrastructure. Cyberattacks 
can target operational systems of airlines, air traffic control, airport operations, data breaches, ransomware,  
denial-of-service (DoS) attacks, disrupt flight schedules, compromise passenger safety and expose sensitive 
data. A significant example of cybersecurity incident in the aviation sector is the DDoS attacks against 
Japan Airlines in 2024; these attacks resulted in serious disruptions to operational processes, and ticket 
sales and some flights had to be temporarily suspended. This recent incident highlights the fragility of 
aviation infrastructure and the potential for even more serious attacks in the future. Increasingly 
sophisticated attacks such as artificial intelligence and advanced persistent threats (APTs) require the 
aviation industry to adopt robust and dynamic cybersecurity strategies. These strategies should include real-
time threat detection, proactive vulnerability management, and basic regulatory preparation, technical 
training, and international collaboration to protect global air transportation networks. This article provides 
an analysis of the current state of aviation cybersecurity, discusses various types of cyberattacks targeting 
aviation systems, analyzes major incidents, their impacts, and future risks posed by evolving cyber threats, 
and outlines key strategies to mitigate future risks to aviation infrastructure. 

 

Keywords: Aviation Infrastructure, Aviation Safety, Cyber Attacks, Incident Analysis, Risk 
Assessment. 

 

Özet 

Havacılık altyapısına yönelik siber tehditler arttıkça havacılıkta siber güvenlik en önemli endişe 
haline gelmiştir. Siber saldırılar, uçuş programlarını bozmak, yolcu güvenliğini tehlikeye atmak ve hassas 
verileri ifşa etmek için veri ihlallerinden, fidye yazılımlarından ve hizmet reddi (DoS) saldırılarından 
havayollarının, hava trafik kontrolünün ve havalimanı operasyonlarının operasyonel sistemlerini hedef 
alabilmektedir. Havacılık sektöründeki siber saldırıların dikkate değer vaka çalışmaları arasında, önemli 
kesintilere neden olan ve bazı uçuşları ve bilet satışlarını geçici olarak askıya alan 2024'teki Japan Airlines'a 
yönelik DDoS saldırıları yer almaktadır. Bu son olay, havacılık altyapısının kırılganlığını ve gelecekte daha 
da ciddi saldırılar olasılığını vurgulamaktadır. Yapay zeka ve gelişmiş kalıcı tehditler (APT'ler) gibi giderek 
daha karmaşıklaşan saldırılar, havacılık sektörünün sağlam ve dinamik siber güvenlik stratejileri 
benimsemesini gerektiriyor. Bu stratejiler, gerçek zamanlı tehdit tespiti, proaktif güvenlik açığı yönetimi 
ve temel mevzuat hazırlığı, teknik eğitim ve küresel hava taşımacılığı ağlarını korumak için uluslararası iş 
birliğini içermelidir. Bu makale, havacılık siber güvenliğinin mevcut durumu, havacılık sistemlerini hedef 
alan çeşitli siber saldırı türleri, yaşanan olaylar, bunların etkileri ve gelişen siber tehditlerin oluşturduğu 
gelecekteki riskleri analiz eder ve havacılık altyapısına yönelik gelecekteki riskleri azaltmak için temel 
stratejileri ana hatlarıyla belirlemektedir. 

Anahtar Kelimeler: Havacılık Altyapısı, Havacılık Emniyeti, Siber Saldırılar, Olay Analizi, 
Risk Değerlendirmesi. 
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EXTENDED ABSTRACT 

The av'at'on sector 's an 'ntegral part of the global economy and ease of transportat'on, 
connect'ng people, goods, and serv'ces across vast d'stances. However, l'ke many other sectors, 
av'at'on has become a major focus for pol'cymakers, compan'es, and secur'ty experts, mak'ng 't 
'ncreas'ngly vulnerable to cyber threats. The av'at'on sector 's a complex network of 
'nterconnected systems, rang'ng from a'r traff'c control and fl'ght management systems to a'rport 
operat'ons, baggage handl'ng, and passenger serv'ces. These systems work 'n a h'ghly 
coord'nated manner to ensure the safety, secur'ty, and eff'c'ency of a'r travel. However, the rap'd 
advancement of technology and the 'ncreas'ng rel'ance on d'g'tal systems have opened up new 
ways for mal'c'ous actors to target av'at'on 'nfrastructure. Cybersecur'ty 'n av'at'on 's not l'm'ted 
to prevent'ng f'nanc'al fraud or protect'ng passenger data; 't 's also 'mportant to ensure the 
phys'cal safety of passengers, prevent d'srupt'ons to operat'ons, and prevent threats such as cyber 
terror'sm. The consequences of a cyberattack 'n th's area can be catastroph'c, lead'ng not only to 
f'nanc'al losses but also to potent'al loss of l'fe, jeopard'z'ng nat'onal secur'ty, and damag'ng the 
reputat'on of a'rl'nes, a'rports, and even ent're countr'es. In pract'ce, there are many cyberattacks 
target'ng the av'at'on sector. One of the earl'est known cyberattacks occurred 'n 2001, when a 
hacker successfully 'nf'ltrated the computer system of a major a'rl'ne, d'srupt'ng fl'ght schedules. 
However, as av'at'on 'nfrastructure has become more d'g'tal and 'nterconnected, the most notable 
cases have occurred 'n the last decade. For example, an 'nc'dent occurred 'n 2015, when Un'ted 
A'rl'nes’ fl'ght control system was breached, forc'ng the a'rl'ne to temporar'ly ground 'ts fleet. 
The cyberattack explo'ted vulnerab'l't'es 'n the a'rl'ne’s system, h'ghl'ght'ng the cr't'cal need for 
strong cybersecur'ty measures 'n fl'ght operat'ons. Another h'gh-prof'le attack occurred 'n 2020, 
when cybercr'm'nals targeted the a'rl'ne 'ndustry w'th ph'sh'ng scams, data breaches, and 
ransomware attacks, expos'ng the personal data of m'll'ons of passengers. These events 
h'ghl'ghted the expand'ng threat landscape 'n the av'at'on 'ndustry and the 'ncreas'ng r'sk to data 
pr'vacy. The 'ncreas'ng rel'ance on 'nterconnected d'g'tal systems for nav'gat'on, commun'cat'on, 
and control systems 'n av'at'on makes the 'ndustry part'cularly vulnerable to cyberattacks. ATC 
systems are cr't'cal to the safety of a'rcraft operat'ons. These systems rely on satell'te 
commun'cat'ons and radar, wh'ch, 'f comprom'sed can lead to catastroph'c consequences such as 
a'rcraft be'ng rerouted or downed. Cyberattacks target'ng ATC systems can cause s'gn'f'cant 
delays or m'd-a'r coll's'ons and a'rcraft crashes. In add't'on, modern a'rcraft are equ'pped w'th 
complex av'on'cs systems that 'nclude nav'gat'on, commun'cat'on, and track'ng funct'ons. cyber 
offenders target'ng these systems can man'pulate cr't'cal fl'ght parameters, creat'ng secur'ty 
concerns. A'rport 'nfrastructure rel'es on 'nterconnected systems for passenger management, 
baggage handl'ng, check-'n, and secur'ty. A cyberattack on a'rport 'nfrastructure can d'srupt 
operat'ons, delay fl'ghts, and comprom'se passenger safety. The av'at'on supply cha'n 'ncludes 
manufacturers, ma'ntenance prov'ders, and th'rd-party vendors. By target'ng vulnerab'l't'es 'n 
these systems, cyber offenders can 'ntroduce malware or sabotage a'rcraft components, lead'ng 
to mechan'cal fa'lures or other operat'onal 'ssues. Av'at'on compan'es also face 'ns'der threats, 
'nclud'ng employees w'th access to cr't'cal systems. Ins'der threats, comb'ned w'th soc'al 
eng'neer'ng tact'cs, make the av'at'on 'ndustry an attract've target for cybercr'm'nals look'ng to 
ga'n f'nanc'al ga'n. In add't'on to these threats, as the av'at'on 'ndustry cont'nues to evolve w'th 
the r'se of art'f'c'al 'ntell'gence (AI), the Internet of Th'ngs (IoT), and 5G technolog'es, the future 
r'sks of cyberattacks are expected to 'ncrease 'n both scale and soph'st'cat'on. Some of the r'sks 
that ar'se from these technolog'cal advances 'nclude: As AI systems become more 'ntegrated 'nto 
av'at'on 'nfrastructure, they w'll become targets for attackers look'ng to explo't vulnerab'l't'es. 
AI-enabled attacks can automate large-scale cyberattacks and adapt 'n real t'me to bypass 
trad't'onal secur'ty systems. As the av'at'on 'ndustry 'ncreas'ngly adopts IoT dev'ces for real-t'me 
data shar'ng and mon'tor'ng, cyber attackers w'll have more entry po'nts 'nto av'at'on systems. 
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The mult'tude of connected dev'ces across a'rports, a'rl'nes, and a'rcraft w'll r'se the attack 
surface and open up new vulnerab'l't'es. Av'at'on 'nfrastructure, espec'ally strateg'c a'rports and 
a'rl'ne operat'ons, 's a h'gh-value target for nat'on-state actors. Potent'al r'sk for cyberwarfare 
a'med at d'srupt'ng transportat'on systems or ga'n'ng geopol't'cal 'nfluence 's a grow'ng concern 
for nat'onal secur'ty. Cybercr'm'nals are 'ncreas'ngly us'ng ransomware to extort compan'es by 
d'srupt'ng operat'ons and demand'ng f'nanc'al compensat'on to return to normal. As seen 'n other 
'ndustr'es, ransomware attacks 'n av'at'on can cause operat'onal d'srupt'ons and f'nanc'al losses. 
Attacks on the global av'at'on supply cha'n, from a'rcraft manufacturers to serv'ce prov'ders, can 
have cascad'ng effects across the 'ndustry. G'ven the 'nterconnectedness of var'ous actors, even 
a small breach 'n one part of the supply cha'n can d'srupt operat'ons on a global scale. To m't'gate 
the grow'ng r'sks of cyber threats, av'at'on stakeholders (governments, a'rl'nes, a'rports, 
manufacturers, and serv'ce prov'ders) must take a proact've and collaborat've approach. 

INTRODUCTION 
In recent years, the av'at'on sector has been 'ncreas'ngly 'ntegrat'ng d'g'tal technolog'es 

for global connect'v'ty and econom'c growth. Wh'le th's 'ntegrat'on prov'des many advantages 
to the av'at'on sector, 't 's also exposed to cyber attack threats. These threats cover all serv'ces 
that 'nvolve a'r travel operat'ons, from a'rports, a'r traff'c control towers, a'rl'ne commun'cat'on 
networks and fl'ght management systems, passenger check-'n and 'nformat'on to a'rl'ne 
reservat'ons. Cybercr'm'nals are develop'ng var'ous techn'ques to carry out cyber attacks by 
tak'ng advantage of vulnerab'l't'es 'n the 'nterconnected systems of these av'at'on serv'ces. For 
example, Japan A'rl'nes (JAL) was subject to var'ous cyber attacks between 2019 and 2024. As a 
result of these attacks, the personal data of nearly 100 thousand passengers was comprom'sed, 
advanced ph'sh'ng techn'ques were used to access 'nternal systems, and some domest'c and 
'nternat'onal fl'ghts were delayed. Although these cyber attacks d'd not ser'ously affect fl'ght 
operat'ons, the 'nc'dent ra'sed ser'ous concerns about the vulnerab'l'ty of a'rl'ne IT systems to 
soc'al eng'neer'ng attacks.1 Add't'onally, the av'at'on sector may be exposed to var'ous cyber 
threats such as malware and ransomware, ph'sh'ng, Den'al-of-Serv'ce (DoS) and D'str'buted 
Den'al-of-Serv'ce (DDoS) Attacks. 

The 'ncreas'ng frequency and complex'ty of cyberattacks on av'at'on systems necess'tate 
a closer exam'nat'on of the'r future dangers and the ser'ous r'sks they pose to publ'c safety. In 
other words, wh'le the av'at'on sector 's be'ng modern'zed through d'g'tal transformat'ons such 
as the 'ntegrat'on of Art'f'c'al Intell'gence (AI), the Internet of Th'ngs (IoT) and automat'on, 't 's 
lack'ng and lagg'ng beh'nd 'n protect'ng aga'nst emerg'ng cyber threats. 

Th's study a'ms to answer the follow'ng fundamental research quest'ons: how do 
cyberattacks target'ng av'at'on 'nfrastructure d'ffer 'n terms of threat type, operat'onal 
'mpl'cat'ons, and future r'sk potent'al? How can these r'sks be systemat'cally categor'zed from a 
cybersecur'ty and av'at'on safety perspect've? 

Unl'ke the ex'st'ng l'terature, wh'ch focuses solely on techn'cal descr'pt'ons or 'nd'v'dual 
event def'n't'ons, th's art'cle proposes a un'que analyt'cal r'sk class'f'cat'on framework by 
exam'n'ng s'gn'f'cant cyber 'nc'dents 'n the av'at'on sector us'ng a qual'tat've and comparat've 

 

 

 
1 “Major Cyber Attack D]srupts Hol]day Season Fl]ghts at Japan A]rl]nes,” Euro News, December 26 2024, 

https://www.euronews.com/bus]ness/2024/12/26/major-cyber-attack-d]srupts-hol]day-season-fl]ghts-at-
japan-a]rl]nes/, Date of Access: 10.04.2025. 

https://www.euronews.com/business/2024/12/26/major-cyber-attack-disrupts-holiday-season-flights-at-japan-airlines/
https://www.euronews.com/business/2024/12/26/major-cyber-attack-disrupts-holiday-season-flights-at-japan-airlines/
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case analys's method. The study a'ms to surpass descr'pt've narrat'ves by systemat'cally 
categor'z'ng cyber threats based on attack vectors, targeted systems, and 'mpact sever'ty. In th's 
respect, the research contr'butes to the l'terature by offer'ng a structured r'sk assessment 
perspect've for pol'cymakers, regulators, and av'at'on safety stakeholders. 

Th's study employs a qual'tat've analyt'cal research des'gn comb'n'ng narrat've l'terature 
rev'ew and comparat've case study analys's. The methodology cons'sts of three 'nterconnected 
phases. 

F'rst, the study exam'nes the major types of cyberattacks target'ng av'at'on systems. 
Through a targeted l'terature rev'ew focus'ng on av'at'on cybersecur'ty, cr't'cal 'nfrastructure 
protect'on, and cyber r'sk assessment, academ'c papers, 'nternat'onal organ'zat'on reports 
('nclud'ng ICAO and Eurocontrol), and regulatory documents were analyzed. Th's phase prov'des 
'ns'ghts 'nto how s'gn'f'cant cyberattacks d'srupt av'at'on operat'ons and h'ghl'ghts key lessons 
learned from past events. 

Second, selected cyberattack 'nc'dents affect'ng av'at'on 'nfrastructure are analyzed us'ng 
a qual'tat've case study approach. These cases were selected based on the'r d'rect 'mpacts on 
av'at'on operat'ons or secur'ty, the publ'c ava'lab'l'ty of rel'able 'nc'dent data, and the'r relevance 
to contemporary d'g'tal av'at'on systems. Th's phase spec'f'cally exam'nes the consequences of 
cyberattacks, 'nclud'ng operat'onal d'srupt'on and f'nanc'al loss, secur'ty concerns, reputat'onal 
damage, and eros'on of passenger conf'dence. Th'rdly, the 'dent'f'ed cyber threats were 
systemat'cally categor'zed us'ng a qual'tat've r'sk class'f'cat'on framework based on three 
d'mens'ons: attack type, affected av'at'on subsystem, and the level of operat'onal and secur'ty 
'mpact. At th's stage, part'cular emphas's was placed on emerg'ng threats posed by advanced 
technolog'es such as art'f'c'al 'ntell'gence and autonomous systems. Rather than present'ng a 
quant'tat've r'sk score, the study offers a conceptual r'sk assessment, evaluates the effect'veness 
of ex'st'ng pol'c'es and regulatory measures, and develops recommendat'ons to enhance the 
res'l'ence of av'at'on systems aga'nst future cyberattacks. Th's methodolog'cal approach goes 
beyond descr'pt've report'ng, generat'ng analyt'cal 'ns'ghts 'nto the evolv'ng cybersecur'ty r'sks 
fac'ng global av'at'on 'nfrastructure. 

I. CYBER ATTACKS ON AVIATION INFRASTRUCTURE 

B'r Cyberattack 's def'ned as planned and coord'nated attacks on the 'nformat'on and 
commun'cat'on systems and cr't'cal 'nfrastructures of targeted 'nd'v'duals, 'nst'tut'ons, 
organ'zat'ons and publ'c 'nst'tut'ons.2 Another def'n't'on 's that the concept of cyber threat 's any 
type of cyber attack that w'll destroy the secur'ty of 'nd'v'dual or 'nst'tut'onal data 'n the 
cyberspace. Accord'ng to th's def'n't'on, the most fundamental feature that d'st'ngu'shes cyber 
threats from other class'cal threats 's that threats emerge 'n the cyberspace. It 's extremely d'ff'cult 
to pred'ct threats that emerge 'n the cyberspace and to take precaut'ons aga'nst these attacks. 
Cyber attacks can be carr'ed out anywhere and at any t'me. Thus, the fact that these threats do not 

 

 

 
2 Aslay, F]kret, "S]ber Saldırı Yöntemler] ve Türk]ye’n]n S]ber Güvenl]k Mevcut Durum Anal]z]", 

Internat;onal Journal of Mult;d;sc;pl;nary Stud;es and Innovat;ve Technolog;es, v. 1, no. 1, 2017, p. 
24-28. 
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have a central structure also br'ngs uncerta'nt'es. In th's sense, the source of the threat can be any 
'nd'v'dual, group, terror'st organ'zat'on or state.3 

There are three d'mens'ons that lead to the emergence of cyber threats:4 

1- Weaknesses 'n the des'gn of the Internet (the address'ng system, the fact that most of the 
systems that run the Internet are open and unencrypted, the ab'l'ty to d'str'bute malware, and the 
Internet be'ng a large decentral'zed network), 

2- Errors 'n hardware and software, 

3- Onl'ne access to cr't'cal systems. 

The low cost of cyberattacks makes them a very attract've opt'on for attackers. However, 
they have devastat'ng effects such as suppress'ng states, weaken'ng author'ty, engag'ng 'n 
subvers've act'v't'es, d'sclos'ng secret 'nformat'on of states, se'z'ng systems such as electr'c'ty 
and transportat'on 'n the country, and stopp'ng operat'ons.5 

One of the most 'mportant sectors targeted by cyber attacks 's the av'at'on sector. The 
av'at'on sector cons'sts of a large and complex network of systems 'nclud'ng a'rl'nes, a'rports, 
fl'ght operat'ons, a'r traff'c control, a'rport secur'ty systems, passenger data systems, a'rcraft 
manufacturers and regulators. Wh'le these systems 'ncrease operat'onal eff'c'ency, passenger 
comfort and general safety 'n av'at'on by 'ntegrat'ng w'th technolog'cal advances today, they have 
also become the pr'mary target of cyber attacks. Cyber attacks target'ng the av'at'on sector can 
lead to fl'ght delays, data theft, man'pulat'on, fl'ght cancellat'ons and even ser'ous acc'dents. 

The A'rport Managers Assoc'at'on has d'v'ded cyber threats 'nto three groups:6 

1- Renewable Informat'on Technology systems, 

2- Theft and fraud that cause d'rect f'nanc'al losses for a'rl'nes, a'rports and passengers, 

3- Terror'sm. 

The d'v's'on of cyber threats 'nto these three ma'n groups allows for a more systemat'c 
assessment of the secur'ty r'sks of the av'at'on sector. Renewable 'nformat'on technology systems 
generally 'nclude threats that a'm to access cr't'cal data by explo't'ng cybersecur'ty gaps. Such 
threats can damage a'rport management systems and fl'ght 'nformat'on, thus caus'ng operat'onal 
d'srupt'ons and secur'ty breaches. 

The second group, “theft and fraud that cause d'rect f'nanc'al losses for a'rl'nes, a'rports, 
and passengers,” focuses more spec'f'cally on f'nanc'al losses. Cybercr'm'nals can steal sens't've 

 

 

 
3 Kurnaz, Sal]m and Önen, S. Mustafa, "Avrupa B]rl]ğ]’ne Uyum Sürec]nde Türk]ye’n]n S]ber Güvenl]k 

Stratej]ler]", Internat;onal Journal of Pol;t;cs and Secur;ty, v. 1, no. 2,  2019, p. 82-103. 
4 Aslay, S]ber Saldırı Yöntemler] ve Türk]ye’n]n S]ber Güvenl]k Mevcut Durum Anal]z], p. 24-28. 
5 Gürkaynak, Muharrem ve İREN, Adem Al], "Reel Dünyada Sanal Açmaz: S]ber Alanda Uluslararası 

İl]şk]ler", Süleyman Dem;rel Ün;vers;tes; İkt;sad; ve İdar; B;l;mler Fakültes; Derg;s;, C. 16, S. 2,  
2011, s. 263-279. 

6 Gramat]ca, M. D., Massacc], F., Sh]m, W., Tedesch], A., and W]ll]ams, J., "IT Interdependence and the 
Econom]c Fa]rness of Cybersecur]ty Regulat]ons for C]v]l Av]at]on," IEEE Secur;ty & Pr;vacy, v. 13, 
no. 5, 2015, p. 52–61. 
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data from t'cket sales to cred't card 'nformat'on by attack'ng payment systems or passenger data. 
Th's can underm'ne trust 'n the 'ndustry and lead to ser'ous econom'c losses.  

The th'rd group, “terror'sm,” a'ms to damage cr't'cal 'nfrastructure, espec'ally through 
cyberattacks. S'nce the av'at'on 'ndustry 's a sector that can become a target for terror'sts, such 
threats requ're the 'mplementat'on of both phys'cal and d'g'tal secur'ty measures. Each of these 
threats 'nd'cates that cybersecur'ty strateg'es 'n the 'ndustry must be constantly updated and 
strengthened. 

Kagalwalla and Chur' emphas'zed that the grow'ng challenges 'n secur'ng cybersecur'ty 
w'th'n av'at'on are l'nked to the w'despread adopt'on of modern ICT technolog'es, such as IoT, 
mach'ne learn'ng, and cloud comput'ng, each of wh'ch br'ngs 'ts own vulnerab'l't'es.7  
Furthermore, Duchamp, Bayram, and Korhan' po'nted out that the r's'ng number of travelers, the 
construct'on of new, advanced a'rports, and the 'ncreas'ng complex'ty of modern a'rcraft have all 
contr'buted to a surge 'n cyber-attacks w'th'n c'v'l av'at'on.8 ICAO notes that the grow'ng 
dependence on the 'ntegr'ty and conf'dent'al'ty of data to opt'm'ze da'ly operat'ons has 
he'ghtened the r'sk of cyber 'nc'dents. Add't'onally, the r'se 'n automat'on—central to the 
development of next-generat'on systems—has expanded the attack surface, creat'ng more 
opportun't'es for threat actors to explo't, a'm'ng to d'srupt bus'ness operat'ons and steal 
'nformat'on for both pol't'cal and f'nanc'al purposes.9 

Th's sect'on w'll exam'ne the types of cyber attacks target'ng the av'at'on sector and 
'nclude some case stud'es that have occurred to date. 

A. TYPES OF CYBER ATTACKS TARGETING AVIATION 

Types of cyberattacks spec'f'cally target'ng av'at'on vary 'n complex'ty and purpose. Th's 
sect'on exam'nes the pr'mary types of cyberattacks that pose a threat to the av'at'on sector, 
address'ng the methods used, vulnerab'l't'es explo'ted, and potent'al r'sks to the sector. 

Malware and Ransomware Attacks: Ransomware 's an advanced pers'stent threat that 
stealth'ly attacks the 'nformat'on system of the 'ndustry. Th's malware tends to encrypt essent'al 
f'les and/or lock users out of the system, br'ng'ng the operat'onal act'v't'es of the organ'zat'on to 
a standst'll.10 If an a'rl'ne or a'rport’s cr't'cal systems are attacked, essent'al serv'ces such as fl'ght 
schedules, ground handl'ng, and baggage handl'ng, check-'n and ma'ntenance systems can be 

 

 

 
7 Kagalwalla, N. and Chur], P. P., "Cybersecur]ty ]n Av]at]on: An Intr]ns]c Rev]ew," ;n Proceed;ngs of the 

2019 5th Internat;onal Conference On Comput;ng, Commun;cat;on, Control And Automat;on 
(ICCUBEA), Pune, Ind]a, 19–21 September 2019, p. 1–6. 

8 Duchamp, H., Bayram, I., and Korhan], R., "Cyber-Secur]ty, a New Challenge for the Av]at]on and 
Automot]ve Industr]es," ;n Sem;nar ;n Informat;on Systems: Appl;ed Cybersecur;ty Strategy for 
Managers, 2016, p. 1–4. https://blogs.harvard.edu/cybersecur]ty/f]les/2017/01/Cybersecur]ty-av]at]on-
strateg]c-report.pdf/, Date of Access: 12.03.2025. 

9 Secur]ty and Fac]l]tat]on Strateg]c Object]ve: Av]at]on Cybersecur]ty Strategy, Internat;onal C;v;l 
Av;at;on Organ;zat;on (ICAO),  2019, 
https://www.]cao.]nt/cybersecur]ty/Documents/AVIATIONCYBERSECURITYSTRATEGY.EN.pdf/, 
Date of Access: 06.03.2025. 

10 Mukhopadhyay, A. and Jaın, S., "A Framework for Cyber-R]sk Insurance Aga]nst Ransomware: A M]xed-
Method Approach," Internat;onal Journal of Informat;on Management, v. 74, 2024, p. 102724, 
https://do].org/10.1016/j.]j]nfomgt.2023.102724/, Date of Access: 01.15.2025. 
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d'srupted. Sw'ssport, the world’s largest a'rport ground handl'ng and cargo handl'ng company, 
was targeted by ransomware hackers 'n 2022.11 

PhBshBng and SocBal EngBneerBng: Ph'sh'ng 's a form of decept'on techn'que that attackers 
use to fraudulently obta'n sens't've 'nformat'on, usually about 'nd'v'duals and organ'zat'ons.12 In 
the av'at'on sector, ph'sh'ng can target both a'rl'ne employees and passengers sens't've 
'nformat'on such as usernames, passwords, and f'nanc'al deta'ls by masquerad'ng as leg't'mate 
commun'cat'ons. 

DenBal-of-ServBce (DoS) and DBstrBbuted DenBal-of-ServBce (DDoS): (DoS) and (DDoS) 
attacks are among the most common and devastat'ng types of cyber threats faced by the av'at'on 
'ndustry. These attacks are an attack that d'srupts a webs'te, operat'ons or serv'ces as a result of 
saturat'ng the server w'th a large amount of traff'c.13 In 2023, the webs'tes of seven German 
a'rports were h't by several DDoS attacks, and these occurred one day after a major IT 'nc'dent 
'n wh'ch Lufthansa grounded 'ts fl'ghts.14 

B. CASE STUDIES OF NOTABLE CYBER ATTACKS 

Cyberattacks on the av'at'on 'ndustry are not new. In 1997, a Bell Atlant'c control system15 
used for a'r traff'c commun'cat'ons at Worcester A'rport 'n Massachusetts, U.S. was breached, 
knock'ng out the telephone system at the a'rport for s'x hours, shutt'ng down telephone serv'ces 
to the control tower, a'rport secur'ty, a'rport f're serv'ce, weather serv'ce, and a'rcraft operators. 
The attack also d'sabled the tower's ma'n rad'o transm'tter, a transm'tter controll'ng the runway 
l'ghts, and a pr'nter used by controllers to track fl'ght progress. Telephone serv'ces to 600 nearby 
homes were also cut off.16 

In 2013, a s'gn'f'cant malware attack targeted the passport control systems at Istanbul 
Ataturk and Sab'ha Gokcen a'rports 'n Istanbul (Türk'ye). The attack led to a shutdown of these 
systems at the departure term'nals, d'srupt'ng normal a'rport operat'ons. As a result, numerous 
fl'ghts were delayed, caus'ng frustrat'on for passengers and affect'ng the overall eff'c'ency of 

 

 

 
11 "Sw]ss-Based A]rport Serv]ces F]rm Suffers Ransomware Attack," Sw;ss;nfo, February 4 2022, 

https://www.sw]ss]nfo.ch/eng/sc]-tech/sw]ss-based-a]rport-serv]ces-f]rm-suffers-ransomware-
attack/47321738/, Date of Access: 05.01.2025. 

12 Varshney, G., Kumawat, R., Varadharajan, V., Tupakula, U., and Gupta, C., "Ant]-Ph]sh]ng: A 
Comprehens]ve Perspect]ve", Expert Systems w;th Appl;cat;ons, v. 238, 2024, p. 122199, 
https://do].org/10.1016/j.eswa.2023.122199/, Date of Access: 12.03.2025. 

13 Te]chmann, F. M. J., Serg], B. S., and W]ttmann, C., "The Compl]ance Impl]cat]ons of a Cyberattack: A 
D]str]buted Den]al of Serv]ce (DDoS) Attack Explored", Internat;onal Cyber Law Rev;ew, v. 4, 2023, 
p. 291–298, https://do].org/10.1365/s43439-023-00090-1/, Date of Access: 12.03.2025. 

14 J. L. Hardcastle, "‘Russ]an Hackt]v]sts’ Brag of Flood]ng German A]rport S]tes," The RegUster, February 
17, 2023, https://www.thereg]ster.com/2023/02/17/german_a]rport_webs]tes_ddos/, Date of Access: 
12.12.2024. 

15 R]ndskopf, A., "Juven]le Computer Hacker Cuts Off FAA Tower", Irat;onal.org, March 1998, 
http://www.]rat]onal.org/APD/CCIPS/juven]lepld.htm/, Date of Access: 12.12.2024. 

16 “A]r Traff]c Management: A Cybersecur]ty Challenge,” Eurocontrol, 2021, 
https://www.eurocontrol.]nt/s]tes/default/f]les/2021-12/eurocontrol-atm-cybersecur]ty-report.pdf, 
20.03.2025. 
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a'rport serv'ces.17  The malware's 'mpact on essent'al systems ra'sed concerns about the 
vulnerab'l'ty of cr't'cal 'nfrastructure 'n the av'at'on sector and h'ghl'ghted the grow'ng threat of 
cyberattacks on a'r travel, prompt'ng 'ncreased secur'ty measures and awareness 'n the av'at'on 
'ndustry to prevent s'm'lar 'nc'dents 'n the future. 

In 2018, an agency that conducted mandatory secur'ty checks on a'rport personnel on 
behalf of the Austral'an Government was hacked,18 th's breach resulted 'n the exposure of 
sens't've personal 'nformat'on of hundreds of av'at'on workers. Th's ra'sed concerns about the 
breach of employee pr'vacy, the potent'al m'suse of 'nformat'on by cr'm'nals, and the 
vulnerab'l'ty of the av'at'on system.19 

In 2020, Br't'sh A'rways (BA) was f'ned £20 m'll'on for fa'l'ng to protect the personal and 
f'nanc'al 'nformat'on of over 400,000 customers after a cyberattack resulted 'n the fa'lure to 
adequately secure 'ts systems. The f'ne was 'mposed as a result of a breach of the General Data 
Protect'on Regulat'on (GDPR), that requ'res organ'sat'ons to protect the personal data of 
everyone 'n the EU and uphold the'r pr'vacy r'ghts.20 

S'ngapore A'rl'nes was h't by a cyberattack that exposed the personal 'nformat'on of over 
1.5 m'll'on passengers. Hackers ga'ned access to customer data stored 'n the a'rl'ne’s database, 
'nclud'ng frequent flyer 'nformat'on, contact deta'ls and travel h'story. Even though no f'nanc'al 
data was breached, passengers were comprom'sed and were at r'sk of ph'sh'ng attacks and 'dent'ty 
theft. The a'rl'ne had to not'fy affected customers and take steps to m't'gate the damage. 

In 2021, a software error occurred 'n the IT system 'n B'rm'ngham, Un'ted K'ngdom, wh'ch 
fa'led to detect s'gn'f'cant d'screpanc'es between the loadsheet and the fl'ght plan. As a result, the 
a'rcraft's take-off mass exceeded the requ'red we'ght by 1606 kg.21 

A D'str'buted Den'al of Serv'ce (DDoS) attack targeted JAL’s network, caus'ng delays and 
cancellat'ons of mult'ple domest'c fl'ghts dur'ng the year-end hol'day season. The a'rl'ne was 
forced to temporar'ly suspend same-day fl'ght t'cket sales. Customer data was not comprom'sed 
and fl'ght secur'ty was not affected 'n any way. However, passengers exper'enced s'gn'f'cant 

 

 

 
17 Pagan]n], P., "Istanbul Ataturk Internat]onal A]rport Targeted by a Cyber-Attack," Secur;ty Affa;rs, 2013, 
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18 Pash, C., "Cyber Secur]ty Is Be]ng T]ghtened at Austral]an A]rports After an Ident]ty Card Data Hack", 
Bus;ness Ins;der Austral;a, July 2018, https://www.bus]ness]ns]der.com.au/]dent]ty-card-data-hack-
data-breach-austral]an-a]rports-2018-7/, Date of Access: 18.01.2025. 

19 Eurocontrol, A]r Traff]c Management A Cybersecur]ty Challenge. 
20 “ICO f]nes Br]t]sh A]rways £20m for data breach affect]ng more than 400,000 customers”, Informat;on 

Comm;ss;oner’s Off;ce, October 2020, https://]co.org.uk/about-the-]co/news-and-events/news-and-
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such data, and repeal]ng D]rect]ve 95/46/EC (General Data Protect]on Regulat]on). 

21 Claburn, T., "A]rl]ne Software Super-Bug: Fl]ght Loads M]scalculated Because Women Us]ng ‘M]ss’ 
Were Treated as Ch]ldren", The Reg;ster, Apr]l 8, 2021, 
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confus'on and 'nconven'ence due to mult'ple fl'ght cancellat'ons and mult'ple m'nutes of delay 
dur'ng the busy travel per'od.22 

These 'nc'dents underscore the cr't'cal need for robust cybersecur'ty measures across all 
sectors of the av'at'on 'ndustry. Implement'ng comprehens've secur'ty protocols, conduct'ng 
regular vulnerab'l'ty assessments, and creat'ng a culture of cybersecur'ty awareness are essent'al 
to reduce the r'sks assoc'ated w'th cyberattacks. 

II. ASSESSING FUTURE RISKS AND STRATEGIES 

The purpose of cybersecur'ty r'sk assessment 's to evaluate r'sk levels by 'dent'fy'ng 
potent'al cyber threats that have a negat've 'mpact on av'at'on systems, determ'n'ng the'r 
probab'l'ty of occurrence, and the'r potent'al 'mpact on av'at'on operat'ons, 'nfrastructure, and 
other 'mpacts.23 The 'ncreas'ng complex'ty of cyber r'sks to av'at'on 'nfrastructure due to the 
development of d'g'tal technolog'es has made combat'ng these threats a cr't'cal necess'ty. 

The concept of "smartness" 'n the c'v'l av'at'on sector 's based on concrete examples of 
d'g'tal'zat'on, 'nclud'ng the 'ntegrat'on of IoT-enabled dev'ces and sensors 'nto phys'cal systems, 
the use of blockcha'n, art'f'c'al 'ntell'gence, cloud technology and b'g data to ma'nta'n serv'ce 
qual'ty. The a'm of the av'at'on 's to prov'de enhanced customer exper'ence and opt'mum serv'ces 
'n a rel'able and susta'nable manner by ensur'ng growth, operat'onal eff'c'ency, secur'ty and 
safety opt'm'zat'on.24 Th's s'tuat'on 's escalat'ng the threat of cyberattacks, expos'ng the av'at'on 
'ndustry to numerous r'sks. 

Among the pr'mary future r'sks, the emergence of technolog'es such as IoT and AI 'n 
av'at'on creates new vulnerab'l't'es. IoT dev'ces 'ntegrated 'nto var'ous operat'onal systems can 
be explo'ted by cyber attackers to ga'n access to cr't'cal 'nfrastructure. In add't'on, AI systems 
used for fl'ght opt'm'zat'on and ma'ntenance can be m'sused to cause outages. Koron'ot's et al. 
argue that the developments 'n the 'ntegrat'on of IoT dev'ces 'n 'nfrastructures 'n the av'at'on 
sector are lead'ng to the emergence of smart a'rports. The a'm of these developments 's to prov'de 
an excellent customer exper'ence by 'ncreas'ng the eff'c'ency of da'ly operat'ons and to 
strengthen the rel'ab'l'ty and control of serv'ces.25 In add't'on, Zamorano et al. have h'ghl'ghted 
technolog'es such as Rad'o Frequency Ident'f'cat'on (RFID), geolocat'on, 'mmers've real't'es, 
b'ometr'c systems and robot'cs as 'mportant components 'n the next generat'on smart a'rport 
env'ronments.26 

 

 

 
22 "Japan A]rl]nes Systems Back to Normal After Cyberattack Delayed Fl]ghts", Reuters, December 26 
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25 Koron]ot]s, N., Moustafa, N., Sch]l]ro, F., Gauravaram, P., and Jan]cke, H., "A Hol]st]c Rev]ew of 
Cybersecur]ty and Rel]ab]l]ty Perspect]ves ]n Smart A]rports", IEEE Access, v. 8, 2020,  p. 209802–
209834. 
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Koron'ot's et al. suggest that IoT systems and dev'ces are prone to APT-led attacks due to 
hardware l'm'tat'ons, software bugs, or m'sconf'gurat'ons. Mach'ne learn'ng-based and AI-
enabled techn'ques are proposed as a potent'al solut'on to deal w'th the challenges of IoT-based 
cyberattacks. A strong cyber defense framework 'n smart a'rports 's cr't'cal to ensure the rel'ab'l'ty 
of serv'ces, prevent d'srupt'ons and cancellat'ons, and loss of sens't've data.27 

Accord'ng to Wolf et al., IoT, electron'c data 'nterchange and d'g'tal network'ng play a 
cr't'cal role 'n 'mprov'ng the eff'c'ency of the 'ndustry’s 'n-fl'ght operat'ons. It 's therefore 
'mportant to conduct a rev'ew of the role and potent'al of d'g'tally enabled dev'ces 'n the 
development of d'g'tal network'ng and electron'c data 'nterchange 'n future e-enabled a'rcraft, as 
well as the'r assoc'ated vulnerab'l't'es, attack surfaces, and poss'ble prevent've measures.28 

M't'gat'ng and el'm'nat'ng these future r'sks requ'res a mult'-faceted approach. Therefore, 
strengthen'ng the res'l'ence of av'at'on 'nfrastructure 's cr't'cal. Th's starts w'th upgrad'ng and 
replac'ng legacy systems 'n the av'at'on sector w'th modern systems. It 's essent'al to re-equ'p 
a'rports and a'rl'nes w'th updated secur'ty protocols and prov'de regular software updates. 
Add't'onally, adopt'ng cybersecur'ty frameworks such as the NIST Cybersecur'ty Framework w'll 
help av'at'on stakeholders establ'sh a robust r'sk management approach. 

Add't'onally, strengthen'ng publ'c-pr'vate collaborat'on 's essent'al. Governments should 
work closely w'th the av'at'on 'ndustry to develop and 'mplement cybersecur'ty regulat'ons and 
standards. Internat'onal collaborat'on plays a cr't'cal role 'n combat'ng cross-border cyber threats, 
as cybercr'm'nals often operate 'n reg'ons w'th less str'ngent laws. Establ'sh'ng global norms for 
av'at'on cybersecur'ty and ensur'ng compl'ance w'll help create a safer env'ronment for all 
stakeholders. 

Another 'mportant way to reduce future r'sks 's to 'mprove threat detect'on and defense 
capab'l't'es. The av'at'on 'ndustry needs to 'nvest 'n advanced cybersecur'ty technolog'es such as 
'ntrus'on detect'on systems (IDS), as well as anomaly detect'on and real-t'me threat 'ntell'gence 
shar'ng. Systems must be cont'nuously mon'tored for anomalous act'v'ty us'ng art'f'c'al 
'ntell'gence, and potent'al cyber threats must be detected and responded to 'n a t'mely manner. 

In add't'on, human factors are also extremely 'mportant. Human error 's cons'dered one of 
the weakest l'nks 'n cybersecur'ty. Therefore, educat'on and awareness programs should be a key 
element of any strategy to combat cyber threats. A'rl'ne and a'rport personnel, from ground crew 
to managers, should be tra'ned on cybersecur'ty best pract'ces, such as recogn'z'ng ph'sh'ng 
attacks, manag'ng passwords securely, and understand'ng the 'mportance of system updates. 
Add't'onally, organ'zat'ons should conduct regular cybersecur'ty dr'lls and s'mulat'ons to ensure 
that personnel can effect'vely respond to cyber 'nc'dents. 

In conclus'on, the r'sks related to cyber attacks on av'at'on 'nfrastructure are ser'ous, but 
not 'mposs'ble to overcome w'th the r'ght strateg'es. Investment 'n advanced and smart 
technolog'es, nat'onal and 'nternat'onal leg'slat'on, encouragement of 'nternat'onal cooperat'on, 
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and human resources tra'n'ng can create a durable defense aga'nst future cyber threats to the 
av'at'on sector. 

 

CONCLUSION 

The av'at'on sector has also been affected by the technolog'cal developments 'n recent 
years. Wh'le 't has pos't've effects such as travel comfort and econom'c growth, 't has also become 
the pr'mary target of cyber attacks. In other words, wh'le cont'nu'ng to w'tness advances 'n 
technology, the av'at'on sector's dependence on 'nterconnected d'g'tal systems makes 't 
vulnerable to explo'tat'on by mal'c'ous actors. These attacks, wh'ch can range from data breaches 
to large-scale d'srupt'ons of operat'ons, pose a s'gn'f'cant threat to the secur'ty, safety and 
operat'onal cont'nu'ty of av'at'on systems worldw'de. In add't'on, av'at'on 'nfrastructure, 
'nclud'ng fl'ght control systems, t'cket'ng and passenger 'nformat'on systems, baggage handl'ng 
and a'r traff'c management, are 'ncreas'ngly becom'ng the target of cyber attacks. Cyber attacks 
can d'srupt any of these cr't'cal systems and lead to ser'ous consequences such as fl'ght delays, 
data theft, loss of operat'onal control, reputat'onal damage to a'rl'nes and a'rports, major f'nanc'al 
losses, route changes and even a'rcraft coll's'ons and crashes 'n the a'r. 

Cyber attacks on av'at'on 'nfrastructure 'n recent years have also h'ghl'ghted the 
vulnerab'l'ty of th's sector. The 2015 cyberattack on Un'ted A'rl'nes 's an example of how 
vulnerab'l't'es 'n the a'rl'ne’s fl'ght management systems could have allowed hackers to access 
sens't've data and systems onboard. S'm'larly, a major cyberattack was carr'ed out on Japanese 
A'rl'nes 'n 2024. The attack d'srupted the a'rl'ne’s operat'ons and caused ser'ous delays 'n fl'ght 
schedules.  

The av'at'on 'ndustry’s 'ncreas'ng rel'ance on art'f'c'al 'ntell'gence and IoT systems, 'n 
part'cular, presents new challenges. In add't'on, future r'sks 'nclude APTs that rema'n undetected 
for long per'ods of t'me, soph'st'cated state-sponsored cyberattacks, and vulnerab'l't'es 
or'g'nat'ng from th'rd-party vendors protect'ng key systems. A mult'-layered cybersecur'ty 
strategy 's essent'al to m't'gate these r'sks. F'rst, cooperat'on between governments and pr'vate 
sector organ'zat'ons should be strengthened to take effect've measures aga'nst cyberattacks. Also, 
the av'at'on 'ndustry should adopt a proact've rather than react've approach to cyber defense by 
adopt'ng advanced encrypt'on, cont'nuous mon'tor'ng, and regular cybersecur'ty aud'ts. 
Cybersecur'ty tra'n'ng should be prov'ded to personnel work'ng 'n the av'at'on sector. 
Comprehens've nat'onal and 'nternat'onal legal regulat'ons should be developed for the av'at'on 
sector. Integrat'ng AI and blockcha'n technolog'es 'nto av'at'on secur'ty systems can play a role 
'n detect'ng anomal'es, susp'c'ous act'v't'es, and 'mprov'ng the secur'ty of data process'ng. 

The f'nd'ngs of th's study parallel the ex'st'ng l'teratüre, argu'ng that av'at'on systems have 
become more vulnerable to cyber threats due to 'ncreas'ng d'g'tal 'nterdependence. However, 
unl'ke prev'ous stud'es that focused solely on techn'cal vulnerab'l't'es or 'solated 'nc'dents, th's 
paper h'ghl'ghts the system'c nature of av'at'on cyber r'sk by 'dent'fy'ng the level of 'nst'tut'onal 
preparedness and the fragmented structure of the regulatory framework as key r'sk-'ncreas'ng 
factors. In th's context, the proposed qual'tat've r'sk class'f'cat'on framework br'dges the gap 
between descr'pt've 'nc'dent report'ng and analyt'cal r'sk assessment by enabl'ng cross-case 
compar'son and prospect've r'sk 'dent'f'cat'on. 

The research results also pred'ct that future av'at'on cybersecur'ty r'sks w'll be shaped by 
APTs, supply cha'n vulnerab'l't'es, and the 'ntegrat'on of AI-dr'ven systems. Th's not only 
conf'rms concerns vo'ced by 'nternat'onal organ'zat'ons such as ICAO but also expands upon 
them by exam'n'ng them through a structured analyt'cal lens. From a pol'cy perspect've, these 
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f'nd'ngs underscore the need for the creat'on of harmon'zed 'nternat'onal cybersecur'ty standards, 
the 'ntroduct'on of mandatory r'sk controls for av'at'on stakeholders, and the strengthen'ng of 
publ'c-pr'vate sector cooperat'on. Future research could further enhance the cyber res'l'ence 
strateg'es of av'at'on 'nfrastructure by enr'ch'ng th's framework w'th quant'tat've r'sk model'ng 
or sector-spec'f'c s'mulat'ons.  
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