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Abstract— In the post-quantum era, it is predicted that secure encryption algorithms like RSA and ECC 

will be broken within microseconds. In response, NIST has made the transition to post-quantum 

cryptography necessary by completing the ML-KEM standard (FIPS 203) in August 2024. However, 

integrating these new algorithms into the existing TLS 1.3 infrastructure raises some concerns, 

particularly in resource-constrained IoT devices where computing power and memory are limited. This 

paper evaluates the TLS 1.3 handshake performance of ML-KEM-512, ML-KEM-768, ML-KEM-

1024, and hybrid X25519+ML-KEM-768 on a Raspberry Pi 4 (ARM Cortex-A72) in five different 

network scenarios (loopback, LAN (10 ms RTT), WAN (50 ms RTT), and packet loss rates of 1% and 

5%). Experiments were performed using OpenSSL 3.x integrated with liboqs, with 100 iterations for 

each configuration. The results show that ML-KEM algorithms, which have high computational costs, 

introduce negligible computational overhead compared to the classic X25519 under low latency 

conditions, and base-state 1-RTT handshake times range from 11.3 to 13.3 ms. The ML-KEM 512 

algorithm showed the best performance, particularly due to its small packet size. ML-KEM reached 180 

ms with 5% loss, while X25519 reached 281 ms. It was also observed that session restart times 

consistently reduced handshake latency for all algorithms. In algorithm tests, ML-KEM 512 provided 

a 4.16-fold speedup at the base level. In WAN conditions, network RTT becomes the dominant 

bottleneck, and the choice of KEM algorithm becomes practically irrelevant. This demonstrates that 

ML-KEM algorithms are a usable standard even with limited hardware and that session restart is a 

significant example of optimization in IoT applications. 

Keywords : Post-Quantum Cryptography, ML-KEM, TLS 1.3, IoT Security, Raspberry Pi, Network 

Performance.  

 

1. Introduction 

Existing algorithms such as RSA and Elliptic Curve Cryptography (ECC) provide adequate security 

levels. With the introduction of the Shor algorithm and the anticipated maturation of quantum 

computers, it is predicted that these classical encryption methods could be broken in seconds. Given the 

"store now, decrypt later" philosophy of quantum computers, securing network traffic with quantum-

resistant protocols emerges as a critical need for long-term data security. (Montenegro et al., 2026). To 

overcome this challenge, the National Institute of Standards and Technology (NIST) launched the Post-

Quantum Cryptography (PQC) Standardization Project. In August 2024, NIST formally standardized 

ML-KEM (Module Lattice Key Encapsulation Mechanism), a lattice-based algorithm derived from 

CRYSTALS-Kyber, with the publication of FIPS 203 (Nagy et al., 2025). ML-KEM is a lattice-based 

post-quantum cryptographic algorithm with three different security levels (ML-KEM-512, 768, and 

1024). Currently, secure communication at the transport layer is primarily provided by the TLS protocol 
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over TCP and UDP. Integrating Post-Quantum Cryptography (PQC) into the existing Transport Layer 

Security (TLS) infrastructure presents significant experimental challenges (Aydeger et al., 2025). Post-

Quantum Key Encapsulation Mechanisms (KEMs) involve significantly larger public keys and 

ciphertexts compared to classical cryptographic algorithms. For example, ML-KEM-768 uses 1184-byte 

public keys, significantly larger than the 32-byte keys used in the classical X25519 algorithm, leading 

to increased bandwidth overhead and computational latency. Internet of Things (IoT) applications are 

largely based on ARM-based architectures such as the Algorithms such as RSA and Elliptic Curve 

Cryptography (ECC), used in classical encryption, provide sufficient security levels (Kagai et al., 2025). 

With the introduction of the Shor algorithm and the expected developmental progress of quantum 

computers, it is predicted that these classical encryption methods can be broken in seconds. Switching 

network traffic to quantum-resistant protocols to protect against quantum computers operating on the 

"store now, decrypt later" principle has become an urgent requirement for long-term data security 

(Montenegro et al., 2026). To overcome this challenge, the National Institute of Standards and 

Technology (NIST) launched the Post-Quantum Cryptography (PQC) Standardization Project. In 

August 2024, NIST formally standardized ML-KEM (Module Lattice Key Encapsulation Mechanism), 

a lattice-based algorithm derived from CRYSTALS-Kyber, with the publication of FIPS 203. ML-KEM 

is a lattice-based post-quantum cryptographic algorithm with three different security levels (ML-KEM-

512, 768, and 1024) (Jung et al., 2025). Currently, secure communication at the transport layer is 

primarily provided by the TLS protocol over TCP and UDP. Integrating Post-Quantum Cryptography 

(PQC) into the existing Transport Layer Security (TLS) infrastructure presents significant experimental 

challenges. Post-Quantum Key Encapsulation Mechanisms (KEMs) involve significantly larger public 

keys and ciphertexts compared to classical cryptographic algorithms. For example, ML-KEM-768 uses 

1184-byte public keys, significantly larger than the 32-byte keys used in the classical X25519 algorithm, 

which increases bandwidth overhead and computational latency. Internet of Things (IoT) applications 

largely rely on ARM-based architectures such as Raspberry Pi, which operate under limited power, 

memory, and CPU constraints (Aissaoui et al., 2024). Much of the literature relies on simulated network 

environments rather than real-world wireless conditions where signal degradation and jitter are common. 

TLS 1.3, standardized by RFC 8446 (Chen et al., 2025) , is the fundamental protocol securing web 

communication today, and the vast majority of modern websites have adopted the HTTPS (Secure 

Hypertext Transfer Protocol) architecture. HTTPS is essentially an HTTP protocol built on top of the 

TLS (Transport Layer Security) layer. Its primary function is to derive session keys and authenticate 

endpoints. Its secondary function, the handshake phase, relies on efficient key exchange mechanisms 

like X25519, where the transaction time is typically around 2-3 milliseconds under ideal conditions. 

Algorithms like X25519, currently used for security purposes, are considered quite secure. However, 

the shift to post-quantum KEM (Key Encapsulation Mechanism) algorithms leads to a significant 

increase in computational overhead due to the large data sizes required by these algorithms. For 

example, while the key length for X25519 is only 32 bytes, the ML-KEM-768 algorithm requires 1184 

bytes for public keys and 1088 bytes for ciphertext (Wei et al., n.d.). This size expansion results in a 

significant increase in both bandwidth consumption and computational latency. This paper presents an 

analysis of the hybrid TLS 1.3 performance for post-quantum algorithms on an ARM-based Raspberry 

Pi 4. Our work utilizes probabilistic delay modeling to discriminate between computational overhead 

and network transmission latency. The findings presented here highlight the critical importance of 

context-sensitive optimizations to ensure the feasibility of quantum-resistive protocols in various 

computing environments. This paper presents a systematic experimental study of post-quantum hybrid 

TLS performance on an ARM64 platform under real-world network conditions. Performance tests were 

conducted with a sample size of n=100 to ensure statistical significance. It remains unclear how practically 

the PQC algorithms standardized by NIST for the post-quantum era will work with TLS 1.3 under real network 

conditions. Overcoming this uncertainty has been the main motivation for this study. 

The concrete contributions of the study can be summarized as follows: The comprehensive testing 

of the ML-KEM-512, ML-KEM-768, ML-KEM-1024, and hybrid X25519+ML-KEM-768 algorithms 

on real hardware (Raspberry Pi 4 / ARM Cortex-A72) has been added to the literature. Measurements 

made in five different network scenarios, such as loopback, LAN, WAN, and different packet loss rates, 

reveal not only the computational performance of the algorithms but also their real-world performance 

under network conditions. In addition, the experimental proof that session restart is a meaningful 

optimization method for IoT applications and the fact that the selection of the KEM algorithm in WAN 
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conditions shows performance close to classical algorithms in terms of latency are among the important 

findings of the study. 

2. Related Work 

2.1 ML-KEM Algorithms 

To transition to post-quantum cryptography, NIST initiated the Cryptography (PQC) Standardization 

process, culminating in the publication of FIPS 203 in August 2024. ML-KEM (Module Lattice-Based 

Key Encapsulation Mechanism), derived from CRYSTALS-Kyber, provides three sets of parameters 

corresponding to different NIST security levels. These are listed in Table 1. 

Table 1.ML-KEM algorithms NIST Security Levels 

Parameter Set 
NIST 

Category 

Security 

Equivalent 

Public 

Key 
Ciphertext Characteristics 

ML-KEM-512 I AES-128 800 B 768 B 

Baseline quantum resistance; 

requires 264 quantum operations 

against Grover's algorithm. 

ML-KEM-768 III AES-192 1,184 B 1,088 B 

Pragmatic Choice: Optimal 

balance between security and 

performance for most 

deployments. 

ML-KEM-1024 V AES-256 1,568 B 1,568 B 

High-security applications (e.g., 

classified communications, 

financial infrastructure). 

Security levels reflect the computational resources required to break the system using classical or 

quantum attacks. ML-KEM's lattice-based structure is based on the difficulty of the Error Module 

Learning (MLWE) problem, which is resistant to the Shor algorithm and other known quantum threats 

(Son & Cheon, 2019). The adoption of hybrid constructions is primarily driven by the relative novelty 

of lattice-based cryptography compared to the decades of cryptanalysis performed on elliptic curve 

schemes (Rubio García et al., 2025). Hybrid algorithms can be used by combining classical and post-

quantum algorithms. Thus, the advantages of both algorithms are combined into a single algorithm. This 

deep defense strategy is one of the methods used and adopted by major applications including Google 

Chrome, Cloudflare and AWS (Asif, 2021). The hybrid structure combines both algorithms and derives 

the session key through a key derivation function (KDF), which guarantees that an adversary would 

have to break both fundamental elements to compromise the connection (Rubio García et al., 2025). As 

a result, the system maintains its integrity as long as at least one of the component algorithms remains 

secure. 

2.2 TLS 1.3 Handshake 

The TLS 1.3 handshake protocol, standardized in RFC 8446, consists of three basic phases: key 

exchange, server parameters, and authentication. Key Exchange Phase: TLS 1.3 uses a Key 

Encapsulation Mechanism (KEM) to generate the shared secret key. The protocol flow involves three 

cryptographic steps: 

KeyGen(): The client generates a key pair (public key PK, secret key PK in the ClientHello message. 

Encaps(pk): The server generates a ciphertext CT and shared secret key SS using the client's public key 

and sends the CT in ServerHello. 

Decaps(sk, ct): The client uses its secret key and the received ciphertext to recover the shared secret 

SS. For the classic X25519, these operations are completed in approximately 0.05–0.1 milliseconds in 

total. Although the cryptographic operations of ML-KEM-768 are competitive, larger message sizes 

lead to network transmission delays that dominate the overall handshake latency, especially in high-

latency or bandwidth-constrained networks (Kampanakis & Weibel, n.d.; Mamun et al., n.d.; Sikeridis 

et al., 2022). The KEM-based key exchange flow is illustrated in Figure 1. 
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Figure 1. TLS 1.3 Handshake Protocol – KEM Protocol Flow 

2.3 Literature Comparison Work 

Sosnowski et al.(Sosnowski et al., 2023) demonstrated that ML-KEM in TLS 1.3 achieved handshake 

latencies that could compete with classical ECDH under network conditions with bandwidth constraints, 

latency, and packet loss. Their work concluded that Kyber outperformed classical algorithms at higher 

security levels, but their evaluation focused on x86-64 server hardware. Montenegro et al. [3] developed 

a generalized framework for post-quantum TLS evaluation by testing ML-KEM, hybrid KEMs, and 

multi-signature algorithms at NIST security levels I, III, and V. They identified hybrid KEMs as the 

configuration requiring the most bandwidth and noted that they have minimal computational overhead 

compared to pure post-quantum frameworks. The working frameworks were validated only in controlled 

network environments without performing actual WiFi or mobile network tests. PQC algorithms are 

algorithms that put extra overhead on the network due to their size. Various optimization methods have 

been proposed to reduce these overheads. Lim et al. (Lim et al., 2025) proposed PQTLS-AD, an 

optimization that pre-distributes ML-KEM public keys via DNS TXT records to reduce ClientHello 

size. This approach was reported to provide a 30% reduction in initial packet size, but it requires DNS 

infrastructure changes and is not compatible with link switching scenarios common in mobile networks. 

Kampanakis et al. (Kampanakis & Weibel, n.d.) proposed certificate compression and PKI constructs 

that do not require intermediate processing to reduce post-quantum signature overhead and achieved a 

30-40% reduction in handshake size. These optimizations primarily focus on reducing bandwidth 

consumption and do not address the computational challenges faced by resource-constrained ARM 

devices. 

The performance of PQC algorithms in large networks such as 5G/6G has also been a subject of 

interest. Hanna et al. (Hanna et al., 2024) observed that integrating post-quantum TLS into 5G network 

control planes increased the signal transmission overhead by 40-60% due to larger certificate chains. 

Deployment studies have shown the practical challenges of integrating post-quantum cryptography into 

the existing telecommunications infrastructure, and evaluations have revealed challenges even on x86-

64 server platforms. The security levels of hybrid KEMs have been formally examined in many studies. 

The basic logic of these structures is actually quite simple: to ensure that the system can maintain its 

security even if one of the two components is broken by using classical and post-quantum algorithms 

together (Bindel et al., 2019). This approach has also found its place in practice; similar hybrid structures 

are preferred in Google Chrome's post-quantum TLS integration and Cloudflare's edge infrastructure 

(Schwabe et al., 2020). However, it is important to emphasize a crucial point here: formal security proofs 
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largely ignore the performance aspect. Especially on ARM processors with limited SIMD support, 

running two separate switch-switching algorithms sequentially leads to a significant computational 

overhead. This constitutes a major obstacle to the widespread adoption of the hybrid KEM approach 

across different hardware configurations. 

Recent studies have begun to evaluate the QUIC protocol in conjunction with post-quantum KEMs. 

Montenegro et al.(Montenegro et al., 2026) achieved remarkable results in their comprehensive study 

comparing TLS and QUIC with post-quantum primitives: under ideal network conditions, QUIC reduces 

handshake time by 15-25% compared to TCP+TLS, while in environments where packet loss exceeds 

2%, this gain can reach 30-50%. Kempf et al. (Kempf et al., 2024), on the other hand, examined post-

quantum authentication mechanisms on QUIC; they pointed out that large post-quantum certificate 

chains pose serious problems in terms of PKI scalability. However, both studies are based on x86-64 

architecture and simulated network environments; findings regarding real-world hardware and network 

conditions are still quite limited. 

Table 2. Comprehensive Literature Summary on Post-Quantum Protocols 

Study Year Protocol KEM Type Signature Platform Network Focus 
(Sosnowski 

et al.) 
2023 TLS 1.3 Kyber ECDSA x86-64 Emulated Performance 

(Gonzalez 

and Wiggers)  
2022 KEMTLS ML-KEM-512 - 

ARM 

(M4) 
Localhost Embedded 

 (Montenegro 

et al., 2026) 
2026 TLS 1.3 MLKEM, Hybrid ML-DSA x86-64 Controlled Framework 

 (Montenegro 

et al.) 
2026 TLS+QUIC ML-KEM - x86-64 Emulated Comparison 

(Hanna et al.) 2024 TLS 1.3 ML-KEM ML-DSA x86-64 5G Control Plane 

 (Tasopoulos 

et al.) 
2022 TLS 1.3 Kyber - 

ARM 

(RPi) 
Localhost IoT 

(Kempf et 

al.) 
2022 QUIC - Dilithium x86-64 Cloud Authentication 

 

Proposed 

 

2026 

 

TLS 1.3 

X25519, ML-

KEM 

(512/768/1024), 

Hybrid 

 

RSA 

 

ARM 

(RPi4) 

 

Emulated 

 

IoT / ARM 

Gonzalez et al. (Kim et al., 2025) compared KEMTLS with post-quantum TLS, an alternative 

protocol using KEM for authentication purposes in various embedded systems, including ARM Cortex-

M4 microcontrollers. The results showed that ML-KEM 512 is feasible for IoT devices. Tasopoulos et 

al. (Tasopoulos et al., 2022) investigated ML-KEM in detail on Raspberry Pi and ESP32 platforms and 

reached an interesting finding: handshake latencies in ARM Cortex-A cores are 3-5 times higher 

compared to x86-64 due to limited SIMD (Single Instruction, Multiple Data) support and memory 

bandwidth constraints. However, the study only considered pure post-quantum KEMs; hybrid structures 

and real network environments were excluded. Dong et al. (Dong et al., n.d.)  achieved a 40% speed 

increase in ML-KEM using a compilation-level vectorization method for embedded ARM devices. An 

important point that should not be overlooked in terms of current assessments is the NIST FIPS 203 

standard, published in August 2024. Previous work [2][7] relied on Kyber implementations that were 

not yet standardized, differing from the final ML-KEM specification in terms of key generation 

procedures and ciphertext formats. Therefore, with the formal enactment of the standard, remeasuring 

post-quantum TLS performance through formal implementations has become a necessity, not a 

preference. Because compatibility with production environments can only be ensured in this way 

(National Institute of Standards and Technology (US), 2024). Table 2 summarizes the scope and 

contributions of relevant studies on post-quantum protocols. 

Our study evaluates X25519, ML-KEM variants (512, 768, 1024), and the hybrid X25519+ML-KEM-

768 on a Raspberry Pi 4 (ARM Cortex-A72) under emulated network conditions, identifying 

performance bottlenecks relevant to post-quantum TLS deployment on resource-constrained hardware. 
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3. Methods 

In this study, a comprehensive performance evaluation environment was established on the 

Raspberry Pi 4 (RPi4) ARM64 architecture to measure the effect of ML-KEM algorithms, a type of 

post-quantum cryptography (PQC), on TLS 1.3 handshake times. The main reason for choosing the RPi4 

as the experimental platform is to understand how PQC algorithms behave in practice in limited 

hardware environments such as IoT and embedded systems. The hardware specifications and algorithms 

used are given in Table 3. 

Table 3. Experimental Setup and Test Parameters 

Parameter Value 

Platform Raspberry Pi 4 Model B (4 GB RAM) 

Processor Broadcom BCM2711, Cortex-A72 ARM64 @ 1.8 GHz 

Operating System Raspberry Pi OS 64-bit (Debian 12 Bookworm) 

TLS Library OpenSSL 3.x + liboqs integration 

KEM Algorithms Tested X25519, ML-KEM 512, ML-KEM 768, ML-KEM 1024, X25519+MLKEM768 

Measurement Repetitions 100 runs (median value reported) 

Network Scenarios Loopback (0 ms), LAN (10 ms RTT), WAN (50 ms RTT) 

Packet Loss Scenarios 1% and 5% (emulated via tc netem) 

Measured Metrics 1-RTT handshake latency, Session Resumption latency 

The basic encapsulation mechanisms (EEMs) used and classical methods are: the classical curve-

based X25519, the three security levels of the ML-KEM standard ML-KEM 512, ML-KEM 768 and 

ML-EEM 1024, and the hybrid mode X25519+MLKEM768. This selection is based on a direct 

comparison of pure classical, pure post-quantum algorithms and hybrid approaches. TLS 1.3 handshake 

delay measurements were performed for two different connection tests: 1-RTT (full connection) 

requiring a full handshake and Session Restart based on session reuse. For each KEM algorithm, the 

delay gain provided by session reuse was calculated by measuring these two modes separately.Three 

different tests were conducted to test real-world network conditions. In the first test, only processor load 

was measured with network latency kept at zero. In the LAN scenario, a fixed 10 ms RTT latency was 

applied using the tc netem tool. In WAN tests, wide area network conditions were tested with a 50 ms 

RTT latency. In addition, 1% and 5% loss rates were tested to examine the effect of packet loss on 

handshake latency. To increase statistical reliability, each measurement was repeated at least 100 times. 

Median latency values were reported to prevent the results from being affected by extreme values caused 

by retransmission events. All tests were performed using the liboqs library integrated into OpenSSL 3.x. 

4. Result and Discussion 

This section presents TLS 1.3 handshake latency measurements obtained from four different network 

tests and interprets the differences between the algorithms. 1-RTT latency values and session reuse rates 

for all tests are summarized in Table 4. 

Figure 2 shows the baseline latency values obtained in the loopback environment and the speed gains 

provided by session reuse. Examining the 1-RTT values, it is seen that all algorithms exhibit similar 

performance: X25519 at 11.7 ms, ML-KEM 512 at 11.3 ms, ML-KEM 768 at 11.5 ms, and ML-KEM 

1024 at 11.8 ms. The hybrid mode X25519+MLKEM768 showed the highest latency at 13.3 ms due to 

the dual KEM operation. The highest speed gain in session reuse was achieved in ML-KEM 512 at 4.16 

times, while this ratio decreased to 2.92 times in hybrid mode. Table 5 also provides the numerical 

equivalents of the values in Figure 2. 
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Table 4. TLS 1.3 1-RTT Latency Comparison (ms) (Best values highlighted in green) 

KEM Algorithm Baseline 

(ms) 

LAN 10ms 

(ms) 

WAN 

50ms (ms) 

Loss %1 

(ms) 

Loss %5 

(ms) 

Resumption 

Speedup 

X25519 11.7 82 321 105 281 3.79x 

ML-KEM 512 11.3 87 346 94 180 4.16x 

ML-KEM 768 11.5 82 346 121 264 3.84x 

ML-KEM 1024 11.8 88 346 150 213 3.68x 

X25519+MLKEM768 13.3 84 346 134 217 2.92x 

 

 
 

Figure 2.  TLS 1.3 Loopback Latency and Session Reuse Speed Gains – RPi4 ARM64 

Table 5. Post-Quantum KEM Latency and Resumption Performance 

KEM 1-RTT (ms) Reuse (ms) Speedup 

X25519 11.7 3.1 3.79x 
ML-KEM 512 11.3 2.7 4.16x 
ML-KEM 768 11.5 3.0 3.84x 

ML-KEM 1024 11.8 3.2 3.68x 
X25519 MLKEM768 13.3 4.6 2.92x 

 

Figure 3 illustrates how the handshake delay changes with network RTT. As expected, as network 

latency increases, the absolute differences between the algorithms become increasingly insignificant. In 

the 50 ms WAN condition, 1-RTT delays reached the range of 320–346 ms; since the vast majority of 

these values are due to network latency, the effect of KEM algorithm selection was limited to only a 

few milliseconds. In the session reuse scenario, even in the WAN condition, the delays of all algorithms 

were very close to each other, and the difference between them narrowed to the limit of statistical 

significance. 
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Figure 3. TLS 1.3 Latency – Network RTT Relationship – RPi4 ARM64 

Figure 4 illustrates the significant negative impact of packet loss on handshake performance. At a 

1% loss rate, delays increased significantly; at a 5% loss rate, X25519 reached 281 ms, while ML-KEM 

512 recorded the lowest value among all algorithms at 180 ms. This result shows that ML-KEM 512 is 

less affected by packet loss thanks to its smaller handshake message sizes. ML-KEM 768 achieved 264 

ms, ML-KEM 1024 213 ms, and in hybrid mode, 217 ms. 

 
Figure 4. TLS 1.3 Latency under pocket loss 

Figure 5 is a heat map visualization showing five different tests and the performance of all algorithms 

simultaneously. While clearly demonstrating how 1-RTT latencies increase in the WAN and loss 

scenarios, it also confirms that session reuse is an effective optimization tool outside of the WAN. In 

the WAN scenario, the difference between session reuse and full handshake almost disappears, revealing 

that network latency completely outweighs the computational cost. It almost surpasses the 

computational costs of PQC algorithms. 
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Figure 5. TLS 1.3 KEM Performance Across All Network Scenarios – RPi4 ARM64 

Figure 5 presents a comparative analysis of the 1-RTT and Session Restart algorithms. In the baseline 

condition with no network latency, the gain from session reuse is highest because computational cost 

plays a more decisive role. While the gain in LAN tests is still significant, it is limited to 1.2-1.3 times. 

When switching to WAN conditions, this gain largely disappears, and the ratio drops to 1.0-1.1 times 

across all algorithms. 

 

 
Figure 6. TLS 1.3-1-RTT vs. session resumption 

Figure 6 compares the latencies of 1-RTT and Session Resumption for five different key exchange 

algorithms (X25519, ML-KEM 512/768/1024, and hybrid X25519 MLKEM768) in the TLS 1.3 

handshake protocol across three network scenarios. In a loopback environment, Session Resumption 

offers a significant speed advantage of 3.68x–4.16x compared to 1-RTT, but this gain decreases to 

1.21x–1.31x under LAN (10ms RTT) conditions and almost disappears (1.00x–1.08x) under WAN 

(50ms RTT) conditions. This shows that, regardless of algorithm choice, the advantage provided by 

Session Resumption becomes increasingly insignificant as network latency increases, and real 

performance gains are only achievable in low-latency environments. 

Overall, it has been observed that even on limited hardware like the RPi4, ML-KEM algorithms do 

not significantly increase TLS 1.3 handshake times. The main contributor to latency appears to be 

network RTT and packet loss, independent of the algorithm used. Therefore, it can be said that switching 

to PQC in today's systems with sufficient processing power would have a negligible impact on latency. 
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5. Conclusion 

This study investigated the performance impact of both post-quantum cryptography algorithms, 

namely ML-KEM and the classical X25519 algorithm, on the TLS 1.3 protocol using a Raspberry Pi 4 

ARM64 platform. The results showed that ML-KEM-based PQC algorithms exhibited performance 

close to the classical X25519 algorithm in real-world applications under real network conditions. ML-

KEM 512 demonstrated the best performance among all algorithms. With a latency of 180 ms at a 5% 

loss rate, significantly lower than X25519's 281 ms latency, this algorithm proved to be more robust to 

network conditions thanks to its small message sizes. This result shows that PQC can offer an additional 

advantage, especially in wireless networks and lossy channel environments. Session reuse was validated 

as a robust optimization mechanism for both classical and post-quantum algorithms. In the baseline 

condition, the 4.16x gain of ML-KEM 512 demonstrated how critical this technique is in IoT and 

distributed system scenarios with high repetitive connections. It is important that all algorithms exhibit 

similar latencies in the WAN scenario, with the difference between them falling below 25 milliseconds. 

This is because, in high-latency networks, the choice of KEM algorithm becomes almost irrelevant, and 

the bottleneck shifts to the network's RTT. This clearly shows that PQC transition does not create latency 

concerns for wide-area networks. The fact that the hybrid mode X25519+MLKEM768 produces the 

highest latency in the baseline condition and lags behind pure ML-KEM variants in loss scenarios 

reveals that the hybrid approach is not always the best solution. However, it can be considered a 

reasonable compromise for transition scenarios that need to provide protection against both classical 

and quantum attacks. In conclusion, this study has experimentally demonstrated that ML-KEM family 

algorithms are practically applicable even on limited hardware such as RPi4 and introduce an acceptable 

level of overhead to the TLS 1.3 handshake process. This provides a strong technical rationale for 

transitioning to PQC, particularly in IoT, smart infrastructure, and embedded systems applications. 

Future work should aim to support these findings with comprehensive comparisons across different 

ARM architectures, RISC-V platforms, and real-world network connections. 
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