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Bu arastirmanin amact, lise ogrencilerinin yaratict drama yoluyla dijital mahremiyet
farkindaliklarini  gelistirmek ve dramamin sosyal medya mahremiyetini koruma
becerilerine etkisini incelemektir. Arastirma, nicel ve nitel verilerin birlikte kullanildig
karma yontem deseninde yiiriitiilmiis olup ¢alisma grubunu 14 lise oOgrencisi
olusturmaktadir. Arastirma kapsaminda alti oturumdan olusan Dijital Mahremiyete
Yonelik Drama Programi uygulanmistiv. Arastirmamin nicel boyutunda Gelbal
Odabas vd. (2021) tarafindan gelistirilen Ergenler Icin Sosyal Medya Mahremiyetini
Koruma Becerileri Olcegi uygulama oncesinde on test, uygulama sonrasimda ise
son test olarak uygulanmistir. Nitel veriler ise drama uygulamalarmmin ardindan
kattlimcilarla  paylasilan Yaratict Drama Oturumlarimi  Degerlendirme Formu
yardimiyla toplanmistir. Nicel bulgular, katilimcilarin sosyal medya mahremiyetini
koruma becerilerinde anlamly bir artis oldugunu, 6z yeterlik, gizliligi koruma egilimi
ve gizliligi koruma davranisi alt boyutlarinda on test-son test puanlari arasinda
anlamly bir fark oldugunu géstermektedir. Nitel bulgular ise 6grencilerin kisisel sinir
farkindaliklarimin giiclendigini, mahremiyet kavramini etik bir sorumluluk olarak
igsellestirdiklerini ve ¢evrim ici ortamda daha bilingli tercihler yaptiklarini ortaya
koymaktadir. Sonug¢ olarak, yaratict dramamn katilimcilarin biligsel ve duyussal
ogrenmelerini destekleyerek dijital mahremiyet ve sosyal medya mahremiyetini koruma
farkindaliklarim artirdigr soylenebilir. Bu dogrultuda, okul programlarinda dijital
mahremiyet ve dijital vatandaslik konularinin yaratici drama temelli etkinliklerle ele
alinmasi onerilmektedir.
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Giris

Gliniimiizde internet, bilgi ve iletisim teknolojilerinin en yaygin kullanilan bilesenlerinden
biridir ve eglence, bilgi edinme, iletisim, sosyal etkilesim gibi ¢esitli amaglarla kullanilmaktadir.
Diinya ¢apinda yayginlasan bir iletisim ag1 olarak insanlarin sosyal yasaminin vazgegilmez bir
parcast olan internet; akilli telefonlar, etkilesimli tahtalar, tabletler, bilgisayarlar ve diger teknolojik
araglarla yayginligimi artirmigtir. Digital 2024 Raporu’na gore ortalama bir internet kullanicis1 glinde
6 saat 40 dakika internet kullanmaktadir. Tiirkiye’deki kullanicilarin 6 saat 57 dakika ile diinya
ortalamasinin iizerinde oldugunu belirten rapora gore Tiirkiye’deki internet kullanicisi sayis1 77,3
milyona ulasmistir (Kemp, 2024). Tiirkiye Istatistik Kurumu tarafindan gerceklestirilen Hanehalki
Bilisim Teknolojileri (BT) Kullanim Arastirmasi’na (2024) gore Tiirkiye’de internete erisim olanagi
olan hane orami %94,1, interneti diizenli kullanan bireylerin orani ise %82,7’dir. Aynt kurumun
Cocuklarda Bilisim Teknolojileri Kullanim Arastirmasi (2024) verilerine gore, 615 yas grubunda
internet kullanim oran1 %91,3 tiir. Cinsiyete gore incelendiginde ise 2021 yilinda erkek ¢ocuklarinda
%83,9 olan oran 2024 yilinda %92,2’ye, kiz cocuklarinda %81,5 olan oran ise 2024 yilinda %90,3’e
yiikselmistir.

Internetin kolay erisilebilir olmasi, farkli yas gruplarindan bireylerin ¢evrim i¢i ortamlara
erisimini artirmaktadir. Gaming in Tiirkiye Raporu’na (2021) gore Tiirkiye, video oyunlarinin en
yaygin oynandigi lilkeler arasinda yedinci sirada yer almaktadir. Rapora gore, 12—18 yas araligindaki
oyuncular, internet lizerinden oyun oynayanlarm %25’ini olusturmaktadir. Ayni raporda bu yas
grubundaki oyuncularin 6zellikleri su sekilde tanimlanmaktadir: “Liseye/ortaokula gidiyor. Telefonda
oyun oynuyor. Giindiiz okulda ve zamani kisith. Erken uyur.” Cocuklarda Bilisim Teknolojileri
Kullanim Arastirmasi’nin 2024 yili verilerine gore, internet kullanan ¢ocuklarin %42,9’u hafta i¢i,
%53,6’s1 ise hafta sonu yaklasik iki saat ve daha fazla siire internette vakit gecirmistir. Yas gruplarina
gore incelendiginde, hafta i¢i bu oran 6—10 yas grubu i¢in %30,6, 11-15 yas grubu i¢in ise %54,4
olmustur. Ayn1 yas grubunda dijital oyun oynama oran1 2024 yilinda erkek cocuklarda %385,0, kiz
cocuklarda ise %58,7 olarak belirlenmistir.

Tiim bu istatistikler degerlendirildiginde, Tiirkiye’de internet kullanan ¢ocuk sayisinin her
gecen giin arttig1 gorilmektedir. Kullanici sayisindaki artis ve internette gegirilen siirenin uzamasi,
cesitli riskleri de beraberinde getirmektedir. Bunlar arasinda ¢evrim ici ortamda bagkalarina zarar
verme, dolandiricilik, dijital siddet, etik dis1 kullanim, yanlis bilgiye maruz kalma veya yanlis bilgi
yayma, uygunsuz igeriklere erisim, sanal arkadasliklar, problemli internet kullanimi1 ve internet
bagimlilig1 yer almaktadir (Ceyhan vd., 2007). Cocuklarin kars1 karsiya oldugu dijital mahremiyet
sorunlart genellikle yabanci tehlikesi ile iliskilendirilirken, zararli dijital icerikler ve bilginin
giivenilirligi de 6nemli sorunlar arasinda degerlendirilmektedir (Livingstone, Stoilova ve Nandagiri,
2019). Arastirmalar, ergenlerin gelisim donemi 6zellikleri nedeniyle internet kullanimi agisindan
onemli bir risk grubunu olusturdugunu gostermektedir (Dogan vd., 2008). Bu déonemde ¢evrim igi
ortam, kendini ifade etme ve sosyallesme alani olarak goriiliirken ebeveyn gozetiminden kaginma
egilimi de artmaktadir. Ergenler kisilerarasi mahremiyete nem vermekle birlikte, kisisel verilerinin
ticari amaglarla kullanilmasina iliskin kaygilar1 daha diisiik diizeyde kalmakta ya da bunu kontrol
edilemeyen bir gergeklik olarak kabul etmektedirler (Livingstone vd., 2019).

Ergenler acisindan baslica endise kaynaklari arasinda internet ortamindaki giivenlik riskleri
ve paylasilan bilgilerin gizliligi yer almaktadir. Bunun temel nedenlerinden biri, zararl ve istenmeyen
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cevrim i¢i igeriklerin ergenleri cesitli risklerle karsi karsiya birakabilmesi; problemli davraniglar
gelistirmelerine, cinsel istismar riskine maruz kalmalarina ve bazi durumlarda intihar diislincesi ya
da davranisiyla iliskilendirilebilecek olumsuz sonuglar dogurabilmesidir. Internet kullanimina bagl
olarak bagimliliklarin gelismesi ve psikolojik bozukluklarin ortaya ¢ikmasi da s6z konusu tehlikeler
arasinda yer almaktadir. Internetin giivensiz ve bilingsiz kullaniminin ergenler iizerinde giderilmesi
giic etkiler olusturdugu ve ¢esitli sosyal ve psikolojik sorunlara yol actig1 bilinmektedir (Bayzan ve
Ozbilen, 2011). Bu durum ekran bagimlilig, siber zorbalik, dijital istismar, ice kapanma ve sosyal
izolasyon gibi sonuglara yol agabilmektedir.

Gliniimiizde sosyal medyanin yaygin kullanimi, ergenlerin dijital mahremiyetlerini koruma
becerilerine iliskin kaygilar1 artirmaktadir. Bu nedenle yalnizca farkindaligi artirmaya degil, ayni
zamanda davranigsal becerilerin gelisimini desteklemeye yonelik egitim yaklagimlarina ihtiyag
duyulmaktadir. Cevrim i¢i ortamdaki giivenlik risklerinin azaltilmas1 ve paylasilan bilgilerin
gizliliginin korunmasi, kuskusuz genglerle dijital mahremiyet konusunda yiiriitillecek egitim
calismalariyla miimkiindiir. Farkli toplum ve kiiltiirlerde farkli bigimlerde tanimlanan mahremiyet
kavrami, genellikle gizlilik olarak anlasilmakta ve kisisel verilerin deger kazanmasiyla birlikte
onemi giderek artmaktadir (Furnell ve Phippen, 2012). Dijital mahremiyet ise modern diinyada
bireyin kisisel verileri ve dijital kimligi iizerindeki kontroliinii ifade eden c¢ok boyutlu bir hak
alan1 olarak tanimlanmaktadir. Giiniimiizde bu kavram yalnizca teknik bir veri glivenligi meselesi
olmaktan ¢ikmis; hukuki, kiiltiirel ve teknolojik gelismelerle sekillenen dinamik bir hak alanma
doniismistiir (Yanik, 2025). Tiirkiye’de kisisel verilerin korunmasina iliskin hukuki ¢erceve, 6698
sayili Kisisel Verilerin Korunmasi Kanunu ile diizenlenmektedir. Kanunun 3. Maddesinde kisisel
veri, kimligi belirli veya belirlenebilir gercek kisiye iliskin her tiirlii bilgi olarak tanimlanirken; 6.
maddede 6zel nitelikli kisisel veriler ayr1 bir kategori olarak ele alinmaktadir (6698 sayili Kisisel
Verilerin Korunmasi Kanunu, 2016). Bu kapsamda kisisel veriler arasinda ad ve soyad, dogum
tarihi, telefon numarasi, e-posta adresi ve IP adresi gibi bilgiler ile saglik verileri, biyometrik ve
genetik veriler, siyasi diigsiince, dini inang ve etnik kdken gibi daha yiiksek diizeyde korunmasi
gereken Ozel nitelikli kisisel veriler yer almaktadir. Bu simiflandirma, dijital ortamlarda paylasilan
bilgilerin farkli diizeylerde korunmasini gerekli kilmaktadir. Bireylerin kimlik bilgileri, iletisim
bilgileri, konum bilgileri ve ¢evrim i¢i kimliklerine iliskin pek ¢ok veri dijital ortamlarda kolaylikla
paylasilabilmektedir. Ozellikle ergenlik donemindeki gencler, bu verilerin dogurabilecegi riskleri
yeterince degerlendirmeden c¢evrim i¢i ortamlarda paylagabilmektedir. Nitekim dijital teknolojilerle
i¢ ice biiyliyen “dijital yerli” genglerin ¢evrim i¢i mahremiyet farkindaliklarinin, beklenenin aksine
yiiksek degil orta diizeyde oldugu belirlenmistir. Bu durum, dijital teknolojileri yogun bicimde
kullanmanin tek bagina dijital mahremiyet konusunda yeterli biling olusturmadigini géstermektedir
(Bozdag Tulum, 2025).

Giliniimiizde birg¢ok internet sitesi ve dijital platform kullanicilarindan kisisel veriler talep
etmektedir. Livingstone vd.’ne (2011) gore, 9—16 yas araligindaki ¢ocuklarin %34’ hi¢ tanimadiklar
kisileri sosyal aglarina eklemekte, %15°1 ise tammadiklar kisilerle kisisel bilgilerini paylagmaktadir.
Genglerin mahremiyete 6nem verdiklerini ifade etmelerine ragmen sosyal kabul gérme veya dijital
platformlarm sundugu olanaklardan yararlanma amaciyla kisisel verilerini paylagsmaya devam
etmeleri, literatiirde “mahremiyet paradoksu” olarak tanimlanmaktadir (Livingstone vd., 2019). Bu
paradoks, c¢ocuklarin ve ergenlerin dijital ortamlarda korunmasmin yalnizca bireysel farkindalik
ve riza mekanizmalarina birakilamayacagini; platformlarin ve hukuki diizenlemelerin de koruyucu
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sorumluluk tstlenmesini gerekli kilmaktadir. Dijital mahremiyetin korunmasinda ebeveynlerin
rolii ise koruma ile 6zerklik arasinda hassas bir denge kurulmasini gerektirmektedir. Bu dogrultuda
Tirkiye’de c¢ocuklarin dijital ortamlarda korunmasina yonelik yasal diizenleme girisimleri
giindeme gelmis; dijital platformlara cocuk haklarinin ve mahremiyetin korunmasina iliskin cesitli
yukiimliiliikkler getirilmesini ongoren Dijital Ortamda Cocuk ve Genglerin Korunmasi Hakkinda
Kanun Teklifi Tiirkiye Biiyiik Millet Meclisi’ne sunulmustur (TBMM, 2025). Bu gelismeler, ¢cocuk ve
ergenlerin dijital mahremiyetlerinin korunmasinda hukuki diizenlemelerin 6nemini ortaya koymakla
birlikte, dijital mahremiyet konusunda farkindalik ve giivenli davranig gelistirmeye yonelik egitim
uygulamalarinin gerekliligini de gostermektedir. Benzer sekilde, lise dgrencileriyle yiiriitiilen bir
aragtirmada sosyal medya kullanim siiresi arttikca dijital mahremiyet bilincinin azaldigi, buna
paralel olarak dijital mahremiyet kaygisinin da diistiigii belirlenmistir (Tatlioglu ve Giilcan, 2025).
Bu bulgu, dijital ortamlara yogun bigimde maruz kalmanin 6grencilerin mahremiyet risklerini
normallestirmelerine ve ¢evrim i¢i ortamlarda daha az temkinli davranmalarina yol agabilecegini
diistindiirmektedir.

Ergenler i¢in ¢esitli riskler barindiran internet ortaminin giivenli ve yararli bir 6grenme
alanina doniigsmesi, ¢ocuklarin giivenli ve bilingli internet kullaniminin desteklenmesi, problemli
internet kullaniminin 6nlenmesi ve dijital mahremiyet farkindaliginin gelistirilmesiyle miimkiin
olabilir. Cocuklarin ¢cevrim i¢i riskleri tanimalar1 ve problemli internet kullanimimi 6nleyebilecek bilgi
ve beceriler kazanmalari, okul temelli egitim uygulamalariyla desteklenebilir. Bu siirecte ¢ocuklarin
yalnizca teknik dijital becerilerinin degil, ayn1 zamanda elestirel diisiinme, karar verme, iletisim kurma
ve ¢evrim i¢i ortamlardaki riskleri degerlendirme becerilerinin gelistirilmesi de 6nem tagimaktadir. Bu
dogrultuda Avrupa Komisyonu tarafindan yayimlanan Kiigiiklerin Cevrim i¢i Ortamda Korunmasina
Yénelik Rehber Ilkeler, cocuklarin ¢evrim ici ortamlarda korunmasinda gizlilik, giivenlik ve cocuk
haklar1 temelli bir yaklasimim benimsenmesi gerektigine dikkat cekmektedir. Rehber ilkeler, dijital
hizmet saglayicilarinin ¢ocuklarin kisisel verilerini ve mahremiyetlerini koruyacak dnlemler almasini,
giivenli ve mahremiyet odakli tasarim ilkelerini benimsemesini ve ¢ocuklarin dijital becerilerini
destekleyen giivenli ¢evrim i¢i ortamlar olusturmasini 6nermektedir (European Commission, 2025).

Cocuklarin dijital mahremiyetinin korunmasi, psikososyal gelisimleri ve temel haklarinin
giivence altina alinmasi agisindan yasamsal oneme sahiptir. Mahremiyet ihlalleri; siber zorbalik,
cinsel istismar ve grooming (¢evrim i¢i ikna) gibi ciddi riskleri beraberinde getirebilmektedir (Aksoy
vd., 2025). Ayrica ¢ocuklarin ¢evrim ig¢i faaliyetlerinin verilestirilmesi, ticari agidan manipiile
edilmelerine ve Ozerkliklerinin kisitlanmasina yol acabilmektedir (Livingstone vd., 2019). Bu
baglamda mahremiyet, cocugun saglikli bir kimlik gelistirebilmesi i¢in ihtiya¢ duydugu giivenli alani
temsil etmektedir. Literatiirde, mahremiyet farkindaligim gelistirmeye yonelik ve dijital mahremiyeti
de kapsayan uzun siireli egitim uygulamalarinin yiriitildigi goriilmektedir (Bendechache vd.,
2021). Cocuklarda problemli internet kullaniminin 6nlenmesi, dijital mahremiyet farkindaligimin
gelistirilmesi ve giivenli ¢evrim i¢i davranislarin desteklenmesinde kullanilabilecek ¢esitli yontemler
bulunmaktadir. Bu yontemlerden biri olan yaratici drama, katilimcilarin kendi yasantilarindan, bir
konu ya da sorundan hareketle herhangi bir metne bagli kalmaksizin role girdikleri ve dogaclamalar
gerceklestirdikleri yasantisal bir 6grenme yontemidir. Yaratict drama; herhangi bir fikir, durum
ya da yasantidan yola ¢ikilarak rol oynama ve dogaglama teknikleri araciligiyla canlandirmalarin
gerceklestirildigi bir siirectir. Bu siiregte kendiligindenlik ve “-mis gibi yapma”, yaratici dramanin
temel Ozellikleri arasinda yer almaktadir (Adigiizel, 2019).
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Yaratici drama araciligiyla 6grenciler kendilerini ve cevrelerini tanima firsati bulmakta;
beden dillerini, jest ve mimiklerini etkili bir bigimde kullanarak 6zgiiven gelistirmektedirler
(Metinnam ve Karaosmanoglu, 2021). Drama ayrica 6grencilerin sorumluluk alma, inisiyatif
kullanma ve Ozgilivenli davranma becerilerini gelistirmelerine katki saglamaktadir (Adigiizel,
2019). Siber zorbalik gibi olumsuz deneyimlerle karsilasildiginda magdurun duygularini anlama ve
dijital ortamlarda daha etik davranislar sergileme konusunda farkindalik gelistirilmesine de katkida
bulunmaktadir (Karaosmanoglu, Adigiizel ve Ozdemir Simsek, 2023). Bu baglamda cocuklarin
ve genglerin ¢evrim i¢i ortamlardaki aligkanliklarinin yaratici drama yontemiyle ele alinmasi, bu
aliskanliklarin sorgulanmasini ve yeniden degerlendirilmesini kolaylastirarak yiiriitiilecek egitim
caligmalarinin etkililigini artirabilir.

Literatiir incelendiginde, mevcut caligmalarin dijital mahremiyeti farkli boyutlariyla ele aldig1
ve Ogrencilerin dijital mahremiyet farkindaliklar ile dijital okuryazarlik diizeylerini ortaya koydugu
goriilmektedir. Bununla birlikte, bu farkindaligin 6grencilerin giinliik dijital davraniglarina nasil
yansitilabilecegi ve egitim ortamlarinda hangi yontemlerle gelistirilebilecegine iliskin uygulamali
arastirmalarin smirli oldugu anlasilmaktadir. Ozellikle yaratict drama gibi katilimer ve yasantiya
dayal1 yaklagimlarin dijital mahremiyet egitimindeki etkililigini inceleyen ¢alismalarin sinirli oldugu
goriilmektedir.

Bu arastirmada, lise Ogrencilerinin dijital mahremiyet farkindaliklarini gelistirmeyi
amaglayan bir yaratict drama programi planlanmistir. Program kapsaminda katilimcilarin dijital
mahremiyet kavramina iliskin bilgi diizeylerinin artirilmasi, ¢evrim i¢i ortamlarda giivenli davranig
geligtirmelerinin  desteklenmesi ve dijital mahremiyetlerini korumaya yonelik becerilerinin
giiclendirilmesi amaglanmistir. Bu siiregte katilimcilar, kurgusal bir baglam i¢inde dijital mahremiyete
iligkin sorunlar1 fark etmis; kendi davranislarini ve bilgi ve iletisim teknolojilerini kullanma
aliskanliklarint gézden gecirme firsati bulmuslardir. Drama oturumlarinda katilimeilar, giinliik
yasamlarinda karsilastiklar1 dijital mahremiyet sorunlarint ¢esitli roller araciligiyla canlandirmig
ve bu durumlara yonelik ¢6ziim yollarini birlikte tartigmislardir. Boylece katilimcilar hem kendi
dijital davraniglarim1 sorgulama hem de dijital mahremiyetlerini korumaya yonelik bilgi, beceri
ve farkindaliklarini yasantiya dayali bir 6grenme siireci i¢inde gelistirme olanagi bulmuslardir.
Arastirmada yaratici drama yonteminin lise 6grencilerinin dijital mahremiyet farkindaligi ve sosyal
medya mahremiyetini koruma becerileri iizerindeki etkisi incelenmistir. Bu amag¢ dogrultusunda
asagidaki arastirma sorularina yanit aranmistir.

» Ogrencilerin mahremiyet ve dijital mahremiyet kavramlarina iliskin goriisleri nelerdir?

» Ogrencilerin sosyal medya mahremiyetini koruma becerileri, yaratict drama uygulamasi
oncesinde ve sonrasinda nasil degigsmektedir?

+ Ogrencilerin dijital mahremiyete yonelik yaratici drama oturumlarma iliskin goriisleri
nelerdir?

+ Ogrencilerin yaratici dramanin dijital mahremiyet farkindaliklar1 iizerindeki etkisine iliskin
gorisleri nelerdir?
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Yontem
Arastirmanin Modeli

Bu arastirmada, nicel deneysel silirece nitel verilerin gdmiilii olarak yerlestirildigi i¢
ice gegmis karma yontem benimsenmistir (Creswell ve Plano Clark, 2018). Arastirmanin nicel
boyutunda, yaratict drama uygulamasiin etkililigini belirlemek amaciyla tek gruplu 6n test-son
test deseni kullanilmustir (Biiyiikoztiirk vd., 2025). Bu dogrultuda, Gelbal Odabas, Ilhan ve Kiliger
(2021) tarafindan gelistirilen Ergenler I¢in Sosyal Medya Mahremiyetini Koruma Becerileri Olgegi,
yaraticit drama uygulamasi 6ncesinde on test, uygulama sonrasinda ise son test olarak uygulanmustir.
Arastirmanin nitel boyutunda ise katilimcilarin yaratici drama siirecine iliskin goriis ve deneyimlerini
ayrintili bigimde ortaya koymak amaciyla, drama oturumlarinin ardindan ¢evrim i¢i ortamda
uygulanan Yaratict Drama Oturumlarini Degerlendirme Formu araciligiyla nitel veriler toplanmaistir.
Nicel ve nitel veriler ayri ayri analiz edilmis; elde edilen bulgular aragtirmanin yorumlanmasi
asamasinda birlikte degerlendirilerek biitlinciil bir bakis acisiyla yorumlanmistir.

Arastirmanin uygulama siireci ii¢ asamadan olusmustur. Ilk asamada katilimcilara 6n test
uygulanmistir. ikinci asamada dijital mahremiyet farkindaligim gelistirmeye yénelik yaratict drama
oturumlar1 gergeklestirilmistir. Son asamada ise ayni dlgek son test olarak yeniden uygulanmis,
ayrica siire¢ boyunca toplanan nitel veriler analiz edilmistir.

Yaratic1 drama siirecinde katilimeilar, dijital mahremiyet ihlallerine iliskin gercek yasamdan
ornek olaylar1 canlandirmis, farkli rollere girerek bu durumlar birey, akran, aile, 6gretmen ve dijital
platformlar acgisindan degerlendirmistir. Rol oynama, dogaglama ve grup tartismalar1 araciligiyla
katilimeilar dijital mahremiyet sorunlarinin nedenlerini, olasi sonuglarini ve ¢dziim yollarini birlikte
tartismis; kisisel veri paylasimi, ¢evrim ici giivenlik, siber zorbalik ve dijital sorumluluk gibi konulari
farkli bakis agilarindan ele almislardir. Boylece katilimcilar yalnizea dijital mahremiyet sorunlarini
tanimlamakla kalmamis, ayni zamanda ¢oziim Onerileri gelistirerek kendi dijital davraniglarini
elestirel bigimde degerlendirme firsati bulmuslardir. Bu siireg, katilimcilarin elestirel diisiinme,
problem ¢dzme, is birligi ve karar verme becerilerini desteklerken, dijital mahremiyeti yalnizca
bireysel degil, ayn1 zamanda toplumsal boyutlariyla da degerlendirmelerine olanak saglamistir.

Calisma Grubu

Aragtirma, bir ortadgretim kurumunda 6grenim goren 14 lise dgrencisi ile yiiriitiilmiistiir.
Katilimcilar, aragtirmaya katilmaya istekli ve hazir olmalari ile cografi yakinlik, erisilebilirlik ve
belirli bir zaman diliminde ulasilabilirlik gibi pratik Olgiitler dikkate alinarak kolay ornekleme
yontemiyle belirlenmistir (Creswell, 2012; Given, 2008). Arastirmaya katilim 6lgiitleri; katilimcilarin
lise 6grencisi olmalari, bilgi ve iletisim teknolojilerini (cep telefonu, sosyal medya ve internet vb.)
kullanmalari ve drama oturumlarina diizenli olarak katilabilecek durumda olmalaridir. Katilimeilardan
dokuzu 9. sinifta, li¢ii hazirlik sinifinda, birer 6grenci ise 11. ve 12. sinifta 6grenim gérmektedir. Tiim
katilimeilarin cep telefonu bulunmaktadir ve ortaokuldan bu yana cep telefonu kullanmaktadirlar.
En sik kullandiklar ¢evrim igi platformlar WhatsApp, Instagram, TikTok, Snapchat, X (Twitter),
YouTube, Bluesky, Pinterest ve Facebook’tur. Katilimeilarin sosyal medya kullanimina iliskin
ifadeleri, genel olarak aktif kullanicilar olduklarini; bununla birlikte 6zel veri paylasimi, dijital
mahremiyet ihlalleri ve uzun siireli internet kullanimi gibi konularda gesitli sorunlarla karsilastiklarini
gostermektedir. Katilimcilarin sosyal medya ve internet kullanim aligkanliklari, bu teknolojilerin
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onlar i¢in yalnizca bir bos zaman etkinligi degil, glinlik yasamlarinin diizenli ve aktif bir pargasi
oldugunu ortaya koymaktadir.

Veri Toplama Araglari

Arastirmada, yaratict drama uygulamasiin Oncesinde ve sonrasinda Gelbal Odabas vd.
(2021) tarafindan gelistirilen Ergenler Igin Sosyal Medya Mahremiyetini Koruma Becerileri
Olgegi uygulanmustir. Drama oturumlarinda katilimeilarin konuya iliskin bireysel farkindaliklarini,
deneyimlerini ve ¢6ziim Onerilerini belirlemek amaciyla internet kullanimi, ¢evrim igi ortamlarda
karsilagilan sorunlar ile mahremiyet ve dijital mahremiyet kavramlarina iligkin sorular yoneltilmistir.
Katilimeilar bu sorulara yazili olarak yanit vermis, yanitlar aragtirma siireci boyunca kayit altina
alinmistir. Drama ¢alismasinin ardindan, katilimcilarin yaratici drama siirecine iliskin deneyimlerini
ve geri bildirimlerini sistematik bi¢cimde degerlendirmek amaciyla ¢evrim i¢i ortamda Yaratici
Drama Oturumlarmi Degerlendirme Formu uygulanmistir. Formda katilimcilardan ii¢ tema altinda
yer alan sorular1 yanitlamalar istenmistir: (1) Dijital Mahremiyet Farkindalig: (dijital ortamlarda
veri paylagimi, verilerin kimlerle ve nasil paylasildigi, mahremiyet ve kisisel bilgilerin gizliligi),
(2) Yaratici Drama Siireci (yaratict dramanin dijital mahremiyet farkindaligina katkisi; rollerin,
dogaglamalarin, fiziksel etkinliklerin ve oyunlarin etkisi) ve (3) Coziim Onerileri (dijital mahremiyete
iligkin bireysel, toplumsal ve teknolojik ¢6ziim yollart).

Verilerin Analizi

Nicel verilerin analizinde Sosyal Medya Mahremiyetini Koruma Becerileri Olgegi’nden elde
edilen On test ve son test puanlar1 kullanilmistir. Katilimeilarin 6n test ve son test puanlart arasindaki
farkliliklart incelemek amaciyla bagimli 6rneklemler t-testi uygulanmistir. Analizler, 6lgegin toplam
puant ile 6z yeterlik, gizliligi koruma egilimi ve gizliligi koruma davranisi alt boyutlar1 i¢in ayr1 ayri
gerceklestirilmistir.

Nitel veriler ise icerik analizi yontemiyle incelenmis ve veri analizinde Creswell (2007)
tarafindan Onerilen adimlar izlenmistir. Bu kapsamda katilimcilardan elde edilen yazili veriler
dijital ortama aktarilarak analiz siirecine hazirlanmistir. Arastirmacilar verileri birden fazla kez
inceleyerek genel bir gergeve olusturmus ve temel anlam Oriintiilerini belirlemistir. Veriler, arastirma
sorular1 dogrultusunda anlamli birimlere ayrilarak kodlanmis; bu kodlardan hareketle ana temalar
ve kategoriler gelistirilmistir. Kodlama siirecinin arastirma problemiyle tutarli bigimde yiirtitiillmesi
amaciyla hem 6nceden belirlenmis hem de veriden tiiretilmis kodlar birlikte kullanilmistir (Miles
ve Huberman, 1994; Creswell, 2012). Temalar arasindaki iligkiler incelenerek katilimeilarin dijital
mahremiyet ve yaratici dramaya iligkin goriislerindeki benzerlikler ve farkliliklar ortaya konmustur.
Ayrica oriintiiler arasindaki benzerliklerden yararlanilarak tekrar eden yap1 ve iliskiler belirlenmis ve
bulgular biitlinciil bir bakis agistyla yorumlanmistir (Patton, 2014).

Gegerlik ve Giivenilirlik

Arastirmada nitel verilerin gegerlik ve gilivenirligini saglamak amaciyla veri toplama siireci
ayrintili bigimde raporlanarak seffaflik ve izlenebilirlik saglanmistir. Analiz siireci iki arastirmact
tarafindan bagimsiz olarak yiiriitiilmiis; kodlama islemi aragtirma sorular1 dogrultusunda sistematik
bicimde gergeklestirilmisvehemoncedenbelirlenenhemdeveridentiiretilenkodlarbirliktekullanilarak
kavramsal tutarlilik saglanmigtir. Kodlar ve temalar aragtirmacilar arasinda karsilastirilarak uzlasiya
varilmis, farkliliklar tartisilarak nihai temalar olusturulmustur. Ayrica olusturulan temalar katilimci
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ifadeleriyle desteklenmis, veriler biitiinciil bir yaklasimla degerlendirilerek aragtirmaci 6znelliginin
olasi etkisi en aza indirilmeye ¢alisilmistir.

Dijital Mahremiyete Yonelik Drama Programi

Aragtirmanin amaglart dogrultusunda &grencilerin dijital mahremiyet farkindaliklarini
gelistirmek amactyla bir yaratic1 drama programi hazirlanmistir. Programin gelistirilme siirecinde
arastirmanin amaci ve ilgili alan yazin1 dogrultusunda konu basliklari, kazanimlar ve her oturumun
ogrenme hedefleri belirlenmistir. Her biri {i¢ saat siiren alt1 oturumdan olusan program, dgrencilerin
kisisel sinirlar, mahremiyet ve dijital ortamlarda gilivenli davranmis konularinda farkindalik
gelistirmelerini saglayacak bicimde yapilandirilmstir.

IIk oturum olan “Benim Giiven Cemberim”, dgrencilerin kisisel sinirlar ve mahremiyet
kavramlarmi tanimalarma odaklanmustir. ikinci oturum “Kendi Sesimizi Duymanin Yolu: Hayir
Demek” kapsaminda farkli sosyal durumlarda hayir deme becerileri, bu siirecte kullanilabilecek
ifade bicimleri ve olas1 sonuglarla basa ¢ikma yollar1 ele almmustir. Ugiincii oturum “Dijital Ayak
[zlerimiz: Sanal Diinyada Biraktigimiz izler” bashg altinda dijital mahremiyetin énemi, kisisel veri
tiirleri ve dijital ayak izi kavrami 6rneklerle incelenmistir. Dordiincili oturum “Goriinmez Kameralar:
Bizi Kim Izliyor?” kapsaminda ¢evrim ici ortamlarda kisisel verilerin toplanmasi, saklanmasi ve
kullanilmasi ile mahremiyet ihlalleri ve bu durumlara yonelik uygun tepkiler {izerinde durulmustur.
Besinci oturum “Dijital Diinyada Sinirlar: Ne Paylasiyorum Ne Sakliyorum?” basligi altinda dijital
mahremiyetin temel bir hak oldugu, kisisel bilgilerin korunmamasi durumunda karsilasilabilecek
riskler ve dijital ayak izinin kaliciligi ele alinmistir. Son oturum olan “Dijital Mahremiyetin
Kahramanlari: Sinirlar ve Riza” ise Ogrencilerin dijital ortamlarda sinir koyma ve bagkalarmin
siirlarina saygi gosterme becerilerini gelistirmelerini, hayir deme durumlarini analiz etmelerini ve
uygun basa ¢ikma stratejileri gelistirmelerini amaglamistir.

Arastirma ve Yaymn Etigi

Aragtirmanin yiiriitiilebilmesiigin gerekli etik kurul onay1, Ankara Universitesi Etik Kurulunun
25.09.2024 tarihli ve 635/5996 sayil1 karari ile alinmistir. Katilimcilara aragtirmanin amaci agik bir
sekilde agiklanmis; katilimin tamamen goniilliilik esasina dayandigi ve arastirmanin herhangi bir
asamasinda herhangi bir gerekge gostermeksizin ¢alismadan cekilebilecekleri belirtilmistir. Ayrica
katilimcilardan elde edilen bilgilerin gizli tutulacagi ve yalnizca arastirma amaglart dogrultusunda
kullanilacagi konusunda giivence verilmistir. Arastirma siireci, etik kurul tarafindan onaylanan ilke
ve esaslara uygun olarak yiiriitiilmistiir.

Bulgular
Sosyal Medya Mahremiyetini Koruma Becerilerine iliskin Nicel Bulgular

Sosyal Medya Mahremiyetini Koruma Becerileri Olgegi’nden elde edilen puanlar, 6n test
ve son test uygulamalar1 temel alinarak karsilastirilmistir. Olgegin toplam puani, tiim maddelerden
alinan puanlarin toplanmasiyla hesaplanmustir. Olgekten almabilecek puanlar 27 ile 135 arasinda
degismekte olup, yliksek puan katilimcilarin sosyal medya mahremiyetini koruma becerilerinin
yiiksek, diisiik puan ise bu becerilerin diisiik oldugunu gostermektedir. Ug alt boyuttan olusan lgegin
ilk alt boyutu, sosyal medyada gizliligi koruma konusundaki giliveni yansitan 6z yeterlik; ikinci alt
boyutu, gizlilige yonelik farkindalik ve mahremiyet duyarliligini gosteren gizliligi koruma egilimi;
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iiclincii alt boyutu ise paylasimi sinirlandirma, izin alma ve gizlilik ayarlarini kullanma gibi somut
davranislart 6lgen gizliligi koruma davranisidir (Gelbal Odabasg vd., 2021). Katilimcilarin 6n test ve
son test puanlar1 karsilastirilarak 6l¢egin toplam puani ve alt boyutlari i¢in ortalama, standart sapma,
ortalama fark ve bagiml 6rneklemler t-testi sonuglart hesaplanmistir. On dort katilimcinin 6n test—
son test karsilastirmalarina iligkin bulgular Tablo 1’de sunulmustur.

Tablo 1

Sosyal Medya Mahremiyetini Koruma Becerileri Olcegi Ontest—Sontest Sonuglart

Alt Boyut OnTest SonTest Ort.  t(14) p Cohen’s d 95% GA
Ort. Ort. Farki

Ozyeterlilik 26.27 3773 +1147 -9.02 <.001 2.33 (8.97, 13.96)

Gizliligi 39.00 45.80 +6.80 —3.31 .005 0.85 (2.77, 10.83)

Koruma Egilimi  (9.47) (3.67)

Gizliligi 18.27 26.60 +8.33 —10.38 <.001 2.68 (6.76,9.91)

Koruma (4.59) (4.08)

Davranisi

Toplam Olgek 85.93 114.60 +28.67 —8.74 <.001 2.26 (22.24, 35.10)

(17.72)  (10.11)

18 saatlik Dijital Mahremiyete YoOnelik Drama Programi sonrasinda elde edilen sonuglar,
katilimeilarmn 8lgek puanlarinda anlamli bir artis oldugunu géstermektedir. Oz yeterlik alt boyutunda
ortalama puanlarin 26.27°den 37.73’¢ yiikseldigi ve bu artisin istatistiksel olarak anlamli oldugu
belirlenmistir. Elde edilen etki biiyiikliigii, katilimcilarin dijital ortamlarda gizliliklerini korumaya
yonelik 6z yeterlik diizeylerinin arttigin1 géstermektedir. Gizliligi Koruma Egilimi alt boyutunda
ortalama puanlarin 39.00’dan 45.80’e yiikseldigi ve bu farkin anlamli oldugu goriilmistiir. Bu etki
biiyiikliigi, katilimcilarin sosyal medyada gizlilige iliskin farkindalik ve duyarliliklarinin gelistigine
isaret etmektedir. Gizliligi Koruma Davranisi alt boyutunda ortalama puanlarin 18.27°den 26.60’a
yiikseldigi ve bu artigin istatistiksel olarak anlamli oldugu belirlenmistir. Elde edilen sonugclar,
katilimcilarin sosyal medya mahremiyetini korumaya yonelik davraniglarinda 6nemli bir gelisme
oldugunu gostermektedir. Benzer bicimde, toplam 6lgek puani 85.93’ten 114.60’a yiikselmis ve bu
artisin anlamli oldugu belirlenmistir. Toplam 6lgek puanina iligkin etki biiyiikligi yaratict drama
programinin katilimeilarin sosyal medya mahremiyetini koruma becerilerinde 6nemli bir gelisimle
iligkili oldugunu gostermektedir.
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Dijital Mahremiyet Farkindahgina ve Yaratici Drama Siirecine Iliskin Nitel Bulgular

Tablo 2

Ortaya Cikan Temalar ve Kategoriler

Temalar Kategoriler

Dijital Mahremiyetin Onemi Dijital alanlarda kisisel bilgilerin korunmasi

Dijital paylasimlarda farkindalik

Dijital Alanlarda Farkindalik ve Risk Algist  Dijital davranislarin farkindaligt

Risklerin fark edilmesi

Dijital Mahremiyet Pratikleri Hesap ve igerik yonetimi

Sosyal medyada paylasimda dikkat
Giinliik Yasamda Dijital Mahremiyet Giivenli davranis ve sinir koyma

Farkindalikla karar verme
Yaratict Dramanin Etkisi Duyussal farkindalik ve gliven gelistirme

Bilissel farkindalik ve 6grenme

Giinliik yagamda uygulama ve davranis degisikligi

Dijital Mahremiyetin Onemi

Nitel bulgular, katilimeilarin kisisel bilgilerin korunmasi baglaminda dijital mahremiyetin
onemli ve hassas bir konu olduguna iliskin farkindalik gelistirdiklerini gostermektedir. Katilimcilar,
dogaclamalar araciligryla dijital mahremiyet ihlallerini deneyimleme ve bu ihlallerin olasi sonuglarini
degerlendirme firsati bulmuslardir. Dogaglama siiregleri, kisisel bilgilerin paylasilmasinin sonuglarini
gorliniir kilarak bu bilgilerin dijital ortamlarda ne kadar hizli yayilabilecegini somutlastirmistir.
Bu deneyimlerin, katilimcilari dijital mahremiyete iliskin bilgilerini biligsel ve duyussal diizeyde
anlamlandirmalarina katki sagladigi soylenebilir. Nitekim K11, “Dijitalde gizliligimizin en kiigiik
bir hatayla tehlikeye girebilecegini 6grendim. Ornegin kiigiik bir fotografla hakkimda bir siirii bilgi
agiga cikabilir.” sozleriyle bu farkindaligini ifade ederken, K1 “Gizlilige 6nem vermek, yaptigim
paylasimlara dikkat etmemi sagladi. Sosyal medyanin tehlikeli bir yer oldugunu 6grendim.” sézleriyle
dijital mahremiyetin 6nemine dikkat ¢ekmistir.

Paylasimlarmin dijital kimlikleri tizerindeki etkisini fark eden katilimcilar, bu konuda daha
bilingli davranmaya yonelik diisiincelerini ifade etmiglerdir. Drama siirecinde yer alan oyunlar
ve fiziksel etkinlikler, katilimcilarin yaptiklari paylasimlarin mahremiyet iizerindeki etkilerini
degerlendirmelerine katki saglamistir. Dogaglamalar ise ¢evrim igi ortamlarda gerceklestirilen
davraniglarin giinliik yasam tizerindeki olas1 yansimalarini fark etmelerine olanak saglamistir. K14,
“Artik dijital mahremiyet kavramimi daha iyi biliyorum ve sosyal medyadaki dijital ayak izine
dikkat ediyorum,” sozleriyle farkindaligini ifade ederken, K6 “Konum bilgisini ve banka sifrelerini
paylagsmayarak dijital mahremiyetimi koruyorum,” sozleriyle dijital ortamlarda paylasilan bilgilerin
olusturabilecegi risklere dikkat ¢ekmistir.
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Dijital Alanlarda Farkindalik ve Risk Algis1

Cevrim ici ortam, dogast geregi ergenler acisindan ¢esitli riskler barindirmaktadir. K11’in
drama siirecindeki gozlemlerine iligskin “Post-itlerle etrafimizda bir dijital mahremiyet ¢emberi
olusturduk ve baskalarinin alanlarmi isgal ederken kendi alanimizi da savunmasiz biraktigimizi
gozlemledim,” ifadesi, dijital mahremiyete yonelik risklerin drama oturumlart sirasinda fark
edildigini gostermektedir. Ergenlerin yasamlarini etkileyen bu duruma iligkin farkindaligini ifade
eden K6 ise “Dijital mahremiyetin hayatimizin her alanma etki edebildiginin farkina vardim,”
sOzleriyle mahremiyetin giinliik yasamin farkli alanlarindaki dnemine vurgu yapmustir. Katilimeilar,
dijital ortamlardaki davraniglarinin olasi sonuglarini drama etkinlikleri sirasinda gézlemleme firsati
bulmus; dijital sinirlart somut bigimde deneyimlemis ve baskalarinin alanina miidahale etme ya da
kendi sinirlarinin ihlal edilmesi durumlarini canlandirarak dijital mahremiyete iligkin farkindaliklarini
ve empati kurma becerilerini gelistirme olanag elde etmislerdir.

Drama siirecindeki dogaglamalar, katilimcilara gergek yasama yakin drnekler sunmus ve
onlar1 kurmaca bir baglam i¢inde, gercek yasamda karsilasabilecekleri dijital riskleri degerlendirmeye
hazirlayan deneyimsel bir alan olusturmustur. Cesitli dogaglamalara katilan K11, “Dikkat etmezsem
tehlikeli olabilecegini 6grendim ve daha dnce bunlara dikkat etmedigim i¢in kendimi kotii hissettim,”
sozleriyle gegmiste goz ardi ettigi dijital risklere iliskin farkindalik kazandigini ifade etmistir.
Drama siirecindeki dogaglamalar, oyunlar ve tartigmalar, dijital risklerin duygusal boyutlarmin
deneyimlenmesine olanak saglamistir. Katilimcilar, hatali davraniglarin olasi sonuglarinit hem bilissel
hem de duyussal diizeyde degerlendirme firsati bulmuslardir. Bu siirecte yaratici drama, katilimcilarin
kendi davraniglarin1 ve bagkalarmin sinirlarmi gozlemleyerek 6z degerlendirme yapmalarina katki
saglamistir.

Dijital Mahremiyet Pratikleri

Drama atélyelerinde katilimcilar, dijital hesaplarmi ve igeriklerini ydnetmeye iligskin
cesitli stratejileri deneyimleme firsati bulmuslardir. Drama siirecindeki oyunlar, fiziksel etkinlikler
ve dogaglamalar, katilimcilara sinir belirleme konusunda edindikleri bilgileri uygulamali olarak
deneyimleyebilecekleri bir 6grenme ortami sunmustur. K6’nin smir belirlemeye iliskin ifadesi,
“Anahtar kelimelerle dijital mahremiyet sinirimiz1 belirlemek en c¢ok etkileyen etkinlikti,” ve K1’in
“Paylagimlara dikkat edecegim. Yanlislikla herhangi bir sifremin, kisisel bilgimin veya fotografimin
paylasilmasinin 6niine gegmis oluyorum,” sozleri, katilimcilarin dijital mahremiyetlerini korumaya
yonelik gelistirdikleri davranislara iliskin 6rnekler sunmaktadir.

Sosyal medyadaki paylasimlar, &zellikle lise Ogrencileri agisindan onemli bir dijital
mahremiyet riski olarak 6ne ¢ikmaktadir. Drama atdlyelerindeki dogaglamalar, katilimeilarin yanlis
veya izin alinmadan yapilan paylasimlarin olasi sonuglarini degerlendirmelerine olanak saglamistir.
Katilimcilar, paylasim yapmadan 6nce onay alma ve sosyal medyada icerik paylasirken bagkalarinin
mahremiyetini dikkate alma konusunda farkindalik gelistirdiklerini ifade etmislerdir. K14 tin “Artik
sosyal medyada arkadaslarimi veya ailemi paylagsmadan dnce onlarla iletisime gecerek yasanabilecek
sorunlart en aza indirebilirim,” ve K11’in “Sosyal medya hesaplarimda paylastigim igeriklerde
daha dikkatli oluyorum,” sozleri, katilimecilarin dijital paylasimlarint daha bilingli yonetmeye
yonelik farkindalik gelistirdiklerini ve baskalarinin mahremiyetine iliskin duyarlilik kazandiklarini
gostermektedir.
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Giinliik Yasamda Dijital Mahremiyet

Cevrim i¢i ortamlarda giivenli davranma ve kisisel sinirlar belirleme, katilimcilarin tizerinde
onemle durdugu konular arasinda yer almistir. K13’iin, “Bu calismayla sosyal medya veya herhangi bir
dijital ortamda kisisel hesaplarimin sifrelerini kimseye vermemem gerektigini kavradim,” ve K6 nin,
“Dijital mahremiyeti saglama konusunda Snapchat gibi uygulamalarda konum bilgisini kapatmak gibi
konularda yardimci olacak,” ifadeleri, katilimcilarin giinliik yasamda dijital giivenlik 6nlemleri alma,
sinir koyma ve giivenli davraniglar gelistirme konusunda farkindalik kazandiklarini géstermektedir.
Katilimcilar, giinliik yasamda karsilasabilecekleri risk iceren durumlari dogaglamis; bu durumlari ve
olas1 karar alma siireglerini hem rol i¢inde hem de rol disinda tartisma firsati bulmuslardir. Benzer
bicimde K11’in, “Artik dijital mahremiyet kavramini daha iyi biliyorum ve sosyal medyadaki dijital
ayak izine dikkat ediyorum,” sozleri, katilimecilarin dijital mahremiyeti yalnizca kuramsal bilgiler
yoluyla degil, yasantiya dayali deneyimler araciligiyla anlamlandirdiklarini ve giinliik yasamdaki
dijital davranislarini yeniden degerlendirdiklerini gostermektedir.

Yaratic1 Dramanin Etkisi

Bulgular, yaratict dramanmn katilimcilarin dijital mahremiyete iliskin farkindaliklarini
gelistirmelerine ve giinliik yasama aktarabilecekleri davranislar1 sorgulamalarina katki sagladigini
gostermektedir. Drama siireci, katilimcilari duygusal agidan kendilerini daha rahat ifade etmelerine,
grup i¢inde giiven duygusu gelistirmelerine ve deneyimlerini paylasmalarina olanak saglamistir.
Ayrica farkli bakis agilarini anlamalarini ve empati kurmalarini destekleyen bir 6grenme ortami
olusturmustur. K14’{in, “Grup seklinde drama yaptigimiz kisim beni c¢ok etkiledi; bir paylasim
yaparken bagkalarini da diisiinerek davranmam gerektigini fark ettim,” sozleri, grup caligmalarmnin
birlikte diisinme ve baskalarimin mahremiyetini dikkate alma konusunda katilimcilara firsat
sundugunu géstermektedir. Benzer bicimde K10’ un, “Hay1r diyebilme tiyatrosu, hayir demenin normal
bir davranis oldugunu ve ¢ekinmeden uygulanabilecegini kavramama yardimei oldu,” sozleri, sinir
koyma ve riza kavramlarna iliskin farkindaligin gelistigini ortaya koymaktadir. Ayn1 katilimcinin,
“Sosyal medya veya dijital ortamlarda kisisel hesaplarimin sifrelerini kimseye vermemem gerektigini
kavradim,” ifadesi ise drama siirecinde edinilen farkindaligin giinliik yasamdaki dijital davranislarla
iligkilendirildigini gostermektedir.

Tartisma, Sonuc ve Oneriler

Arastirma bulgulari, Dijital Mahremiyete Yo6nelik Drama Programi’nin katilimeilarin dijital
ortamlarda kisisel sinir farkindaliklarim giiglendirdigini, gizliligi korumaya yonelik 6z yeterliliklerini
artirdigini ve bu farkindaligin daha giivenli ¢evrim i¢i davraniglarla iliskilendigini gostermektedir.
Olgek puanlarinda gozlenen anlamli artiglar dikkate alindiginda, yaratict dramanin sosyal medya
mahremiyetini koruma becerilerinin gelistirilmesinde etkili bir yontem oldugu soylenebilir.
Drama siireci boyunca katilimeilarin kendi deneyimlerinden hareketle paylasim sinirlarini yeniden
degerlendirmeleri, dijital ortamlarda giivenlik stratejileri gelistirmeleri ve mahremiyeti temel bir hak
olarak ele almalari, nicel bulgular1 destekleyen nitel sonuglar olarak dne ¢ikmaktadir. Bu bulgular
birlikte degerlendirildiginde, uygulanan drama programinin katilimeilarin dijital mahremiyete iliskin
farkindaliklarin1 ve dijital ortamlardaki mahremiyet davraniglarini gelistirmeye katki sagladigi
sOylenebilir.
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Elde edilen bulgular, yaratici dramanin yalnizca biligsel farkindalik olusturmakla sinirli
kalmayip, katilimeilarin dijital mahremiyeti korumaya yonelik davranigsal becerilerinin gelisimine de
katki sagladigini gostermektedir. Yaratici dramanin yasantiya dayali 6grenme, dogaglama, rol oynama
ve problem durumlarini canlandirmaya dayali yapisi, katilimcilarin karsilasabilecekleri mahremiyet
ihlallerini hem rol i¢cinde hem de rol diginda tartismalarina, ¢oziim Onerileri gelistirmelerine ve
koruyucu davraniglar iizerinde diisiinmelerine olanak saglamigtir. Bu yoniiyle bulgular, yaratici
dramanin dijital vatandaglik ve dijital mahremiyet egitiminde etkili bir pedagojik yaklasim olarak
degerlendirilebilecegini desteklemektedir.

Arastirmada On test ve son test puanlar1 arasinda gozlenen anlamli artig, programin
katilimcilarin  dijital mahremiyet farkindaligi, gizliligi korumaya yonelik 6z yeterlikleri ve
sosyal medya mahremiyetini koruma becerileri iizerinde olumlu bir etkiye sahip oldugunu ortaya
koymaktadir. Bu sonuglar, alan yazinindaki ¢alismalarla da ortiismektedir. Chang ve arkadaglari
(2023), bireylerin dijital ayak izlerini ve ¢evrim i¢i eylemlerinin olasi sonuglarini anlamalarinin dijital
mahremiyetin korunmasidaki temel unsurlardan biri oldugunu belirtmektedir. Bu baglamda yaratici
drama, soyut dijital risk ve sonuglari somut yasantilara doniistiirerek katilimcilara giinliik yasamda
karsilasabilecekleri durumlari giivenli bir 6grenme ortaminda deneyimleme olanagi sunmus; boylece
dijital mahremiyete iliskin biligsel farkindaliklarinin gelisimine katki saglamistir.

Bu bulgular, deneyimsel dgrenme kuramlariyla da ortiismektedir. Ogrenmenin yasanti
ve yansitma yoluyla gergeklestigini vurgulayan Kolb (1984) ile Dewey (2014), bireylerin aktif
katilm yoluyla daha kalici 6grenmeler gelistirebildigini belirtmektedir. Bu baglamda yaratici
drama, katilimcilarin dijital mahremiyete iliskin soyut kavramlart somut yasantilar araciligiyla
anlamlandirmalarina olanak tanimaktadir. Ayrica ergenlerin dijital ortamlarda mahremiyeti
cogunluklakisilerarastiligkiler baglaminda yonettikleri (Boyd, 2014) ve bu nedenle dijital mahremiyet
farkindaliginin egitim yoluyla desteklenmesi gerektigi vurgulanmaktadir (Livingstone vd., 2019).
Benzer sekilde, Zhang-Kennedy ve arkadaslari (2017), ¢ocuklara yonelik gelistirilen etkilesimli
o0grenme yaklasimlariin gizlilik farkindaligin1 artirmada etkili oldugunu ve bu 6grenmelerin
kaliciligini destekledigini ortaya koymustur. Bu arastirmanin bulgulari da s6z konusu calismalarla
paralel olarak, yaratict drama gibi etkilesimli ve katilime1 yontemlerin dijital mahremiyet ve dijital
vatandaslik egitiminde etkili bir pedagojik yaklasim olarak kullanilabilecegini desteklemektedir.
Drama, yasantiya dayali 0grenme siireci sayesinde dijital mahremiyet ve cevrim ig¢i giivenlik
ilkelerinin igsellestirilmesini destekleyen bir 6grenme ortami sunmaktadir.

Aragtirma stiresince, Freire’nin (2017) Ezilenlerin Pedagojisi’nde vurguladigi elestirel biling
anlayisiyla uyumlu bicimde katilimcilar, dijital mahremiyete iliskin bilgiyi pasif olarak edinmek
yerine yasantilart aracilifiyla sorgulamis, tartismis ve yeniden anlamlandirmislardir. Bu yoniiyle
drama siireci, Freire’nin diyalog yoluyla 6grenme anlayisini yansitan bir 6grenme ortami sunmus;
bilgi, katilimcilarin kendi deneyimleri ve karsilikli etkilesimleri araciligiyla birlikte insa edilmistir.
Boylece 6grenme, yalnizea bilgi aktarimina dayali bir siire¢ olmaktan ¢ikarak elestirel farkindalik
gelistirmeye yonelik bir siirece dontismiistiir.

Benzer sekilde Dewey (2014), 6grenmenin yalnizca yasantinin kendisiyle degil, yasanti
lizerine diistinme siireciyle anlam kazandigini vurgulamaktadir. Bu baglamda yaratici drama,
katilimcilara dijital mahremiyetle ilgili durumlar iizerine eylemde bulunma, bu eylemleri sorgulama
ve sonuglarini degerlendirme firsati sunmustur. Katilimcilar, dijital ortamlardaki davraniglarini
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drama stirecinde temsil ederken kendi tutumlarini digsallastirma ve yeniden degerlendirme olanagi
bulmuslardir. Bu yasantiya dayali 6grenme dongiisii, dijital mahremiyetin soyut bir kavram olmaktan
cikarak giinliik yasamin etik bir pratigi olarak anlamlandirilmasina katki saglamaistir.

Aragtirma bulgulari, yaratict dramanin giivenli bir 6grenme ortami olusturma potansiyeline
de isaret etmektedir. Drama, “-mis gibi yapma” siireci sayesinde ¢ocuklarin ve genglerin siber
zorbalik ya da tanmimadiklar1 kisilerden gelen arkadaslhik istekleri (Chang vd., 2023) gibi risk
iceren durumlart giivenli bir 6grenme ortaminda deneyimlemelerine olanak tanimaktadir. Gergek
yasamda karsilasabilecekleri tehditler karsisinda nasil tepki verebileceklerini drama yoluyla prova
eden katilimcilar, olasi siber zorbalik ya da ¢evrim igi taciz durumlarina yonelik farkli basa ¢ikma
stratejilerini deneyimleme firsati1 bulmuslardir. Benzer bicimde bu arastirmada katilimcilar, hata yapma
kaygis1 tasimadan diigiincelerini ifade edebilmis ve farkli bakis agilarini deneyimleyebilmiglerdir. Bu
O0grenme ortami, sosyal medya mahremiyeti gibi kisisel ve zaman zaman hassas bir konunun agik
bigimde tartisilmasina da olanak saglamigtir. Drama temelli bu katilime1 ve giivenli 6grenme ortami,
katilimcilarin mahremiyet hakkini yalnizca bireysel bir tercih olarak degil, ayn1 zamanda toplumsal
sorumlulukla iligkili bir hak olarak degerlendirmelerine katki saglamistir.

Aragtirma bulgulari, yaratict dramanin dijital mahremiyet farkindaliginin gelistirilmesinde
etkili bir pedagojik yaklagim olarak kullanilabilecegini desteklemektedir. Bu sonug, dijital
okuryazarlik becerileri ile dijital mahremiyet kaygisi arasinda pozitif bir iliski bulundugunu ortaya
koyan Okumus ve Atilgan’in (2021) arastirmasiyla da ortiismektedir. Buna gore, dijital yeterlik diizeyi
arttikca bireylerin ¢evrim i¢i ortamlardaki risklere iliskin farkindaliklart ve mahremiyet kaygilari
da artmaktadir. Bu aragtirmada katilimcilar, slire¢ sonunda yalnizca bilgi diizeyinde degil, dijital
mahremiyete yonelik tutum ve davraniglarinda da gelisim gosterdiklerini ifade etmislerdir. Bulgular,
yaratici dramanin katilimeilarin kendi dijital sinirlarini fark etmelerine, bagkalarinin mahremiyetine
duyarlilik gelistirmelerine ve daha bilingli dijital vatandaslik davraniglart sergilemelerine katki
sagladigini diistindiirmektedir. Bu noktada, dijital mahremiyet farkindaliginin yalnizca biligsel bir
kazanim degil; ayni zamanda etik, duyussal ve toplumsal boyutlar1 bulunan bir 6grenme siireci oldugu
sOylenebilir. Bu durum, dijital ortamlarda uzun siire zaman gecirmenin tek basina dijital yeterlik
anlamina gelmedigini; aksine dijital mahremiyet bilincini destekleyen planli egitim uygulamalarina
duyulan gereksinimi giiclendirmektedir (Tatlioglu ve Giilcan, 2025).

Arastirmada elde edilen bulgular dogrultusunda asagidaki 6neriler sunulabilir:

Lise 6grencilerine dijital mahremiyet farkindalig1 kazandirmay1 amaglayan bu arastirmanin
bulgulart dogrultusunda, okul programlarinda dijital vatandaglik ve dijital mahremiyet konulari
yaratict drama temelli etkinliklerle desteklenebilir. Dijital ortamdaki davranislarin yargilanmadan
tartisilabildigi giivenli 0grenme ortamlari, yaratici drama araciligiyla daha kapsayict bigimde
olusturulabilir. Siire¢sel drama ve forum tiyatro gibi katilimc1 yaklagimlar sayesinde dgrencilerin
pasif izleyiciler yerine aktif katilimcilar olarak 6grenme siirecine dahil olmalari saglanabilir.

Dijital mahremiyetin yalnizca bireysel degil, ayn1 zamanda toplumsal bir sorumluluk oldugu
diistintildiigiinde, okullarda 6grencilerin yan1 sira ebeveynlere, 6gretmenlere ve okul yoneticilerine
yonelik yaratic1 drama temelli egitimler de planlanabilir. Ozellikle cocuklar ve ergenlerle calisan
ogretmenlerin dijital riskleri tanima ve yonetme becerilerinin gelistirilmesi, ¢ocuklarin ¢evrim igi
ortamlarda korunmasina dnemli katkilar saglayabilir. Bu dogrultuda, 6gretmen egitimlerinde dijital
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mahremiyet, dijital vatandaslik ve giivenli ¢evrim i¢i davranis konularinin yaratici drama yoluyla ele
alimmasi Onerilebilir.

Arastirma sonuglari, dijital mahremiyet egitimlerinin yalnizca bilgi aktarimina dayali
olmamasi, Ogrencilerin gilinliik dijital davraniglarin1 sorgulamalarina, giivenli davranislar
gelistirmelerine ve dijital mahremiyeti yasantiya dayali olarak deneyimlemelerine olanak saglayan
uygulamali 6grenme siiregleriyle desteklenmesi gerektigini gostermektedir. Bu bulgu, dijital
teknolojileri etkin bigimde kullanan genglerin ¢evrim i¢i mahremiyet farkindaliklarinin beklenen
diizeyde olmadigini ortaya koyan Onceki arastirmalarla da uyumludur (Bozdag Tulum, 2025;
Tathoglu ve Giilcan, 2025).

Bu kapsamda, Bilisim Teknolojileri ve Yazilim ile Rehberlik derslerinde yer alan dijital
mahremiyet, dijital vatandaslik, siber zorbalik ve dijital etik konular1 yaratici drama yontem
ve teknikleriyle islenebilir. Benzer bi¢imde okul rehberlik servislerinde gorev yapan psikolojik
danigmanlar tarafindan yiiriitiilecek yaratict drama caligmalar1 araciligiyla mahremiyet, kisisel
sinirlar, riza ve hayir diyebilme becerileri 6grenciler i¢in daha somut ve kalic1 grenme deneyimlerine
dontstiriilebilir.

Bu oneriler, Tiirkiye’nin dijital déniisim politikalartyla da &rtiismektedir. On Ikinci
Kalkinma Plani’nda (2024-2028), kisisel veri glivenligi, dijital mahremiyet, siber giivenlik ve dijital
etik alanlarinda egitim ve koruyucu mekanizmalarin gili¢lendirilmesi gerektigi vurgulanmakta,
cocuklarin teknoloji ve sosyal medya okuryazarliklarinin gelistirilmesine yonelik programlarin
yayginlagtiritlmasi dnerilmektedir (Strateji ve Biitge Baskanligi, 2023). Bu ger¢evede yaratici drama,
cocuklarm dijital mahremiyet, dijital vatandaslik ve ¢evrim i¢i gilivenlik konularimi yasayarak
o6grenmelerini destekleyen yenilik¢i pedagojik yaklagimlardan biri olarak degerlendirilebilir.
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Ekler

Ders Plam Ornegi (1. Oturum)’
Ders: Rehberlik

Konu: Kisisel Sinirlar ve Mahremiyet
Grup: Lise 6grencileri

Siire: 45+45+45 dakika

Yontem/ Teknikler: Yaratict drama / Rol oynama, dogaglama

Arac Gerecler: Orgii ipi, makas, renkli kartonlar ve kagitlar, boya kalemleri, tahta kalemi, yapistirici, bant,
hareketli bir miizik, hoparldr, EK-1 Kelimeler (Sosyal medya, Mahremiyet, Dijital mahremiyet, Kisisel sinir,
Internet, Yaratic1 drama)

Kazanmim/lar:

1. Kisisel sinir ve mahremiyet kavramlarini agiklar.

2. Kisisel sinirlarin ve mahremiyetin énemini fark eder.
Siirec:
A. Hazirhk / Isinma:

1.Etkinlik: Egitmen: “Hepiniz hos geldiniz. Birbirimizi biraz daha yakindan taniyarak baslayalim” diyerek
katilimcilara hayali bir sosyal medya hesabi olusturmalarini sdyler. Bu hesap gergek olmak zorunda degil,
tamamen hayal iiriinii olabilir. Katilimcilar ¢gember olur. Her katilimer sirayla bu hayali hesabinin "profil fo-
tografin1" bir mimik veya durusla canlandirir. Diger katilimcilar bu fotografin hangi sosyal medya platformuna
(Instagram, X, TikTok, LinkedIn vb.) ait olabilecegini tahmin etmeye c¢alisir. Ardindan, her katilimci kendi
hayali hesabimin "hakkimda" kismindan kisa bir ciimleyi bir duygu veya ses tonuyla ifade eder. Bu climle, o
kisinin sosyal medya kullanim tarzin1 veya ilgi alanlarini yansitabilir. Ornegin: (Heyecanli bir ses tonuyla)
"Yeni tarifler kesfetmek ve paylasmak!", (Diisiinceli bir ifadeyle) "Diinya giindemini takipteyim." (Bu etkinlik
katilimcilarin ve egitmenin yer aldig1 bir WhatsApp grubu varsa onun iizerinden de yiiriitiilebilir. Katilimeilar,
sectikleri anonim bir gorseli ya da kendi gorsellerini WhatsApp grubunda, bir sosyal medya aracinda paylasi-
yormus gibi paylasirlar. Paylastiklar bu goérsel hakkinda kisa agiklamalar eklerler.)

Ara Degerlendirme

Egitmen, katilimcilara sectikleri platformlarin kisisel mahremiyet ve smirlar1 gézetme konusunda nasil bir

etkiye sahip oldugunu sorar. Goniilli katilimeilardan cevaplarini alir.

1. Arastirma kapsaminda gerceklestirilen tiim yaratici drama oturumlari ortak bir kurgu ve pedagojik ¢erceve dogrultusunda planlanmustir.
Uygulama siirecini temsil ettigi diistiniilen bu oturum, arastirmada kullanilan temel yaratici drama tekniklerini (rol oynama,
dogaglama, donuk imge vb.) ve dijital mahremiyet farkindahigini gelistirmeye yonelik 6grenme siireclerini bir arada igermesi
nedeniyle 6rnek uygulama olarak se¢ilmis ve ayrintili bigimde sunulmustur.
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2.Etkinlik: Egitmen, katilimcilardan az dnceki hayali sosyal medya hesaplar tizerinden kisa etkilesimlerde
bulunmalarini ister. Egitmen, katilimcilarin etkilesimde bulunmasi i¢in asagida yer alan yonergelerden fayda-

lanir:

1. Simdi herkes sirayla en sevdigi génderiyi begensin.
2. Biriniz ilging bir soru sorsun.

3. Iki kisi birbirinin génderisine yorum yapsin.

4. Bir kisgi canli yayin agsin.

(1.etkinlik ortak bir WhatsApp grubundan gonderi paylasilarak yapilmis ise 2. etkinlikte de etkilesimin dijital
ortamda yapilmasi sOylenir. Katilimcilar, diger katilimcilarin paylasmis olduklar iletileri alintilayarak yorum
yapabilir, soru sorabilir ya da iletilere emoji birakabilirler. Uygulama {izerinden goriintiilii arama yaparak canl
yayin agmis gibi yapabilirler.)

Ara Degerlendirme
1. Egitmen, asagidaki sorular1 katilimcilara yoneltir ve cevaplarini alir:

2. Birbirinizle etkilesime gegerken kigisel sinirlarinizi korumaya ve mahremiyetinizi saglamaya yonelik her-

hangi bir ¢aba gosterdiniz mi?
3. Caba gosterdiyseniz bu neydi?

4. Hem gercek hem de sanal ortamlarda kisisel sinirlarinizi belirlenmek ve mahremiyetinizi saglamak neden

Onemli?

3.Etkinlik: Egitmen: “Simdi hepinize birer parga ip verecegim, bu iplerle gergek hayattaki sinirlarinizi belir-
lemenizi isteyecegim. Alaninizi belirledikten sonra o alanin i¢inde kalacaksiniz. Her birinizin alan1 birbirinden
farkl1 olabilir. Bazi alanlar genis bazi1 alanlar dar. Gergek hayatta kendinizi nasil bir mahremiyet alaninda ko-

numladiginiza bakalim birlikte” der ve katilimcilarin alanlarini belirlemeleri i¢in yeterli zamani verir.

Katilimeilar, gemberlerini olustururken egitmen, “Bu ¢gemberi kimlerle paylasmak sizi rahatsiz eder? Cemberi-
nize kimlerin girmesi size rahatsizlik vermez? Cemberin i¢inde kimlerle birlikteyken giivende ve mutlu hisse-

dersiniz?” sorularini yoneltir. Katilimeilar bu sorulara cevap verirken ¢gemberlerini olusturmaya devam ederler.

Sinirlar belirlendikten sonra egitmen, katilimcilarin kendi smirlarini koruyarak baskalarinin sinirlarina yak-
lasmaya ¢alismalarini ister. Bir siire sonra egitmen, "Simdi bir baskasinin alanina girmeye ¢aligin ve ona bunu
sOzsiiz olarak ifade edin" der. Alanina girilmek istenen katilimcilar da bu istege nasil tepki vereceklerini s6zsiiz
olarak gosterir. Siire¢ devam ederken egitmen “Diger ¢emberlere yaklasirken/ girmeye ¢alisirken ¢emberdeki

kisilerle ilgili neleri/ hangi bilgileri 6grenmeyi talep ediyorsunuz?” diye sorar ve katilimeilarin cevaplarini alir.

Egitmen, goniillii bir katilimcinin sectigi bir katilimeinin alanina izinsiz bir sekilde girmesini sdyler. Alani
ihlal edilen kisi bu duruma nasil tepki verecegini ifade eder. Diger katilimcilar da bu durumu gézlemler. Birkag

katilimci bu siireci tekrarlar.
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Ara Degerlendirme

Egitmen, katilimcilara asagidaki sorulart yoneltir ve cevaplarini alir:
1. Bir bagkasinin alanina girmek ne anlama geliyor?

2. Bir bagkasinin sizin alaniniza girmesi ne anlama geliyor?

3. Thlal etmek sizin i¢in ne ifade ediyor?
4. Burada deneyiminiz nasil bir mahremiyet ihlali olugturuyor?
B. Canlandirma

4. Etkinlik: Egitmen, hareketli bir miizik acar. Katilimcilarin alanda serbest bir sekilde yiiriimesini ister. Mii-
zik durdugunda “kisisel sinir” bir heykel olsaydi neye benzerdi, bunu diisiiniip o formu almalarini ister. Miizik
tekrar baslar ve katilimeilar yiiriir, miizik durdugunda “sinir ihlali” bir heykel olsaydi neye benzerdi, bunu
diistiniip o formu almalarini ister. Miizik son kez tekrar baslar ve katilimeilar yiiriir, miizik durdugunda “mah-

remiyet” bir heykel olsaydi neye benzerdi, bunu diisiiniip o formu almalarini ister.

Ara Degerlendirme:

Egitmen asagidaki sorular1 katilimcilara sorar ve cevaplarini alir:
1. Kisisel sinir ne demektir?

2. Mahremiyet ne demektir?

3. Sinir ihlali nedir?

5. Etkinlik: Egitmen, katilimcilara daha 6nceden hazirladigi Ek-1"de yer alan kelimelerin bulundugu torbadan
birer kagit cekmelerini sdyler. Ayni kelimenin yazili oldugu kagidi ¢ceken katilimcilar 4 gruba ayrilir. Grupla-
ra, asagida yer alan durumlarin yazili oldugu kartlar1 dagitir ve bu durumlardan yola ¢ikarak bir canlandirma

hazirlamalarint soyler.
Dramatik Durumlar
1.Grup

A, lise 2. simif 6grencisidir. Ortaokuldan itibaren diizenli giinliik tutmaktadir. Giinliiklerini odasinda kapali bir
kutu icinde saklamaktadir. Bir giin eve geldiginde 6zel kutusunun karistirilmis oldugunu fark eder. Bu durumu
kardesi ile paylasir. O, bir sey bilmedigini sdyler. Aksam yemeginde bu konuyu anne ve babasina da agar.
Annesi: “Ne var bunda, ben okudum. Cocugumun ne yazdigini, ne yasadigini bilmeye hakkim var diye diisii-

niiyorum” der ve A, buna ¢ok 6fkelenir. Sofradaki tartismaya babasi ve kardesi de dahil olur.
2.Grup

A, hastalandi81 i¢in 2 giin okula gidememistir. Okula dondiigii giin sinif arkadaslariin kendisine oldukca me-
safeli davrandiklarini fark eder. Instagrami ortak kullandig1 yakin arkadasi B’ye gider, neler oldugunu sorar.

B, bir sey bilmedigini soyler. Teneffiiste siniftan birkag arkadasi yanina gelir ve Instagram’daki mesajlarindan
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haberdar olduklarini, sinif arkadaslar1 hakkinda yazdigi olumsuz yorumlari herkesin okudugunu soylerler. Bu

sirada B yanlarina gelir ve bu durumu konugmaya baglarlar.
3.Grup

Uzun zamandir bir araya gelmemis olan bir grup arkadas kafede bulusur. Birlikte fotograf ¢ekerler ve sosyal
medyasini herkese acik olarak kullanan A, bu fotografi arkadaslarinin izni olmadan paylasir. Telefonuna bildi-
rim gelen B, fotografin silinmesini ister. A, bunu anlamsiz bulur ve silmeyecegini sdyler. Diger arkadaslar1 da

bu konu hakkindaki fikirlerini sdyleyince aralarinda bir tartigma baslar.
4.Grup

A, okula gitmek i¢in otobiise biner. Otobiis ¢cok doludur. Arkasinda duran bir yolcunun kendisine temas etme-
sinden rahatsiz olur. Bu rahatsiz edici durum birkag¢ kez yasandiktan sonra yiiksek sesle uyarida bulunur ve
rahatsiz oldugunu soyler. Otobiisteki bazi kisiler “Rahatsiz oluyorsan otobiise binmeseydin” der, birkag kisi de

A’ya hak verir. Otobiisteki yolcular arasindaki tartigma gittikge biiyiir.
Canlandirmalar esnasinda egitmen asagidaki sorulardan faydalanarak siireci ilerletir:
1. Buradaki sinir ihlalleri neler?

2. Gergek hayatta buna benzer neler yasiyorsunuz?
3. Bu olay sizin basiniza gelmis olsaydi mahremiyetinizi korumak i¢in neler yapardiniz?
C. Degerlendirme

6. Etkinlik: Canlandirmalar tamamlandiktan sonra egitmen, katilimcilar tekrar Ek-1"deki kelimeleri kulla-
narak 3’1i gruplara ayirir. Egitmen “Okulunuzda kisisel sinirlar ve mahremiyeti saglamaya yonelik bir panel
diizenlenecek ve bu panelin duyurusu i¢in bir afige ihtiyag duyuluyor. Simdi, bu panele kimler konusmaci ola-
rak gelir, hangi basliklar ile ilgili konusurlar, panelde kigisel sinir ve mahremiyet konularinda hangi noktalara
vurgu yapilir? Mahremiyet ve kisisel sinirlarin 6nemi hakkinda neler ele alinir? Bunu kendi aranizda tartigip
grup olarak birer afis tasarlamanizi istiyorum” der ve yeterli stire ile malzemeleri gruplara verir. Afisler hazir-

landiktan sonra gruplar afislerini paylasirlar.

7. Etkinlik: Katilimcilar cemberde oturur. Egitmen, eline bir ip yumag1 alir. Yumaktan bir parcay1 parmagina
dolar ve “Mahremiyet benim igin............. den/dan dolay1 6nemlidir” climlesini tamamlar, yumag rastgele
bir katilimciya gdonderir. Biitiin katilimeilar ayni ciimleyi tamamladiktan sonra yumak bu sefer son kisiden
baglayarak ayni sira ile “Kisisel sinirlarimi korumak............. den/dan dolay1 6nemlidir” climlesi tamamla-
narak ilerler. Yumak tekrar egitmene geldiginde ipten olusan ag ¢oziilmiis olur. Egitmen, asagidaki sorulari

katilimeilara sorar:

1. Bugiinkii etkinlikten aklinizda neler kald1?

2. Mahremiyetinizi saglamak i¢in neler yapiyorsunuz, yaptiklariniz yeterli oluyor mu?
3. Kisisel smirlariniza dikkat etmediginizde neler olabilir?

Goniilli katilimeilar sorular cevaplar ve oturum sonlandirtlir.
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The aim of this study is to enhance high school students’ digital privacy awareness
through creative drama and to examine the effect of creative drama on their social
media privacy protection skills. The study was conducted using a mixed-methods
research design, integrating quantitative and qualitative data, with a study group
consisting of 14 high school students. Within the scope of the study, a Drama Program

for Digital Privacy consisting of six sessions was implemented. In the quantitative

phase of the study, the Social Media Privacy Protection Skills Scale for Adolescents,
developed by Gelbal Odabas et al. (2021), was administered as a pre-test before the
implementation and as a post-test after the implementation. Qualitative data were
collected using the Creative Drama Session Evaluation Form, which was administered
to the participants following the drama sessions. The quantitative findings indicated
a significant improvement in participants’social media privacy protection skills, with
significant differences between the pre-test and post-test scores in the subdimensions
of self-efficacy, tendency to protect privacy, and privacy protection behavior. The
qualitative findings revealed that the students developed a stronger awareness of
personal boundaries, internalized the concept of privacy as an ethical responsibility,
and made more informed choices in online environments. As a result, it can be
concluded that creative drama enhanced participants’ awareness of digital privacy
and social media privacy protection by supporting their cognitive and affective
learning. Accordingly, it is recommended that digital privacy and digital citizenship
be addressed through creative drama-based activities within school curricula.
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Introduction

Today, the internet is one of the most widely used information and communication technologies
and serves a variety of purposes, including entertainment, information seeking, communication,
and social interaction. As a globally widespread communication network, the internet has become
an indispensable part of people's social lives, with the widespread use of smartphones, interactive
whiteboards, tablets, computers, and other technological devices. According to the Digital 2024
Report, the average internet user spends 6 hours and 40 minutes online each day. The report also
indicates that users in Tiirkiye spend an average of 6 hours and 57 minutes online per day, exceeding
the global average, and that the number of internet users in Tiirkiye has reached 77.3 million (Kemp,
2024). According to the Household Information and Communication Technology (ICT) Usage
Survey (2024) conducted by the Turkish Statistical Institute, 94.1% of households in Tiirkiye have
internet access, while 82.7% of individuals use the internet regularly. Data from the Institute's Survey
on Information and Communication Technology (ICT) Usage by Children (2024) further indicate
that the internet usage rate among children aged 6—15 is 91.3%. When examined by gender, the rate
increased from 83.9% in 2021 to 92.2% in 2024 among boys, and from 81.5% in 2021 to 90.3% in
2024 among girls.

The widespread accessibility of the internet has increased access to online environments
for individuals across different age groups. According to the Gaming in Tiirkiye Report (Gaming
in Tiirkiye, 2021), Tiirkiye ranks seventh among the countries where video games are played most
extensively. The report indicates that players aged 12—18 account for 25% of individuals who play
games online. It describes the characteristics of players in this age group as follows: “They attend
middle or high school. They play games on their phones. They spend most of the day at school and
have limited free time. They go to bed early.” According to the 2024 Survey on Information and
Communication Technology (ICT) Usage by Children, 42.9% of children who use the internet spent
approximately two hours or more online on weekdays, while 53.6% did so on weekends. When
examined by age group, this rate was 30.6% among children aged 6—10 and 54.4% among those aged
11-15 on weekdays. In the same age group, the rate of digital game playing in 2024 was 85.0% for
boys and 58.7% for girls.

When all these statistics are considered, it is evident that the number of children using the
internet in Tiirkiye has been increasing steadily. The growing number of users, together with the
increasing amount of time spent online, brings various risks. These include harming others in online
environments, fraud, digital violence, unethical use, exposure to or dissemination of misinformation,
access to inappropriate content, virtual friendships, problematic internet use, and internet addiction
(Ceyhan et al., 2007). Although children's digital privacy concerns are often associated with the risk
of strangers, harmful digital content and the reliability of online information are also regarded as
significant concerns (Livingstone, Stoilova, & Nandagiri, 2019). Research indicates that adolescents
constitute an important risk group with respect to internet use due to the characteristics of this
developmental period (Dogan et al., 2008). During adolescence, online environments are viewed
as spaces for self-expression and socialization, while the tendency to avoid parental supervision
also increases. Although adolescents value interpersonal privacy, they tend to have lower levels
of concern about the commercial use of their personal data or regard it as an unavoidable reality
(Livingstone et al., 2019).
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Among the primary concerns for adolescents are security risks in online environments and
the privacy of shared information. One of the main reasons for this is that harmful and unwanted
online content may expose adolescents to various risks, contribute to the development of problematic
behaviors, increase their risk of sexual abuse, and, in some cases, lead to adverse outcomes
associated with suicidal thoughts or behaviors. The development of addictions and the emergence of
psychological disorders associated with internet use are also among these risks. It is well established
that unsafe and unconscious internet use has lasting effects on adolescents and leads to various
social and psychological problems (Bayzan & Ozbilen, 2011). This may result in screen addiction,
cyberbullying, digital abuse, social withdrawal, and social isolation.

Today, the widespread use of social media has increased concerns regarding adolescents'
ability to protect their digital privacy. Therefore, there is a need for educational approaches that
not only raise awareness but also support the development of behavioral skills. Reducing security
risks in online environments and protecting the privacy of shared information can undoubtedly
be achieved through educational initiatives on digital privacy conducted with young people. The
concept of privacy, which is defined differently across societies and cultures, is generally understood
as confidentiality, and its importance has increased with the growing value of personal data (Furnell
& Phippen, 2012). Digital privacy, on the other hand, is defined as a multidimensional area of rights
that refers to an individual's control over their personal data and digital identity in the modern world.
Today, this concept has evolved beyond being merely a matter of technical data security into a
dynamic area of rights shaped by legal, cultural, and technological developments (Yanik, 2025).
In Tiirkiye, the legal framework for the protection of personal data is regulated by the Law on the
Protection of Personal Data No. 6698. Article 3 of the Law defines personal data as any information
relating to an identified or identifiable natural person, while Article 6 addresses special categories
of personal data as a separate classification (Law on the Protection of Personal Data No. 6698,
2016). Accordingly, personal data include information such as a person's name and surname, date
of birth, telephone number, email address, and IP address, as well as special categories of personal
data requiring a higher level of protection, including health data, biometric and genetic data, political
opinions, religious beliefs, and ethnic origin. This classification demonstrates that information shared
in digital environments requires different levels of protection. Accordingly, a wide range of data
relating to individuals' identities, contact information, location information, and online identities
can easily be shared in digital environments. Adolescents, in particular, may share such information
online without adequately considering the potential risks involved. Indeed, research has shown that
the online privacy awareness of "digital native" adolescents, who have grown up surrounded by
digital technologies, is not high as might be expected, but rather at a moderate level. This finding
suggests that intensive use of digital technologies alone does not lead to sufficient awareness of
digital privacy (Bozdag Tulum, 2025).

Today, many websites and digital platforms require users to provide personal data. According
to Livingstone et al. (2011), 34% of children aged 9-16 add people they have never met to their social
networks, while 15% share personal information with people they do not know. Although young
people report that they value privacy, they continue to share their personal data in order to gain
social acceptance or benefit from the opportunities offered by digital platforms. This phenomenon
is referred to in the literature as the "privacy paradox" (Livingstone et al., 2019). The privacy
paradox suggests that protecting children and adolescents in digital environments cannot rely solely
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on individual awareness and consent mechanisms; rather, digital platforms and legal regulations
must also assume protective responsibilities. In this context, the role of parents in protecting digital
privacy requires maintaining a careful balance between protection and autonomy. Accordingly,
legislative initiatives aimed at protecting children in digital environments have been introduced in
Tiirkiye. In this context, the Draft Law on the Protection of Children and Young People in Digital
Environments, which proposes various obligations for digital platforms regarding the protection of
children's rights and privacy, was submitted to the Grand National Assembly of Tiirkiye (TBMM,
2025). These developments highlight the importance of legal regulations in protecting the digital
privacy of children and adolescents while also demonstrating the need for educational initiatives that
promote digital privacy awareness and safe online behavior. Similarly, a study conducted with high
school students found that as the duration of social media use increased, digital privacy awareness
decreased, and digital privacy concerns also declined (Tatlioglu & Giilcan, 2025). This finding
suggests that intensive exposure to digital environments may lead students to normalize privacy
risks and behave less cautiously in online environments.

The transformation of the internet, which poses various risks for adolescents, into a safe
and beneficial learning environment may be achieved by promoting children's safe and responsible
internet use, preventing problematic internet use, and enhancing digital privacy awareness.
Children's ability to recognize online risks and acquire the knowledge and skills necessary to prevent
problematic internet use can be supported through school-based educational practices. In this process,
it is important to develop not only children's technical digital skills but also their critical thinking,
decision-making, communication, and ability to assess risks in online environments. In this regard,
the Guidelines on the Protection of Minors Online published by the European Commission emphasize
the need to adopt an approach based on privacy, safety, and children's rights in protecting children in
online environments. The guidelines recommend that digital service providers implement measures
to protect children's personal data and privacy, adopt safety- and privacy-by-design principles, and
create safe online environments that support children's digital skills (European Commission, 2025).

Protecting children's digital privacy is of vital importance for their psychosocial development
and the safeguarding of their fundamental rights. Privacy violations may expose children to serious
risks such as cyberbullying, sexual abuse, and grooming (online enticement) (Aksoy et al., 2025). In
addition, the datafication of children's online activities may lead to their commercial manipulation
and the restriction of their autonomy (Livingstone et al., 2019). In this context, privacy represents
the safe space that children need to develop a healthy sense of identity. The literature indicates
that long-term educational interventions aimed at enhancing privacy awareness, including digital
privacy, have been implemented (Bendechache et al., 2021). Various approaches can be employed
to prevent problematic internet use among children, enhance digital privacy awareness, and promote
safe and responsible online behavior. One of these approaches is creative drama, an experiential
learning method in which participants assume roles and engage in improvisation based on their own
experiences, a topic, or a problem without relying on a written text. Creative drama is a process in
which enactments are carried out through role playing and improvisation techniques based on an
idea, situation, or experience. In this process, spontaneity and "as if" are among the fundamental
characteristics of creative drama (Adigiizel, 2019).
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Through creative drama, students have the opportunity to develop a better understanding
of themselves and their surroundings, while building self-confidence by using their body language,
gestures, and facial expressions effectively (Metinnam & Karaosmanoglu, 2021). Creative drama
also contributes to the development of students' ability to take responsibility, show initiative, and act
with self-confidence (Adigiizel, 2019). Furthermore, it supports the development of awareness by
helping students understand the feelings of victims of negative experiences such as cyberbullying and
encouraging more ethical behavior in digital environments (Karaosmanoglu, Adigiizel, & Ozdemir
Simsek, 2023). In this context, addressing the online habits of children and adolescents through
the creative drama method may facilitate the questioning and re-evaluation of these habits, thereby
enhancing the effectiveness of educational interventions.

A review of the literature shows that existing studies have examined digital privacy from
different perspectives and identified students' levels of digital privacy awareness and digital literacy.
However, applied research examining how this awareness can be translated into students' everyday
digital behaviors and how it can be fostered through educational practices remains limited. In
particular, there is a limited number of studies investigating the effectiveness of participatory and
experiential approaches, such as creative drama, in digital privacy education.

In this study, a creative drama program was designed to enhance the digital privacy awareness
of high school students. The program aimed to increase participants' knowledge of the concept of
digital privacy, support the development of safe and responsible online behavior, and strengthen
their skills in protecting their digital privacy. Throughout the program, participants identified issues
related to digital privacy within fictional contexts and had the opportunity to reflect on their own
behaviors and their use of information and communication technologies. During the drama sessions,
participants enacted digital privacy issues encountered in their daily lives through various roles and
discussed possible solutions collaboratively. In this way, they had the opportunity to question their
own digital behaviors and to develop the knowledge, skills, and awareness necessary to protect their
digital privacy through an experiential learning process. The study examined the effect of the creative
drama method on high school students' digital privacy awareness and social media privacy protection
skills. Accordingly, the study addressed the following research questions:

» What are the students' views on the concepts of privacy and digital privacy?

* How do students' social media privacy protection skills change before and after the creative
drama intervention?

» What are the students' views on the creative drama sessions designed for digital privacy?

* What are the students' views on the effects of creative drama on their digital privacy
awareness?

Method

Research Design

In this study, an embedded mixed methods design was adopted, in which qualitative data
were integrated into the quantitative experimental process (Creswell & Plano Clark, 2018). In the
quantitative phase of the study, a one-group pretest-posttest design was employed to determine the
effectiveness of the creative drama intervention (Biiyiikoztiirk et al., 2025). Accordingly, the Social
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Media Privacy Protection Skills Scale for Adolescents, developed by Gelbal Odabas, iThan & Kiliger
(2021), was administered as a pretest before the creative drama intervention and as a posttest after
the intervention. In the qualitative phase, qualitative data were collected through the Creative Drama
Session Evaluation Form, which was administered online following the drama sessions to obtain
detailed insights into participants' views and experiences regarding the creative drama process.
Quantitative and qualitative data were analyzed separately, and the findings were integrated during
the interpretation stage to provide a comprehensive understanding of the results.

The implementation of the study consisted of three stages. In the first stage, the pretest was
administered to the participants. In the second stage, creative drama sessions aimed at enhancing
digital privacy awareness were conducted. In the final stage, the same scale was re-administered as
the posttest. In addition, the qualitative data collected throughout the study were analyzed.

During the creative drama process, participants enacted real-life scenarios involving digital
privacy violations and assumed different roles to examine these situations from the perspectives of
individuals, peers, families, teachers, and digital platforms. Through role-playing, improvisation,
and group discussions, participants collaboratively examined the causes, possible consequences, and
potential solutions to digital privacy issues while exploring topics such as personal data sharing,
online safety, cyberbullying, and digital responsibility from multiple perspectives. In doing so, they
not only identified digital privacy issues but also developed possible solutions and critically reflected
on their own digital behaviors. This process supported participants' critical thinking, problem-solving,
collaboration, and decision-making skills while enabling them to understand digital privacy not only
as an individual concern but also as a social issue.

Participants

The study was conducted with 14 high school students enrolled in a secondary education
institution. Participants were selected using convenience sampling, considering their willingness
and availability to participate, as well as practical considerations such as geographical proximity,
accessibility, and availability within a specified period (Creswell, 2012; Given, 2008). The inclusion
criteria required participants to be high school students, to use information and communication
technologies (e.g., mobile phones, social media, and the internet), and to be able to attend the creative
drama sessions regularly. Of the participants, nine were in the ninth grade, three were enrolled in
the preparatory class, and one student each was in the eleventh and twelfth grades. All participants
owned a mobile phone and had been using one since middle school. The online platforms they
used most frequently were WhatsApp, Instagram, TikTok, Snapchat, X (formerly Twitter), YouTube,
Bluesky, Pinterest, and Facebook. Participants' statements regarding their social media use indicated
that they were generally active users; however, they also experienced various problems related to
sharing personal data, digital privacy violations, and prolonged internet use. Their social media and
internet use habits suggest that these technologies constitute a regular and active part of their daily
lives rather than merely a leisure-time activity.

Data Collection Instruments

In the study, the Social Media Privacy Protection Skills Scale for Adolescents, developed
by Gelbal Odabas et al. (2021), was administered before and after the creative drama intervention.
During the drama sessions, participants were asked questions about their internet use, problems
encountered in online environments, and the concepts of privacy and digital privacy in order to explore
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their individual awareness, experiences, and proposed solutions related to the topic. Participants
provided written responses, which were documented throughout the research process. Following the
creative drama intervention, the Creative Drama Session Evaluation Form was administered online
to systematically examine participants' experiences of and feedback on the creative drama process.
The form consisted of questions organized under three themes: (1) Digital Privacy Awareness (data
sharing in digital environments, with whom and how data are shared, privacy, and the confidentiality
of personal information); (2) The Creative Drama Process (the contribution of creative drama to
digital privacy awareness and the effects of roles, improvisations, physical activities, and games);
and (3) Suggested Solutions (individual, social, and technological approaches to protecting digital

privacy).
Data Analysis

Quantitative data analysis was based on the pretest and posttest scores obtained from the
Social Media Privacy Protection Skills Scale for Adolescents. A paired-samples t-test was conducted
to examine differences between participants' pretest and posttest scores. Separate analyses were
performed for the total scale score as well as for the self-efficacy, privacy protection tendency, and
privacy protection behavior subscales.

The qualitative data were analyzed using content analysis by following the procedures
proposed by Creswell (2007). Participants' written responses were transferred to a digital format
and prepared for analysis. The researchers reviewed the data repeatedly to develop an overall
understanding and identify underlying patterns of meaning. The data were then divided into
meaningful units and coded in accordance with the research questions, from which the main themes
and categories were developed. To ensure that the coding process remained consistent with the
research problem, both predetermined codes and codes derived from the data were used (Miles
& Huberman, 1994; Creswell, 2012). Relationships among the themes were examined to identify
similarities and differences in participants' views on digital privacy and creative drama. In addition,
recurring structures and relationships were identified by examining similarities across patterns, and
the findings were interpreted from a holistic perspective (Patton, 2014).

Validity and Reliability

To ensure the validity and reliability of the qualitative data, the data collection process was
described in detail to enhance transparency and traceability. The analysis was conducted independently
by two researchers, and the coding process was carried out systematically in accordance with the
research questions. Both predetermined codes and codes derived from the data were used to ensure
conceptual consistency. The codes and themes were compared across the two researchers until
agreement was reached, and any differences were resolved through discussion to establish the final
themes. In addition, the themes were supported with participants' statements, and the data were
interpreted from a holistic perspective to minimize the potential influence of researcher subjectivity.

Creative Drama Program on Digital Privacy

A creative drama program was developed to enhance high school students' digital privacy
awareness in line with the objectives of the study. During the development process, the topics,
learning outcomes, and objectives of each session were determined based on the aims of the study
and the relevant literature. The program consisted of six three-hour sessions and was designed to
foster students' awareness of personal boundaries, privacy, and safe behavior in digital environments.
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The first session, "My Circle of Trust," focused on introducing the concepts of personal
boundaries and privacy. The second session, "Finding Our Voice: Saying No," explored assertive
refusal skills, appropriate ways of expressing refusal in different social situations, and strategies
for coping with possible consequences. The third session, "Our Digital Footprints: The Traces We
Leave in the Virtual World," examined the importance of digital privacy, different types of personal
data, and the concept of digital footprints through real-life examples. The fourth session, "Invisible
Cameras: Who Is Watching Us?", focused on the collection, storage, and use of personal data in
online environments, as well as privacy violations and appropriate responses to such situations. The
fifth session, "Boundaries in the Digital World: What Do I Share, and What Do I Keep Private?",
addressed digital privacy as a fundamental right, the risks associated with failing to protect personal
information, and the permanence of digital footprints. The final session, "Heroes of Digital Privacy:
Boundaries and Consent,", aimed to help students develop responsible behaviors related to setting
personal boundaries and respecting the boundaries of others in digital environments, analyze
situations requiring them to say no, and develop appropriate coping strategies.

Research and Ethics

Ethical approval for the study was obtained from the Ethics Committee of Ankara University
(Decision No. 635/5996, dated September 25, 2024). Participants were informed about the purpose
of the study and advised that their participation was entirely voluntary. They were also informed
that they could withdraw from the study at any stage without providing any reason. In addition,
participants were assured that the information they provided would be kept confidential and used
solely for research purposes. The study was conducted in accordance with the principles and
procedures approved by the ethics committee.

Findings
Quantitative Findings on Social Media Privacy Protection Skills

Scores obtained from the Social Media Privacy Protection Skills Scale for Adolescents
were compared based on participants' pretest and posttest assessments. The total scale score was
calculated by summing the scores for all items. Scores on the scale range from 27 to 135, with higher
scores indicating higher levels of social media privacy protection skills and lower scores indicating
lower levels of these skills. The scale consists of three subscales: self-efficacy, reflecting confidence
in protecting privacy on social media; privacy protection tendency, representing privacy awareness
and sensitivity toward protecting privacy; and privacy protection behavior, measuring concrete
behaviors such as limiting information sharing, obtaining permission, and using privacy settings
(Gelbal Odabas et al., 2021). Participants' pretest and posttest scores were compared, and means,
standard deviations, mean differences, and paired-samples t-test results were calculated for both the
total scale score and each subscale. The pretest—posttest comparison results for the 14 participants
are presented in Table 1.
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Table 1
Pretest—Posttest Results of the Social Media Privacy Protection Skills Scale

Subscale Pretest Posttest  Mean t(14) p Cohen’s d 95% GA
Mean Mean Difference
Self-efficacy 26.27 37.73 +11.47 -9.02 <.001 2.33 (8.97, 13.96)

Privacy 39.00 45.80 +6.80 -3.31 .005 0.85 (2.77, 10.83)
Protection (9.47) (3.67)

Tendency

Privacy 18.27 26.60 +8.33 -10.38 <.001 2.68 (6.76,9.91)
Protection (4.59) (4.08)

Behavior

Total Scale 85.93 114.60 +28.67 —8.74 <.001 2.26 (22.24, 35.10)

(17.72)  (10.11)

The results obtained after the 18-hour Creative Drama Program on Digital Privacy indicate a
significant increase in participants' scale scores. In the self-efficacy subscale, mean scores increased
from 26.27 to 37.73, and this increase was statistically significant. The effect size indicates that
participants' self-efficacy levels regarding protecting their privacy in digital environments increased.
In the privacy protection tendency subscale, mean scores increased from 39.00 to 45.80, and this
difference was found to be significant. The effect size suggests that participants' awareness and
sensitivity toward privacy on social media improved. In the privacy protection behavior subscale,
mean scores increased from 18.27 to 26.60, and this increase was statistically significant. These
findings indicate a substantial improvement in participants' behaviors related to protecting social
media privacy. Similarly, the total scale score increased from 85.93 to 114.60, and this increase
was statistically significant. The effect size for the total scale score indicates that the creative
drama program was associated with substantial improvements in participants' social media privacy
protection skills.
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Qualitative Findings on Digital Privacy Awareness and the Creative Drama Process

Table 2

Emerging Themes and Categories

Themes Categories
The Importance of Digital Privacy Protection of personal information in digital
environments

Awareness in digital sharing

Awareness and Risk Perception in Digital Awareness of digital behaviors

Environments Recognition of risks

Digital Privacy Practices Account and content management

Caution in social media sharing

Digital Privacy in Daily Life Safe behavior and setting boundaries
Making informed decisions

The Impact of Creative Drama Development of affective awareness and
confidence

Cognitive awareness and learning

Application in daily life and behavioral change

The Importance of Digital Privacy

The qualitative findings indicate that participants developed an awareness of digital privacy
as an important and sensitive issue in relation to the protection of personal information. Through
improvisation activities, participants had the opportunity to experience digital privacy violations
and evaluate their possible consequences. The improvisation processes made the consequences
of sharing personal information more visible and demonstrated how quickly such information
can spread in digital environments. These experiences can be considered to have contributed to
participants’ understanding of digital privacy at both cognitive and affective levels. For instance, P11
expressed this awareness by stating, “I learned that our privacy in digital environments can be put at
risk by even a small mistake. For example, a single photo can reveal a lot of information about me.”
Similarly, P1 emphasized the importance of digital privacy by stating, “Paying attention to privacy
has made me more careful about what I share. I learned that social media can be a risky place.”

Participants who recognized the impact of their online sharing on their digital identities
expressed that they had become more conscious about this issue. The games and physical activities
included in the drama process contributed to participants’ evaluation of how their sharing behaviors
could affect privacy. The improvisations enabled participants to recognize the possible reflections of
online behaviors on their daily lives. P14 expressed this awareness by stating, “I now understand the
concept of digital privacy better and pay attention to my digital footprint on social media,” while P6
highlighted the risks associated with information shared in digital environments by stating, “I protect
my digital privacy by not sharing my location information and bank passwords.”

254



Setting Boundaries in the Digital World:
A Creative Drama Workshop to Promote Digital Privacy Awareness Among High School Students

Awareness and Risk Perception in Digital Environments

The online environment inherently involves various risks for adolescents. P11’s reflection
on the observations made during the drama process, “We created a digital privacy circle around
ourselves with Post-it notes, and I observed that while invading others’ spaces, we also left our
own spaces vulnerable,” indicates that risks related to digital privacy were recognized during the
drama sessions. Highlighting the impact of this issue on adolescents’ lives, P6 stated, “I realized
that digital privacy can affect every aspect of our lives,” emphasizing the importance of privacy in
different areas of daily life. During the drama activities, participants had the opportunity to observe
the possible consequences of their behaviors in digital environments, experience digital boundaries
in a concrete way, and develop their awareness of digital privacy and their ability to empathize by
enacting situations involving intrusion into others’ spaces and violations of their own boundaries.

The improvisations conducted during the drama process provided participants with examples
close to real-life situations and created an experiential space in which they could evaluate digital risks
they might encounter in real life within a fictional context. Participating in various improvisations,
P11 stated, “I learned that it could be dangerous if I am not careful, and I felt bad because I had not
paid attention to these things before,” indicating an increased awareness of digital risks that they had
previously overlooked. The improvisations, games, and discussions within the drama process enabled
participants to experience the emotional dimensions of digital risks. Participants had the opportunity
to evaluate the possible consequences of inappropriate behaviors at both cognitive and affective
levels. In this process, creative drama contributed to participants’ self-reflection by observing their
own behaviors and others’ boundaries.

Digital Privacy Practices

During the drama workshops, participants had the opportunity to experience various strategies
for managing their digital accounts and content. The games, physical activities, and improvisations
used in the drama process provided participants with a learning environment in which they could
apply and experience their knowledge about setting boundaries. P6’s statement regarding boundary
setting, “The activity that affected me the most was determining our digital privacy boundaries
through keywords,” and P1’s statement, “I will pay more attention to what I share. I can prevent my
passwords, personal information, or photos from being shared unintentionally,” provide examples of
behaviors developed by participants to protect their digital privacy.

Sharing content on social media emerges as an important digital privacy risk, particularly for
high school students. The improvisations conducted during the drama workshops enabled participants
to evaluate the possible consequences of inappropriate or unauthorized sharing. Participants expressed
that they developed awareness of obtaining consent before sharing content and considering others’
privacy when making posts on social media. P14’s statement, “Now, before sharing my friends or
family members on social media, I can communicate with them and minimize possible problems,”
and P11°s statement, “I am now more careful about the content I share on my social media accounts,”
indicate that participants developed greater awareness of managing their digital sharing behaviors
more consciously and showed increased sensitivity toward others’ privacy.
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Digital Privacy in Daily Life

Behaving safely in online environments and establishing personal boundaries emerged as
important issues for the participants. P13’s statement, “Through this study, I realized that I should
never share the passwords of my personal accounts on social media or any digital platform with
anyone,” and P6’s statement, “It will help me protect my digital privacy, for example by turning off
location services in apps such as Snapchat,” indicate that participants developed greater awareness
of taking digital security precautions, setting boundaries, and engaging in safe online behaviors in
their daily lives. Participants improvised situations involving potential risks they might encounter in
everyday life and had opportunities to discuss these situations and possible decision-making processes
both in and out of role. Similarly, P11’s statement, “I now understand the concept of digital privacy
better and pay attention to my digital footprint on social media,” suggests that participants came to
understand digital privacy not only through theoretical knowledge but also through experience-based
learning, leading them to reflect on their everyday digital behaviors.

The Impact of Creative Drama

The findings suggest that creative drama contributed to participants’ development of digital
privacy awareness and encouraged them to reflect on behaviors that could be transferred to their
everyday lives. The drama process provided participants with opportunities to express themselves
more comfortably, develop a sense of trust within the group, and share their experiences. It also
created a learning environment that supported understanding different perspectives and developing
empathy. P14’s statement, “The group drama activities affected me the most; I realized that I should
also think about other people before sharing something,” indicates that the group activities encouraged
participants to think collaboratively and consider others’ privacy. Similarly, P10’s statement, “The
‘Learning to Say No’ drama activity helped me realize that saying no is a normal behavior and that [
can do it without hesitation,” demonstrates increased awareness of personal boundaries and consent.
The same participant’s statement, “I realized that I should never share the passwords of my personal
accounts on social media or any digital platform with anyone,” further suggests that the awareness
developed during the drama process was connected to participants’ everyday digital behaviors.

Discussion, Conclusion, and Recommendations

The findings indicate that the Digital Privacy Drama Program strengthened participants’
awareness of personal boundaries in digital environments, increased their self-efficacy regarding the
protection of privacy, and that this awareness was reflected in safer online behaviors. Considering
the significant increases observed in the scale scores, creative drama can be regarded as an effective
method for improving social media privacy protection skills. Throughout the drama process,
participants re-evaluated the boundaries of their online sharing based on their own experiences,
developed strategies for maintaining security in digital environments, and came to view privacy
as a fundamental right. These qualitative findings support the quantitative results. Taken together,
the findings suggest that the drama program contributed to enhancing participants’ digital privacy
awareness and their privacy-related behaviors in digital environments.

The findings indicate that creative drama not only fostered cognitive awareness but also
contributed to the development of participants’ behavioral skills related to protecting digital privacy.
The experiential nature of creative drama, incorporating improvisation, role-playing, and the
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enactment of problem situations, enabled participants to discuss potential privacy violations both in
and out of role, develop possible solutions, and reflect on protective behaviors. In this respect, the
findings support the view that creative drama can be considered an effective pedagogical approach
for digital citizenship and digital privacy education.

The significant increase observed between the pre-test and post-test scores further indicates
that the program had a positive effect on participants’ digital privacy awareness, privacy self-efficacy,
and social media privacy protection skills. These findings are consistent with previous research.
Chang et al. (2023) argue that understanding one’s digital footprint and the potential consequences of
online actions is one of the key elements of protecting digital privacy. In this context, creative drama
transformed abstract digital risks and consequences into concrete experiences, providing participants
with opportunities to explore situations they may encounter in everyday life within a safe learning
environment, thereby contributing to the development of their cognitive awareness of digital privacy.

These findings are also consistent with theories of experiential learning. Emphasizing
that learning occurs through experience and reflection, Kolb (1984) and Dewey (2014) argue that
individuals develop more enduring learning through active participation. In this context, creative
drama enables participants to make sense of abstract concepts related to digital privacy through
concrete experiences. Moreover, adolescents are reported to manage privacy primarily within the
context of interpersonal relationships in digital environments (Boyd, 2014), highlighting the need
to support digital privacy awareness through education (Livingstone et al., 2019). Similarly, Zhang-
Kennedy et al. (2017) found that interactive learning approaches designed for children are effective
in increasing privacy awareness and supporting the retention of this learning. Consistent with
these studies, the findings of the present research support the use of interactive and participatory
approaches such as creative drama as an effective pedagogical approach to digital privacy and digital
citizenship education. By providing an experiential learning process, creative drama offers a learning
environment that supports the internalization of digital privacy and online safety principles.

Throughout the study, in a manner consistent with Freire’s (2017) concept of critical
consciousness presented in Pedagogy of the Oppressed, participants did not acquire knowledge about
digital privacy passively; instead, they questioned, discussed, and reconstructed it through their lived
experiences. In this respect, the drama process provided a learning environment that reflected Freire’s
principle of learning through dialogue, in which knowledge was co-constructed through participants’
own experiences and interactions with one another. Consequently, learning moved beyond the
transmission of information and became a process of developing critical awareness.

Similarly, Dewey (2014) argues that learning derives its meaning not only from experience
itself but also from reflection on that experience. In this context, creative drama provided participants
with opportunities to act upon situations related to digital privacy, question their actions, and evaluate
their consequences. As participants represented their digital behaviors within the drama process,
they were able to externalize and re-evaluate their own attitudes. This experiential learning cycle
contributed to participants’ understanding of digital privacy not merely as an abstract concept but as
an ethical practice embedded in everyday life.

The findings also point to the potential of creative drama to provide a safe learning
environment. Through its “as-if” process, creative drama enables children and adolescents to explore
risk-related situations, such as cyberbullying or friend requests from strangers (Chang et al., 2023),
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within a safe learning environment. By rehearsing how they might respond to threats they could
encounter in real life, participants had opportunities to explore different coping strategies for situations
involving cyberbullying or online harassment. Similarly, participants in the present study were able
to express their thoughts without fear of making mistakes and to experience different perspectives.
This learning environment also made it possible to openly discuss personal and sometimes sensitive
issues such as social media privacy. In this respect, the participatory and safe learning environment
created through creative drama contributed to participants’ understanding of privacy not only as an
individual choice but also as a right associated with social responsibility.

The findings support the use of creative drama as an effective pedagogical approach to
fostering digital privacy awareness. This result is consistent with the study by Okumus and Atilgan
(2021), which reported a positive relationship between digital literacy skills and concerns about digital
privacy. Accordingly, as individuals’ levels of digital competence increase, so do their awareness of
risks in online environments and their concerns about privacy. In the present study, participants
reported changes not only in their knowledge but also in their attitudes and behaviors related to
digital privacy. The findings suggest that creative drama contributed to participants’ recognition of
their own digital boundaries, greater sensitivity toward others’ privacy, and the development of more
responsible digital citizenship behaviors. From this perspective, digital privacy awareness can be
understood not merely as a cognitive outcome but as a learning process involving ethical, affective,
and social dimensions. These findings further indicate that spending long periods of time in digital
environments does not, by itself, lead to digital competence; rather, they reinforce the need for planned
educational interventions that promote digital privacy awareness (Tatlioglu & Giilcan, 2025).

Based on the findings of the present study, the following recommendations are offered:

Based on the findings of this study, which aimed to enhance high school students' digital
privacy awareness, school curricula may incorporate creative drama—based activities to support
digital citizenship and digital privacy education. Creative drama can provide more inclusive and safe
learning environments in which students are able to discuss their digital behaviors without fear of
judgment. Likewise, participatory approaches such as process drama and forum theatre can encourage
students to engage in the learning process as active participants rather than passive observers.

Considering that digital privacy is not only an individual concern but also a social
responsibility, creative drama—based educational programs may be designed not only for students
but also for parents, teachers, and school administrators. In particular, improving teachers' ability
to recognize and manage digital risks may make an important contribution to protecting children
in online environments. Accordingly, it is recommended that teacher education programs address
digital privacy, digital citizenship, and safe online behavior through creative drama.

The findings also indicate that digital privacy education should not rely solely on the
transmission of information. Instead, it should be supported by experiential learning processes
that enable students to critically reflect on their everyday digital behaviors, develop safe online
practices, and experience digital privacy through active participation. This finding is consistent with
previous studies showing that young people who actively use digital technologies do not necessarily
demonstrate the expected level of online privacy awareness (Bozdag Tulum, 2025; Tathoglu &
Giilcan, 2025).
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In this context, topics such as digital privacy, digital citizenship, cyberbullying, and digital
ethics included in the Information Technologies and Software and Guidance curricula may be taught
using creative drama methods and techniques. Similarly, creative drama activities conducted by
school counselors may help transform concepts such as privacy, personal boundaries, consent, and
assertiveness into more concrete and lasting learning experiences for students.

These recommendations are also consistent with Tiirkiye's digital transformation policies.
The Twelfth Development Plan (2024-2028) emphasizes the need to strengthen educational initiatives
and protective mechanisms related to personal data security, digital privacy, cybersecurity, and digital
ethics, while also recommending the expansion of programs designed to improve children's technology
and social media literacy (Presidency of Strategy and Budget, 2023). Within this framework, creative
drama may be regarded as an innovative pedagogical approach that supports children in learning
about digital privacy, digital citizenship, and online safety through direct experience.
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Appendix
Session 12
Course: Guidance and Counseling
Subject: Personal Boundaries and Privacy
Group: High school students
Duration: 45 + 45 + 45 minutes
Method/Techniques: Creative drama / Role-playing, improvisation

Materials: Yarn, scissors, colored cardboard and paper, colored pencils, whiteboard marker, glue, adhesive
tape, upbeat music, speaker, Appendix 1: Word Cards (Social media, Privacy, Digital privacy, Personal boun-

daries, Internet, Creative drama)

Learning Outcomes:

3. Explain the concepts of personal boundaries and privacy.

4. Recognize the importance of personal boundaries and privacy.
Procedure:

A. Preparation / Warm-up

Activity 1: The facilitator welcomes the participants by saying: "Welcome, everyone. Let's begin by getting
to know one another a little better." The facilitator asks each participant to create an imaginary social media

account. The account does not need to be real; it can be entirely fictional.

Participants stand in a circle. One by one, each participant portrays the profile picture of their imaginary ac-
count using only facial expressions or body posture. The rest of the group guesses which social media platform

(e.g., Instagram, X, TikTok, LinkedIn) the profile picture might belong to.

Next, each participant expresses a short sentence from the "About Me" section of the imaginary account using an

appropriate tone of voice or emotion. The statement may reflect the person's interests or style of social media use.
Examples include:

* (enthusiastically) "1 love discovering and sharing new recipes!"

2. All creative drama sessions implemented within the scope of this study were designed according to a common narrative framework and
pedagogical structure. The session presented here was selected as a representative example of the implementation process because
it incorporates the principal creative drama techniques employed in the study (e.g., role-playing, improvisation, and still image)
as well as the learning processes intended to foster digital privacy awareness. Therefore, it is presented in detail as an illustrative
example of the intervention.
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* (thoughtfully) "Keeping up with world events."

If the group has a WhatsApp group that includes both the facilitator and participants, the activity may alter-
natively be conducted online. Participants share either an anonymous image or one of their own images as

though posting on a social media platform and add a brief caption describing the post.
Reflection

The facilitator asks: "How do you think the social media platform you selected influences personal privacy and
respect for personal boundaries?" Volunteers are invited to share their responses.

Activity 2: The facilitator asks participants to interact briefly using their imaginary social media accounts. The
following prompts may be used:

* Like your favorite post.

* Ask an interesting question.

» Two participants comment on each other's posts.
* One participant starts a live broadcast.

If the previous activity was conducted through the WhatsApp group, participants complete these interactions
online. They may comment on one another's posts, ask questions, react with emojis, or simulate a live broad-
cast through a video call.

Reflection

The facilitator asks:

1. While interacting with one another, did you make any effort to protect your personal boundaries and privacy?
2. If so, what did you do?

3. Why is it important to establish personal boundaries and protect your privacy in both real-life and online

environments?

Activity 3: The facilitator says: "Now I will give each of you a piece of yarn. Using the yarn, I would like you
to create a boundary representing your personal space in real life. Once you have created your space, remain
inside it. Each person's space may be different—some may be large and others small. Let's see how each of us

positions ourselves within our own privacy boundaries."

Participants are given sufficient time to create their personal spaces. While they are doing so, the facilitator
asks:

* Who would make you uncomfortable if they entered your circle?

* Who could enter your circle without making you uncomfortable?

263



Setting boundaries in the digital world: A creative drama workshop to promote digital privacy awareness among high
school students. Yaratict Drama Dergisi, 21(2), 245-266.

» With whom do you feel safe and comfortable inside your personal space?

After everyone has established their boundaries, the facilitator asks participants to move around while respe-
cting their own boundaries and approaching the boundaries of others. After a short while, the facilitator says:
"Now try to enter someone else's space and communicate your intention without speaking." The participant
whose space is approached responds nonverbally. As the activity continues, the facilitator asks: "When you
approach or try to enter another person's space, what kinds of information do you want to know about that

person?"
Participants share their responses.

Next, the facilitator asks one volunteer to intentionally enter another participant's space without permission.
The participant whose space is violated demonstrates how they would respond, while the rest of the group

observes. This scenario may be repeated with several volunteers.
Reflection

The facilitator leads a discussion using the following questions:

1. What does it mean to enter someone else's personal space?

2. What does it mean when someone enters your personal space?

3. What does the concept of violation mean to you?

4. In what way does this experience represent a violation of privacy?
B. Improvisations

Activity 4: The facilitator plays lively music and invites the participants to walk freely around the space. When
the music stops, participants are asked to imagine what "personal boundaries" would look like if they were a

statue, and to create that frozen image with their bodies.

The music starts again, and participants continue walking. When the music stops, they are asked to imagine
what a "boundary violation" would look like if it were a statue, and to assume that form. The music starts one
final time. Participants walk freely once more, and when the music stops, they are asked to imagine what "pri-

vacy" would look like if it were a statue, and to create that image with their bodies.
Reflection
The facilitator asks the following questions:

1. What are personal boundaries?
2. What does privacy mean?

3. What is a boundary violation?
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Activity 5: The facilitator asks each participant to draw a slip of paper from a bag containing the words listed
in Appendix 1. Participants who draw the same word from four groups. Each group receives a card describing

a dramatic situation and is asked to prepare an improvisation based on the assigned scenario.
Dramatic Situations

Group 1: Student A is in the 10th grade and has kept a diary regularly since middle school. The diaries are
stored in a locked box in A's bedroom. One day, after returning home, A notices that the box has been opened
and searched. A first tells a sibling, who denies knowing anything about it. During dinner, A brings up the issue
with the parents. The mother says, "What's wrong with that? I read it. I think I have the right to know what my

child writes and experiences." A becomes very angry, and soon the father and sibling also join the discussion.

Group 2: Student A has been absent from school for two days due to illness. Upon returning, A notices that
classmates are acting distant. A asks a close friend, B, with whom they jointly manage an Instagram account,
what has happened. B claims not to know anything. During recess, several classmates approach A and say they
have seen A's Instagram messages and that everyone has read the negative comments A made about classmates.

At that moment, B joins the conversation, and the discussion unfolds.

Group 3: A group of friends who have not met for a long time gathers at a café. They take a group photo toget-
her. Student A, whose social media account is public, uploads the photo without asking anyone for permission.
After receiving a notification, B asks A to delete the photo. A refuses, saying there is no reason to remove it. As

the other friends begin sharing their opinions, an argument develops.

Group 4: Student A boards a crowded bus on the way to school. Because the bus is full, a passenger standing
behind repeatedly makes physical contact with A, causing discomfort. After this happens several times, A loud-
ly asks the passenger to stop and explains feeling uncomfortable. Some passengers respond, "If you don't like

it, you shouldn't take the bus." Others support A. The disagreement among the passengers gradually escalates.
During the improvisations, the facilitator guides the discussion using questions such as:

1. What boundary violations can you identify in these situations?

2. Have you experienced similar situations in real life?

3. If this had happened to you, what would you do to protect your privacy?

C. Evaluation

Activity 6: After the improvisations, the facilitator asks participants to form groups of three using the words
listed in Appendix 1. The facilitator says:

"Your school is organizing a panel on personal boundaries and privacy, and a poster is needed to advertise the
event. Discuss who the speakers might be, what topics they would address, which issues related to personal
boundaries and privacy should be emphasized, and why these concepts are important. Work together to design

a poster promoting the panel."
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The facilitator distributes the necessary materials and allows sufficient time for the groups to complete their

posters. Once finished, each group presents its poster to the rest of the participants.

Activity 7: Participants sit in a circle. The facilitator holds a ball of yarn, wraps one end around a finger,
completes the sentence, "Privacy is important to me because..." and then tosses the yarn to a randomly chosen
participant while holding onto the end. Each participant completes the sentence before tossing the yarn to
another participant, creating a web of yarn. After everyone has spoken, the process continues in reverse order,
beginning with the last participant. This time, participants complete the sentence: "Protecting my personal
boundaries is important because..." As the yarn is passed back in reverse order, the web gradually unravels until
it returns to the facilitator. The facilitator then asks the following questions:

1. What ideas or experiences from today's session stayed with you?
2. What do you do to protect your privacy? Do you think these measures are sufficient?
3. What might happen if you fail to protect your personal boundaries?

Volunteers share their responses, and the session concludes.
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