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Oz

Bu ¢alisma, Lorenz hiperkaotik sisteminin nasil ¢alistigin1 ve iki 6zdes sistemin birlikte ¢aligmasini saglamak i¢in
aktif kontroliin nasil kullanilabilecegini incelemektedir. Sistemin hiperkaotik dogasini dogrulamak amaciyla,
Lyapunov isleri, faz uzay1 diyagrami ve baslangi¢ kosullarina duyarlilik {izerinde durularak sistemin dinamik
yapist incelenmistir. Ardindan, siiriici-yanit gibi c¢alisan bir senkronizasyon semast tanitilmaktadir.
Senkronizasyon siirecinin kararliligini degerlendirmek i¢in ilgili hata dinamikleri kullanilmakta ve kontrol
parametrelerinin yakinsama kosullar1 ve sistem 6zdegerleri {izerindeki etkisi analiz edilmektedir. Onerilen
yontemin sadece teorik bir calismanin Otesine gectigini gdstermek ic¢in bir sinyal maskeleme ve kurtarma
uygulamasi incelenmektedir. Kontroloriin agilmasindan 6nce ve sonra sistemin davranisi kontrol edilmektedir.
Senkronizasyondan sonra, maskelenmis form gonderilen sinyali dogru bir sekilde yeniden olusturmak igin
kullanilabilir. Farkli giris sinyallerinin kullanilmast da yontemin ne kadar tutarli oldugunu test etmektedir. Her
durum benzer sekilde islediginden, yontem bir¢ok farkli durumda hala iyi caligmaktadir. Bu sonuglar topluca, aktif
kontrole dayali senkronizasyon cercevesinin Lorenz hiperkaotik sistemi i¢in uygulanabilir ve giivenilir bir ¢6ziim
sundugunu goéstermektedir.
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Abstract

This study investigates the dynamics of the Lorenz hyperchaotic system and presents an active control-based
synchronization approach for two identical systems. To confirm the hyperchaotic nature of the system, an
examination of its dynamic structure is conducted, emphasizing Lyapunov exponents, phase-space evolution, and
sensitivity to initial conditions. Subsequently, a synchronization scheme operating as a driver-response is
introduced. The associated error dynamics are employed to evaluate the stability of the synchronization process,
and the influence of control parameters on convergence conditions and system eigenvalues is analyzed. It is
examined that a signal masking and recovery application to show that the proposed method goes beyond just
theoretical study. Before and after the controller is turned on, the system's behavior is checked. After
synchronization, the masked signal can be used to accurately reconstruct the transmitted signal. The use of different
input signals also evaluates the consistency of the proposed method. The proposed method maintains effective
performance under various conditions, as each case exhibits similar dynamical behavior. These results collectively
demonstrate that the synchronization framework based on active control offers a feasible and dependable solution
for the Lorenz hyperchaotic system.
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1. Introduction

Chaotic behavior is defined as erratic actions occurring in deterministic systems regulated by differential
equations. A primary characteristic of these systems is their high sensitivity to initial conditions. This
means that even small changes can lead to very different paths over time [1]. Chaos theory did not
receive significant scholarly attention until the second half of the 20th century. Edward Lorenz made
one of the first and most important discoveries in the 1960s. He observed that minor alterations in the
initial values of atmospheric convection models could result in significantly divergent weather forecasts
[2, 3]. This observation subsequently became recognized as the basis of contemporary chaos theory.

Deterministic rules govern chaotic systems, yet their behavior frequently appears highly random and
difficult to anticipate. This seeming contradiction has made chaos a major area of study in many fields,
such as meteorology, electrical engineering, biology, and secure communication [4, 5]. After the Lorenz
attractor was made public in 1963, more studies were done. As a result, several well-known chaotic
models were suggested, such as the Rossler system (1976) [6], the Chen system (1999) [7], and the L
system (2002) [8].

Chaotic systems have been widely employed in various fields for many years. They have been used in
biomedical engineering, communication technologies, encryption methods, and optoelectronic and
electromagnetic systems [9-14]. This wide range of applications demonstrates the versatility of chaos
theory. It is very useful for security-related uses that need to be hard to guess and understand.

Hyperchaotic systems are a kind of classical chaotic system that has more dimensions and more
complicated dynamics [15]. Most of the studies before this one were about three-dimensional systems.
The discovery of systems with more than one positive Lyapunov exponent led to the development of
hyperchaos [16]. The divergence in phase space is stronger when there is more than one positive
exponent in these kinds of systems.

Synchronization of chaotic systems is the process by which two or more systems change over time in a
coordinated way. Even though initial conditions are very important, it is still possible to achieve
synchronization by using the right coupling structures or driver-response (master-slave) setups. The
1990 study by Pecora and Carroll demonstrated that synchronization is feasible, thereby inaugurating a
novel trajectory in chaos research [17]. Since that time, many different control-based synchronization
methods have been suggested. These are sliding mode control [18], nonlinear active control [19], linear
error state feedback control [20], adaptive feedback control [21], cluster synchronization [22], and linear
active control techniques [23]. These methods have generally worked well on both systems that are the
same and systems that are not.

Linear active control is often the best choice among these methods because it is easy to understand and
use. The method uses error dynamics to define the control inputs instead of complicated formulas. This
also makes stability analysis easier [24-26]. This is why it is now a common way to sync hyperchaotic
systems.

There has been a noticeable rise in interest in active control-based synchronization in the last few years.
Various hyperchaotic models have been suggested and examined regarding their dynamic and stability
characteristics. For instance, Zhou et al. (2025) [27] developed a five-dimensional hyperchaotic system
by augmenting a four-dimensional model with a linear memristor structure and validated its behavior
through comprehensive analysis. They also used the system to keep pictures safe. Kopp et al. (2024)
[28] created a six-dimensional system based on modified Lorenz equations and used circuit simulations
to test their theoretical framework. Ozpolat et al. (2024) [29] introduced a novel four-dimensional
hyperchaotic system and illustrated its efficacy in secure communication via synchronization and
encryption techniques. Lekshmi et al. (2025) [30] introduced a fractional-order hyperchaotic system
utilizing the Caputo derivative, demonstrating that active control facilitates rapid and stable
synchronization. Although these studies have made significant contributions to the existing body of
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knowledge, synchronization performance should still be examined together with the dynamical
properties of the system and its applicability to different hyperchaotic models.

Based on this motivation, the main contributions of the present study can be summarized as follows:

e The Lorenz hyperchaotic system is examined in terms of its dynamical behavior, and its
hyperchaotic nature is verified through detailed analyses.

e Asynchronization structure based on the active control approach is constructed for two identical
Lorenz hyperchaotic systems, and the stability of the system is analyzed.

e The effect of control parameters on the eigenvalue distribution is investigated, and the
conditions required for asymptotic synchronization are identified.

e Assignal masking and recovery application is developed by using the proposed synchronization
framework.

The remainder of this paper is organized as follows. Section 2 presents the mathematical model of the Lorenz
hyperchaotic system and examines its dynamical behavior over time. Section 3 presents the synchronization
process based on the active control method and provides the corresponding stability analysis. Section 4
describes the signal masking and recovery application. Finally, Section 5 summarizes the main findings of
the study.

2. The Lorenz Hyperchaotic System

In 1961, Edward Lorenz observed unpredictable behavior in deterministic systems while conducting
weather prediction studies, which led to a growing interest in the concept of chaos. Initially working on
a twelve-variable model, Lorenz later simplified the system into a three-dimensional set of differential
equations, which became widely known in the literature as the Lorenz chaotic system. This system was
suggested to mathematically model atmospheric phenomena and clearly showed that even tiny changes
in the starting conditions could cause big and unpredictable changes over time [3].

After the Lorenz attractor was found in 1963, many more people in academia became interested in chaos
theory. Subsequently, numerous new chaotic and hyperchaotic systems were reported in the literature.
Equation 1 f3}shows the state equations of the Lorenz chaotic system [3].

x= aly —x)
y=cx—y—Xxz oy
z= —bz+xy

In this case, a, b and ¢ stand for the system parameters, and x, y and z stand for the system's state
variables. The parameter values =10, b=8/3 and ¢=28 show chaotic behavior. The Lorenz chaotic
system, which has a three-dimensional structure and only one positive Lyapunov exponent, shows the
basic features of chaotic dynamics. Nonetheless, augmenting the system dimension and acquiring
multiple positive Lyapunov exponents facilitates the examination of more intricate and nuanced
dynamical behaviors.

The Lorenz hyperchaotic system, an extension of the classical Lorenz system, has emerged as a pivotal
focus in chaos theory and engineering applications. To create a hyperchaotic system, incorporate a
nonlinear controller term w = —yz + rw into the Lorenz chaotic system [31].

The state equations of the Lorenz hyperchaotic system are presented in Equation 2.

x=aly—x)+w

y=c¢x—y—XxZ @)
z= —bz+xy
W=-yz+rw
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When the parameter values are selected as a« = 10,b = 8/3,c = 28 andr = —1, the system exhibits
hyperchaotic behavior.

Dynamic analysis of the hyperchaotic system

Dynamic analysis looks at how the states of nonlinear systems change over time and what their natural
behavioral properties are. These kinds of studies are useful for determining whether a system is in a
stable equilibrium, a periodic regime, a chaotic state, or a hyperchaotic domain. This section analyzes
the temporal dynamics of the Lorenz hyperchaotic system by calculating Lyapunov exponents, showing
phase-space trajectories, and doing sensitivity analysis with different starting conditions. The outcomes
of these analyses are employed to corroborate the hyperchaotic structure of the system.

One of the most important approaches for characterizing hyperchaotic dynamics is the analysis of
Lyapunov exponents. A dynamical system is hyperchaotic if it has at least two positive Lyapunov
exponents [32]. This means that it diverges in more than one independent direction within phase space.
The current study utilizes the numerical method formulated by Alan Wolf, indicating divergence in
multiple independent directions within phase space. In the present study, the Lyapunov spectrum is
determined using the numerical procedure introduced by Alan Wolf [33] to ascertain the Lyapunov
spectrum. The Wolf algorithm checks how different nearby paths are by adding a small change to the
system and watching how it changes over time. To keep the numbers stable, the deviation vectors are
renormalized from time to time. This stops them from growing or shrinking too much while the
computation is going on. This repeated normalization makes it possible to accurately estimate the
exponential divergence rates and makes sure that the Lyapunov exponents are calculated in a stable and
reliable way.

Figure 1 shows how the Lyapunov exponents for the Lorenz hyperchaotic system change over time.
When calculating the Lyapunov exponents, the system's starting conditions are set to [1,1,1,1] with 0.5
step time.

,Lyapynov Exponents

20
-25

0 100 200 300 400 500 600 700 800 900 1000
t(s)

Figure 1. Time evolution of the Lyapunov exponents
The Lyapunov exponents calculated for the Lorenz hyperchaotic system are obtained as 1; = 0.539260,
A, = 0.194269, 1; = 0, 1, = —21.894. The presence of two positive Lyapunov exponents confirms

that the system exhibits hyperchaotic behavior.

The behavior of chaotic systems can be directly observed through phase-space portraits. In this study,
the system parameters are selected as @« = 10,b = 8/3,¢ = 28, and r = —1, while the initial conditions
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are chosen as [1,1,1,1]. The phase-space portraits obtained for these parameter values are presented in
Figure 2, clearly demonstrating the chaotic characteristics of the system.
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Figure 2. Phase-space portraits of the Lorenz hyperchaotic system: (a) y—w plane, (b) x-z plane, (c) x-y plane,
and (d) three-dimensional phase-space representation (x—y-z)

As shown in Figure 2, the chaotic trajectory is observed to vary between -25 and 25 along the x and y-
axes, between 0 and 45 along the z-axis, and between -200 and 200 along the w-axis.

A primary attribute of hyperchaotic systems is their significant sensitivity to initial conditions. Small
changes in the starting states can cause the outputs of a system to diverge in ways that cannot be
predicted over time. Figure 3 shows how small changes in the initial conditions can cause big changes
in how the system behaves.

In this study, the initial conditions of the system are chosen to be [1,1,1,1] for the first case, and the time
series that goes with it is shown in blue. In the second case, the starting conditions are [1.01,1,1,1], and
the time series that goes with them is shown in red. Both signals act in a similar way for the first 20
seconds or so. After that, though, the two paths start to diverge in a clear way.
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Figure 3. How sensitive the Lorenz hyperchaotic system is to its starting conditions: (a) time series for different
starting conditions, and (b) how the difference between the two trajectories changes over time

The Lyapunov exponent analysis, phase-space portraits, and sensitivity investigations regarding initial
conditions conducted in this section affirm that the Lorenz hyperchaotic system demonstrates hyperchaotic
behavior. The results indicate that the system exhibits a nonlinear and intricate dynamical structure.

3. Active Synchronization of Two Identical Lorenz Hyperchaotic Systems

This section focuses on the active synchronization of two identical Lorenz hyperchaotic systems by
looking at the system's dynamic properties. To achieve this, the driver and response systems are
delineated, with the objective of attaining synchronization between them.

Synchronization of dynamical systems refers to the process by which systems with different starting
conditions move toward a single, stable behavior over time [34]. Because chaotic systems are by nature
unpredictable, uncontrolled dynamics can lead to unintended or unexpected outcomes. Therefore, rather
than constructing perfectly identical chaotic systems, extensive research has focused on achieving
synchronization between such systems [35-37]. Once synchronized, chaotic systems operate
simultaneously and coherently, allowing their dynamics to become observable and controllable.

In the active control approach, appropriate control signals are applied to the response system to ensure
that the state variables of the two systems converge over time, thereby driving the synchronization error
to zero [38]. The block diagram of the implemented active synchronization scheme is presented in Figure
4.

Xs,Ys,Zs,Ws
+
i Response
Driver Lorenz _ Lorenz
Hyperchaotic - > Hyperchaotic
System
3% xm,ym, zm System

,Wm

Figure 4. Block diagram of the active controller
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Using the mathematical model of the Lorenz hyperchaotic system, the governing equations of the driver
system are given in Equation 3. The system parameters are chosenas a« = 10,b = 8/3,¢c = 28,andr =
—1.

Xm = 10y, — 10x,,, + wy,
Ym = 288xm —Ym — XmZm
Iy = _§Zm + Xm¥m

Wm = = YmZm — Wnm

®)

Corresponding to the driver Lorenz hyperchaotic system, the equations of the response Lorenz
hyperchaotic system are given in Equation 4. In order to achieve synchronization with the driver system,
the active control functions U, (t) , U, (t) , U.(t), and U, (t) are incorporated into the response system.

xXs = 10ys — 10x5 + ws + Uy (1)
Vs = 28xs — y5 — x5z5 + Up(t)
. 8 4
Zs = _§Zs + xsys + Uc (D)

Ws = —yszg — wg + Uy (8)

The synchronization errors are defined as the differences between the corresponding state variables of
the driver and response systems and are denoted as e; , e, , e3, and e,. The mathematical formulations
of these error variables are given in Equation 5.

€1 = Xs — Xm
€2=Ys ~Ym ®)
€3 =Zs —Zm
€4 = Wg — Wp

The time derivatives of the defined error variables are obtained by considering the differences between
the driver and response systems. By incorporating the active control functions, the differential equations
governing the resulting error dynamics are presented in Equation 6.

él = 1082 - 10@1 + e4_ + Ua(t)
é, = 28e; — ey, — XsZs+ X Zm + Uy (t)

. (6)
ez = _563 + XsYs — XmYm + Uc(t)

€4 = —YsZstYmZm — €4 + Ug(t)

To stabilize the error dynamics and achieve synchronization, the active control functions applied to the
response system are appropriately designed. The control inputs U,(t), U, (t), U.(t), and U,(t)
employed in this study are presented in Equation 7.

Ua(t) = Ua(t)

Up(t) = X525 — XpnZm + Vp(£) )
Uc(t) = —Xs¥s + Xm¥m + Vc(0)

Ud(t) = YsZs — YmZm + Va(t)

In order to drive the synchronization error to zero, the auxiliary control signals are designed in the form
of negative feedback based on the error variables. Accordingly, the expressions for v, (t), v, (t), v.(t),
and v, (t) are provided in Equation 8.

v (t) = —kyeq 8
vp(t) = —kze, ©
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vc(t) = —kse;
va(t) = —kuey

Here, kq, k,, k3, and k,denote the positive control gains. By substituting the defined active control
functions and feedback laws into the error dynamics, the closed-loop error system is obtained.
Accordingly, the differential equations governing the error dynamics under the effect of control are
presented in Equation 9.

e, =10e; — 10e; + €4 — kqe4

é, = 28e; —e, — kye,

é; = ——e3 — kge ®)
3 363 3€3

ey = —ey —kyey

To analyze the stability of the closed-loop error dynamics, the error equations obtained in Equation 9
are expressed in matrix form. This representation enables the stability of the system to be evaluated
through eigenvalue analysis of the coefficient matrix.

In dynamical systems expressed in state-space form, system stability depends on the real parts of the
eigenvalues of the coefficient matrix. Accordingly, if all eigenvalues have negative real parts, the error
system is said to be asymptotically stable.

Accordingly, the error system is reformulated in state-space form as presented in Equation 10.

' —-(1+

g D |22 (10)
é; [ 0 0 —(®/3+k3) 0 J es

€4 0 0 0 —(kq + 1)) 164

Based on the coefficient matrix given in Equation 10, the eigenvalues of the system are obtained for the
selected k values in order to examine the stability of the system. The characteristic equation, derived
from the coefficient matrix in Equation 10 using the relation det|(s * I — A)| = 0 is presented in
Equation 11.

((s + kg + 1)(3s + 3ks + 8)(11s + k; + 10k, + sk; + sk, + k;k, + s2 (11)
— 270))/3=0

When the k; = k, = k3 = k, = k values were taken to be equal, the resulting characteristic equation was
subjected to the Routh—Hurwitz stability criterion, and it was determined that the system is stable for k >
11.82. For this purpose, in the initial stage, the control gains are selected as k; = k, = k3 = k4, = k = 2,
and the eigenvalues of the system are examined. The obtained eigenvalues are a; = —24,8, @, = 9,82,
a; = —4,66, and a, = —3. Since at least one eigenvalue has a positive real part, not all eigenvalues lie in
the left half-plane. Therefore, the system is unstable for this selection of control gains. To stabilize the system,
the control gains are then chosen as k; = k, = k3 = k, = k = 18. For these gain values, the computed
eigenvalues are ¢, = —40.82, a, = —6.17, a3 = —20.66, and @, = —19. Since all eigenvalues possess
negative real parts, the system matrix lies entirely in the left half-plane, indicating that the system is
asymptotically stable under this parameter selection. This stability result demonstrates that synchronization
of two identical Lorenz hyperchaotic systems can be successfully achieved using the proposed active control
method.

Numerical simulation results

In this section, the numerical simulation results related to the active synchronization of two identical Lorenz
hyperchaotic systems are presented. First, the unstable case in which the selected control gains are insufficient
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to achieve synchronization is examined. Subsequently, the stable case obtained with appropriately selected
control gains is discussed. In this manner, the effect of the control gains on synchronization performance is
comparatively evaluated.

Numerical simulation results for the unstable case

In this stage, the control gains are selected as k; = k, = k3 = k4, = k = 2, and the synchronization
behavior of the system is investigated. In the numerical simulations, the controller is initially deactivated
and is activated at t = 10 seconds. During the synchronization process, the initial conditions of the
driver system are chosen as [2,2,2,2], while those of the response system are selected as [8,8,8,8]. The
time evolution of the state variables of the driver and response systems is presented in Figure 5.

‘ JE— Xm,ym, Zm, Wm

Controller Inactive Region Controller Active Region - Xs,YS, 25, Ws
21
x 10
5 1 1 1 1 1 1 1
X 0 N
\
5 Y
\
3 | | | | | | | |
5 6 7 8 9 10 11 12 13 14 15
x_10
q 1 1 1 1 1 1 1 1
= \
\
Yoo 7
\
| | | | | | | |
5 6 7 8 9 10 11 12 13 14 15

6 7 8 9 10 11 12 13 14 15
t(sn)

Figure 5. Time evolution of the state variables of the driver and response systems for the unstable case

During the initial time interval in which the controller is inactive, significant differences are observed
between the state variables of the driver and response systems. Although the controller is activated after
t = 10 seconds, the selected gain values are insufficient, and therefore the system states do not converge
to each other, resulting in failure of synchronization. In particular, growing oscillations are observed in
some state variables, clearly indicating that synchronization is not achieved.

The time evolution of the error signals between the driver and response systems is presented in Figure
6.
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Figure 6. Time evolution of the error signals between the driver and response systems in the unstable case

The failure of the error signals to converge to zero clearly indicates that synchronization is not achieved.
These results demonstrate that the selected gain values k; = k, = k3 = k, = k = 2 are insufficient to
ensure system stability and successful synchronization.

Numerical simulation results for the stable case

Following the unstable case analysis, the control gains are selected as k; = k, = k3 =k, = k=18 in
order to stabilize the system. In the numerical simulations, the controller is initially deactivated and is
activated at t = 10 seconds.

The initial conditions of the driver system are chosen as [2,2,2,2], while the response system is

initialized with [8,8,8,8]. The time evolution of the state variables of the driver and response systems is
presented in Figure 7.
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B Xm,ym,ZmWm

Controller Inactive Region Controller Active Region
-——- XsYs.Zs,Ws

t(s)

Figure 7. Time evolution of the state variables of the driver and response systems for the stable case

Before the controller is activated, significant discrepancies are observed between the two systems. After
t = 10 seconds, however, the effect of the control action causes the state variables to converge toward
each other. As time progresses, the state variables of the driver and response systems overlap, clearly
indicating that synchronization is successfully achieved.

The time evolution of the error signals between the driver and response systems is presented in Figure
8.
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Figure 8. Time evolution of the error signals between the driver and response systems in the stable case

It is observed that the error signals converge to zero after the controller is activated, indicating that the system
achieves asymptotic synchronization. These results demonstrate that the selected gain values k, = k, =
ks = k, = k = 18 are appropriate for ensuring system stability and successful synchronization.

4. Signal Masking and Recovery Application

In this section, a hyperchaotic system-based signal masking and recovery application is implemented
using the active synchronization approach. In order to evaluate the performance of the proposed
structure under different input signals, the application is investigated through two distinct scenarios. In
both cases, the information signal is masked by combining it with the chaotic signal generated from the
driver hyperchaotic system and then transmitted through the communication channel. The synchronized
response hyperchaotic system is employed at the receiver to recover and reconstruct the original
information signal. In this framework, synchronization performance is very important for figuring out
how accurate the masking and recovery processes are.

The block diagram of the proposed signal masking and recovery scheme is presented in Figure 9.
Masking

[

|

2 |
. /
Hyperchaotic Xm 2 Y 0=Xpy+s®) . . ~
Transmitter (Driver >+ > H)(/FF;EZCZ?;‘;CSR;Z?%\;GF_}S(t)
System) P Yy
s(t)

Figure 9. Block diagram of the active synchronization-based signal masking and recovery application
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The input signal is defined as s(t) = 8 - sin(23t) in order to represent a signal suitable for modeling
real-world analog data in terms of both frequency and amplitude components.

This signal is directly added to the state variable x,,(t) of the driver system, which serves as the
reference during the synchronization process, to generate the masked (transmitted) signal. The applied
masking operation is given in Equation 12,

10 = x,(0) +5() (12)

To recover the original information signal from the masked signal, the state variable x,(t) of the
response system is subtracted from the transmitted signal. In the proposed approach, the effectiveness
of the masking and recovery mechanism directly depends on the accuracy of synchronization between
the driver and response systems.

When synchronization is achieved, the equality x,, (t) =x,(t) holds. Therefore, subtracting x,(t) from
the masked signal theoretically yields a recovered signal that coincides with the original input signal
s(t). The recovery operation is expressed in Equation 13.

$() = y1(0) —x5(0) (13)

The error signal e(t) is the difference between the input signal and the output signal that was recovered.
The accuracy of synchronization is directly related to this error signal. As the synchronization between
the driver and response systems gets better, the amplitude of the error signal gets smaller.

Theoretically, in the case of perfect synchronization, the error signal is expected to converge to zero.
The mathematical expression corresponding to the defined error signal is given in Equation 14.

e(t) = s(t) — 3(b) (14)

This application is implemented in the MATLAB environment. In the simulations, the initial conditions
of the driver and response hyperchaotic systems are selected as [2,2,2,2] and [8,8,8,8], respectively.

To demonstrate both the unsynchronized and synchronized states of the systems, the implementation is
carried out in two stages. During the first time interval 0 < t < 10 s, no control action is applied, and
the systems evolve freely in an unsynchronized manner. At t = 10 s, the controller is activated with the
control gains selected as k; = k, = k3 = k, = k = 18. In this synchronized state, the applied gain
value ensures that the synchronization error converges to zero, and complete synchronization between
the systems is achieved. Under these conditions, the time evolutions of the input signal s(t), the masked
signal y, (t), the recovered signal $(t), and the error signal e(t) are presented in Figure 10.
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Figure 10. Time evolutions of the input, masked, recovered, and error signals in the first application scenario

As illustrated in Figure 10, the recovered signal fails to track the input signal correctly during the first
10 seconds when the controller isn't working. The error signal also shows clear oscillations with a large
amplitude. This behaviour indicates that synchronization between the driver and response systems has
not been achieved. Once the controller is activated at t = 10 s, synchronization between the systems is
established. Consequently, the recovered signal becomes consistent with the input signal. From this
point onward, the error signal approaches zero in approximately 1 second, clearly demonstrating that
the input signal is reconstructed with high accuracy. These results confirm that the proposed active
synchronization-based approach operates effectively in signal masking and recovery applications.

To evaluate the performance of the proposed active synchronization-based masking and recovery
scheme in more detail under different input signals, a second application scenario was implemented. In
this case, a different information signal than the one used in the first application was selected to re-
evaluate the system's masking and recovery performance. This allows analysing whether the proposed
method is limited to a specific signal structure or whether it is also effective for input signals with
different frequency and amplitude components.

In the second application, the input signal is selected as s(t) = 1.2 - sin(3t) + 5 - sin(2t). Apart from
this modification, the initial conditions of the driver and response hyperchaotic systems, the control
gains, and the two-stage structure in which the controller is activated at t = 10 s are kept identical to
those used in the first application. In this way, the obtained results can be evaluated solely based on the
change in the input signal. Under these conditions, the time evolutions of the input signal, masked signal,
recovered signal, and error signal are presented in Figure 11.
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Figure 11. Time evolutions of the input, masked, recovered, and error signals in the second application scenario

As illustrated in Figure 11, it is observed that for a different information signal, the recovered signal
exhibits a high degree of agreement with the input signal after the controller is activated, and the error
signal approaches zero in approximately 1 second. This behavior shows that the driver and response
hyperchaotic systems are in sync and that the information signal is accurately reconstructed from the
masked signal. The results demonstrate that the proposed active synchronization-based method performs
effectively and reliably for various information signals.

The outcomes from the two application scenarios in this section demonstrate that the active synchronization-
based hyperchaotic system effectively masks and recovers signals. Both the driver and response systems are
in sync after the controller is turned on. This enables accurate reconstruction of the information signal from
the masked transmission. The fact that the error signal goes to zero shows that the suggested method is stable.
Furthermore, the applicability of the proposed method to input signals with different frequency and amplitude
components demonstrates its potential for use in various scenarios. However, it should be noted that
implementing such systems in real-time applications will present certain challenges due to noise.

5. Conclusions

This study examined the Lorenz hyperchaotic system from a dynamical perspective, employing an active
control strategy to achieve synchronization. Initial analysis of the system dynamics evaluated Lyapunov
exponents, phase-space behavior, and sensitivity to initial conditions. The results unequivocally
demonstrated that the system functions in a hyperchaotic domain, primarily as a result of the system's
significant dependency on initial values and the existence of multiple positive Lyapunov exponents.

The synchronization challenge between two identical Lorenz hyperchaotic systems was formulated within
the scope of active control once the dynamical behavior was established. It was demonstrated that choosing
suitable control gains guarantees asymptotic stability of the entire system by building the error dynamics and
conducting a stability evaluation. Eigenvalue evaluation also showed that all of the system matrix's
eigenvalues are located in the left side of the complex plane with appropriate parameter adjustment, ensuring
convergence and successful synchronization.
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A signal masking and retrieval strategy based on the hyperchaotic system was created, building on the
synchronized configuration. A comparative analysis of the system reactions before and after controller
activation was conducted. The master (driving) and slave (response) systems were successfully synchronized
when the control parameters were appropriately set. The embedded information signal was precisely
recovered from the masked transmission under synchronized conditions, and the synchronization error
gradually decreased to zero.

Two separate input signals with various amplitude and frequency characteristics were evaluated in order to
further evaluate the resilience and flexibility of the suggested synchronization strategy. The active control-
based synchronization framework is stable and reliable across different signal conditions, as shown by the
consistent performance in both cases.

In general, the results show that active management can make the Lorenz hyperchaotic system work together.
The synchronized structure is also a good base for apps that need to hide and get signals back. These findings
illustrate the capability of hyperchaotic systems as efficient tools for information concealment and secure
communication.
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