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Kaide owns vessels that may enable them to carry money, weapons and
bombs for the use in terrorist actions!. It also been alleged that some
States used their sea vehicles to carry conventional weapons that might
be allocated to terrorists. Similarly, States and some non-governmental
traders may use the same vehicles to ship weapons of mass destruc-
tion,their constituent part and also dangerous substances for the use in
production of these weapons.

The complex structure of international terrorist organizations, the
identification of different types of terrorism on sea and the way they are
classified all contribute to the conflicts among States. For instance, it has
been reported that there is growing concern that El-Kaide is involved in
piracy attempts near Malaka Straits towards the ships carrying radioac-
tive substances?, What distinguishes this piracy from a terrorist action
is the presence of dangerous substances that may be used in the produc-
tion of weapons of mass destruction. The current international regula-
tion only concerns jurisdiction and prosecution issues. In other words, it
doesn’t refer to the possible uses and conveyance of the hijacked cargo?.
We can infer from these developments that there is a threat observed in
the system for carrying cargo containers. The fact that an increasing
number of serious attacks have been done on the ships that pass by a
State’s maritime zones and the ones anchored in the ports also has con-
tributed to the growing concerns about maritime security; for example,
the suicide-bomb attack to USS Cole, which killed 17 people and wound-
ed 394, This attack was realized on October 12th 2000 towards the ship
anchored for fuelling in the Port of Aden. The other similar actions were
the bombing of a Philippine-flagged ferry in February 2000 and the
crashing of a small fishing boat full of explosives to Limburg, a French
super vessel, in the area 12 miles away from the coast of Yemen. In the
first event explosion killed 45 people and in the second one fire caused a
crack in the vessel and killing a number of the ecrew member and wound-
ing others. These cases should be analyzed and carefully examined not
only in terms of the number of casualties and damage but also in terms
of their economic, political and strategic outcomes. Likewise, such events

1 A, Roach, “Initiatives to Enhance Maritime Security at Sea", 28 Marine Policy 41-66
(2004).

J. Romero, “Prevention of Maritime Terrorism: The Container Security Initiative”, 4
Chicago Journal of International Law 598 (2003).

3 J.8.C. Mellor, “Missing the Boat, The Legal and Practical Problems of the Prevention
of Terrorism”, 18 American University International Law Review 341, 376-87 (2002).

4 Ibid., fn.8.
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These actions include taking control of the ship by force or threat of
force or any form of intimidation; In addition commitment of any of the
following acts that endanger or are likely to endanger safe navigation of
that ship: an act of violence against a person on board; destroying a ship
or damaging a ship or its cargo; placing or causing to be placed on a ship
a device or substance likely to destroy the ship or cause damage to the
ship or its cargo; destroying or seriously damaging maritime navigation-
al facilities or seriously interfering with their operation; or communicat-
ing information which is known to be false.

The Convention requires Contracting States to extradite criminals or
to initiate prosecution against them®,

Attempts by the international community to ensure Maritime
Security have accelerated after the approval of security requirements for
governments, port authorities and maritime companies stated in com-
pulsory part A of International Convention for The Safety of Life At Sea
(SOLAS) as well as the Infernational Ship and Port Facilitiy Security
Code (ISPS Code). This Code provides some guidance concerning on how
to realize requirements stated in the optional part B of the same
Convention, which was held in London in December 20027, During the
conference on Maritime Security new provisions were approved in 1974
SOLAS Convention and in the Code in order to enhance security on sea.
These new requirements draw an international framework that will
ensure cooperation in identifying illegal actions on ships and port facili-
ties that threaten Maritime Shipping Security as well as deterence of
such actions.

The Code is mainly a risk management activity dictating that a risk
analysis should be carried out when deciding on appropriate security
measures. This activity focuses on both reducing the possibility of the
occurrence of dangerous actions and minimizing the negative effects of
the ones that already occurred. In order to initiate the process it is nec-
essary to carry out security assesments composed of three factors. First
of all, inventories and infrastructures that are crucial for port facilities
should be identified and their value should be determined. Similarly,
areas and buildings that may lead to economic and environmental dam-

6 Ibid, arts.3/1, 10/1.

The requirements of this code, which will be effective as of July 1 2004, will be real-
ized by The Maritime Undersecretariat in Turkey, http:/www.denizecilik.gov.tr
(6.6.2004).
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age and considerable loss of lives in case of an attack should also be sub-
ject to similiar procedures. Furthermore, recent threats towards facilities
and infrastructures should be determined in order to prioritize meas-
ures. Finally, the vulnerability of the facilities that are potential target
due to weaknesses in terms of phisical security, structural integrity, pro-
tection systems, procedural policies, communications systems, trans-
portation infrastructure and other areas should be examined and evalu-
ated. When these issues are completed, the accurate risk assessment can
be realized,

The concept of “risk management” can be realized through the fulfill-
ment of requirements concerning minimum functional security on ships
and port facilities, As for ships, it refers to the availability of ship secu-
rity plans, security officers, company securily officers and certain
onboard equipment. Similar measures are also required for port facili-
ties. In addition to these measures, monitoring and controlling access to
ports, monitoring people and cargo activities as well as availability of
communication devices are also required. each ship and port may create
unique risks, the method to follow in fulfilling the special requirements
forwarded by the Code should be determined and finally approved by the
Administration and the Contracting Governments. The security level on
ship and port facilities will be established by the Contracting
Government in an appropriate way. As emphasized in the beginning of
the Code, since the threat is increasing, therefore the only counter-action
is to reduce vulnerability. The following are suggested ways of achieving
this result. Ships should implement a system of survey, verification, cer-
tification and should be subjected to the control their security measures
implementation. Similarly, port facilities are required to report to the
Contracting Governments approved port security plans including securi-

ty information as well as details concerning their location and contacts
to IMO,

According to the requirements of the Code, States should designate a
Ship Security Officer for each ship and a Company Security Officer for
each company.

These international documents are very important for a global sys-
tem of maritime security. The responsibility of “company security officer”
is to realize ship security assesment, to prepare ship security plans for
the approval by the administration and finally to ensure the availability
of the documents on the ship. The ship should have International Ship
Security Document showing that they fulfilled SOLAS and ISPS Code
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requirements., When a ship enters a port of a Contracting Government,
this Government has the right to perform necessary controls and to apply
certain measures when deemed appropriate. Even though the ship is
subject to controls, they cannot be extended to the application of “ship
security plan” with the exception of limited circumstances. Each
Contracting Party should ensure the completion of the Port Facility
Security Assessment for each port facility within its own territory which
serves ships engaged on international voyages.

At the conference, a number of important amendments for SOLAS
were approved. These amendments include the installment of Automatic
Information Systems®, display of the identification number and a
Continuous Synopsis Record which provides an onboard record of the
history of the ship in an easily observed location. The information dis-
played should include the name of the ship, its flag State, the date of the
registration with that State, identification number, and owners’ names
and addresses.

In addition, IMO has taken the responsibility to extend the scope of
SUA and its Protocol. Draft protocols were prepared for both documents?,

International Labor Organization revised the ILO Convention No.
108 adopted in 195810 to deal with the concern of the identification of
seafarers and the facilitation of their exit from the port!l. This
Convention was later replaced by “Seafarer Identity Documents
Convention No. 185”. What is required here is a biometric indicator
based on a fingerprint template encoded in a bar code, which will be
based on a uniform international standard and a digital or original
authorized photo. Moreover, it is required that identification document
should have a unique number and should include personal data stored in
secure data bases that can be accessed electronically.

Within this framework, European Commission has taken into con-
sideration the need for the security enhancements in maritime transport
chain from the supplier to the consumer, and therefore approved a regu-

Automatic Systems enable security authorities to monitor and check the past records
about ship owners and ships in order to identify whether these owners obey the secu-
rity rules or not.

9 See for developments, < http:/www, Imo.org> ( 6.6. 2004),

10 <http://www-ilo-mirror.cornell edu/public/english/region/eurpro/london/download/

fp9_1.p df >( 6.6. 2004),
11 <http://'www trans-inst.org/updates_August_8_03.htm-> ( 6.6.2004).
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lation proposal suggesting the obligatory application of IMO-confirmed
high level security standards on international maritime transport and
port facilities in each European Union countryl?. The statements con-
cerning security regulations include the drawing of security plans, the
designation of company and the ship security officers, They can be
extended to the other ships used for domestic traffic. To ensure effective
inspection, regulations also require the procedure of Commission during
the inspection of security rules. In their revision, Acquis Communautaire
referred to the conclusions of Diplomatic Conference held in IMO in
December 2002 and extendedthe requirement of identification of seamen
and the security of the whole intermodal transport chain to port zones.
The Commission emphasizes a need to apply measures proven by inter-
national authorities in order to encourage third parties to recognize secu-
rity levels and to have joint discussions where some ideas may be shared.
These preventive precautions include ISPS Code and SOLAS
Convention’s special maritime security enhancement measures.
Obligatory statements deal with the requirement that ships must be con-
tinuously identified through their identification numbers coded in an
automatic identification system as well as in an alarm system for warn-
Ing purposes in case of an attack.

Moreover active and passive security measures in three levels are
required. These security measures should be related to the risk assess-
ment on the ship or in the port facilities and require the issue of “inter-
national ship security certificate” as well as the regulations for personel
training applications. In addition, a declaration has been prepared to
define responsibilities of ship owners and port authorities concerning the
potential risk, property, environment and people in general.
Responsibilities of various actors such as Contracting Government, com-
pany, captain, port authorities are clearly defined in that declaration,
Similarly, it includes the interpretation of the Union about of the com-
‘pulsory regulation brought by IMO concerning the issues such as apply-
ing an initial security control to the ships entering the European Union’s
ports. It even goes further by making suggested requirements compulso-
ry for the purpose of increasing security level and eliminating differences
that may occur as a result of different interpretations by member States.
Declaration may also require the assignment of staff that is responsible

12' Commission Of The European Communities, Brussels, 10.2.2004 Com(2004) 76 final
2004/0031 (COD), Proposal for a Directive Of The European Parliament And of The
Council on enhancing port security. See:<http:/europa.eu.int/eur-lex/en/com/pdf/2004/
com2004_ 0076en01.pdf> ( 6.6,2004).
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for the security of the ship and also favors a quicker calendar compared
to the one suggested by IMO. The reason for this quick calendar is to
ensure the application of certain regulations. Finally, it suggests an
inspection process for the application of national plans and its methods.

Above mentioned issues clearly show that the essence of the steps to
be taken for the maritime security whose framework has been recently
drawn by the international regulations is a risk management activity.
This activity requires the realization of risk assessment in order to deter-
mine which security measurements are appropriate in certain circum-
stances. The concept of “risk assessment” can be realized through the ful-
fillment of minimum functional requirements for ship and port facilities.
As for ships, these requirements include the presence of ship security
plans, ship security officers, company security officers and certain secu-
rity equipment. Port facilities are also subject to the same requirements.
In addition to all, monitoring the control and observation areas and the
activities of cargo and people as well as the availability of ready-to-use
security communication devices are also required. However, only when
this evaluation is completed can an effective risk assessment be realized.
Can these main steps be applied on the basis of Montreux Convention?
Before answering this question, legal position of the Turkish Straits
should be briefly mentioned.

II1. The Evaluation of the Policy for Passage Through the
Turkish Straits within the Framework of New Developments
Concerning Maritime Security

Legal policy for the Turkish Straits, where often a heavy sea traffic is
observed, was determined by a “Convention Regarding the Regime of the
Straits, 1936”13, The Convention mainly adopts “freedom of transit and
navigation” policy, without limit of time, which is clearly confirmed in
Article 114, As it is stated at the initial provisions of the Convention, this
freedom enables the authorities to do certain arrangements in order to
ensure the security of Turkey.

The Convention restricts Turkish sovereignty due to “the freedom of
transit and navigation”, Thus, Turkey reserves its rights concerning the
issues out of the scope of the Convention.15 When the preparatory work

13 LNTS, Vol.173, p.213..
14 1pid., art.28/2,
15 8. Toluner, Milletleraras) Hukuk DersleriBeta, {stanbul 1989, p.165, 166.
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of the Convention is examined, Turkey is known to emphasize persist-
ently that it reserves the rights of its police and criminal and civil juris-
diction in order to eliminate the possibility for an interpretation and
application that may give harm to Turkish sovereignty and the innocence
of passagel6,

The Article 12 of the proposal submitted by Turkish Representatives
on June 2274 1936 states that the provisions of this Convention cannot
be interpreted and extended in a way which jeopardizes Turkish sover-
eignty over the areas mentioned in this Conventionl?. During the dis-
cussions on the proposal made by Turkish Government, Turkish
Delegation stated the following:“We believe that the sovereignty of
Turkey should be reemphasized, outside mentioned in the proposal”,
Indeed it is worth considering the restrictions on the use of sovereignty.
Therefore, every passage should be innocent and free from attack
attempts. No one would disagree with the intervention of a coastal state
when a passing vessel causes distress. This may include problems with-
in the vessel and criminal action targeting the facilities or buildings on
the coast by the vessel itself. In this case, the vessels should be subject to
the application at international regulations”®. (translated by the
author)

As clearly mentioned in the minutes of Technical Committee: “The
problem for the Turkish delegation is not whether Turkey has sover-
eignty over the areas stated in the Convention, the problem is rather
more concrete. The main concern of the delegation is that Turkey sacri-
fices certain rights concerning its sovereignty in the Convention.
However, except these rights, Turkey won’t agree with the allegations,
based on general rules instead of povisions of the Convention, that pas-
sage way areas are out of the sovereignty of Turkey. This situation can-
not be accepted by Turkey, who wants to reserve its rights on two issues
that might be a concern for everybody. One of these is related to the gen-
eral competence of Turkish police. This is not only an administrative one
in fact it is a judicial one. Turkish police has the right to intervene to the

16 g, Meray, O. Olcay, Montreux Bogazlar Konferansi, Tutanaklar, Belgeler, 1976, p.42,
64, 65, 81, 82, 240, 361,

17 Ibid,, p.452. United Kingdom objected this proposal stating that to place a provision
like this can be interpreted as following: “Turkey can avoid some responsibilities
imposed by this agreement due to concerns about some threats against its sovereign-
t_}";”

18 1bid,, p.42.
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ships which disturb the passage of other ships and accomplice the crim-
inals as well as the right to search the ships where murders and other
crimes are likely to be committed. Turkey considers an innocent passage
that will not carry out the transportation of criminals; not to be prejudi-
cial the good order of the coastal State”9. “The main concern of Turkish
delegation is to maintain the rights of police and civil and criminal juris-
diction™9 (translated by the author)

While using the rights of police, criminal and civil jurisdiction
reserved in Montreux Convention, Turkey will take into consideration
international standarts and rules provided for the straits with the simil-
iar geographical situaton. Turkey can use rights given to coastal States
by the law, by evaluating the passage in terms of innocence. The issues
not mentioned in Montreux Convention will be considered and arranged
within the framework of these rules?l. Since the the law effective at the
time of the conclusion of the Montreux Convention was “innocent pas-
sage” and transit passage is a new concept of international law provided
for in the Law of the Sea Convention, 1982 “innocent passage regime”
should be adopted.22

What kind of regulations do general international law of the sea rules
cover? At this point the current problems, mainly the prescriptive and
enforcement authority of the coastal State can be described by mention-
ing certain standards concerning environment, transportation and ter-
rorism. Here, analyses regarding environment protection and trans-
portation are more common. In other words, according to general inter-
national law, strait States can adopt laws or rules which regulate safety
of navigation and maritime traffic, and enact international regulations
regarding the discharge of oil and oily wastes and other noxious sub-
stances into the strait. They can also approve sea lanes and the traffic
separation schemes in order to ensure safe passage. These routes should
conform to international regulations and should be accepted by the com-
petent international organization provided that they were agreed by
coastal States,

19 1bid,, p.326.
20 1bid, p.327.

21 g, Toluner,"Bogazlardan Gegig ve Tiirkiye'nin Yetkiler”, Bogazlardan Gegig Giivenligi
ve Montreux Sézlesmesi(B.G.G. ve M.S.), Milletlerarasi Hukuk ve Milletleraras
Miinasebetler Aragtirma ve Uygulama Merkezi, 1994, p.13.

22 Ibid., p.14.
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forming with the Montreux Convention, Articles 29 and 30 especially32.
By considering these criticisms, “The Regulations for the Administration
of Maritime Traffic in the Turkish Straits”®3, which includes new state-
ments, was prepared and enacted. However, the criticisms continued on
some issues; and problems were removed by taking these criticisms into
consideration34. As it is clearly mentioned, Regulations have been pre-
pared within the framework of the Montreux Convention, and therefore
it conform to the treaty’s spirit. The arrangement aimed at regulations is
to give competence for regulation of maritime traffic and ensuring safety
of the passage. This power is already given to coastal States and is a part
of police powers reserved in Montreux by Turkey.

After September 11th terrorist attacks, the competence of coastal
States has gained considerable importance not only in terms of naviga-
tional and environmental safety but also in terms of their security. Thus,
an answer should be found for the following question. “Are there any
security measurements to be taken against possible threats from ships or
against terrorist attacks in Turkish Straits?” A research suggests that
ships are subjected to risk when waiting in certain areas with heavy sea
traffic 35, In this respect, vessels carrying LNG (Liquid Natural Gas) and
passenger ships are reported to be ones with the highest possibility of
being a target for future elements. The Turkish Straits that has heavy
traffic of 50000 ships/per year is under risk. In addition, areas that may
cause economic and environmental damage seems to be a factor to
increase the risk of being a target in terms of risk assessment.

According to the rules of general international law, issues concerning
features and cargoes of the ships, such as carrying dangerous cargo or
the use of hazardous chemicals as fuel have not been taken into consid-
eration for the determination of innocence of the passage. However, in
order to ensure safe passage of vessels or ships operating with nuclear
power or carrying harmful and dangerous materials or liquids coastal

32 Ibid,, S. Toluner, p. 19; Caga, p. 55; G. Aybay, p. 64. Critiques were taken into con-
sideration and these articles in “The Regulations for the Administration of Maritime
Traffic in the Turkish Straits” were amended.

33 See, Turkish Official Gazette, 6 November1998 — 23515.

34 See for the critiques and amendments, A.N. Titlinct, “Tlirk Bogazlarindan Gegis ve
Deniz (evresinin Korunmas: Sorunu”, Marmara Denizi 2000 Sempozyumu Bildiriler
Kitabi, 11-12 Kasim 2000 Istanbul , p.75.

<http://www.rand org/randeurope/news/seacurity/piracyterrorism.chalk.pdf> (6.6.
2004).
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