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OzeT

Son yillarda siber sugun gittikge biiyiiyen etkisi, siber tehditlerin iistesinden gelmek i¢in diinya ¢apinda istihbarat
ve kanun uygulayict kurumlar ortaya g¢ikartmistir. Tim kurum ve kuruluslar siber sucla en iyi sekilde nasil
miicadele edilecegini dgrenmeye calismaktadir. Internet ag teknolojilerinin gelismesi ve genislemesi ile siber
saldirilar1 engellemek gittikge zorlagmaktadir. Agdaki tehlikeli hedeflerin kapsamli bir analizini olusturmak igin
internette agik halde bulunan verileri toplayarak istihbarat elde etmek, istihbarat birimleri i¢in énemli bir arag
olarak hizla gelismektedir. Internetteki mevcut agik kaynaklarin miktar1 hizla arttikga, siber sugla miicadele
gelisen acik kaynak istihbarati yani OSINT yontemleri ¢ercevesinde daha etkin olmaktadir. Buna bagli olarak
bilginin etkili ve verimli bir sekilde toplanmasi ve islenmesi i¢in gelismis yazilim araglar1 ve teknikleri daha da
gelismektedir. Bu ¢alismada, OSINT kavramu siber saldirt tespiti igin her agidan ele alinmistir. OSINT kavramini
internet ortaminda kamuya acik paylasilan veriler lizerinden tarama, bulma, toplama, ¢ikarma, kullanma,
dogrulama ve analiz yaparak elde etme amagh destek yontemleri detaylandirilarak anlatilmistir. Siber tehditlere
kars1 gelistiren arastirmalar i¢in agik kaynak verilerinin kullanilmasina yonelik mevcut ¢abalar gézden gecirilmis
ve detaylt bir sekilde incelenmigtir. Bunlara ek olarak, siber suglarla etkin miicadele igin siber su¢ sorugturma
gercevesi Onerilmistir.
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Cyber Attack Detection Methods over Open Source Intelligence

ABSTRACT

In recent years, the growing impact of cybercrime has revealed worldwide intelligence and law enforcement
agencies to overcome cyber threats. All institutions and organizations are trying to learn how to fight cybercrime
in the best possible way. With the development and expansion of internet networking technologies, it becomes
increasingly difficult to prevent cyber attacks. It is rapidly developing as an important tool for intelligence units
by collecting data on the internet to generate a comprehensive analysis of dangerous targets on the network. As
the amount of available open-source resources on the internet increases rapidly, the emerging open-source
intelligence, in other words, is more effective within the framework of OSINT methods. In this connection,
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advanced software tools and techniques are further developed for the effective and efficient collection and
processing of information. In this study, the concept of OSINT was discussed in all aspects for cyber attack
detection. The purpose of browsing, finding, collecting, extracting, using, verifying and analyzing the OSINT
concept through publicly available data is explained in detail. Existing efforts to use open source data for
research against cyber threats have been reviewed and examined in detail. In addition, the cyber crime
investigation framework has been proposed to combat cybercrime effectively.
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