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ABSTRACT

In recent years, the Software-Defined Networking (SDN) approach has emerged that aims to make computer
networks more flexible. Although the SDN application on Google's internal network demonstrates the usefulness
of the Software-Defined Network approach and the promise of future technology, security is a vital concern that
cannot be ignored. In the SDN architecture, the attacker can now attack the network from any of the three planes
because the Data Plane is separated from the Control Plane. Machine learning algorithms are methods used to
detect attacks and intrusions on computer networks and can also be used for SDN. In this study, a new testbed has
been implemented for anomaly detection using machine learning algorithms in SDN. The developed system
analyzes flows passing through the OpenFlow supported switch and tries to detect abnormal situations using the
decision tree machine learning algorithm. The results show that the system constructed using the decision tree
algorithm works successfully against Distributed Denial of Service (DDoS) attacks.
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Yazilim Tanimli Aglarda Makine Ogrenimi ile Anomali Tespiti

OZET

Son yillarda, bilgisayar aglarini daha esnek bir hale getirmeyi amaglayan Yazilim Tanimli Ag yaklagimi ortaya
cikmistir. Google’1n i¢ agindaki Yazilim tanimli ag uygulamasi, Yazilim Tanimli Ag yaklagiminin kullanigliligini
ve gelecek vadeden bir teknoloji olacagini kanitlamasina ragmen giivenlik konusu goz ard1 edilemeyecek hayati
bir sorundur. SDN mimarisinde, Veri Diizlemini Kontrol Diizleminden ayrildigi i¢in saldirganlar artik ii¢
diizlemden herhangi birinden aga saldirabilirler. Makine 6grenimi algoritmalari, bilgisayar aglarina yapilan
saldirilar1 ve izinsiz girisleri tespit etmede kullanilan yontemlerdir ve Yazilim Tamimli Aglar icin de
kullanilabilir. Bu ¢alismada, Yazilim Tanimli1 Aglarda makine 6grenme algoritmalari kullanilarak anomali tespiti
icin yeni bir test diizenegi gelistirilmistir. Olusturulan sistem OpenFlow destekli anahtar cihazindan gecen akislar
inceler ve karar agact makine 6grenmesi algoritmasini kullanarak anormal durumlari tespit etmeye calisir. Elde
edilen sonuglar karar agaci algoritmasi kullanilarak olusturulan sistemin DDoS saldirilarina karsit basarili bir
sekilde galistigini gostermistir.
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