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ABSTRACT 
The development of computational technology and the growing needs of Internet resources are putting 

forward new demands on the quality of service for users of global and local computational networks based 

on Ethernet technologies. The main criteria for the quality of network user service are reliability and 

security. To ensure reliability, as a rule, methods based on jam resistant coding or protocols with decision-

making feedback are used. For security, cryptographic protocols for symmetric and asymmetric 

cryptography, hashing algorithms and digital signatures are used. Random number generators occupy a 

special place among the mechanisms that ensure the reliability and security. This work discusses the 

methods of forming sequences of pseudo-random numbers (SPRN), the stability of which is based on the 

theoretical complexity problem of syndromic decoding. Periodic properties of generators are investigated, 

it is determined that the formed sequences do not have a maximum period. 
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1. STATEMENT OF THE PROBLEM IN GENERAL FORM AND ANALYSIS OF THE 

LITERATURE 

In work [1], statistical security studies of the most common SPRN generators were conducted: a generator 

based on the SHA-1 algorithm [3,5], a linear congruential generator [2, 5], a generator RC4 [5], a quadratic 

congruent generator [2], a generator based on the DES algorithm, generator based on the 3-DES algorithm 

[4], Blum-Blum-Shub generator [2, 4, 5], the US national AES encryption algorithm (FIPS-197) in the 

counter mode [8], provably stable generator based on the problem of syndromic decoding [10] (Generator 

Provably as Secure as Syndrome Decoding – (GPSSD)) [9]. Studies have shown that the considered 

generators have high rates of statistical security. The highest results were shown by the GPSSD generator 

a provably secure SPRN generator, the stability of which is substantiated by the theoretical complexity 

problem of syndromic decoding. 

 

Thus, based on the experimental results obtained in [1], it can be affirmed that GPSSD is the most 

promising in terms of statistical safety. In addition to the largest number of tests that were conducted 

according to the NIST STS methodology [7], this generator belongs to a group of algorithms to which the 

concept of “Provable Security”, studied in detail in [6], can be applied. Practically, it means that the 

problem of cryptanalysis (calculating the secret key) of the SPRN generator can be reduced to one of the 

well-known theoretical complexity problems, for example, factorization, discrete logarithmation, etc. At 

the same time, the problem of estimating the efficiency of the GPSSD generator by other security 

indicators remains unstudied (period length of the formed sequences, structural secrecy, etc.). The purpose 

of this article is to study the periodic properties of the GPSSD generator, an assessment of the lengths of 

the periods formed by the SPRN. 
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2. STRUCTURE AND FEATURES OF THE GPSSD METHOD IMPLEMENTATION 

The method of forming SPRN based on redundant codes was first proposed in [9]. It is based on the 

formation of the SPRN fragment according to the syndromic sequence of the redundant block code, which 

in turn is formed by the recurrent rule as a function of the secret key. The stability of the GPSSD generator 

is based on reducing the task of finding the secret key to solving the problem of syndromic decoding. The 

structural diagram of the GPSSD method is shown in Figure 1. 
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Figure 1. Structural diagram of the GPSSD method. 

 

At the first stage, using the methods of redundant (jam resistant) coding by nonlinear block codes, the 

equilibrium premises are formed according to the entered key sequence, corresponding to the entered 

secret key data. At the second stage, using the methods of redundant (jam resistant) coding by linear block 

codes, the syndromic sequences are formed according to the formed equilibrium premises. At the third 

and final stage, a fragment of the SPRN and a session key are used for the generated syndrome sequences 

using the methods of probability theory and mathematical statistics, which are used in further iterative 

generator procedures at the input of the first stage of the method. In [9], it was proposed to use the simplest 

division of the formed syndromic sequence into two parts: the first is used in further iterative procedures 

as a session key, the second is taken as the result of forming the SPRN fragment. 

 

The process of forming SPRN using GPSSD is formalized by a combination of the following analytical 

relations: 

• at the first stage, secret key data is entered 

 

𝐾𝑖 = (𝐾𝑖0 𝐾𝑖1 . . . 𝐾𝑖𝑚−1), 𝐾𝑖 ∈ 𝐾 ⊆ 𝐺𝐹𝑀(𝑞), 𝐾𝑖𝑗 ∈ 𝐺𝐹(𝑞)                         (1) 

 

For the given feedback sequence 

𝑆 ∗𝐾𝑖= (𝑆 ∗𝐾𝑖0
𝑆 ∗𝐾𝑖1

. . . 𝑆 ∗𝐾𝑖𝑚−1), 𝑆 ∗𝐾𝑖∈ 𝑆 ∗𝐾⊆ 𝐺𝐹𝑀(𝑞), 𝑆 ∗𝐾𝑖𝑗
∈ 𝐺𝐹(𝑞)           (2) 

(in the first round 𝑆 ∗𝐾𝑖= 𝐾𝑖)) using equation 

𝑆 ∗𝐾𝑖= ∑ (
𝑗

𝐶 ∗𝐾𝑖𝑗
)𝑛−1

𝑗=0                   (3) 

establishing an equilibrium coding rule, i.e. converting a session key sequence into a binomial code 

sequence, an equilibrium sequence is formed 
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𝐶 ∗𝐾𝑖= (𝐶 ∗𝐾𝑖0
𝐶 ∗𝐾𝑖1

. . . 𝐶 ∗𝐾𝑖𝑛−1), 𝐶 ∗𝐾𝑖∈ 𝐶 ∗𝐾⊆ 𝐺𝐹𝑛(𝑞), 𝐶 ∗𝐾𝑖𝑗
∈ 𝐺𝐹(𝑞), 𝑤(𝐶 ∗𝐾𝑖) = 𝑤            

(4) 

• at the third stage of the formed equilibrium sequence and the check H matrix of the redundant 

linear block (n, k, d) code using equation 

𝑆𝐾𝑖 = 𝐶 ∗𝐾𝑖⋅ 𝐻
𝑇                              (5) 

the syndromic sequence of the linear block code is formed, 𝑟 = 𝑛 − 𝑘: 

𝑆𝐾𝑖 = (𝑆𝐾𝑖0
𝑆𝐾𝑖1

. . . 𝑆𝐾𝑖𝑟−1), 𝑆𝐾𝑖 ∈ 𝑆𝐾 ⊆ 𝐺𝐹𝑟(𝑞), 𝑆𝐾𝑖𝑗
∈ 𝐺𝐹(𝑞)                                                  (6) 

• at the fourth stage, a fragment of the SPRN and a feedback sequence are formed by the formed 

syndrome sequence by reducing the elements 

 

𝑆 ∗𝐾𝑖= (𝑆 ∗𝐾𝑖0
𝑆 ∗𝐾𝑖1

. . . 𝑆 ∗𝐾𝑖𝑚−1), 𝑆 ∗𝐾𝑖∈ 𝑆 ∗𝐾⊆ 𝐺𝐹𝑀(𝑞), 𝑆 ∗𝐾𝑖𝑗
∈ 𝐺𝐹(𝑞)                                  

(7) 

used in the next cycle (round) of the first stage of the proposed method. 

 

Thus, as the conducted studies have shown, at each round of transformations using the methods of 

nonlinear (equilibrium) and linear coding, a fragment of the PSAP is formed, as a selection (truncation) 

of the syndromic sequence of a linear block code. The remaining part of the syndromic sequence goes to 

the first stage of the next round of transformations. 

 

3. RESEARCH METHODOLOGY AND THE MAIN RESULTS OBTAINED 

To carry out studies of the periodic properties of the GPSSD generator, a software model has been 

developed that implements the process of generating PAPs using redundant block data. A binary code 

with parameters (64,24,16) was used as input data. The corresponding length of the secret key was a bit, 

the length of the syndromic sequence of bits, the length of the session key of a bit, the length of the FPCHP 

fragment formed at each iteration 40 – 24 = 16 bits. The expected length of the period. 

 

During the research, the GPSSD generator was tested on a full set of non-zero key data (total tests). In 

each test, the length of the period L was estimated. As a result of the experiment, the distribution of the 

number of sequences N over the lengths of the periods L, shown in Figure 2, was calculated.  

 

 
Figure 2. Distribution of the number of sequences by period length. 

 

As follows from the figure. 2 data, the GPSSD generator forms sequences with a small period length L = 

2 – 170. The largest number of sequences (> 97%) have a period of 134 or 170. At the same time, some 

sequences have an extremely short period (L = 2–35). The analysis shows that the largest period of 
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sequences, which allows you to create a GPSSD generator with the specified parameters, is L = 170, 

which is five orders of magnitude less than the maximum. Thus, it can be stated that a provably stable 

GPSSD generator with improved performance in statistical security [1] and speed [9] does not ensure the 

formation of sequences of the maximum period. 

 

4. CONCLUSIONS 

Studies have shown that a provably stable GPSSD generator, built using redundant block codes and 

having improved statistical security and speed indicators, does not ensure the formation of maximum 

period sequences, its periodic properties are unsatisfactory, which can cause the manifestation of effective 

cryptographic attacks. 

 

A promising direction for further research is the development of an improved method based on redundant 

block codes, which, in addition to high rates of statistical security and speed, will allow the formation of 

sequences of a maximum period. 
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