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ABSTRACT

Artificial Immune Systems (AIS) can be defined as computational systems
inspired by theoretical immunology, observed immune functions, principles and
mechanisms in order to solve complex problems. In this paper; description,
problem solving technique and industrial applications of artificial immune systems
are presented. Biologically inspired algorithms are artificial intelligence
techniques that in recent years, have been are improved to solve Non Polinomial-
NP problems. These are; genetic algorithms, ant colonies optimization and
artificial immune systems. Also in this paper the two biologically inspired
techniques; artificial immune systems and genetic algorithms are compared, to
determine their strong and weak aspects.

Key Words: Artificial Immune Systems, Genetic Algorithms, Negative Selection,
Clonal Selection.

YAPAY BAGISIKLIK SISTEMLERi VE ENDUSTRIYEL PROBLEMLERDE
KULLANIMI

OZET

Yapay bagisiklik sistemleri (YBS), teorik bagisiklik bilimi, gézlenen bagisiklik
fonksiyonlari, prensipleri ve mekanizmalarindan ilham alan ve karmagik
hesaplama problemlerini ¢6zmek igin gelistirilmis bir hesaplama teknigidir. Bu
makalede, Yapay Bagisiklik Sistemlerinin tanimi, problem ¢ézme teknigi ve
endiistriyel uygulamalar1 yer almaktadir. C6ziim zamani polinomiyal olmayan
(Non Polinomial-NP) problemler kapsaminda yer alan endiistriyel problemleri
¢6zmek icin son yillarda gelistirilen yapay zeka tekniklerinden bir kismi1 biyolojik
tabanli algoritmalardir. Bunlar; Genetik Algoritmalar, Karinca Kolonileri ve
Yapay Bagisiklik Sistemleridir. Bu makalede ayrica biyolojik tabanli iki yontem
olan Yapay Bagisiklik Sistemleri ile Genetik Algoritma teknikleri karsilastirilarak,
giiclii ve zayif yonleri belirlenmeye caligtlmstir.

Anahtar Kelimeler: Yapay Bagisiklik Sistemi, Genetik Algoritmalar, Negatif
Secim, Klonal Se¢im.

1. GIRiS

Optimizasyon problemleri, karar degigskenlerinin siirekli
veya kesikli olmalarma gore ikiye ayrilir. Karar
degiskenleri kesikli veya siireksiz olanlara kombinatoriyel
optimizasyon problemleri denir (1). Son otuz yillik
periyotta yonetim bilimi, bilgisayar, mithendislik gibi bir
cok farkli alanda bu tip problemler ortaya cikmuistir.
Kombinatoriyel optimizasyon problemlerinin  biiyiik
cogunlugu, “NP-Zor” problemler sinifinda yer almaktadir.
Bu tiir problemlerin ¢6ziim zamani problem boyutuna
bagli olarak {istel artig gosterir.

Kombinatoriyel optimizasyon problemleri igin optimal
veya yaklasik ¢ozlimler elde etmeye yonelik metotlarin

1. INTRODUCTION

Optimization problems fall into two categories
depending upon whether decision variables are continuous
or interrupted. Optimization problems whose decision
variables are interrupted or discontinued are called
combinatory optimization problems (1). Such problems
have arised during the last thirty years in a number of
different areas such as management science, computer
science and engineering. A considerable amount of
combinatory optimization problems are in the class of
"NP-Difficult" problems. The time to solve such problems
indicates an exponential increase depending on the
dimension of a problem.
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olusturulmasi, bilgisayar teknolojisindeki gelismeler ile
hiz kazanmustir. Fakat pratikteki bir ¢cok kombinatoriyel
optimizasyon problemlerinin optimal ¢dziimlerini veren
etkin algoritmalar heniiz gelistirilememistir. Bu tip
problemler icin gelistirilen yontemler iki siuf altinda
incelenmektedir.

Bunlar;

1) Sayisal Yontemler: Kesme diizlemi, dal-sinir veya

dinamik programlama gibi.

2) Sezgisel Yontemler:

a) Klasik sezgisel yontemler.
b) Genel amagli-sezgisel yontemler.

Genel amagli-sezgisel yontemler, biyolojik tabanli, fizik
tabanli ve sosyal tabanli olmak iizere ii¢ farkli grupta
degerlendirilmektedir. ~ Genetik ~ Algoritma, Karinca
Kolonileri, Yapay Sinir Aglari ve Yapay Bagisiklik
Sistemleri; biyolojik tabanli, tavlama benzetimi; fizik
tabanli ve tabu  aragtirmalari;;  sosyal tabanli
algoritmalardir.

Calismada biyolojik tabanli olan yapay bagisiklik
sistemlerinin, endiistrideki uygulamalar1 anlatilacak ve
yapay bagisiklik sistemleri ile genetik algoritmalarin
karsilastirmasi yapilacaktir.

2. YAPAY BAGISIKLIK SiSTEMi

Yapay Bagisiklik Sistemleri 1990’larda Yapay Sinir
Aglar1 (Artificial Neural Networks) ve Yapay Hayat
(Artificial Life) gibi biyolojik tabanli bir cok hesaplama
yontemini birlestiren yeni bir sistem olarak ortaya
cikmustir (2). Son on yilda yapay bagisiklik sistemleri ile
ilgili yapilan calismalar Cizelge 1°de verilmektedir.

Table 1. Studies regarding artificial immune systems
Cizelge 1. Yapay bagisiklik sistemleri ile ilgili yapilan ¢calismalar
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Efforts to establish methods aiming to obtain optimal or
approximate solutions for combinatory optimization
problems have gained momentum with the improvements
in computer technology. However, effective algorithms
yielding optimal solutions pertinent to various
combinatory optimization problems in practice have not
been developed yet. The methods developed for such
problems are scrutinized in the light of two classes.

These are:

1) Numerical Methods: As in an intersecting plane,
branch-limit or dynamic programming

2)Heuristic Methods:

a) Classic heuristic methods.

b) General purposed heuristic methods.

General purposed heuristic methods are evaluated in
three different groups which are respectively biologically-
based groups, physically-based groups, and socially-based
groups. Genetic Algorithm, Ant Colonies, Artificial
Neural Networks and Artificial Immune Systems are
biologically-based algorithms; dampening comparison
simulated annealing is a physically-based algorithm; and
tabu researches are socially-based algorithms.

In this study, industrial applications of artificial immune
systems, which are biologically based, will be discussed
and a comparison of artificial immune systems and genetic
algorithms will be summarised.

2. ARTIFICIAL IMMUNE SYSTEM

Artificial Immune Systems have come on the scene in
the 1990s as a new system consolidating a number of
biologically-based calculating methods such as Artificial
Neural Networks and Artificial Life. Studies regarding
artificial immune systems conducted in the last decade are
shown in Table 1.

Authors /Yazarlar Year /Y1l Study Subject /Calisma Konusu

Forrest, S et al. /Forrest, S. ve dig. 1994 Computer and Network Security /Bilgisayar ve Ag Giivenligi

Somayaji A. et al./Somayaji, A. ve dig. 1997

Hofmeyr, S.A., Forrest, S. 1999

Forrest, S., Hofmeyr S.A. 1999

Mori, M. et al./Mori, M. ve dig. 1997 Logarithm /Cizelgeleme

Hart, E. et al./Hart,E. ve dig. 1998

Russ, S.H. et al./Russ, S.H. ve dig. 1999

Costa, A.M. et al./Costa, A.M. ve dig 2002

De Castro,L.N.,Von Zuben F.J. 2000 Model (Design) identification / Model (tasarim) tanima, ¢ok amagl
multi-purpose combinatory optimization/ kombinatoriyel optimizasyon

DeCastro,L..N.,Von Zuben F.J. 2002

De Castro,L.N., Timmis, J. 2002

Dasgupta,D., Forrest, S. 1999 Device error detection /Alet hatasi tespiti

Nasaroui O. et al./Nasaroui O. ve dig. 2002 Data Mining /Veri madenciligi

Timmis, J., Neal, M. J 2000 Data Analysis /Veri Analizi

Dasgupta, D.,Forrest, S. 1996 Time series analysis /Zaman serileri analizi

Lee, D. et al./Lee, D. ve dig. 1999 Choosing strategies for common control and group behavior /Ortaklasa
kontrol ve grup davranis stratejisi se¢imi
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Yapay bagisiklik sistemi, insan viicudundaki dogal
bagigiklik  sisteminin  ¢aligma  prensiplerine  gore
olusturulmustur. Viicuttaki dogal bagisiklik sistemi ile
ilgili doku ve organlar; timiis bezi, kemik iligi, lenf
diigtimleri, dalak ve bademciklerdir. Bagisiklik sisteminde
ilgili doku, organ, molekiil ve hiicrelerin ¢alismalarini
koordine edecek bir merkezi organ yoktur. Bagisiklik
sistemi kendi 6zel hiicreleri ile viicuda giren yabanci
hiicreleri tanir ve onlart etkisiz hale getirir. Temel
bagigiklik hiicresi lenfosittir (3). Lenfositler “T” ve “B”
hiicreleri olmak tizere iki sinifa ayrilirlar. “B” hiicreleri
antijenleri ¢ozelti i¢inde serbest olarak tantyabilirken, “T”
hiicreleri antijenlerin diger yardimci hiicreler tarafindan
tanitilmasina ihtiyag duyar (4). Dogal bir bagisiklik tepkisi
basit¢ce su sekilde verilir: Viicuda yabanci bir molekiil
girdigi zaman, 6zel molekiiller (macrophages) bu yabanci
molekiiliin etrafin1 sararak diger bagisiklik hiicrelerinin
onu gdrmesini saglar. Yardimci “T” hiicreleri 6zel
molekiilleri gordiigiinde beyaz kan hiicrelerini uyarir ve
bu hiicreler ¢ogalirlar. “B” hiicreleri antikor denilen
kimyasal maddeler iiretmeye baglarlar, antikorlar antijenle
birleserek antijenin yok edilmesini daha kolay hale getirir.
Yardimer “T” hiicreleri tarafindan uyarilan yok edici “T”
hiicreleri antijenin yok edilmesini saglar. Dogal bagisiklik
sistemi hiicrelerinin yukarida tanimlanan faaliyetleri
yerine getirmesi i¢in viicudun kendi hiicreleri ile yabanct
hiicre ve molekiilleri (antijen) birbirinden ayirt edebilmesi
gerekir. Viicudun kendisine ait hiicreler “self” ve yabanci
hiicreler ise “nonself” olarak adlandirilir. “Nonself”
hiicreler yok edilirken “self” hiicrelerin zarar gérmemesi
saglanir.

Dogal bagisiklik sistemi temellerine gore ¢alisan yapay

bagigiklik sistemlerinde farkli tip problemlerde ¢6ziime
ulagmak icin iki farkli secim yontemi kullanilmaktadir.
Desen tanima (pattern recognition), anormallik belirleme
(anomaly detection) problemleri, bilgisayar ve ag
giivenligi, zaman serileri analizi gibi problemler igin
negatif se¢im mekanizmasi kullanilmaktadir. Klonal se¢im
mekanizmasi ise 6zellikle ¢ok amagli ve kombinatoriyel
optimizasyon, bilgisayar ve ag giivenligi ve hata denetimi
problemleri i¢in kullanilmaktadir.
Yapay bagisiklik sistemlerinde kullanilan bu problem
¢bzme yontemleri, insan viicudunun sahip oldugu dogal
bagisiklik sistemindeki mekanizmalart aynen taklit
etmektedir.

2.1. Negatif Secim Mekanizmasi

Timiis, T hiicrelerinin olgunlasmasindan sorumludur ve
yabanci(nonself) antijenleri timiik ¢evrenin diginda tutan
bir kan bariyer ile korunmaktadir. Bu nedenle timiis iginde
bulunan ¢ogu eleman yabanci (nonself) degil viicudun
kendisine ait(self) elemanlara ornek teskil eder. T
hiicrelerinin timiisteki gelisimleri esnasinda timiisteki self
antijenleri taniyabilen algilayicilar (reseptorleri) igeren T-
hiicreleri, negatif seleksiyon denen bir siire¢ ile T
hiicreleri repertuarindan silinirler. Timiisten ayrilip
viicudu dolagan tiim T hiicreleri ‘self” e karsi toleransl
olarak adlandirilir.

Bir bilgi isleme perspektifi ile olaya bakilirsa, negatif
secim, desen tanimay1 gergeklestirmek igin alternatif bir
paradigma sunar. Bu paradigma taninacak desenleri (self)
tamamlayic1 kiime (nonself) hakkinda bilgi depolama

The artificial immune system has been formed on the
basis of the working principles of the natural immune
system found in the human body. Tissues and organs
related with the natural immune system in the body are the
thymus gland, the bone marrow, the lymph nodes, the
spleen and the tonsils. A central organ coordinating the
functions of the associated tissue, the organ, the molecule
and the cells does not exist in the immune system. The
immune system, via its special cells, recognizes the
foreign (external) cells filtering through the body and
neutralizes them. The basic immunity cell is the
lymphocyte (3). The lymphocytes are grouped into two
categories: “T” and “B” cells. The “B” cells can recognize
the antigens without restraint in liquid solutions whereas
the “T” cells need the recognition of antigens by means of
other assisting cells (4). A natural immune response is
given simply as follows: When an external molecule enters
the body, the special molecules (macrophages) surround
that external molecule and get other immunity cells to
notice it. When the assisting “T” cells notice the special
cells, they forewarn the white blood cells and these cells
become larger in number. The “B” cells begin to produce
chemical substances called antibodies; the antibodies
combining with the antigens exterminate the antigens with
ease. The exterminating “T” cells alerted by the assisting
“T” cells make it possible for the antigen to be
exterminated. The body needs to be able to distinguish
between its own cells and external cells plus molecules
(antigens) in order for the natural immune system cells to
carry out the activities defined above. The cells belonging
to the body itself are called the “self” cells and the external
cells are called the “non-self” cells. It is important to keep
the “self” cells unharmed in the course of exterminating
the “non-self” cells.

Two different selection methods are utilized for
purposes of reaching a solution in different types of
problems as regards to artificial immune systems
functioning on the basis of the natural immune system.

The negative selection mechanism is used for problems
such as pattern recognition, anomaly detection, computer
and network security and time series analysis. The clonal
selection mechanism, on the other hand, is particularly
used for problems such as multi-purpose and combinatory
optimization, computer and network security and error
detection.

These problem-solving methods that are used in
artificial immune systems thoroughly imitate the
mechanisms found in the natural immune system that the
human body possesses.

2.1. The Negative Selection Mechanism

The thymus is responsible for the maturation of the T cells
and is protected by a blood barrier that keeps the external
(non-self) antigens away from the thymus environment.
This being the case, most constituents in the thymus are
examples of the constituents pertinent to the body itself,
not of the external (non-self) elements. In the course of the
growth of the T cells in the thymus, the T cells containing
the receptors capable of recognizing the self-antigens in
the thymus are removed from the repertoire of the T cells
through a process called the negative selection.

When approaching to this case from the information
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mantigi ile caligir. Literatiirde; bilgisayar ve ag saldirilart
, zaman serileri tahmini, sekil denetimi ve kesimlemesi, ve
donatim hatas1 tolerans1 gibi anormallik belirleme
problemleri ile ilgili uygulamalarla birlikte bir negatif
secim algoritmasi (5) Onerilmistir:

Oncelikle, korunacak modellerin kiimesi belirlenir ve

‘self-set’(P)  olarak  adlandirtlir.  Negatif  se¢im
algoritmasina dayanarak, ‘self-set’ kiimesine ait olmayan
elemanlar1  tamimakla  sorumlu  bir  algilayicilar

(detektorler) (M) kiimesi olusturulur. Negatif secim

algoritmasinin g¢alisma yontemi sekil 1’de verilmistir.

1. Aym gosterim kabuliinii kullanan rastgele aday
elemanlarini (C) olustur.

2. (C’deki elemanlarla P’deki elemanlari karsilagtir (esle).
Bir eslesme olursa, 6rnegin, P’nin bir elemant C’nin
bir eleman tarafindan taninirsa, C’nin bu elemanini
at. Tersi durumda, C’nin bu elemanini algilayici
(dedektor) kiimesi iginde sakla.

Algilayict  kiimesini (M)  olusturduktan  sonra,
algoritmanin diger agamasi nonself modellerin varlig1 i¢in
sistemi izlemekten olusur (sekil 1(b)). Bu durumda bir P*
korunacak kiimesi olusturulur. Bu kiime, P kiimesi ve
diger yeni modellerden veya tamamiyla yeni bir kiimeden
meydana gelir. Nonself modellerine karsilik gelen,
algilayic kiimesinin tiim elemanlart igin, P* kiimesinin bir
elemanini taniyp taniyamadigini (eslesme) kontrol et.
Eslesme var ise, o zaman bir nonself modeli taninmistir ve
reaksiyon baglamalidir. Nonself tespitinde sonug aksiyonu
degerlendirme problemine gore cesitlilik gosterir, ve
negatif se¢im algoritmasmin model tanima kapsami
disindadir.

Self set(P)/ Self
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processing perspective, the negative selection introduces a
paradigm to realize pattern recognition. This paradigm
functions with the logic of collecting information about the
complementary set (non-self) of patterns to be recognized
(self). In the literature, an algorithm of negative selection
(5) has been proposed together with the applications with
regard to anomaly detection problems such as computer
and network attacks, time series estimations, form control
and shaping, and equipment error tolerance.

First of all, a set of models to be protected is verified and
this is called the ‘self-set’ (P). Based on the algorithm of
negative selection, a set of receptors (detectors) (M)
responsible for recognizing the elements that do not
belong to the set of “self-set” is formed. The working
method regarding the negative selection algorithm is
shown in Figure 1.

1. Form random nominees making use of the same
projection reception (C).

2. Match the elements in P with the elements in C. In
case they match, for instance, when one of the
elements in P is recognized by an element in C, omit
this element. Otherwise, keep this element in C in the
set of receptors (detectors).

After forming the set of receptors (M), the other phase
of the algorithm is to follow the system for the presence of
non-self models (Figure 1(b)). In this case, a P * set of
protection is formed. This set is composed of the P set,
other new models or of a completely new set. For all the
elements of the set of receptors matching the non-self
models, control whether you recognize an element of the P
set or not (matching). In case a matching occurs, then a
non-self model is said to be recognized and the reaction
should initiate. In detecting the non-self case, the result
may vary depending upon the evaluation problem of the
action; and it is out of the model recognition scope of the
negative selection algorithm.

Detector set /
Detektor Kiimesi
™)

kiimesi (P)
- - No/ Hayir
orm nominees Detector/
/Adaylari olustur ~ |—> Detektor
© ™M)
Yes/ Eve
Cancel/
Iptal
(@)

Protected set/
Korunan Kiime
(P*)

No/hayir

Yes/Evet

Non-self/
belirlendi

(b)

Figure 1. Model recognition through negative selection algorithm a) forming the detector set, b) Pursuing the presence of non-

self substances [7].

Sekil 1. Negatif se¢im algoritmasi ile model tanima a)detektor kiimesini olusturma, b)istenmeyen (nonself) maddelerin varligini

takip etmek[7].
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2.2. Klonal Secim Mekanizmasi

Klonal se¢im mekanizmasi, negatif se¢imin roliinii
tamamlayict olarak, bir “nonself” hiicre bir “B” hiicresi
tarafindan tanindigi zaman nasil bir bagisiklik tepkisi
verilecegini agiklamak i¢in kullanilmaktadir (4). Sekil 2
klonal se¢im mekanizmasini gostermektedir.
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2.2. The Clonal Selection Mechanism

The clonal selection mechanism, which is
complementary to the role played by the negative
selection, is used to account for how an immunity reaction
is to be given when a non-self cell is recognized by a “B”
cell (4). Figure 2 shows the clonal selection mechanism.

Selecnon/Seglm

loning (Increasing in amoun
/ Klonlama

ﬂ ?’ Gogaltma

Differentation/
Farkhlastirma

U- u Memory cells/ [l U-

#i ‘:;.Haflza hiicreleri @

A
¥y

Figure 2. The Clonal selection principle
Sekil 2. Klonal se¢im prensibi(7)

Bir antijen viicutta tespit edildigi zaman, kemik
iliginden antikor iretilerek bagigiklik tepkisi veren
hiicreler salgilanir (B lenfositleri). Bu antikorlar (hiicre
algilayicilar1) antijenlerle birlestigi zaman yardimei-T
hiicrelerinden gelen sinyallerin de etkisi ile B-hiicresini
uyarir. B-hiicresi uyarma ile birlikte ¢ogalir (béliiniir) ve
plazma hiicreleri denilen terminal (bdliinmeyen) antikor
salgilayan hiicrelere  doniisiir  (farklilagma).  Hiicre
boliinmesi siireci (mitoz) bir klon (kopya) olusturur. Bu
klon bir tek yavru hiicre veya bir kiime yavrudur. Beyaz
plazma hiicreleri en aktif antikor salgilayicilaridir. Ayrica,
hizli sekilde boliinen biiyiik B lenfositleri de daha diisiik
bir oranda antikor salgilarlar.

Lenfositler ¢ogalma ve/veya plazma hiicrelerine
doniismenin  (farklilasma) disinda  uzun  Omiirli-B
hiicrelerine (hafiza hiicreleri) doniisebilirler. Hafiza

hiicreleri kan, lenf, dokular boyunca dolasir ve ikinci bir
antijjenik durumla karsilagildiginda yiiksek benzerlikte
antikorlar iiretme kabiliyetinde olan biiyiik lenfositlere
doniisebilir (7).

Bagisiklik sisteminin en &nemli &zelligi kuskusuz
ogrenmedir. Bagisiklik sistemindeki dgrenme, antijenleri
tantyarak kendini kanitlayan lenfositlerin  goreceli
popiilasyon biiyiikliigiinii (kopyalama ile) ve antijenlere
olan benzerliklerini artirmalarimi (farklilasma) igerir (7).

Normal bir bagisiklik sistemi evriminde, organizma, bir
antijen ile hayati boyunca defalarca karsilasir. Bir antijen
saldirisina ilk tepki her biri farkli benzerlik derecesinde
antikor tireten, diisiik benzerlik degerine sahip B hiicreleri

Plasma cells
/Plazma hiicreleri

When an antigen is detected in the body, the cells
leading to an immune response are secreted through the
production of antibody from the bone marrow, (B
lymphocytes). These antibodies (cell receptors), when
combined with antigens, forewarns the B cell together
with the influence of incoming signals from the assisting T
cells. The B cell increases in amount (divides) and
transforms into the cells (differentiation) which provide
terminal antibodies (non-divided) called the plasma cells.
The cell division process (mitosis) brings a clone (copy)
into existence. This clone is a young cell or a set of young
cells. The white plasma cells are the most active secretors
of antibodies. Furthermore, the big B lymphocytes being
divided rapidly secrete antibodies at a lower rate.

Apart from multiplication and transformation into
plasma cells (differentiation), the Ilymphocytes can
transform into long-lived B cells (memory cells). The
memory cells circulate along the blood, the lymph and the
tissues; and when they encounter a second antigenic case,
they can transform into big lymphocytes capable of
producing antibodies with higher affinity (7).

The most important peculiarity of the immune system
is, of course, the learning process. The learning process in
the immune system includes the relative size of the
population regarding the lymphocytes (through copying)
exposing themselves via recognizing the antigens, and
increasing their similarities with the antigens
(differentiation) (7).

In a normal system of evolution, the organism meets an
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tarafindan verilir. Bagisiklik sisteminin 2. saldirtya verdigi
tepkinin etkinligi ilk enfeksiyon sonucunda olusan hafiza
hiicrelerinin varligt ile artirilir. Hafiza hiicreleri, yiiksek
benzerlikte antikor {retebilirler. Bu strateji ile her
enfeksiyondan sonra bagisiklik tepkisinin siirati ve
dogrulugu artar. Bu mutasyon ve se¢im algoritmasini
defalarca tekrar ederek, bagisiklik sistemi yiiksek
benzerlikteki antikorlar1 tiretmeyi “dgrenir”. Bu olay;
sistemin yetenegini siirekli olarak artirmayi saglayan bir
destekli 6grenme stratejisidir(6-7).

Klonal se¢im; Charles Darwin’in evrim teorisinin ii¢
temel fonksiyonu olan farklilastirma, cesitlendirme ve
dogal se¢im mekanizmalarini kullanir. De Castro ve Von

Zuben (6), bu mekanizmaya gore optimizasyon
problemleri igin asagidaki algoritmayr (CLONALG)
ortaya koymuslardir.

1. Optimize edilecek bir g(.), amag¢ fonksiyonu
bulunmaktadir. Bir antikorun benzerlik degeri, verilen
antikor i¢in hesaplanan amag fonksiyonunun degerine
karsilik gelir: her bir 4b; antikoru, girdi kiimesinin
(Ab) bir elemanidir.

2. Her bir 4b; i¢in f benzerlik degeri (amag fonksiyon

degeri) hesaplanir.
3. En ytiksek benzerligi (en yiiksek uygunlugu) gosteren
n tane antikor 45 kiimesinden secilir ve yeni bir

Ab{n} kiimesi olusturulur.

4. Segilen n tane antikor bagimsiz olarak ve antijenik
benzerlikleriyle orantili olarak klonlanir (kopyalanir),
klonlar bir C repertuari olusturur: secilen n antikorun

her biri i¢in olusturulan klon sayisi f benzerlik

degeri ile orantilidir. Daha yiiksek antijenik benzerlik
(daha yiiksek uygunluk degeri), daha fazla sayida klon
demektir.

5. C repertuari, antijenik benzerlik ile ters orantili olarak
olgunlastirma (hiper mutasyon) siirecine ugratilir. Bu
stire¢ sonunda olgunlastirilmis kopyalarin olusturdugu
bir C*; mutasyona ugratilmis kopyalar popiilasyonu
olusturulur. Kopyalarin mutasyona ugratilma orani
benzerlik degerleri ile ters orantilidir: Daha yiiksek
benzerlik (daha yiiksek uygunluk degeri), daha az
mutasyon orani demektir.

6. Mutasyona ugratilmis C° kopyalarmin  benzerlik
(uygunluk) degerleri hesaplanir.

7. En yiiksek uygunluk degerine sahip n tane antikor
yeniden segilir ve Ab kiimesine eklenir.

8. Son olarak, Ab kiimesinden en disiik benzerlik
degerine sahip d tane antikor, yeni olusturulmus
antikorlar ile degistirilir.

G.U. J. Sci., 17(1): 71-84, 2004/Orhan ENGIN, Alper DOYEN

antigen several times throughout its life. The first response

to an antigen attack is given by the B cells, each of which

produces antibodies at different affinity degrees and has a

low affinity value. The effectiveness of the response given

by the immune system towards the 2™ attack is increased
by means of the presence of the memory cells emerging as

a result of the first infection. The memory cells can

produce antibodies at higher affinity. Through this

strategy, the speed of the immune response and its
accuracy increases after each infection. The immune
system “learns” how to produce high-affinity antibodies
through the repetition of this mutation and selection
algorithm. This case is a supported learning strategy which
enables the system to increase its capability at a continuing

rate (6-7).

The clonal selection uses the three core functions of
Charles Darwin’s evolution theory, which are
differentiation,  variation and natural  selection
mechanisms. De Castro and Von Zuben (6) have proposed
the following algorithm (CLONALG) for the optimization
problems as regards to this mechanism.

1. A g(.) purpose function which is to be optimized exists.
The affinity value of an Antibody matches the value of
the purpose function calculated for the given antibody:
each 4b; antibody is an element of the input set (4b).

2. For each 4bj, 4 f affinity value (purpose function
value) is calculated.

3. An n amount of antibodies which show the highest
affinity is selected from the 4b set and a new 4b {n) is

formed.

4. An n amount of antibodies are cloned (copied)
separately, and in proportion to their antigenic
similarities. The clones form a C repertoire: The clone
amount formed for each of the selected n antibody is in
proportion to the f affinity value. A higher antigenic
similarity (a higher suitability value) means a higher
amount of clones.

5. The C repertoire, in reverse proportion to the antigenic
affinity, is exposed to the maturation process (hyper
mutation). At the end of this process, a C that the
mutated copies have formed, that is a population of
copies exposed to mutation, is formed. The rate of the
exposition regarding the copies is in reverse proportion
to the affinity values: A higher affinity value (higher
suitability value) means a lower rate of mutation.

6. The affinity (suitability) values of the C copies exposed
to mutation are calculated.

7. An n amount of antibodies with the highest suitability
value are reselected and added to the 45 set.

8. Finally, from the 4b set, a d amount of antibodies with
a low aftinity value is replaced with the newly formed
antibodies.
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Figure 3. Clonal selection algorithm for the optimization problems
Sekil 3.

3. YAPAY BAGISIKLIK SiSTEMINIiN
UYGULAMA ALANLARI

1- Bilgisayarlar viriislerden ve yetkisiz kullanicilardan
korumak model tanima aragtirmalari igin genis bir
arastirma alanidir. Bu alandaki problemler i¢in negatif ve
klonal secim mekanizmalari kullanilmaktadir. Negatif
secim; hata denetimi, anormal durum tespiti, bilgisayar ve
ag gilivenligi problemleri i¢in kullanigh iken, klonal se¢im
optimizasyon problemleri ve &grenme becerilerinden
dolay1 negatif se¢im ile beraber kullanilmaktadir.

Forrest ve dig. (5)’de r-ardigik bit kurali ve bir negatif
se¢im algoritmas1 kullanilarak “self” ve “nonself”
ayrnmina dayanan bir bilgisayar gilivenligi sistemi
incelenmistir. Sistem, Boliim 2.1°de verilen negatif secim
algoritmasi mantigina gore calismaktadir. Once bir
algilayicilar kiimesi olusturulmakta, sonra korunan veriler
olusturulan algilayicilar ile karsilagtirilarak izlenmektedir.
Eger iki dizideki ortak ardisik bitlerinin sayist bir r
sayisindan bilyllk veya esit ise, bir eslesmeden
bahsedilebilir. Caligmada ayrica, iki rastgele dizi arasinda
bir eslesme olma olasiligmi ve sistemin farkli
konfigiirasyonlar: i¢in degisiklik-tespit olasiligin1 tahmin
etmek tlizere formiiller verilmistir. Elde edilen sonuglara
gore, korunacak dizilerin sayisi arttikca, kullanilan
algilayicilarin boyutunun artmasina gerek yoktur. Tespit
olasiligl, bagimsiz tespit algoritmalarmin sayist ile {istel
olarak artmaktadir. Algilayici olusturmanin maliyeti “self”
kiimesinin bilyiikligii ile tistel artmaktadir.

Bir yapay bagisiklik sisteminin dagitilmis, saglam
(robust), dinamik, gesitlendirilmis, adapte edilebilen bir
sistem olmast Ozelliklerini kullanarak, bilgisayar agi
giivenligi  konusunda  yapilmis  ¢alismalar  (8-9)
bulunmaktadir. Bu yapay bagisiklik sistemlerinde,
bagisiklik sisteminin kullanisli  6zelliklerinin  hepsini
iceren temel bir tip algilayici tanimlanmistir. Algilayicilar
ikilik bir Hamming sekil-uzaymnda bit-dizileri ile
gosterilmistir. Tespit olayi, iki dizi arasindaki r-ardisik
bit’in eslesmesi siireci ile saglanir. Negatif secim ile

Optimizasyon problemleri i¢in klonal se¢im algoritmasi(6).

3. APPLICATION AREAS OF THE
ARTIFICAL IMMUNE SYSTEM

1- Protecting computers against viruses and unauthorized
users constitutes a large area for model identification
studies. The negative and clonal selection mechanisms are
used for the problems in this area. The negative selection
is practical for problems of error detection, anomaly
situation detection, computer and network security while
the clonal selection is used with problems of optimization
and with the negative selection due to learning
capabilities.

In (5), Forrest et al. a computer security system based
on the “self-” and “non-self-” distinction by using r-
successive bit rule and a negative selection algorithm has
been studied. The system works on the basis of the
negative selection algorithm given in Section 2.1. At first,
a set of receptors is formed, and then the protected data are
compared with the formed receptors and observed. If the
amount of common successive bits in the two series is
bigger than or equal to a » number, a matching situation
can be mentioned. Also, in the study, some formulae have
been introduced to predict the matching probability
between two random series and the alteration-detection
probability for different configurations pertinent to the
system. In the light of the data gathered, there is no need
to increase the size of the receptors used as long as the
number of the protected series is on the increase. The
probability of the detection increases exponentially with
the number of independent detection algorithms. The cost
of forming receptors increases in direct proportion to the
size of the “self” group.

Studies have been conducted in the field of computer
network security through the use of the distributed, robust,
dynamic, varied, adaptable features of this artificial
immune system (8-9). In these artificial immune systems,
one basic receptor which includes all the useful features
has been defined. The receptors have been shown on a
dual Hamming shape-space with the bit series. The
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birlikte yalin algilayicilarin  hafiza  algilayicilarina
olgunlastirilmast sistemin O6grenme kisminin
sorumlulugudur. Kurulan yapay bagisiklik sistemi, bir
smiflandirict sistemin (classifier system) c¢ogu onemli
ozelligi ile ortiismektedir. Onerilen YBS, her birinde 100
algilayicinin bulundugu, 50 bilgisayardan olusan bir ag
sisteminde; sekiz tane normal dis1 olayin tamamini tespit
etmistir. Bu alandaki bazi sistemler, bir ayda, milyonlarca
yanlig alarm verirken; Onerilen sistem giinde ortalama iki
yanlig alarm vermistir.

Somayaji ve dig.(10)’de, biyolojik bagisiklik sistemine
dayanarak  bir  bilgisayar  bagisiklik  sisteminin
geligtirilmesi siirecini genis bir sekilde anlatmiglardir.
Bagisiklik  sisteminin  kullanilabilir  prensiplerini  ve
uygulama i¢in miimkiin olan yap1y1 ortaya koymuslardir.
2- Yapay bagisiklik sisteminin uygulama alanlarindan biri
de optimizasyon problemleridir. De Castro ve Von Zuben
(6-7) optimizasyon problemleri i¢in kendilerinin onerdigi
CLONALG algoritmasin1 kullanmiglardir. CLONALG
algoritmasin1 30 sehirli bir gezgin satict problemine
uygulamiglardir. Problem i¢in ¢aligmada bir tam sayili
sekil uzay1 (shape space) kullanilmistir. L uzunlugundaki
tamsay1 degerli vektorler, C={1,2,....L} elemanlarmin
permiitasyonlarindan olusur ve bu vektorler miimkiin
turlart belirtirler. Tamsay1 vektoriiniin her bir bileseni bir
sehri gosterir. Her bir turun toplam uzunlugu, bir tura
karsilik gelen vektoriin  benzerlik Olgiisiinii  verir.
Mutasyon basitge, turlart belirten antikorlar i¢indeki sehir
ciftlerinin yerlerini degistirmek ile saglanir. Caligmada,
Moscato ve Fontanari (24) tarafindan ele alman problem
YBS ile ¢oziilmistiir. Popiilasyon biiyiikliigi (antikor
popiilasyonu) 300 bireydir. Her 20 nesilde bir, antikorlarin
en kotii %20°lik kismi yenileri ile yer degistirir. Algoritma
300 adim sonra, optimal sonuca ulagsmustir.

Costa ve dig.(11)’de, paralel makinalarda toplam
tamamlanma zamaninin (makespan) enazlanmasi problemi
iizerinde durmuslardir. Calismada CLONALG algoritmast
tizerine kurulan bir yapay bagisiklik sistemi modeli ile
bazi  sezgiseller  karsilastirilmistir.  Karsilastirilan
sezgiseller; LPT, Multifit, Lokal Arama ve Tavlama
Benzetimidir. Problem i¢in her olurlu ¢6ziim, 6rnegin tam
bir c¢izelge, sabit »n Dbiyiikliiginde bir dizi olarak
kodlanmustir. Dizi iizerindeki her pozisyon bir siirec ile
iligkilidir. Her ¢ pozisyonunun degeri islemin
yerlestirilecegi makineyi belirtir.

Popiilasyonun her bir antikoru (¢dziimil) icin bir
benzerlik (affinity) degeri vardir. Asagidaki denklemde
gosterilen bu benzerlik degeri, ¢ozliimiin kalitesini yansitir:

LB
(1+M(k) - LB)
Burda; M(k); k antikoru ile gosterilen ¢oziimiin toplam
tamamlanma zamanini  (makespan)  gosterir. LB
problemin alt limitini belirtir. Bu alt limit, tiim islem
zamanlar1 toplaminin islemci sayisina orant ile bulunur.
Denklemdeki payda; M(k)’'nin LB’ye yakin oldugu
durumlarda benzerligin daha yiiksek olmasimi dolayisiyla
¢Ozilimiin iyilesmesini saglar.

Durdurma kriteri, en iyi ¢Oziim iizerinde ilerleme
saglamadan gegen belirli bir nesil sayisidir, ayrica bir
zaman siniri da verilmistir. Algoritma, 390 6rnek problem
lizerinde test edilmistir, her bir igin islem siiresi [/1,k]
araliginda uniform dagilimdan segilmistir. Algoritma diger

Benzerlik(k) =
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detection case is supplied by means of the matching
process between the two r-successive bits. The task in
which the plain receptors is maturated towards the
memory receptors through the negative selection is the
responsibility of the learning part of the system. The
established artificial immune system matches most of the
features owned by a classifier system. The suggested AIS
(artificial immune system) has thoroughly detected eight
abnormal cases in a system of network consisting of 50
computers in each of which 100 receptors are found. Some
systems used in this area give millions of false alarms per
month whereas the suggested system gives on axtrage, two
false alarms daily.

In (10), based on their accounts on the biological
immunity system, Somayaji et al. have explained in detail
the improvement process of a computer immunity system.
They have revealed the working principles of the immune
system and the possible structure for the application.

LB

(1+M(k) - LB)

2- One of the application areas of the artificial immune
system is optimization problems. De Castro and Von
Zuben (6-7) have used the CLONALG algorithm, which is
their own proposition, for the optimization problems. They
have integrated the CLONALG algorithm into a problem
of a wandering vendor with 30 cities. In the study, a shape
space with a whole number has been used. The L-length
vectors having whole number values consist of the
permutations of C={1,2, ...,L} elements and these vectors
determine the probable tours. Each component of the
whole number vector indicates a city. The total length of
each tour presents the affinity scale of a vector
corresponding to a tour. The mutation is simply provided
with the replacement of the city pairs in the antibodies
indicating the tours. In the study, the problem dealt by
Moscato and Fontanari (24) has been solved by means of
the AIS. The size of the population (antibody population)
consists of 300 entities. Once in every 20 generations, the
worst 20 % part of the antibodies is replaced with the new
ones. The algorithm reached the optimal result after 300
steps.

In (11), Costa et al. have dealt with the problem of the
reduction of the total completion time (make-span) in
parallel machines. In the study, an artificial immune
system model established on the CLONALG algorithm
has been compared with some intuitions. The compared
heuristics are the LPT, Multifit, Local Search and
Dampening Comparison Simulated Annealing. Every
possible solution for the problem, for instance, a complete
chart, has been coded as a series with a constant n size.
Each position on the series is related with a process. The
value of each i position indicates the machine in which the
process is to be positioned. There is an affinity value for
each antibody (solution) of the population. This affinity
value shown in the equation below denotes the quality of
solution.

Here M(k) indicates the total completion time of the
solution (make-span) shown through the & antibody. LB
indicates the lower limit of the problem. This lower limit
is calculated (found) according to the proportion of the
total of all the processing periods to the number of
processors.

Affinity(k) =



yontemlere gére daha iyi sonuglar vermistir, ozellikle
uzun iglem siireli ve az sayida makinenin oldugu
problemlerde algoritma oldukg¢a etkilidir. Yazarlar, iyi
performansin nedeninin bagisiklik sisteminin sundugu
yiiksek gesitlilikten kaynaklandigini belirtmiglerdir.

Atdlye tipi ¢izelgeleme problemlerine saglam (robust)
¢oziimler bulmak amaciyla Jensen ve Hansen (12)
tarafindan bir ¢aligma yapilmistir. Gergek bir sistem igin
optimal ¢izelgeler yerine, degisen sartlara gore iizerinde
kolayca degisiklik yapilabilecek ¢izelgelerin bulunmasinin
onemine dikkat ¢eken yazarlar, bu amaca yonelik bir
yapay bagisiklik sistemi gelistirmislerdir. Calismada her
biri bir miktar genetik dizi igeren kiitiiphaneler
kurulmustur, her dizi bir atdlye tipi problem kiimesi
¢Ozlimiiniin bir parcasidir. Atolye tipi probleme ¢6ziim,
her kiitiiphaneden dizileri segerek (bu dizi bir antikordur)
ve segilen dizinin kodu ¢6ziilerek bulunabilir. Her igin
baglama tarihleri degistirilerek bir antijen kiimesi elde
edilir. Bu antijenler, ¢esitli hatalar veya duraksamalar
nedeniyle mevcut planlardan farkli olarak ortaya ¢ikan
cizelgelere karsilik gelir. Caligmada, bir saglamlik dl¢iitii
tanimlanmistir. Bu 6lgilite goére yapilan degerlendirmeler
gostermistir ki, saglam ¢Oziimler mevcuttur ve bu
¢Oziimler YBS ile bulunabilir.

Hart ve dig.(13), her isin belirli baslama ve bitis
tarihlerinin oldugu atdlye tipi ¢izelgeleme problemlerinde
maksimum gecikmeyi, enazlamak icin yapay bagisiklik
sistemi modeli kullanmiglardir. Model iki asamali
caligmaktadir. Sistemin birinci agsamasinda, fabrikada en
sik kullanilan ortak is ¢izelgeleri modellerini tespit etmek
icin genetik algoritma(GA) ile birlestirilmis bagisiklik
sistemi yaklasimi kullanilmaktadir. Tkinci asamada, tespit
edilen modelleri kullanarak yeni gizelgeler iiretmek icin
dogal bagisiklik sistemlerinin kombinatorik 6zellikleri
modellenmigtir. Sonuglar, genis c¢apli bir arastirma
prosediirii  kullanan bir model ile karsilastirilmistir.
Onerilen algoritma oldukca basarili sonuclar vermistir,
sOyle ki, daha Once ortaya ¢ikan herhangi bir duruma
karsilik gelen cizelgeler kolaylikla tekrar
olusturulabilmektedir.

Mori ve dig.(14), bir yari iletken iiretim hattin1 kontrol
etmek igin genel bir otonom dagitilmig sistem
tanimlamigslardir. Caligmalarinda, tiretim hattinin kontroli
bir ajanlar (agents) kiimesi (detector, mediator, inhibitor
ve restoration ajanlari) ile yapilmaktadir. Her bir ajan
iretim hatti ve diger ajanlarla iliski igindedir. Bu iligki
omurgali bagisiklik sistemindeki iliskiye dayanmaktadir.
Omegin, dedektér ajanlar, bagisiklik sistemindeki B-
hiicrelerine karsilik gelir ve sistemdeki belirli aksakliklart
tespit etmek icin  kullanilir.  Sistem  pratikte
denenmemesine ragmen, caligmada sistemin gergek-
zamanli karar vermede ve degisen ¢evreye uyum
saglamada bagarili olacagi iddia edilmistir.

3- Dasgupta, ve Forrest (15), alet hatasi tespiti igin bir
yapay bagisiklik algoritmasi gelistirmislerdir. Metod;
bagisiklik sisteminin self (viicut elemanlari) ve nonself
(yabanct elemanlar) hiicreleri birbirinden ayirmayi
saglayan negatif-se¢cim mekanizmasindan ilham almistir.
Bu uygulamada ‘self’, normal  kesme operasyonu
degerlerini, “nonself” ise izin verilen kesme kuvveti
farkliliginin  6tesinde herhangi bir sapmay1 belirtir.
Onerilen algoritma, torna operasyonlar1 igin  bir
simiilasyon ¢aligmasi ile gosterilmis ve kalem ucunun
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The denominator in the equation, , makes it possible for
the affinity to be higher in situations in which M(k) is
close to LB and thus makes it posibble for the solution to
get ameliorated.

The ending criterion is a definite generation number
elapsing without making a progress regarding the best
solution; furthermore, a time limit has been given. The
algorithm has been tested on 390 sample cases; and the
processing time of each task has been selected from the
uniform distribution in the /1,k] interval. The algorithm
has yielded better results when compared to other
methods; the algorithm is quite effective particularly for
the long time-span problems and for the problems in
which there are fewer machines. The authors have stated
that the cause of the good performance is the higher level
of variety presented by the immune system.

A study has been conducted by Jensen and Hansen (12)
for the purpose of finding out robust solutions to the
atelier-type charting problems. Instead of optimal charts,
the authors, who have emphasized the finding of charts on
which one can easily make alterations according to
varying conditions for a real system, have developed an
artificial system for this purpose. In the study, some
libraries each of which is consisted of some genetic series
have been established; each series is a part of the solution
regarding the atelier-type problem set. The solution to the
atelier-type problem can be found by way of selecting the
series from each library and then decoding the series
selected. An antigen is formed by way of changing the
starting dates of each task. These antigens correspond to
the charts that arise differently out of the existing plans
due to various errors or lapses. In the study, a criterion of
robustness has been defined. The evaluations made
according to this criterion have indicated that robust
solutions are available and these solutions can be found
through AIS.

Hart et al. (13) have used the artificial immune system
to reduce the maximum delay in the atelier-type charting
problems in which each task has a certain starting and
ending date. The model has two phases. In the first phase
of the system, an immune system approach combined with
genetic algorithm is used to detect the models of common
task charts that are frequently used in the factory. In the
second phase, the combinatory features of natural immune
systems have been modeled in order to produce new charts
through the use of the models detected beforehand. The
results have been compared with a model that uses a large-
scale research procedure. The suggested algorithm yielded
quite successful results; for instance, the charts that have
come out earlier and corresponded to any situation could
easily be reconstituted.

Mori et al. (14) have defined a general system
distributed autonomously in order to control a semi-
conductive production line. In their study, the control of
the production line is carried out with the help of a set of
agents (detector, mediator, inhibitor and restoration
agents). Each agent is interrelated with the production line
and other agents. This relation is based on the relation
found in the vertebrate immune system. For instance, the
detector agents correspond to the B-cells of the immune
system; and they are used to detect certain drawbacks in
the system. Even though the system has not been tested
practically, it has been asserted that the system could
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bozulmast durumunda algoritmanin bunu tespit etme
performanst belirlenmistir. Algoritma, tiim test durumlari
icin kalem ucundaki bozulmalar tespit etmistir.

4- Lee ve dig.(16), yapay bagisiklik sistemini dagitilmis,
otonom robot sistemine (DARS-Distributed Autonomous
Robot System) uygulamislardir. Her robot; bir “B”
hiicresi, her bir ¢evresel durum; bir antijen, bir davranis
stratejisi; bir antikor ve bir kontrol parametresi de bir “T”
hiicresi olarak ele almmistir. Sistemin ¢alismasinda;
cevresel durum degistiginde her robot uygun bir davranis
stratejisi secer ve onun bu davranis stratejisi iletisim ile
diger robotlar tarafindan tetiklenir ve yayilir. Sonugta en
cok kabul goren strateji, kiimenin davranis stratejisi olarak
belirlenir. Bu kontrol semas: klonal se¢im ve idotopik ag
hipotezine dayanir. T hiicre modellemesi kullanilarak,
robotun dinamik ortamlara uyum yetenegi gelistirilmistir.
5- Dasgupta ve Forrest (17), zaman serileri verilerindeki
farklilagmalar1 tespit etmek {izere bir negatif secim
algoritmast  Onermislerdir. Zamanla kesme kuvveti
degerleri degismektedir.izin verilen sapmamn Stesindeki
degerler sistemdeki ‘non-self” leri belirtmektedir. Sistemin
elemanlarini tasvir etmek i¢in bir ikilik Hamming sekil-
uzay1 uygulamiglar ve algilayicilar ile kodu ¢oziilmiis veri
arasindaki algilamanin derecesini belirlemek igin bir r-
ardigik bit kurali uygulamislardir. Yazarlar iki veri seti
icin sonuglar1 vermislerdir: bir tornalama operasyonunun
kesici dinamikleri ve bir sentetik sinyal. Eslestirme
fonksiyonu ile secilen r-ardigik bitlerinin sayisinin
hatalarin tespitindeki riskin giivenilirligini etkiledigini
gostermislerdir.

4. GENETIK ALGORITMALAR(GA) ILE
YAPAY BAGISIKLIK SISTEMLERININ
KARSILASTIRILMASI

Biyolojik rastsal arama tabanli genel amagli sezgisel
yontemlerden birisi de Genetik Algoritmalardir. Genetik
algoritma, parametre kodlama esasina dayanan bir arama
teknigidir  (1). Genetik algoritmayr diger arama
yontemlerinden farkli kilan 6zellikler (2):

1. Genetik algoritma parametre setlerinin kodlart ile
ilgilenir, parametrelerin  kendileri ile dogrudan
ilgilenmez.

2. Genetik algoritmanin arama alani, yiginin veya
popiilasyonun tamamidir, tek nokta veya noktalarda
(¢6ziim kiimesi daraltilmis bolgelerde) arama yapmaz.

3. Genetik algoritmada amag fonksiyonu kullanilir, sapma
degerleri veya hata faktorleri kullanilmaz.

4. Genetik algoritmalarin  uygulanmasinda kullanilan
operatorler, stokastik yontemlere dayanir, deterministik
yontemler kullanilmaz.
Genetik  algoritmalarda

kullanilmaktadir. Bunlar(3);

1. Parametre kodlama operatori,

2. Ureme operatorii,

3. Caprazlama operatorii,

4. Mutasyon operatdrii.

Yapay bagigiklik sistemleri genetik algoritmalarda
oldugu gibi, biyolojik esasli rastsal arama tabanl bir genel
amach sezgisel yontemdir. GA’da oldugu gibi yapay
bagisiklik sistemlerinde de ¢oziim uzay1 kodlanir.

Her iki yontemde de uygun ¢oziim popiilasyon
igerisinde aranir. Genetik algoritmalarda popiilasyon

dort  ayr1  operatdr
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ensure success in making real-time decisions and in
adapting to the changing environment.

3- Dasgupta and Forrest (15) have developed an artificial
immune algorithm for device error detection. The method
has been inspired by the negative selection mechanism
which makes it possible for the self (body elements) and
non-self cells (external elements) of the immune system to
get separated from each other. In this application, the ‘self’
indicates the normal values of the separation operation
while the ‘non-self” shows any deviation beyond the
allowed separation force divergence. The suggested
algorithm has been shown through a simulation study for
lathe operations; and in case the nib is damaged, the
performance of the algorithm to detect this damage has
been determined. The algorithm has detected the damages
in the nib for all the test cases.

4- Lee et al. (16) have integrated the artificial immune
system into the distributed autonomous robot system
(DARS - Distributed Autonomous Robot System). Each
robot has been dealt with as a B cell, each environmental
situation as an antigen, a strategy of behavior as an
antibody, and a control parameter as a T cell. The system
functions as follows: when the environmental situation
changes, each robot selects a suitable strategy of behavior
and its strategy of this behavior is triggered through
communication by other robots and it becomes spread. As
a result, the most widely accepted strategy is regarded as
the strategy of behavior pertinent to the set. This control
scheme is based on the clonal selection and idotopic
network hypothesis. The adaptation skills of the robot in
dynamic environments have been improved through the
use of T-cell modeling.

5- Dasgupta and Forrest (15) have proposed a negative
selection algorithm in order to find out the data variations
in time series. The separation values change in the course
time. The values beyond the allowed deviation determine
the ‘non-self’s in the system. They have applied a dual
Hamming shape-space in order to describe the elements of
the system; they have put an r-successive bit rule into
practice to find out the perception degree between the
receptors and the decoded data. The authors have provided
the results for the two data sets: the intersecting dynamics
of a lathing operation and a synthetic signal. They have
indicated that the number of r-successive bits selected by
means of a matching function influences the reliability of
the risk in detecting the errors.

4. A COMPARISON OF GENETIC
ALGORITHMS (GAs) TO ARTIFICIAL
IMMUNE SYSTEMS

One of the general purposed heuristic methods based on
biologically coincidental search is Genetic Algorithms.
The genetic algorithm is a search technique based on
parameter coding (1). The features that make the genetic
algorithm different from other search methods are as
follows:

1. The genetic algorithm is related with the codes of
parameter sets; it does not have to do with the
parameters themselves directly.

2. The search field of the genetic algorithm is the whole
population or the mass; it does not conduct search
operations within a single point or points (in areas



icerisindeki her bir birey kromozom olarak adlandirilir
iken yapay bagigiklik sistemlerinde antikor olarak
isimlendirilir.

GA’da yeni nesiller {ireme operatori yardimi ile
olusturulurken yapay bagisiklik sistemlerinde benzerlik
degeri (uygunluk degeri) ile orantili bir kopyalama
(klonlama) ile olusturulur.

Her iki yontemde de ¢oziime ulasmada popiilasyon
biiytikliigii 6nemli bir parametredir. Genetik algoritmada
optimal veya optimale yakin ¢6ziime ulagsmada kullanilan
en Onemli operatdr caprazlama operatoridiir. Yapay
bagisiklik  sistemlerinde  caprazlama  operatdrleri
kullanilmamaktadir.

Mutasyon, her iki yontemde de ortak kullanilan bir
operatordiir. Mutasyon operatdrii, algoritmalarin yeni
¢oziimlere ulagsma, yeni ¢oziimler kesfetme siirecinde ince
ayar yapmasini saglar. Mutasyon ydnteminde mutasyon
oraninin  belirlenmesi  onemlidir. Genelde GA’da
mutasyon orani oldukga kiigiik (%1) segilmesine ragmen
yapay bagisiklik sistemlerinde biiyliik mutasyon oranlar
se¢ilmektedir.

Her iki yontemde de ¢6ziime ulagsmada kullanilacak
nesil sayisi ¢6ziimiin ilk agamasinda segilir.

Genellikle iki yontemin kodlama semalar1 ve
degerlendirme fonksiyonlar1 farkli olmasa da evrimsel
arastirma siirecleri; ilham kaynaklari, kullanilan terimler
ve adimlarin sirasi1 farklilik gosterir.

GA’y1 basarili kilan popiilasyonun tamaminda arama
yapmast ve lokal optimallige takilmadan en iyi aday
¢oziime dogru odaklanmasidir. Yapay bagisiklik
algoritmalari, GA’ya goére daha g¢esitli lokal optimal
coziimlere ulasabilmekte fakat global optimuma dogru
nispeten daha az bir egilim gostermektedirler. Bu nedenle,
optimizasyon ve statik cizelgeleme uygulamalarinda
YBS’nin optimum ¢6ziime ulagma performansi GA kadar
iyi degildir.

Dasgupta (25), YBS’nin bir problem ¢dzme metodu
olarak bagarili olmasinda asagidaki 6zelliklerinin 6nemine
dikkat ¢ekmistir.

e Tanima

Cesitlilik

Ogrenme

Hafiza

Dagitilmis algilama

Kendi kendini diizenleme

Esik degeri mekanizmasi

Dinamik koruma

Yaklasik algilama

Bu ozellikler, YBS’nin ozellikle bilgisayar ve ag
giivenligi uygulamalarinda, dinamik ¢evredeki is
cizelgeleme problemlerinde, hata tespiti uygulamalarinda
GA veya baska herhangi bir yonteme gore iistiin olmasini
saglamaktadir.

Son yillarda ozellikle bilgisayar—-ag giivenligi, ve
dinamik ¢izelgeleme alanlarinda gittikge artan sayida
caligma yapilmaktadir. Bilgisayar giivenligi konusunda
virlis ve benzeri yabanci zararlilarin, dogal bagisiklik
sistemleri i¢in zararli antijenlere karsilik geldigi
diistiniiliirse, YBS’nin bu tip problemler i¢in basarili
sonuclar verecegini tahmin etmek zor olmayacaktir.
Benzer sekilde, dogal bagisiklik sisteminde, optimal
yapidaki ve sayidaki antikorlarin gelistirilmesi ve
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where the solution set is narrowed down).

3. The purpose function is used in the genetic algorithm,
but no deviation values or no error factors are used.

4. The operators used in the application of genetic
algorithms are based on stokastik methods; and
deterministic methods are not used.

Four different operators are used in genetic algorithms
being (3):

1. The parameter coding operator,

2. The reproduction operator,

3. The crossover operator,

4. The mutation operator.

Artificial immune systems are treated as a biological
and coincidental search-based general-purpose heuristic
method as in genetic algorithms. As in GA, the solution
space is coded in artificial immune systems.

The appropriate solution is searched within the
population in both systems. In genetic algorithms each
individual in the population is called a chromosome
whereas in artificial immune systems it is called an
antibody.

The new generations are formed by means of the
reproduction engine in GA whereas in artificial immune
systems they are formed through copying (cloning) in
proportion to the affinity value.

In both systems the population size is an important
parameter. The most important operator, which is used to
reach an optimal or a more-or-less-optimal solution is the
crossover operator. The crossover operators are not used in
artificial immune systems.

The mutation operator is an operator that can be used in
both methods. The mutation operator makes it possible for
algorithms to conduct fine-tuning operations in the process
of reaching and discovering new solutions. To determine
the ratio of mutation is essential in the mutation method.
Generally, in artificial immune systems higher mutation
ratios are selected while in GA the selection of ratios
become at a rather low level (1%).

In both methods the number of generations to be used in
reaching the solution is selected in the initial phase of the
solution.

Even though the coding schemes and the evaluation
functions are not generally different, evolutional searching
processes, inspiration sources, the terms used and the order
of steps are different.

What makes GA successful is that it conducts searching
operations in the whole population and that it focuses on
the best possible would-be solution without being hindered
by local possibilities. Artificial immune algorithms, when
compared to GA, can reach various local optimal
solutions; however, they have relatively little tendency
towards the global optimum. Arising out of this, AIS is not
as good as GA in terms of its performance in reaching the
optimum solution in applications of optimization and static
charting.

Dasgupta (25) has emphasized the importance of the
following features regarding AIS as a problem-solving
method and its success.

e Recognition
e Variation
e Learning
e Memory
Distributed perception
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evrimlestirilmesi siireclerini taklit ederek optimizasyon
problemleri i¢in etkin algoritmalar gelistirilmistir. Aniden
ortaya cikan yeni bir zararli antijene karsi, dogal
bagisiklik  sisteminin  gelistirdigi  tepki  silirecinde
uyguladigi tanima, hafiza, ve etkin antikorlari iiretme
mekanizmalar1 dinamik ¢izelgeleme problemlerinin
basarili sekilde ¢6ziimil i¢in kullanilmistir. YBS, bu tip
uygulamalarda da oldukg¢a basarili olmustur.

5. SONUCLAR

Yapilan calismada, heniiz olduk¢a yeni bir problem
cozme teknigi olan yapay bagisiklik sistemleri
incelenmistir. Yapay bagisiklik sistemleri, yapay sinir
aglart ve genetik algoritmalara benzer sekilde, bazi
biyolojik sistemlerin 6zet modelleridir ve bir ¢ok alanda
uygulamasi bulunmaktadir.

Calismada oOncelikle Yapay Bagisiklik Sistemleri’nde
kullanilan  dogal  bagistklilk  mekanizmalari, bu
mekanizmalara dayanan algoritmalar verilmistir. Bu
mekanizmalara dayanan modeller ile farkli problemlerin
¢ozlimleri i¢in yapilmig ¢alismalardan bahsedilmistir. Bu
caligmalardaki sonuglara goére YBS farkli uygulama
alanlarinda olduk¢a tatmin edici sonuglar vermistir. Son
yillarda ozellikle bilgisayar-ag giivenligi, ve statik-
dinamik is ¢izelgeleme alanlarinda gittikge artan sayida
calisma yapilmaktadir.

Ilk olarak Bagley (1967) tarafindan ortaya g¢ikarilan
genetik algoritmalar son 30 yildir birgok optimizasyon
probleminin ¢dziimiinde optimum veya optimuma yakin
¢oziimler sunmustur (1). GA, popiilasyonun tamaminda
arama yapmakta ve lokal optimallige takilmadan en iyi
aday ¢6ziime dogru odaklanmaktadir. Yapay bagisiklik
algoritmalar1 ise GA’ya goére daha fazla lokal optimale
ulagabilmekte fakat global optimuma dogru nispeten daha
az bir egilim gostermektedirler. Literatiirdeki ¢ok amagl
optimizasyon problemlerinde yapay bagisiklik
algoritmalar1  iyi  sonuglar  vermesine  ragmen
kombinatoriyel optimizasyon problemleri ig¢in mevcut
algoritmalarin  gelistirilmesi gerekmektedir. Kuskusuz
yapilan az sayidaki ¢alisma yetersiz kalmis, kurulan az
sayidaki algoritma ve caligmalarda kullanilan nispeten
benzer arama operatdrleri benzer sonuglarin ortaya
¢ikmasina neden olmustur. YBS ise dogal bagisiklik
sistemlerinin uygulanabilir 6zelliklerinden dolay1 desen
tanima, bilgisayar ve ag giivenligi ve dinamik ¢evrede is
cizelgeleme uygulamalarinda GA veya diger bagka
yontemlere gore bagarili olmustur.

Literatiirde 6nerilen algoritmalarin i¢indeki kopyalama,
mutasyon vs. gibi siireglerin iyilestirilmesi veya Onerilen
algoritmalarin baska tekniklerle melezlenmesi ile daha
kaliteli ¢oziim veren algoritmalar elde edilebilir.
Algoritmalarin  ¢aligmas1 sirasinda dinamik sekilde
degisen kopyalama ve mutasyon oranlarmin zamanla
diizenlenerek optimal gekilde belirlenmesi i¢in 6grenme
algoritmalar1 veya bagka evrimsel sistemler (genetik
algoritmalar  gibi) kullanilabilir. Koétii  antikorlarin
tamamen silinmesi yerine tabu aramalarindaki gibi bir
tabu listesi i¢inde saklanabilecekleri bir prosediir
gelistirilebilir.
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Self-organising
Threshold value mechanism
e Dynamic protection
e Approximate perception

These features make AIS more superior than GA or any
other methods particularly in applications of computers
and network security, in work charting problems in
dynamic environments and in error-detection applications.

The number of studies has been increasing in recent
years particularly in areas of applications of computers and
network security and in work charting problems. About
computer security, for instance, if we consider that virus
and external threats can be regarded as harmful antigens
for natural immune systems, it will not be difficult for us
to predict that AIS can yield good results for these types of
problems. Similarly, in the natural immune system,
effective algorithms have been developed for optimization
problems through the imitation of the processes in which
antibodies at an optimal structure and number get
improved and become evolutionary. The recognition
mechanism, memory mechanism and the mechanism for
generating effective antibodies that the natural immune
system applies in the response process, which it has
developed, have been used to solve the dynamic charting
problems successfully against a new harmful antigen
appearing all of a sudden. AIS has been quite successful in
these types of applications.

5. RESULTS

In this study, artificial immune systems, which are
presently quite a new problem-solving technique, have
been investigated. Artificial immune systems, like the
artificial neural network and genetic algorithms, are
synoptic models of some biological systems and can be
applied in a number of areas.

In the study, natural immune mechanisms used
particularly in artificial immune systems and algorithms
based on such mechanisms have been introduced. The
models based on such mechanisms and the studies
conducted to show the solutions of various problems have
been explained. According to the results obtained in the
studies, AIS have yielded quite satisfactory outcomes in
different areas of application. An increasing number of
studies are being conducted in recent years, particularly in
such areas as computer-network security and static-
dynamic task charting.

The genetic algorithms introduced first by Bagley
(1967) have offered optimum or near-optimum solutions
to many optimization problems throughout the last 30
years (1). GA conducts search operations in the whole
population and focuses on the best possible would-be
solution without being hindered by locally optimum
solutions. Artificial immune algorithms, however, can
become far closer to local optimal solutions than GA does;
but they tend to become relatively less closer towards the
global optimum. Even though the artificial immune
algorithms yield better outcomes in multi-purpose
optimization problems in the literature, it seems necessary
to improve the existing algorithms in order to deal with
combinatory optimization problems. Without doubt, there
are few studies conducted in the area and they are
inadequate; in addition, the very few algorithms, that have



Artificial Immune Systems and Applications in .../ Yapay Bagisiklik Sistemleri ve Endiistriyel ...

been set up and the relatively similar search operators that
have been used, have resulted in similar outcomes. AIS, on
the other hand, have been more successful than GA and
other methods in applications of pattern recognition,
computer and network security, and task charting in
dynamic environments due to the applicability features of
natural immune systems.

More effective solutions can be obtained through the
improvements of processes like copying, mutation and so
on in the algorithms proposed in the literature or through
the hybridization of the proposed algorithms via other
techniques. The learning algorithms or other evolutionary
systems (e.g., genetic algorithms) can be utilized in order
for the copying and mutation ratios changing dynamically
in the course of the functioning of the algorithms to get
organized through time and thus be detected optimally. A
procedure in which bad antibodies can be put out of sight
in a tabu list as in tabu searches can be developed instead

of removing them thoroughly.
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