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Blockchain Based Information Sharing
Mechanism for Cyber Threat Intelligence

E. BUBER, O.K. SAHINGOZ

Abstract— In recent vyears, networked computers are
extensively used in every aspect of our daily lives. Besides, the
anonymous structure of the Internet results in an increase in the
number of attacks not only for individual users but also for local
area networks. Current attacks are more sophisticated, and they
are developed by experienced intruders with the use of
automated malware production methods. These organized
intrusions can go over the defense lines of the systems due to the
weakness of the detection/prevention mechanisms or carelessness
of individual users. After sneaking into the system, these attacks
can work until they are detected, and they can access many
critical resources of the company. Earlier detection of these
attacks is very trivial issue for the security admins. This can be
accomplished by acquiring the signature (critical information) of
the newest attacks as early as possible. One suggested solution is
the use of a Threat Information Sharing system, which is set up
between security firms and authorities. This approach enables
the distribution of the marks of the recent (zero-day) attacks and
the development of some proactive prevention mechanisms for
them. The use of both peer to peer and centralized sharing
mechanisms have some inherited deficiencies. Therefore, in this
paper, a pure decentralized cybersecurity information sharing
system is proposed with the use of blockchain technology. A
controlled decision-making mechanism, authorization
termination, and rule-sets maintenance are proposed to make
distributed decisions within the system. For making a decision,
two smart contracts should be used in the blockchain. One holds
the positive votes while the other holds the negative ones.
Members of the system are able to access cyber threat data by
using company-related queries. The system can facilitate the
integration of many data sources into cybersecurity management
system. Additionally, it enables us to collect in a single repository
that can be accessed for implementing real-time cybersecurity
applications.

Index Terms— blockchain, cyber threat intelligence,
information sharing, controlled decision-making mechanism,
smart contract.
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l.  INTRODUCTION

N RECENT years, computer technologies have been

developed rapidly and continue to evolve. This

development has also brought some negative effects with it.
Parallel to this enhancement, there is a steady increase in
cyber-attacks.
As a result of digitalization, not only the huge companies but
also the small ones (even single users) have become more
sensitive to the privacy and security of their data where much
of their personal information is stored in the cyberworld.

In the 2019 report of Ninth Annual Cost of Cybercrime
Study of Accenture [1], the average loss of companies
exposed to cyber-attack in 2018 increased to $ 13.0 M,
compared to $ 11.7 M in 2017. According to the report, the
increase in the last year is about 12% and the increase in the
last 5 years is about 72%. For the next five years, the total
value at risk from cybercrime is expected as $5.2 trillion.
Therefore, to preserve the companies, some additional
protection mechanisms should be constructed.

In traditional way the security of the network can be
established with the use of firewall mechanisms and intrusion
detection mechanisms (IDSs)[2][3][4]. Although the use of
these systems is very efficient, the success of them directly
related with the definition of threats and attacks in a quick and
up to date way for catching the zero-day type attacks.

Many companies do research on detection and prevention
systems to make their systems more secure against cyber-
attacks. Their experiences are stored as a knowledgebase in
their systems that construct intelligence. This intelligence can
either be gained after encountering some type of attacks or by
accessing this information over some servers, which are
maintained and shared by some security firms or agencies.
This shared information is called Cyber Threat Intelligence.
For example, Phishtank [5] shares URL addresses that are
used in a phishing attack to anyone. Some additional ones can
be listed as follows; IBM X-Force Exchange [6], Palo Alto
Networks Auto Focus [7], LogRhythm Threat Lifecycle
Management [8], FireEye iSIGHT [9], LookingGlass Cyber
Solutions [10], Normshield Inc. [11], Firehol IP Lists [12].

There are 3 different groups of companies who share their
cyber threat information as follows.
e Companies, which share the information free of charge
(e.g., government agencies)
e Companies, which share the information with a fee
(e.g., some commercial firms)
e Companies, which provide the information to users free
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of charge after a certain period from the detection of
threat, while charging for up to date sharing (e.g., some
commercial firms)

These companies can share the information either via their
web pages or through an API. Many companies prefer the
second method, and their cyber threat information can be
accessed from a single centralized platform by using an API.
In order to collect data from different platforms, users must
perform some additional efforts for each cyber threat
information server.

For the threat information sharing companies, the amount of
data stream is quite high. This data sharing can be either in
peer to peer communication model or in a client server
architecture. Each of them has some specific deficiencies.
Collecting and distributing data from a single data center slow
down the system and make it difficult to scale. It is thought
that sharing information with a distributed structure should be
more efficient than gathering and sharing in a single center.
Therefore, in this study, a blockchain-based approach was
proposed to share the cyber threat information data in a
distributed way.

Blockchain technology emerged as an acceptable solution
for a distributed solution. Setting up a blockchain network
gives trust to the information distribution service, which can
be on untrusted sources. The system also combines easy
access from anywhere in the world by using a global network
like the Internet, with cryptographic security to give each
member a fast and safe way to verify critical information by
establishing trust between them. Members (companies) can
easily add threat information for being accessible by each
member in the system. However, some information should
only be accessible by authorized users depending on their
membership type.

In this paper, a distributed cybersecurity information system
is proposed to keep the protection mechanism of the system up
to date. The system is designed with the blockchain
technology to enable a cryptographic security mechanism in a
distributed structure. Not only the reliability but also the up to
date cyber threat information are very critical for security
admins. An axiom for incorrect cyber threat information can
have very bad consequences. Cyber threat information can be
verified, and information can be extracted about the reliability
of this information, with the proposed blockchain mechanism.
Many companies can enter data about the same asset (e.g., IP).
They can enter cyber threat information for the same
malicious IP address. This makes it easier to analyze assets
that are false positive, while those that are harmful stand out.
The information added to the chain cannot be changed or
deleted due to the blockchain structure. This means that the
cyber threat information data for the system to be designed
should be stored continuously in a historical way.

In the proposal, some decisions need to be taken at some
stages. Therefore, a controlled decision-making mechanism is
designed to make the necessary decisions to ensure the
functioning of the system. This mechanism is built on a
voting-based system. Decision-making is carried out on a
distributed structure within the system. Smart Contracts are
generally preferred to solve his situation used.
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The rest of the paper is organized as follows: In the next
Section, the background information on blockchain
technology is explained. The proposed blockchain structure
for the cyber threat information system and detailed analysis
of this system is detailed in section Il and Section 1V,
respectively. Finally, the discussion and conclusion about the
topic are drawn.

Il. LITERATURE REVIEW

Cybersecurity is a very critical issue not only in civil life
but also in the military field [13]. Cyberpower and abilities are
among the most important power elements among states
today. Accordingly, we started to see blockchain technology
more and more every day in the military field as well as the
other fields [14]. The protection of personal data has become a
very important issue for all applications today. There are many
application areas where blockchain technology is applied in
the field of cybersecurity [15]. With the proliferation of the
Internet of Things (loT), the small devices we use in our daily
lives have become connected to the internet and can
communicate with each other. The security of data transfer
between these devices is a very important issue. 10T related
studies on networks and machine visualization, public-key
cryptography, web applications, certification schemes, and the
secure storage of Personally Identifiable Information (PI1I) are
included in the literature.

Systematic integration of the IoT and Cyber-Physical
Systems (CPS) into the supply chain has also brought new
complexities to the threat environment to increase operational
efficiency and quality. And 10T devices can be easily targeted
by attackers. [16] introduced an innovative blockchain-based
secure and privacy-preserving data sharing mechanism for lIoT
devices (specifically for smart cities). Identifying cyber threats
and planning the axioms required for possible cyber incidents
are routine procedures for many computer network systems.
Blockchain technology can be applied to intrusion detection
systems as it maintains data integrity and provides transaction
transparency [17].

For the threat information sharing companies, the amount of
data stream is quite high. This data sharing can be either in
peer to peer communication model or in a client server
architecture. Each of them has some specific deficiencies.
Some institutions share cyber intelligence data to reduce the
cost of cyber-attacks on a global scale. Integration of these
shared data into cybersecurity products and keeping these data
up to date can be costly. As a solution to this situation, studies
in which blockchain-based cyber intelligence data are shared
are proposed [18][19][20].

Blockchain-based systems have risks, as with any
application, associated with cyber-attacks [21]. For example,
weaknesses arising from blockchain code, vulnerabilities that
may result in end-user applications, weaknesses arising from
the application environment where blockchain application is
run, etc. These risks should be considered in the system to be
developed and should be minimized. Besides, blockchain can
also be used for cybersecurity such as visualization for
security management [22], cyber insurance for cyber risk

http://dergipark.gov.tr/bajece


http://dergipark.gov.tr/bajece

244

BALKAN JOURNAL OF ELECTRICAL & COMPUTER ENGINEERING, Vol. 8, No. 3, July 2020

management [23], and cyber forensics analysis [24].

Similar to these works, this technology can also be applied
in some new and popular concepts such as smart cities for
setting up an dynamic and distributes security mechanism by
also using different data transfer models such as publish
subscribe communication paradigm [25][26].

I1l. BLOCKCHAIN

Blockchain technology has become more popular in recent
years, with Bitcoin [27] and Ethereum [28]. Bitcoin and other
virtual currencies are built on blockchain technology briefly
are a distributed (decentralized) and common data recording
system [29]. This structure provides security, transparency,
reliability, and precision for storing data. The transfer between
members is done with a smart contract, which is a
computerized transaction protocol that fulfills the terms of the
contract whose terms have been determined by the contractor
[34]. A blockchain is the name given to a chain of consecutive
blocks. Each block is linked to the previous and next blocks.
The blockchain has recently managed to attract attention.
Many researchers from the business and academic
backgrounds have begun researching applications that can be
developed on this technology [31] [32].

The blockchain can be summarized as a data storage
platform that serves as a public ledger. Transaction performed
in blockchain technology is written into blocks in a chain.
When a new chain is added, this chain grows continuously.
The main advantage of the blockchain is its cryptographic
security. It is almost impossible to change a block written to
the chain. Additionally, a blockchain has features such as
decentralization, persistency, and auditability.

The blockchain can operate in a decentralized environment
by integrating many key technologies such as cryptographic
hash, digital signature (based on asymmetric cryptography),
and distributed consensus mechanism. With blockchain
technology, a transaction is approved and published in a
decentralized manner. For example, money can be transferred
between two accounts without any central authority (bank).
This decentralized structure, which eliminates central
authority, can reduce costs, and increase productivity.

Blockchain can be used for money transfer as well as many
other financial applications such as online payment [33] and
managing digital assets. In addition, blockchain can also be
used in applications such as; smart contract [34], public
services [35], Internet of Things (loT) [36], reputation systems
[37] and security services [38].

A. Chain Structure

In the blockchain, all blocks except the first block have a
parent. Each block holds the address of the parent block. A
representative diagram that shows the mechanism is depicted
in Figure 1.

Block 0
(Genesis Block)

C.@‘ Block 1 ‘ @D Block 2 e Block N

Fig.1. Blockchain Representation

Each block has a hash value, which is calculated by using
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the stored data in the block. Therefore, if data in the block is
changed, this hash should also be changed. This is used as a
validation mechanism for not changing the data in the block.
The hash of each block is held by its following block. In this
way, a blockchain with a linked list structure is created. In
addition to the hash, some values are kept in the block for the
operation of the system, and necessary security measures can
be taken.

A block consists of two parts: the block header and the
block body. The block header contains the following
information [39];

e Block version: Specifies which block validation rules
to follow.

e The hash of parental block: A 256-bit hash that points
to the previous / parent block.

e The hash of the Merkle tree: The hash value of all
operations in the block.

e Timestamp: The current timestamp.

e nBits: current hash target in a compact format.

e Nonce: A 4-byte field that usually starts with 0 and
shows increments for each hash.

An example image of the information contained in a block
header is given in Figure 2.

Block i

Block Version

Parent Block = Merkle Tree
000200000 Hash Root
nBits 27a14f545beb2a bc991b2917add
4eacf8590ed55 537aa2d54742a
bd61a403f07ce 7276552376668
980736bd
Transaction Nonce Timestamp
Counter
312 fe73f57 1572802716

Transaction 0 —» Transaction 1

L Transactioni ==+ Transaction N

Fig. 2. Block Structure

The block body consists of a transaction counter and
transactions. The maximum number of transactions in a block
depends on the size of the block and the size of each
transaction. The blockchain uses an asymmetric cryptography
mechanism to verify transactions [40].

For the blockchain system to work, the entered block data
must be validated by all miners (nodes). Consistent
reconciliation between all nodes is required. Reconciliation
between miners is called Consensus. To establish continuous
consensus between many nodes is critical in the highly
dynamic blockchain structure. The blocks are prepared and
added to the chain, and the consensus is ensured among the
miners.

How to reach the Consensus between miners is a trivial
problem that must be solved in such a dynamic environment
where different miners are constantly being produced and
added data to the chain. There is no central node in the
blockchain that ensures that the ledger in the distributed nodes
is the same. Nodes do not need to trust other ones. Therefore,
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some protocols are required to ensure that the ledger on
different nodes is consistent. There are many protocols
developed in the literature to solve this problem. Two of these
are PoW (Proof of Work) [27] and PoS (Proof of Stake) [32].
PoW is the protocol used for Bitcoin Consensus. PoS is an
energy-efficient version of PoW. In addition to these
protocols, many methods have been developed in the literature
to achieve consensus [39].

B. Smart Contract

Smart Contract (SC) is a programmable transaction protocol
that fulfills the terms of the contract whose terms are
determined by the contractors [34]. A smart contract in a
blockchain is a piece of code that can be executed
automatically by miners. Smart contracts have been integrated
into many blockchain mechanisms, such as the Ethereum [28].

Smart contracts can be defined as a block of programming
code containing streams of if-else components. Smart
contracts are added to the blockchain like an ordinary block.
An SC is a new generation contract type with distributed
working mechanism, continuity, and traceability provided by
blockchain structure. Smart contracts added to the chain can
be operated automatically when the specified conditions are
met, or they can also be operated manually.

Smart contracts are prepared / programmed after
cryptographic agreements between contractors and signed
cryptographically and entered to the blockchain. Loaded smart
contracts can interact with other components on the
blockchain. This interaction can be the initiation of a
transaction or the sending / receiving of information. When
contractual situations occur (such as receiving a specific
message), smart contracts automatically execute the contract
terms defined in it.

For example, a smart contract for a forward transaction can
trigger mutual share transfer and payment transactions
between contractors if the transaction price of the share
reaches a predetermined value. A smart contract for insurance
can use the weather information to trigger the corresponding
insurance payment to the contractor in case the rain rate falls
below (or above) a certain level. A smart contract for a
postdated check may trigger the payment to the contractor
when the collection date is reached and, if there is not enough
balance in the account to be paid, it may trigger the freezing of
the smart contract. With the rapid development of blockchain
technology, the use of many smart contracted applications in
daily life is expected to become widespread.

IV. THE PROPOSED SYSTEM

In this paper, a blockchain-based cyber threat information
sharing system is proposed. In this system, anyone, either as
an individual or as a security company, can access the
blockchain with read-permission. However, information can
only be entered into the blockchain by trusted partners.
Therefore, different user roles are needed in the proposed
system. In order to ensure the distributed functioning of the
system, trusted partners must be identified and authorized
within the blockchain.
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Additionally, some rule-sets should be issued and
implemented in order to maintain the continuity of the system.
These rule-sets needed to be used for small scale blockchain
systems. But over time, there may be a need for new rule-sets
to be used for large scale blockchain systems. Therefore, it is
for such a system to be able to define rule-set definitions that
can be updated over time. Updateable rule-sets allows the
system to be scaled more easily.

A partner who is authorized to write to the blockchain can
enter cyber threat information into the blockchain. However,
the fact that the obtained authorization, which lasts for a
lifetime, may cause some problems. For example, a partner
can gain permission to write the blockchain. Then after a
certain period, this partner may enter incorrect information
into the system for various reasons. It is thought that the
lifetime use of the given authorizations may create negative
effects that prevent the system from functioning properly.
Therefore, an authorization mechanism is needed to be
designed in an updatable manner. This system should be
designed that can be overwritten by a partner who is
authorized.

Partners who are registered to the information sharing
system in the blockchain mechanism may be non-commercial
organizations or institutions with commercial aims. The later
may request some money from the clients who want to access
this information from the sharing system. It is thought that the
existence of a kind of payment mechanism may increase the
preferability of the system.

There may be many partners who have write-permission to
the system. Some of them may be leading companies in the
field or companies that have just started to serve in this field
and whose services are still under development. Evaluating
these companies which are different in terms of reliability at
the same level, can make it difficult to use the provided
information efficiently. Therefore, designing a mechanism that
demonstrates the reliability and experience levels of firms
should facilitate the more efficient use of cyber intelligence
data by users.

Only trusted partners can add new blocks in the chain. The
number of trusted partners is expected to be much less than the
number of users who have reading-permission. It takes some
time for all miners to validate the information written to the
blockchain. Since the number of users performing a write
operation to the chain should be small, it is expected that
information added in the chain should be quickly verified.
Rapid processing and validation of information are crucial to
take immediate preventions against cyber-attacks.

The authorization mechanism and the update of the rule-sets
should be made through controlled decisions taken by trusted
partners. The proposed platform should also enable other
companies to verify the added information. Thus, the accuracy
of cyber threat information can be evaluated.

A. Authorizations and User Roles

The system is designed with a User-Based Access Control
model. There are be 3 different types of privileges in the
system. User profiles can have at least one of these privileges
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are “Read ”, “Write” and “Vote”.

The data in the blockchain can be readable by all users. This
means that all users have the reading privilege. Write
authorization is needed to write cyber threat information to the
blockchain. Controlled decisions are required within the
system in order to continue the operation of the blockchain
mechanism. These decisions are built on a voting-based
system. Some users who are authorized to write also have the
right to vote in the decision-making mechanism. Voting
authority is not an authorization granted to all users who have
write-authority. This privilege is granted only to users who are
trusted partner.

There are 5 different user roles in the system, which are
listed as follows;

e Reader: Only users who want to read the information in
the blockchain are included in this user profile. This user
profile is only authorized to read.

e Standard Partner: Users who have both read and write
privileges in the system are included in this profile.

e Standard Partner Candidate: It is the profile of the users
who want to become a standard partner during the review
stage. Users with this profile do not have write-privileges
on the main chain but have write-authorizations on the test
chain. This write authorization obtained on the test chain
expires after a certain period.

e Trusted Partner: Users who have access to the system with
read, write, and vote-privileges are included in this profile.

e Founder Partner: Trusted Partners who are responsible for
carrying out initialization operations for the system to start
are included in this profile.

A user can first access the system in the Reader profile
except for Founder Partners. If the user fulfills the necessary
conditions, he can obtain other privileges and switch to other
profiles. Similarly, a user can be downgraded from the
Standard Partner profile to the Reader profile with Controlled
Decision-Making Mechanism (CDMM). Operations such as
user authorization are carried out with a controlled decision
mechanism in the system. CDMM can be implemented within
the framework of certain rules. The rules for operation are
defined in the rule-sets.

B. Initialization

A user must collect a number of votes, in order to be
authorized within a CDMM. Many trusted partners are needed
for voting. Since the system doesn’t have any trusted partner
defined in the system at the beginning time, it was necessary
to design an initial state for the system to start working.

Initially, there are N trusted partners who must come
together to undertake the initialization steps necessary for the
system to operate in the initial state. These partners are
included in the Founding Partner profile in the system.
Founder Partners should add a pair of SCs to the chain, just
like any other user to be defined in the system. 3 different
types of SCs are used for the operation of the system. These
are;

e Positive Vote Contact (PVC)
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¢ Negative Vote Contract (NVC)
e Control Contract (CC)

CC verifies that the requirements for the decision-making
mechanism are met. PVC and NVC are used for counting
votes whose mechanism is detailed in the ongoing parts.

In the initial state, all the founding partners are needed to
vote by running the PVC of all other founding partners except
himself. In this way, each founding partner should have N-1
positive votes. The initial state in which the founding partners
voted each other is represented in Figure 3.

KP 4> KP

I/

KP KP

) e

KP <4>» KP

Fig.3. Initial Situation in which Founding Partners Vote for Each Other

The founding partners add the first CC to the blockchain to
get the system up and running.

The first CC added to the system is called the Master
Control Contract (MCC). The MCC maintains the addresses of
other control contracts. The founding partners add only one
MCC to the system. Each founding partner then creates its
own CC and adds it under to the MCC.

CCs are designed as a tree structure. Each CC is derived
from another CC. The first control contract defined in the
system is the MCC. Each founding partner then adds its own
CC to the system under the MCC. When the initial state is
completed, the system has one MCC and one control contract
as much as the number of founding partners. The tree structure
of the control contract is given in Figure 4.

A

Fig. 4. Tree Structure of Control Contracts

After the initial state, the user authorization steps with the
Controlled Decision-Making Mechanism (CDMM) are
executed for the users who want to have authority in the
system.

Each CC verifies that the requirements for the authorization
mechanism are met. Each CC holds the addresses of the users
it authorizes and the addresses of the other CC under it. It is
much more difficult to de-authorize users who have a
founding partner profile. The parameters used for the
termination of authorization for the founding partners shall be
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separate from those used for other users. These parameters are
also defined in the rule-sets.

C. Controlled Decision-Making Mechanism (CCDM)

After the blockchain mechanism started to operate, some
decisions are needed to be taken by the community. This
decision-making mechanism plays important roles in the
operation of the system, such as user authorization and the
determination of new rule-sets. CDMM works according to
some hyperparameters defined in the rule-set. Some of these
parameters are;

e Enough positive votes to increase the authority
e Enough negative votes for termination of authorization
e Time to continue voting (e.g., 1 week, 1 month)

In this study, the decision-making mechanism is designed
as a voting-based system. A decision process that receives
enough votes within the community is approved and processed
in the blockchain. Deciding that enough votes are obtained is
made according to the values defined in the rule-set. For
example, if enough votes are defined as 50% in the rule-set to
increase user authorization, 50% of the trusted partners must
vote as positive to increase the authority of the user. A
decision that fails to obtain enough negative votes is rejected
and cannot be active in the system. Voting is not an activity
that can be performed by all users. Only users with Trusted
Partners can vote on the system. For the voting system to work
successfully, it is assumed that the trusted partners do not vote
for bad or harmful purposes but perform fair voting only in
legal cases. In order to meet these requirements, the selection
of trusted partners must be selective. Voting is carried out with
SCs (PVC, NVCQC) in the controlled decision mechanism
designed, as mentioned before.

D. Voting

To keep the SC structure simple, PVC and NVC must be
added to the system in the system for voting. This is shown in
Figure 5. These two SCs are identical in structure. However,
the intended use is different. One of the SCs is used to count
positive votes, while the other is used to count negative votes.
These two contracts are connected to each other. One voting
contract shall hold the address of the other one.

Positive Vote
Contract (PVC)

User Negative Vote

Contract (NVC)

Fig.5. Voting Contracts Added to the System

Vote Contracts basically keep the number of votes and the
people who vote. Therefore, a counter is held in the
application code. Each time the SC is executed, this counter
value is increased by 1, and the address of the trusted partner
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running the SC is stored in the block. Each of the trusted
partners who have the authority to vote cannot vote more than
one vote for a decision. However, votes can be changed. The
pseudocode for the voting process is shown in Algorithm 1.

Algorithm 1: Voting Algorithm

IF SC is run AND the user is not in the users' list
THEN

counter += 1

save user address in the block

ENDIF

Voting for a user who has not previously vote positive or
negative for an SC is executed by the Voting Algorithm. The
given algorithm is used for both positive and negative votes.
The registered user lists for positive and negative users are
different.

A trusted partner who votes positive for a standard partner
candidate may want to change its mind over time and turn its
vote to negative. In this case, the trusted partner who wants to
change the vote is just executed NVC. With this process, the
address of the trusted partner who changed the process is
deleted from the PVC and written to NVC. As a result, the
number of positive votes decreases by 1, while the number of
negative votes increases by 1 as shown in Algorithm 2.

Algorithm 2: Vote Change Algorithm

IF one tries to change the vote THEN
Delete user address from the current list
Decrease previous vote count by one
Save user address to new vote list
Increase vote counter

ENDIF

ISSN: 2147-284X

In this way, it can be ensured that the positive votes given
are non-lifetime and can be changed over time. It is also
possible to reverse this process, that is, to turn a negative vote
into a positive vote. The information contained in the SCs to
be used is kept in 3 different parts: header, code, and memory.

The header section includes the following parts;

e SC Address

e Previous SC Address (if applicable)

¢ Rule-set Version Number

e Peer Voting Contract Address (NVC address for PVC /

PVC address for NVC)

e Timestamp

Certain definition of rules is needed in order to carry out the
CDMM. The rules consist of preliminary information to be
used in the mechanism of the system, such as determining the
number of votes enough for the decision to be taken. Rules are
defined in rule-sets, and all SCs must comply with the rules in
the rule-set. The number of votes defined in the rule-set must
be provided in the PVC in order to complete the decision-
making mechanism. Otherwise, the decision should be
rejected.

E. User Authorization with CDMM

A standard partner candidate must receive enough votes
from trusted partners in the system according to the values
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defined in the rule-set. The standard partner candidate must
contact the trusted partners and ask them to review and vote
on them. The first trusted partner to which the user applies to
examine raises this user to the standard partner candidate
profile, as depicted in Algorithm 3.

Algorithm 3: Authorization Algorithm

The user completes the requirements.
The user applies to trusted partners for voting.
Trusted partners examine the user.
IF suitable for a positive vote THEN
The trusted partner runs the candidate's PVC.
ELSE
The trusted partner does not vote or give
negative vote using NVC.
ENDIF

Trusted partners require some information from the user to
review the applicant. The user is then upgraded to the standard
partner candidate level, allowing the user to write to the test
chain, which is a small copy of the main blockchain. The
candidate user is asked to enter the sample data of cyber threat
intelligence information to this test chain. When the candidate
user enters the sample data into the test chain, the examination
process begins.

Trusted partners examine the standard partner candidate to
be voted in terms of the information they provide and the
cyber threat intelligence they enter in the test chain. Then, it is
concluded whether the candidate user can provide reliable
cyber threat intelligence information. The trusted partner who
completes the review phase executes the PVC or NVC added
by the candidate user to the system. If the user meets the
requirements, the trusted partner will run one of these vote
contracts of the wuser. Visual representation of user
authorization and inclusion in the system are given in Figure
6.

Several cases are analyzed that will have a detrimental
effect on the SC code or the unfair treatment of the number of
votes when examining VCs. If the VCs code is designed in
accordance with standards, the trusted partner will run the
partner candidate’s PVC once. Since the analysis and SC
execution are transactions for a certain fee, the partner
candidate will have to pay a certain application fee when he /
she applies to the trusted partners in order to get votes.

It is not obligatory to vote after the examination phase. It is
also possible that a user who does not have the qualification to
vote positively is not allowed to vote at all. For a candidate to
become a standard partner or a standard partner to become a
trusted partner, he must receive enough votes and meet certain
requirements. The necessary conditions will be defined in the
rule-sets.

The conditions are first checked by the user's PVC. As soon
as the PVC determines that the conditions are met, it applies to
any Control Contract. If the Control Contract gives approval
after performing the necessary checks, the user is raised to an
upper profile. Similarly, the conditions for termination of
authorization are controlled by NVC.
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In the Standard Partner profile, a user can enter the correct
cyber threat information into the system for a while and start
to enter incorrect information after a certain period or may
exhibit behaviors that may adversely affect system operation.
When such situations are encountered, it is necessary to de-
authorize the relevant partner. This process is called
authorization termination. In the case of a user whose
authorization is to be terminated, trusted partners vote for this
user's NVC. The profile of the user who has received enough
negative votes according to the rules defined in the rule-set is
reduced to a lower profile. With this method, a trusted partner
level can also be reduced to the standard partner level.

In this case, the CC is applied. After checking with the
Control Contract, which checks the necessary conditions for
the termination of authorization, the profile of the partner
concerned is reduced to a lower level, as depicted in
Algorithm 4.

Algorithm 4: Termination of Authorization

Trusted partners vote negative for a user if they
consider it necessary

IF requirements are met THEN
The user's privileges are dropped

ENDIF

ISSN: 2147-284X

The parameters required for the termination of authorization
are defined in the rule-set. CCs are SCs that are added to the
system by trusted partners. These contracts are derived from
the tree structure. CCs ensure that the requirements for
authorization have been met. Authorization and termination of
authorization are carried out by CC. Each of the trusted
partners is responsible for adding one CC to the system. Each
CC is established as a node under the CC to which the trusted
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partner is authorized. In this way, the tree structure of the CCs
is preserved. A user who wishes to increase his authorization
may apply to any CC. Each CC maintains the addresses of the
users it authorizes and the addresses of the other CCs under it.

The structure of the CC is standard. The first CC is entered
into the system by the Founder Partners. All CCs added to the
system are copies of the contracts added by the founding
partners to the system. It is important that each trusted partner
adds a CC to the system so that the authentication verification
step can be performed in a distributed architecture. In this
way, even if some of the CCs have been damaged for various
reasons, the system continues to operate smoothly.

Since the authorization and termination of the authorization
are important steps, it is considered that an extra verification
mechanism and CCs will contribute to the sustainability of the
system. CCs also play an important role in updating rule-sets.

A separate blockchain will be used to examine the
information that the standard partner candidate will enter the
system. This chain is called the Test Chain. A standard partner
candidate cannot enter data into the main chain until it is
included in the standard partner profile; only data can be
entered the test chain. The test chain can only be read by
trusted partners. The authority to write data to the test chain is
also defined for a certain period. The time definition is defined
in the rule-sets. These steps are shown in Figure 7.

The Main Chain
Chain Start g 5

mamd [©5050) [C5550) [B3Ex0) [BX550)
4

Standart
Partner
Candidate To Apply

Trusted Partners

Cybet
<I:' Thret
Intelli
Cybet Authorization upgrade hteligenco
Thret (if requirements are met)
Intelligence
Chain Start
—— <
Review Process

The Test Chain

Fig 7. Standard Partner Candidate Review Steps

With the authorization termination process, the privileges
granted to the users are not available for the lifetime. A user
who has write-privileges in the system can be disqualified if
he does not enter useful information as promised in the
system. In this way, problems that may occur in the system are
minimized.

F. Rule Sets

Some rules should be defined in CDMM and at other
points. For example, the number of wvotes required for
decision-making in a CDMM is one of these rules. The rules
to be determined must meet the system requirements. Some of
the rules that can be included in the rule-set are as follows;

e Percentage of positive votes required to become a
trusted partner (positive vote count/ all trusted partner
count)

e Percentage of negative votes required to authorize a
trusted partner (negative vote count/ all trusted partner
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count)

e Percentage of negative votes required to authorize a
standard partner (negative vote count/ all trusted
partner count)

e Enough percentage of votes to update rule-set (positive
vote count/ all trusted partner count)

e The default value for voting time

Since the defined rule-sets can be updated over time, the
version information of the rule-set must be kept in each
partner's Vote Contracts. If the rule-set version is changed,
users are informed that the new rule-set has been changed.

G. Updating Rule Set with CDMM

The update of the rule-sets can be tracked by version
numbers. Vote Contracts operate according to the rules in the
currently defined and accepted rule-set. All SCs of all partners
in the system must be renewed, and the version number of the
new rule-set must be entered in these SCs, in order to update
the rule-set. When renewing SCs, the address of the previous
SC is entered into new contracts. This creates a link between
SCs.

Each of the trusted partners in the system can propose a new
set of rules. The trusted partner who makes the rule-set
suggestion should add the system with the candidate rule-set
on a pair of Vote Contracts. The steps in CCMM are
performed using VCs entered into the system with the new
suggested rule-set.

The rule-set that succeeds in getting the required number of
votes to update can now be used in the system.

Announcing Updated Rule-set

Notifying users of the rule-set update and triggering the
renewal of the required VCs is a crucial step in the functioning
of the system.

It is first checked by the VCs associated with the rule-set to
see if the requirements for updating the rule-set are met. If the
necessary conditions are met, PVVC applies to the Master CC.
Once a CC confirms that the necessary requirements have
been met, it reports the situation to the Master CC. The main
CC is announced to the CCs under it. Each CC that receives
the relevant announcement transmits the information to the
VCs and CCs under it.

CCs are in a tree structure. Each CC is derived from a CC.
The first CC defined in the system is the master CC. In case
there are many users in the system, the tree structure of the
CCsis given in Figure 8.

After the announcement, a new VC pair is created on the
system for each user, even if their memory space is not full.
The system operation is continued by entering the address of
the previous SC, and the new rule-set version to the new SC
created.

Users who do not renew their VC is downgraded from the
standard partner or trusted partner profile to the Reader profile
until they renew their contracts.
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Fig 8. Tree Structure of Control Contracts

The ability to update the set of rules is very important to
make it easier to scale the system over time and is a very
costly process. Because of the cost, it is expected that rule-set
updates are not operated very often, but only when necessary
at a critical level.

V. ANALYSIS OF THE SYSTEM

In this study, a blockchain-based approach to cybersecurity
information sharing is proposed. A decentralized decision-
making mechanism is needed to ensure the distributed
functioning of the system. The CDMM is also proposed to
make decisions within the system. This mechanism is
executed with a voting-based approach. A standard partner
candidate can be promoted to the standard partner profile; he
must collect enough votes. An initial situation is designed
where there are no users with voting rights in the startup
phase. In the first case there are N founding partners.
Founding partners also have trusted partner privileges. The
founding partners are also responsible for performing a few
operations of the system. These operations are;

e FEach founding partner votes for the other founding

partners. In this way, each founding partner should have n-

1 votes.

e The founding partners create and add a set of rules to be
executed for the initial state.

¢ Founding Partners add one master CC to the system.

e Each founding partner adds its own CC under the main

CC.

e Some of the initialized parameters in the rule-set created

by the founding partners are as follows;

e Percentage of positive votes to be obtained from
trusted partners to become standard partners.

e Percentage of positive votes required to become a
trusted partner

e Percentage of negative votes required to authorize a
trusted partner

e Percentage of negative votes required to authorize a
standard partner

e Enough percentage to update rule-set

e The default value for voting time

When the system initialization phase is completed, the
founding partners start to enter cyber threat intelligence

Copyright © BAJECE

ISSN: 2147-284X

information in the chain. Anyone can read this information
and can now add standard partner users to the system.

CDMM is carried out in order to decide to increase
authority. The candidate user adds a pair of VCs to the system
to become a standard partner. One of the voting contracts
holds positive votes, while the other one is used to count
negative votes. The candidate user applies to the trusted
partner level users in the system after the VC added to the
system. At the time of application, a few documents are
submitted to trusted partners. The documents contain
information about the user as well as information about the
cyber threat information obtained. In addition, the candidate
user transmits a few documents on how he obtains cyber threat
information data to the trusted partners during the application.

The first of the trusted partners applied to gives this
candidate the authority to write to the test chain. The candidate
user is then expected to enter some cyber information data into
this test chain. After the candidate enters data in the test chain,
the trusted partners applied for review the data entered by the
candidate user in the test chain and the documents submitted
by the candidate to the trusted partners during the application.
Trusted partners who decide that the entered cyber threat
information data are useful and consistent, run the Positive
Vote Contract (PVC) of the relevant candidate, and vote
positive. Trusted partners who do not feel that the candidate is
qualified to vote positively may not vote at all or vote
negative.

The candidate user who succeeds in obtaining the number
of votes defined in the rule-set from the trusted partners
currently present in the system is upgraded to the standard
partner level. If the percentage of votes required to become a
standard partner in the rule-set is 50% and the number of
currently trusted partners is 10, the candidate user must
receive at least 5 positive votes. First, the voting contracts of
the candidate are checked whether the necessary conditions
are met. The candidate user who meets the requirements
defined in the rule-set to become a standard partner applies to
any CC in the system. If the CC confirms that the necessary
conditions are met, the candidate user is promoted to the
standard user authorization, and the address of the user's VCs
is added to the CC that authorizes the user.

Similarly, if the trusted partner meets the conditions set in
the rule-set, he / she rises to the trusted partner level. The
required conditions are first checked by the voting partner of
the trusted partner candidate. The voting contract applies to
any CC for the authorization upgrade when the necessary
conditions are met. If the CC confirms that the necessary
requirements are met, the trusted partner candidate is raised to
the trusted partner level. The user who reaches the trusted
partner level creates a CC. The created CC is added to the CC,
which authorized from.

With this approach, CC has a tree structure. The top node is
the master CC that the founding partners add to the system. At
the first level, there are CCs entered by the founding partners.
Two types of data can be found in CC.

These are;

e Address of the voted partners of the authorized standard
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partners
o Address of the CC of authorized partners

The tree structure of the CCs grows over time by branching,
as in Figure 8.

These steps are repeated for each standard partner and
trusted partner. Over time, many standard partners and trusted
partner-level users are created in the system.

The list of trusted partners running VCs is saved into the
VCs memory area. VCs are entities with limited memory
space. Storing a number of addresses results in high memory
usage in VCs. If the SC becomes out of memory space so that
the contracts do not function due to the memory space being
filled, a new VC is created, and the address of the previous
VC is entered into the new VVC. For example, when there is no
space in the memory area of the PVC for a decision, a new
PVC is automatically added to the system. The address of the
previous PVC is entered into the newly created PVC. This
makes it easier to scale the system. Adding the new VC to the
system and entering the old VC address into the new VC is
coded / defined into the code area of VC. That is to say, the
processes required to fill the memory space and the entry of
new contracts into the system are performed automatically
when the appropriate conditions are met.

The requirements of the system may change over time, or
some additions may be needed to make the system more
secure. The requirements for operating a system with 100
partners may differ from those required for a system with
1,000,000 partners.

For example, If there are 100 trusted partners in the system
and the percentage of enough votes is decided as 50%, At least
50 trusted partners’ votes are needed to increase the authority.
However, in the system with 1,000,000 trusted partners, if the
percentage of enough votes is 50%, 500,000 trusted partners
must vote. When the system is getting growth, decreasing the
percentage value of enough votes can increase the
sustainability of the system. In order to overcome this, the
rulesets are designed to be updated timely.

Updating the rule-set can be done by assigning new values
to existing rules or adding new rules to the rule-set. In this
way, it can easily adapt to changing conditions. The rule-set is
updatable; It is an important step in terms of scalability of the
system and adaptation of the system to changing conditions.

Any trusted partner can make suggestions for updating the
rule-set. For the update process, the steps of the control
decision-making mechanism proposed in this study are carried
out. The trusted partner who suggests adds the proposed set of
rules and a pair of VCs to the system. Then, they announce
their proposal to all trusted partners. Trusted partners review
and vote for a new set of rules. The rule-set, which receives
enough votes defined in the rule-set, can be used in the system
in this step. Proposing a new set of rules can be considered as
a collective decision rather than an individual activity. A
community of trusted partners can decide on the rules in the
proposed rule-set, as a result of extensive analysis, the rules
can be proposed, as well as through the surveys carried out
among trusted partners, and update recommendations can be
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suggested.

After it is decided to update the rule-set, all SCs in the
system must operate according to the rules in the new rule-set.
Therefore, the update of the rule-set should be announced to
SCs. The announcement of rule-sets is an important step for
system operation. The announcements for the rule-set update
is made by the CCs. Since the authorization process is carried
out through CC, each partner must add a CC to the blockchain.
The standard partner level users' voting contract address, and
the trusted partner level user CC address is kept in the CC.
This allows CCs to dominate a tree structure, as given in
Figure 8. If enough votes for the rule-set update are collected,
the situation is announced to the MCC. The MCC informs the
CCs under it. Each CC shall inform the VCs and other CCs
under it. Whenever it communicates to all assets under each
CC, the system is informed of the use of the new set of rules in
all VCs.

The new rule-set can be very different from the previous
rule-set. Therefore, when the rule-set is updated, the current
status of the VCs may not meet the requirements for the
operation of the rules in the new rule-set. In order to avoid this
situation, VCs are updated in every rule-set update. A new SC
is created for each SC, and the address of the current rule-set
and the addresses of the previous SC have entered the new SC.
With the completion of all these processes, the updated set of
rules becomes active.

Operations such as the execution of VCs and the creation of
new SCs are transactions with a certain cost. These costs need
to be covered in some way. Otherwise, operations cannot be
performed. Due to the nature of the system, the costs of
running SCs are collected from the person who runs the
contract. VCs must be run many times for voting.

Standard partner candidates need votes to increase their
authority. They must also apply to trusted partners for voting
purposes. The standard partner candidate pays a certain fee to
the trusted partner to whom he applies. The trusted partner
reviews the standard partner candidate for this fee and, if
deemed necessary, runs the candidate's SC. Although the cost
of the SC that is run for the standard partner candidate to
collect votes is paid by the trusted partner, who votes, this cost
is covered by the standard partner candidate.

SCs may need to be renewed because the memory space is
full. In this case, a new SC is created and associated with the
old SC. By creating a new SC, the costs associated with the
old SC are covered by the SC owner. For example, user A's
positive PVC has been filled, and a new PVC has been
created. In this case, the necessary fee is covered by person A.

Updating the rule-set is a process to improve system
operation. The improvement achieved by updating the rule-set
applies to all users in the system. Therefore, in order to update
the rule-set, the full cost of the transactions is not charged to
the trusted partner who proposes to update the rule-set. All
users who vote for the new set of rules must pay for their own
votes.

When the reader users want to read cyber threat information
data from the system, they can make company-based queries
or data-based queries. For example, user A can filter all cyber
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threat information entered the system by company C, as well
as all cyber threat information entered for the IP address
xX.X.X. In addition, statistical information such as which
partner enters the blockchain can be displayed in the system.

VI. DISCUSSION AND CONCLUSION

In order to protect the systems against new cyber-attacks,
their signatures (information) should be reached as early as
possible. This information can be accessed either when it is
encountered in the system, or when this information is gotten
from other signature servers, which share their knowledgebase
to others. The latter one is preferred by the security admins,
and they can contact others either in peer to peer model, or in
a client server manner. Both these approaches have some
negative effects, especially in maintenance.

Therefore, in this paper, a blockchain based cyber threat
information sharing system is proposed. The use of blockchain
technology enables cryptographic security and distributed
structure for us, which are two trivial issues that are needed to
be solved for the scalability of the system. The design details
are detailed by showing the structure of block/data adding
mechanisms with the use of a Voting mechanism and Smart
Contracts.

The blockchain mechanism is set up by partners as
companies, government agencies, or computer security firms.
The dynamic addition of partners/users is also enabled. A
candidate user must collect some votes for the authorization
upgrade. The candidate user applies to trusted partners to
collect votes. Trusted partners may vote positively or
negatively if they deem necessary after reviewing the
candidate user. The authority of the candidate user who
receives enough votes is increased. Adequate votes are defined
in the rule-sets. Rule-sets can be updated so that the system
can adapt to changing conditions. CCs are used to validate the
authorization process and to announce the update of the rule-
set.

The proposed system is in the design phase. In the ongoing
studies, the design of the system is aimed to be implemented.
Additionally, the payment system is very important for the
preferability of this system. It is thought that commercial firms
may want to use a common platform where they can sell their
products. It is planned to make improvements to the proposed
system to increase preferability and sustainability. In addition,
it is planned to conduct research to extract the experience and
reliability levels among the trusted partners in the following
studies. In this way, the reliability of the shared information
can be accepted as a measurable metric.
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