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Abstract— Wireless access points (APs), which allow many 

devices to be easily connected to the Internet, are widely used 

today because they offer the easiest way to connect to the 

Internet. With the development of the Internet of Things (IoT), 

WiFi networks are widely used in our homes, workplaces, social 

areas, campus areas. With the increase of WiFi networks, attacks 

on these networks are constantly increasing. In this study, an 

IoT-based approach to detect and prevent Fake Access point 

attacks frequently seen in WiFi networks is proposed. A Single 

Board Computer (SBC) and a wireless antenna in the "Soft AP" 

feature are used for operation. Fake APs were detected by air 

scanning. In the first phase of the study, fake Access point 

broadcasts have been created which can create security 

weakness. In order to determine the fake Access points created in 

the second stage, SBC and wifi module were used to scan air. In 

the final stage, the mac address of the fake AP has been assigned 

to an unauthorized Virtual Local Area Network (vLAN) on the 

network to prevent detected fake AP broadcasts. The possible 

attack methods for the study were implemented and it was 

revealed that the proposed approach prevented the attack 

successfully in all scenarios. The study is seen as an effective, 

developed and economically useful IoT application for network 

administrators to prevent the attack using fake Access point. 

 
 

Index Terms— Attack detection; Attack prevention; DoS 

attack; Network security, Fake access point, IoT 

 

I. INTRODUCTION 

ONSIDERING THE increase in the number of devices 

connected to the Internet and the lack of the possibility of 

connecting to the Internet via cable on all of these devices, the 

use of wireless access networks such as WiFi has emerged as a 

practical solution [1]. In particular, Internet of Things (IoT), 
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the way in which the interaction of human and technology 

changes a little more. Wireless WiFi networks, one of the 

most important areas of IoT; one or more wireless devices 

communicating through electromagnetic waves in the same 

environment. Wireless WiFi technology is the IEEE 802.11 

standard and is in the microwave and radar category in the 

frequency spectrum. Fig. 1 shows the frequency spectrum in 

which WiFi networks operate [2]. 

 

Cosmic Rays

Gamma Rays

X - Rays

Ultraviolet Light

Visible Light
Infrared Light

Microwawe and Radar

Television and FM Radio

Shortwawe Radio

AM Radio

Low Frequency Radio

Sound

Subsonic

5 GHz Wireless

2.4 GHz Wireless

Radio Frequencies (RF)

 
Fig.1. Frequency Spectrum 

 

Fig. 1 shows that the WLAN technology uses the 2.4 GHz 

and 5 GHz bands. However, the entire band was not used 

when using these bands. For the 2.4 GHz band; frequencies 

between 2.400 GHz - 2.4835 GHz 5.7 are used, the 

frequencies between 5.4 5.150 GHz - 5.250 GHz, 5.250 GHz - 

5.350 GHz, 5.470 GHz - 5.725 GHz, 5.725 GHz to 5.825 GHz 

Hz are used for the 5 GHz band. 

WiFi technology offers many important advantages over 

wired connection because of its ability to make roaming and 

its comfortable use. However, it contains many security 

weaknesses. Various security mechanisms such as 

WiredEquivalentPrivacy (WEP), WiFiProtected Access 

(WPA), WPA2 have been developed to minimize these 

security vulnerabilities [3-4]. 

Heartfield et al. [5], classified the security vulnerabilities 

that occurred in smart homes, which is an IoT application, 

taxonomically. Not only the attack vectors were emphasized in 

the study, but also the potential impact of the attack on the 

system. 

WEP is an encryption algorithm developed to provide 

security in wireless networks. WEP first started with 64-bit 

encryption and enabled up to 256-bit encryption. However, the 
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most commonly used type of encryption is the 128-bit 

encryption method [6]. In spite of many corrections and 

increased password dimensions in WEP encryption algorithm, 

it can be easily broken by many open source applications such 

as aircrack. Therefore, it is not used much today. The WEP 

encryption method performs the verification in four steps as in 

Fig. 2. The WEP encryption method performs the verification 

in four steps as in Fig. 2. Accordingly, the first step goes from 

the wireless PC to the connection request to the AP. In the 

second step, the AP creates a random text (64 bit, 128 bit) 

according to the encryption method and sends the connection 

to the requesting device. In the third step, the PC encrypts the 

text from the AP with the WEP password in itself and sends 

the encrypted text to the AP. In the last step, if the AP 

acknowledges the accuracy of the encrypted information that 

is sent to it, authentication takes place and the user connects to 

the AP [7-8]. 

 

Authentication request

Challenge (Text)
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Fig.2. WEP Authentication 

 

The WEP validation method contains many features. 

Therefore, user data can be easily sniffed by the attacker. 

TheWiFialliance association then introduced the IEEE802.11i 

standard to the industry to prevent these vulnerabilities. WPA 

and WPA2 encryption methods were developed in 2003 with 

this standard. WPA / WPA2 standards use the Advanced 

Encyrption Standard (AES) based Temporal KeyIntegrity 

Protocol (TKIP) and Counter Modewith Cipher Block 

Chaining Message Authentication Code Protocol (CCMP) 

encryption methods for secure authentication [6]. In Fig. 3, the 

classes of the IEEE 802.11i standard are summarized [10]. 
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Fig.2. Classes of the 802.11i standard 

 

There are many studies in literature to prevent WEP and 

WPA cryptography. L YongLei et al. In order to overcome 

processor constraints in bruteforce attacks, they proposed 

distributed multi-core CPU and GPU parallel cracking method 

(DMCG) method. In this method, WPA has used colored Petri 

nets to verify the 4-way handshake protocol used in the 

encryption method. For the DMCG, the generated PSK 

wordlist is given to each computer running in distributed 

architecture. GPU processors have also been used to improve 

performance [11]. V.Kumkar et al. showed how to attack 

WEP, WPA, WPA2 encrypted networks. WEP and WPA2 

networks were attacked and the security vulnerabilities were 

investigated in real time. The Aircrack-ng framework was 

used to organize the attack. In the attack, WEP-encrypted 

networks were seen to be hacked much easier than WPA-

encrypted networks [3]. S. Gold, in his study showed that 

WEP and WPA passwords can be easily broken using tools 

such as aircrack-ng and aireplay [12]. 

Wang et al. by analyzing the deficiencies in WEP and WPA 

encryption methods, they developed d-WEP and d-WPA-PSK 

algorithms. According to the developed d-WEP algorithm, the 

decision is made to determine whether the AP is under attack 

by looking at the number of ARP requests. On the other hand, 

in order to prevent d-WPA-PSK attacks, a mechanism has 

been designed in which the PSK is changed regularly [13]. 

Apart from the WEP and WPA attacks, one of the methods 

frequently used by the attackers is creating a fake Access point 

so that users can view their traffic without making them feel. 

Attacker fake can do an Access point attack in two ways. In 

the first method, it can broadcast the name “freeWiFi” which 

will attract the attention of the users. This allows users to 

connect to it. In the second method, users can connect to it by 

making a stronger fake broadcast with the same name as the 

WiFi network in the location. The attacker can follow two 

options when making the second method. 

 

Option 1:  

Catching a 4-way Handshake: The attacker expects users 

to be authenticate at first, in a network where users are busy. 

The attacker then tries to solve the network key by capturing 

the handshake. 4 way handshake is the IEEE-802.11i standard 

for secure authentication in wireless networks. Pre-sharedkey 

(PSK) or 802.1X authentication methods use 4 way handshake 

encryption. During 4 way handshake, there are 4 messages 

between client and Access point. In the first step, the AP sends 

a randomly generated Anonce (Authenticatednumberonce) 

frame to the client with the message 1. In the second step, 

after obtaining the Anonceframe, Snonce 

(Supplicantnumberonce) and PTK are generated and 

transmitted to the AP together with the MIC as message 2. 

After receiving the AP Snonceframe in the third step, it 

generates its own GTK and transmits it to the client as 

message 3 with its MIC. In the last step, the client sends the 

AP to acknowledge message 4 and the authentication is 

complete. The algorithm of 4 way handshake is given in Fig. 4 

[14-18]. 
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Fig.4. WPA/WPA2 4 way handshake 

 

During the 4-way handshake, GroupTemporalKey (GTK), 

PairwiseTemporalKey (PTK), Group Master Key (GMK), 

Pairwise Master Key (PMK), Master SessionKey (MSK), 

encryption algorithms are used. During authentication, which 

is the first stage of encryption, the MSK key is generated. In 

the second stage, the PMK and GMK second level switches 

produced from the MSK are used to construct the PTK and 

GTK. The hierarchy of the encryption methods mentioned in 

Fig. 5 is given. 
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Fig.5. Key Hieararchies 

 

These encryption methods can be briefly summarized as 

follows [19-20]. 

• PTK is used to encrypt all unicast traffic between user 

and Access Point. 

•  GTK is used to encrypt all broadcasts between Access 

point and multiple users. 

• GMK is used to build GTK. 

• The PMK is the key generated from the MSK. The PMK 

is not usually transmitted over the network, this component is 

not shared and thus increases transaction security. 

• The MSK is the first key derived during 802.1X or PSK 

authentication. 

 

Option 2: 

Deathentication attack: Deauthentication is a Layer 2 DoS 

attack attack specific to the 802.11 standard. The attacker will 

allow the user to disconnect from the network by organizing a 

deauthentication attack on the user connected to the AP 

without waiting for the 4-way handshake. This results in 4-

way handshake when the user wants to connect to the network 

again. At this stage, the attacker catches the 4-way handshake 

[14-15,21-22]. 

Fake AP attacks are frequently used to reach user data. In 

these types of attacks, the attacker makes a broadcast similar 

to the SSID in the environment and allows the user to connect 

to this SSID. There are many studies to prevent fake AP 

attacks in the literature. Take Kuo-FongKao et al. In order to 

prevent fake AP attacks, they developed an algorithm by 

looking at the serial numbers, timestamp and range of beacon 

messages. In their study, they saw that the attackers could 

change the serial numbers, time stamps and signal intervals of 

fake APs. However, they suggested that the method they 

proposed was successful in detecting these attacks [23]. 

Mohan K Chirumamilla et al. In their study, they developed 

an agent-based intrusion detection system to find unauthorized 

APs. Developed agents maintain a list of registered APs. 

When an AP is added or removed to any agent, the 

administrator notifies the MAC address of all AP agents. Thus 

each agent will have a current AP list on it. Another task of 

agents is to scan for a fake APs. After each scan, he compares 

the AP mac addresses he sees with the AP mac addresses in 

his list. If the AP is not in the current list, the administrator 

will be notified by SMS. The agent developed in the study has 

each agent, a wireless interface and two network interface 

cards. The wireless interface card was used to scan and detect 

fake APs, while two other Ethernet cards were used to connect 

the agent to the spine [24]. SomayehNikbakhsh et al. in their 

study, they proposed a method to prevent users from 

connecting to fake APs. In the proposed method, the route and 

gateway information of the package were compared to 

determine whether an AP is fake. With this method, Man in 

theMiddle (MiTM) attacks are easily detected without the 

need for a network administrator [25]. 

In this study, Raspberry PI 3 was chosen as SBC device to 

prevent and detect fake AP attacks. Kali Linux was installed 

on the device, and one of the USB ports was installed on the 

WiFi antenna. 

The detailed contributions are as follows. 

• It is very easy to integrate into the existing network, 

especially in large networks that are used in corporate 

networks. In this way, a direct ready-to-use system is provided 

for network administrators and system administrators without 

any configuration problems. 

• To capture fake access point attacks on traditional WiFi 

networks, there is often a need for an access point that needs 

to work in monitor mode. Therefore, extra budgets are 

required to prevent such an attack. The proposed method will 

work effectively on intrusion detection and prevention without 

incurring major costs. 

• The proposed method will automatically notify the 

system administrator by means of integrated tools such as 

SMS and mail when the attack is detected. 
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II. PROPOSED METHOD 

Today, hackers are widely using openings in wireless 

networks to regulate their attacks. In this context, one of the 

most common types of attacks in wireless networks is Fake 

Access point attacks. In this study, a new method has been 

proposed to prevent fake access point attacks. The network 

diagram of the proposed method is given in Fig. 6. 
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Fig.6. Network diagram of the proposed method 

 
The network diagram given in Fig. 6 is the architecture of a 

general corporate network. Connected to edge switches in 

traditional network architectures, the APs transmit incoming 

traffic to the Wireless controller installed at the center of the 

network through the LWAPP tunnel. 

In this study, a cheaper and effective method has been 

proposed to prevent fake Access points. Accordingly, instead 

of an additional Access point, the Raspberry pi device is 

positioned in the desired area to be monitored and the Wi-Fi 

broadcasts in the environment are monitored by operating in 

Raspberry pi monitor mode. Raspberry PI 3 device was used 

in this study. Kali Linux operating system was installed on 16 

GB Class 10 Micro SD card on Raspberry PI 3 device. In this 

study, ODROID module is installed on the Raspberry PI 3 

device for airscan. Raspberry PI and its connections are given 

Fig.7. 

 

 
Fig.7. Raspberry PI 3 SBC and connection modules  

 

 After the installation of the necessary tools, the algorithm in 

Fig. 8 was used to find the attacker broadcasting the fake 

Access point.   
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Fig.8. Algorithm of the proposed method 

 

The steps of the flowchart given in Fig. 8 and the tools used 

for airscan on the Raspberry PI 3 during these steps are 

described below. 

Step-1: In the first stage, the ODROID module installed on 

Raspberry PI 3 was taken in the monitor mode. The ”airmon-

ngstart wlan0“ command was used for this. Then the, 

“iwconfig” command is used to see that the module is in 

monitor mode. Fig. 9 shows the output of this process. 

 

 
                         Fig.9. Odroid module in monitor mode 

 

Step-2: In the second stage, airscan was launched with the 

command ”airodump-ng wlan0mon”. For the first test case, 

the 00:11:22:33:44:00 BSSID mac address and the fake SSID 

called FU_TEST are published. In this scenario, only the SSID 

name was made similar to the current FU_TEST SSID name 

used on the network. There is no security setting in the SSID 

that the attacker issued when there was WPA2 encryption in 

the current FU_TEST broadcast. In this kind of attacks, users 

prefer the easy way because there is no authentication process 
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and connects to open SSID. The attacker then starts to sniff 

the traffic of the connected users. For this scenario, the 

attacker is set to have bssid value 00:11:22:33:44:00 over the 

FU_TEST for SSID broadcast in the “hostapd-mana.conf”  file 

located in the “mana-toolkit”  tool. FU_TEST broadcast is 

made from channel 6. The screen output for this scenario is 

shown in Fig. 10. 

 

      

 
                      Fig.10. Result of the first test case 

 

According to the algorithm proposed in this type of attack, 

Raspberry PI 3 accepts this unsecured broadcast, fake SSID. 

Then the Raspberry PI connects backbone to ssh and assigns 

the BSSID mac address of this fake broadcast to an 

unauthorized VLAN previously set in the backbone. Users 

will not be able to access the Internet even if they connect to 

the SSID of this fake AP. 

Step-3: In the third stage, the fake SSID with the 

00:11:22:33:44:00  BSSID mac address and the same security 

settings as the original SSID of FU_TEST is issued. The 

airscan was then started with the “airodump-ng wlan0mon”  

command as shown in Fig. 11. This kind of attacks are used to 

sniff traffic without making users feel. For this scenario, the 

attacker has made the following settings in the “hostapd-

mana.conf” file in the “mana-toolkit”  tool. 

 

interface=wlan0 

bssid=00:11:22:33:44:00 

driver=nl80211 

ssid=FU_TEST 

channel=6 

wpa=2 

wpa_key_mgmt=WPA-EAP 

wpa_pairwise=TKIP CCMP 

               wpa_passphrase=AsecurePassword 

 

 
 Fig.11. Fake AP broadcast with the same security settings as the original SSID 

 

In order to prevent such attacks, the network administrator 

needs a table with bssid mac addresses of the original 

broadcast access points. Raspberry PI compares the bssid  mac 

address, which it sees when it sees the SSID broadcast with 

the same name and the same security settings, with the 

previously prepared list. If the bssid mac address of the fake 

broadcast access point is not in the pre-prepared list, then this 

SSID is published from the fake AP. Then the Raspberry PI is 

connected to the backbone switch with ssh. Then the fake 

access point bssid mac address is assigned to an unauthorized 

VLAN which previously created on the backbone switch. 

After this stage, users will not be able to access the Internet 

even if they connect to the SSID of this fake AP. 

Step-4: In the last scenario, the attacker can do the same 

with the original AP as the bssid mac address of the access 

point where the attacker does the fake broadcast as well as the 

SSID and security settings. Fig. 12 presents the output of this 

scenario. Also for this scenario, the change made to the file 

“hostapd-mana.conf.” In the “mana-toolkit” tool is given 

below. 

interface=wlan0 

bssid=00:11:22:33:44:00 

driver=nl80211 

ssid=FU_TEST 

channel=7 

wpa=2 

wpa_key_mgmt=WPA-EAP 

wpa_pairwise=TKIP CCMP 

              wpa_passphrase=AsecurePassword 

 

 
Fig.12. Fake AP attack with same bssid, SSID and security settings 

 

In such attacks, access points on the campus WiFi network 

saw this attack and did not allow such an attack against it. The 

output from the WiFi Controller used in AP management in 

the campus WiFi network is shown in Fig. 13. Many of the 

WiFi controllers of this kind of attacks are black-listed 

bssidmac address fake broadcast. Therefore, in the algorithm 

given in Fig. 8, a method for this type of attack has not been 

proposed. 

 

 
Fig.13. WiFi controller atack log 
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The pseudo-code generated for the algorithm used in the 

proposed method is given below. 

Start 

Input: Sniff air for 802.11 beacons 

Output: Predicted Fake AP 

If there is more than one ssid with the same name 

if SSIDs have the same security settings 

Compare BSSIDs in the AP list and the beacon mac 

addresses you monitor with Raspberry PI 

                  If the beacon mac address is in the AP list 

                     Then it is Authorized AP 

               Else 

Then it is Fake AP, send warning message and 

take Fake AP to the unauthorized  VLAN 

Else 
Then it is Fake AP, send warning message and take Fake 

AP to the unauthorized  VLAN 

else 
Then Sniff air again 

End 

III. CONCLUSION AND FUTURE WORKS 

The use of wireless WiFi devices is increasing day by day 

with the widespread use of internet. As a result, the possibility 

of capturing the information flow via wireless signals is also 

increasing due to the existing security vulnerabilities and 

intriguing by the attackers. The ability of attackers to view, 

receive and modify user data using these vulnerabilities has 

become inevitable in internet areas where security measures 

are not taken sufficiently. In this study, a method is proposed 

against fake AP attacks which is one of the attack types in 

wireless WiFi networks. The scenarios of the proposed 

method and the types of attacks that can be made are 

determined and the success of the proposed method against 

these scenarios is emphasized. These attacks were attempted 

to be identified with the given algorithm and the pseudo-code 

snippet, and then the studies to prevent these attacks were 

presented. Kali Linux operating system has been installed on 

Raspberry PI 3 which is one of the most widely used SBC 

devices. It was also used with the Odroid module SBC to 

monitor wireless broadcasts. As a result of the study, it was 

seen that fake AP attacks were successfully detected and 

prevented by the proposed method. 

In future studies, an application will be developed to find fake 

APs that have the same security settings as the same 

beaconmac address in the same SSID. This application will be 

run on raspberry PI or similar SBC device and when it sees 

more than the same SSID, these SSIDs will be connected to 

the engine and traceroute will determine the number of hop 

and the software will be prepared with an interface where the 

accesspoint is fake and reported. 
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