EDITOR’DEN
Degerli “Giivenlik Bilimleri Dergisi” okuyucularimiz,

Gilivenlik Bilimleri Dergi’'mizin Mayis sayisint sizlerin begenisine ve
istifadesine sunmanin gurur ve heyecanini yasiyoruz. Mayis sayimizda yer alan
kolluk teknolojileri, afet yonetimi, biyometrik kimliklendirme, yapay zeka ve
istihbarat temalar1 altinda hazirlanan aragtirma makalelerinin alan yazina degerli
katkilar sunacagini degerlendiriyoruz.

“Asrin Felaketi” olarak nitelenen Kahramanmaras merkezli depremlerin
yaralarinin siiratle sarildig1, yasanan olaylardan elde edilen tecriibelerin politika
uygulamalarina doniistiiriildiigii bu giinlerde, Mayis sayimizin ana temalarindan
birini “afet yonetimi” olarak belirledik. Can ve mal kayiplarina yol agabilen,
toplum ve bireyler iizerinde psikolojik ve sosyolojik yikicr etkileri olan dogal
afetlerde; kolluk teknolojilerinin kullanimi arama, kurtarma ve yardim
faaliyetlerini en hizli ve etkin sekilde gergeklestirmek i¢in hayati 6neme sahiptir.
Uzaktan algilama sistemlerinin verileri ile havadan ve wuzaydan gelen
goriintiilerin analizi, afet sonrasi hasarin boyutunun tespit edilmesinde ve acil
miidahale gereken alanlarin belirlemesinde karar vericilere kritik bilgiler
saglayabilir. Uydu telefonlari, cep telefonlari ile internet tabanli uygulamalar afet
sonrasi iletisimin saglanmasi ve kurtarma ¢alismalarinin koordinasyonunda etkin
olarak kullanilmaktadir. Bununla beraber afet bolgesinin haritalandirilmasi ve
acil durum planlamasi i¢in Cografi Bilgi Sistemleri’nin (CBS) kullanim1 da
zaman kaybini1 onlemektedir. Enkaz altinda kalan kisilerin tespit edilmesinde
insansiz araglarin kullanimi basarili sonuglar vermektedir. YILMAZ ve ATAR,
“Dogal Afetlerde Kolluk Teknolojilerin Kullanimi:  Jandarma Genel
Komutanligi Ornegi” isimli makalelerinde “Asrin Felaketi” olarak nitelenen 06
Subat 2023 tarihinde meydana gelen Kahramanmaras merkezli depremlerde
Jandarma Genel Komutanliginca kullanilan haberlesme, bilgi sorgulama ve
cografi bilgi sistemlerinin kullanim alanlarini analiz etmektedir. Dogal afetlerde
kolluk teknolojilerinin kullanimina dair giincel ve kapsamli bir bakis acis1 sunan
makalede, Jandarma Genel Komutanhiginin kullandigi kolluk teknolojileri
detayli bir sekilde incelemekte ve bu teknolojilerin afet sonrasi ¢aligmalarda
sagladigi faydalar tartigilmaktadir.



OGUNC, SEN, YUKSEL, OGUR ve iSCAN tarafindan kaleme alinan
“Impacts of Supersonic and Subsonic Ammunition on Gunshot Residues
Distribution” isimli Ingilizce makalede; atis artiklarinin yogunlugu ve
dagiliminin incelenmesi ile atis mesafesinin tespit edilmesi sorunsali ele
alinmaktadir. Ses hizindan daha diisiik hizlarda hareket eden subsonik
mithimmatin, ses hizindan daha yiiksek hizlarda hareket eden siipersonik
mithimmata kiyasla farkli atitk yogunlugu ve dagilimi olusturdugu belirtilen
calismada 9x19 mm ¢apinda siipersonik ve subsonik mithimmat ile yapilan atis
testlerinde, hedef lizerindeki atik yogunlugu ve dagiliminda anlamli farkliliklar
oldugu tespit edilmistir. Subsonik barutun daha yavas yanma hizi, subsonik
mithimmatlarda kullanilan barut miktarinin daha az olmasi ve barut gazinin
diistik basinci nedeniyle hedef iizerinde daha az yogunlukta atik dagilimi
saglamasindan dolay1 farklilik olustugu degerlendirilen makale atis mesafesinin
belirlenmesinde atik analizi yonteminin 6nemine 1g1k tutmaktadir.

Terdrizm, uluslararasi uyusturucu ve silah kagakgiligr ile diizensiz go¢ gibi
kiiresel giivenlik tehditleri; devletlerin sinirlarini ve egemenliklerini korumak
icin geleneksel yontemlerin yaninda yeni teknolojilerin kullanimini da zorunlu
hale getirmektedir. Giivenlik kameralari, insanl ve insansiz hava aracglar ile
sensorler gibi ¢esitli veri kaynaklarindan gelen biiyiik miktarda veriyi otomatik
olarak igleyebilme ve analiz edebilme yetenegine sahip; biiyiik veri analitigi ve
makine Ogrenimi teknikleri ile donatilmig yapay zeka destekli gozetleme
sistemleri insan goziinlin kacirabilecegi sizma ve yasa dis1 faaliyetleri tespit
etmede etkin rol oynayabilecektir. Kullanim alanlar1 sadece tehdit tespitiyle
siurlt kalmayip risk analizi ile kaynak yonetiminde kullanilabilecek olan yapay
zeka destekli gozetleme sistemleri, bilgi bankasinda yer alan ge¢gmis donem veri
analizleri ve gozetleme sistemlerinden gelen gergek zamanli bilgilerle risk
seviyelerinin tespitinde ve tehlikeli bolgelerin  belirlenmesinde kolluk
kuvvetlerine karar destek sistemi olarak da hizmet verebilir. GUVEN, “An Ai-
Based Surveillance System Proposal for the Second Line of Defense Against
Irregular Migration, Smuggling, and Terrorism: Gendarmerie Assessment”
isimli Ingilizce makalesinde smir giivenligi, diizensiz go¢ ile miicadele,
kacake¢iligin 6nlenmesi ve terdrle miicadele gibi alanlarda yapay zeka destekli
bir gozetleme sisteminin Jandarma birliklerince kullaniminin faydalarim
tartismaktadir. Calismada halihazirda kullanilan mevcut fiziksel ve teknolojik



onlemlere ragmen Ozellikle ikincil savunma hatti olarak belirlenmis bolgelerde
diizensiz goc, kagakeilik faaliyetleri ve potansiyel glivenlik tehditlerinin devam
ettigi vurgulanmaktadir. Makalede test edilen YOLO v3 algoritmasi gibi yapay
zeka destekli teknolojilerin kullanimi bu soruna bir ¢6ziim Onerisi olarak
sunulmaktadir.

Hafiza kaybi, bunama ve davranis degisikliklerine yol agan ilerleyici bir beyin
bozuklugu olan alzaymir (Alzheimer) hastaligi ve sug isleme egilimi arasindaki
iliski karmasik ve tam olarak anlagilmis degildir. Diirtii kontrolii ve yargilama
gibi biligsel islevlerden sorumlu beyin bolgelerini etkileyebilmesi nedeniyle
alzaymir (alzheimer) hastalarinin sug isleme potansiyellerinin oldugunu savunan
calismalar mevcuttur. Ancak alzaymir (alzheimer) hastalarinin diger yetiskinlere
gore sug islemeye daha yatkin olduguna dair bir kanit bulunmadigini ortaya
koyan ¢alismalar da literatiirde yer almaktadir. UNAL ve GOKSEN, Ingilizce
kaleme aldiklar1 “Unlocking Neurological Mysteries: Machine Learning
Approaches to Early Detection of Alzheimer's Disease” isimli makalelerinde
OASIS-2 veri setini kullanarak alzaymirin erken teshisinde makine 6greniminin
potansiyelini incelemislerdir. Alzaymir (Alzheimer) ve sucluluk arasindaki
iliskiye de deginen makalede demanshi hem de demansiz yash yetiskinlere ait
MRI verileri lizerinde farkli makine 6grenme teknikleri uygulanmistir. Yazarlar;
Random Forest modelinin en yiiksek dogruluk oranini, LightGBM modelinin ise
en yiiksek geri ¢cagirma oranini elde ettigi sonucuna ulastiklarini belirtmektedir.
Makalede makine 6greniminin alzaymirin erken teshisinde ve potansiyel su¢larin
onlenmesinde 6nemli bir ara¢ olduguna vurgu yapilmaktadir.

Onceki yillarda istihbarat calismalar biiyiik 6lgiide gizli ve kapali bir disiplin
olarak goriilmekteyken kiiresellesmenin ve teknolojik gelismelerin getirdigi
karmasik giivenlik ortami ve istihbaratin bu ortamda oynadig: kritik role dair
artan farkindalik bu disipline yonelik akademik ilgiyi arttirmustir. Istihbaratin
tarthsel kokenlerini, teorilerini ve pratiklerini inceleyen ¢alismalarin yani sira
istihbaratin uluslararasi iliskiler, siyaset ve toplum tizerindeki etkisini analiz eden
calismalar literatiirde yerini almaktadir. Istihbarat ¢alismalarinin gelismesine
uluslararast 1iligkiler, siyaset bilimi ve tarith gibi disiplinler de katki
saglamaktadir. OZKAN, “Uluslararasi Iliskiler Alanyazinda Istihbarat
Calismalart” isimli makalesinde kiiresellesme ve teknolojideki degisimlerin



istihbarat caligmalarini nasil etkiledigini ve uluslararasi iliskiler teorileriyle
istihbarat arasindaki iligkinin nasil oldugunu tartismaktadir. Calismada realizm,
liberalizm ve konstriiktivizm gibi uluslararasi iligkiler teorilerinin istihbarat
caligmalarina olan yaklasimi analiz edilmektedir. Uluslararas1 iligkiler
teorilerinin karmasik bir olgu olan istihbarat ¢aligmalarini anlamak i¢in 6nemli
bir ara¢ oldugunu savunan yazar; realizm, liberalizm ve konstriiktivizm gibi
teorilerin  birbirleriyle ¢elismese de birbirini tamamlayici bir sekilde
kullanilabilecegini ifade etmektedir.

Bilgi ve algiy1 amaglann dogrultusunda yonlendirerek hedef Kkitlelerin
davraniglarini ve inanglarini etkilemeye yonelik planli ve organize faaliyetler
biitiinii olan bilgi savasi cagimizda 6nemli bir kuvvet carpani haline gelmistir.
Ulusal giivenlik ve uluslararasi barig icin dnemli bir tehdit haline gelen bilgi
harekati siyasi, askeri, ekonomik veya sosyal hedeflere ulagsmak i¢in yaygin
olarak kullanilmaktadir. VARLIK, “Bilgi Savasiminda Yeni Medya Baglaminda
Sayisal Olmayan Harekat” baglikli makalesinde yeni medya baglaminda bilgi
savasinin sayisal olmayan faaliyetlerini incelemektedir. Makalede ilk olarak
savasin evrimi ve yeni medyanin bu alandaki rolii ele alindiktan sonra, bilgi
savasinin sayisal olmayan stratejik, operatif, taktik ve teknik seviyelerdeki
uygulamalar1 analiz edilmistir. Yeni medyanin bilgi savasinda sayisal olmayan
harekatlar i¢in 6nemli bir arag oldugunun savunuldugu ¢alismada, bilgi savasginin
baslica uygulama alanlari olan aldatmaya kars1 koyma, istihbarata karsi koyma,
askeri aldatma gibi harekat nevileri incelenmektedir.

Biiyiik yikima ve can kaybina neden olabilen depremlerde afetzedelerin
kimliklendirilmesi hayati 6nem arz etmektedir. Kayiplarin bulunmasi, ailelerin
yeniden bir araya gelmesi ve yaralilara dogru tedavinin uygulanmasi i¢in kritik
Ooneme haiz olan kimliklendirme siireci; AFAD (Afet ve Acil Durum Yo6netimi
Basgkanlig1), Kizilay, ulusal ve uluslararasi arama kurtarma ekipleri ile adli
makamlarin koordineli ¢alismasini gerektiren karmasik bir siirectir. Parmak izi
taramalari, yliz tanima ve DNA analizi gibi yontemlerin kullanildig1 biyometrik
veri teknolojileri ve mobil kimlik dogrulama yontemleri deprem sonrasi
kimliklendirmede 6nemli araglardir. Deprem sonrasi kimliklendirme siireclerine
iliskin KULOGLU tarafindan hazirlanan “Depremlerde Afetzedelerin
Kimliklendirilmesi Calismalar:” baglhikli makale, Kahramanmaras depreminde
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sahada gercgeklestirilen afetzede kimliklendirme c¢aligsmalarini incelemektedir.
Vaka  calismast  yOntemiyle  yapilan  aragtirmada;  afetzedelerin
kimliklendirilmesinin planlanmasi, enkaz, kimliklendirme ve defin asamalar1
detayli bir sekilde degerlendirilmektedir. Makalede depremlerde afetzedelerin
kimliklendirilmesi konusunda eksiklikler ve sorunlar ortaya konulurken sunulan
onerilerin, Tiirkiye’deki afet miidahalesi ve kimliklendirme sisteminin
gelistirilmesine 6nemli katkilar saglayacagi degerlendirilmektedir.

Kimliklendirme ile ilgili bir baska ¢alisma olan “Adli Antropolojik Vakalarda
Olay Yeri Inceleme” bashikli yazida KELER ve EROL, ilk olarak adli
antropolojinin bir disiplin olarak taninmasindan ve iilkemizdeki gelisiminden
bahsedilmis daha sonrasinda ise adli antropologlarin kimliklendirme ve kanit
koruma gorevleri agiklanmigtir. Makalede dogru ve giivenilir kimliklendirme ile
kanit toplama islemlerinin yiiriitilmesi i¢in adli antropologlarin olay yeri
inceleme ekiplerine dahil edilmesinin 6nemine vurgu yapilmistir.

Degerli arastirmacilar ve sizlerle yeni sayimizda tekrar bulusmaktan kivang
duymaktayiz. Bu vesile ile bu saymnin yayinlanmasina katki veren tiim bilim
insanlarimiza tesekkiir ediyorum.

Hosga kalm...

Prof.Dr. Osman KOSE
Bas Editor



EDITOR’S NOTE
Dear ‘Journal of Security Sciences’ Readers,

We are proud and excited to present to you the May issue of our Journal of
Security Sciences. We believe that the research articles prepared under the
themes of law enforcement technologies, disaster management, biometric
identification, artificial intelligence, and intelligence in our May issue will make
valuable contributions to the literature.

In these days, when the wounds of the earthquakes centered in
Kahramanmaras, described as the 'disaster of the century', are being swiftly
healed and the experiences gained from the events are being transformed into
policy applications, we have designated 'disaster management' as one of the main
themes of our May issue. The use of law enforcement technologies in natural
disasters, which can cause loss of life and property and have destructive
psychological and sociological effects on communities and individuals, is of vital
importance for conducting search, rescue, and assistance activities in the fastest
and most effective manner. Data from remote sensing systems and analysis of
images from air and space can provide critical information to decision-makers in
determining the extent of post-disaster damage and identifying areas that require
urgent intervention. Satellite phones and internet-based applications are
effectively used for communication after disasters and for coordinating rescue
efforts. Additionally, the use of Geographic Information Systems (GIS) for
mapping the disaster area and emergency planning helps prevent time loss. The
use of unmanned vehicles in detecting individuals under debris has yielded
successful results. In their article titled “The Use of Law Enforcement
Technologies in Natural Disasters: The Case of the General Command of
Gendarmerie”, YILMAZ and ATAR analyze the areas of use of
communication, information querying, and geographic information systems
employed by the General Command of Gendarmerie during the earthquakes
centered in Kahramanmaras on February 6, 2023. The article offers a current and
comprehensive perspective on the use of law enforcement technologies in natural
disasters, examining in detail the technologies used by the General Command of
Gendarmerie and discussing the benefits provided by these technologies in post-
disaster efforts.
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In the English article “Impacts of Supersonic and Subsonic Ammunition on
Gunshot Residues Distribution” authored by OGUNC, SEN, YUKSEL,
OGUR, and ISCAN, the issue of determining shooting distance through the
examination of the density and distribution of gunshot residues is addressed. The
study indicates that subsonic ammunition, which moves at speeds below the
speed of sound, creates different residue density and distribution compared to
supersonic ammunition moving at speeds above the speed of sound. The article,
which finds significant differences in residue density and distribution on targets
in shooting tests conducted with 9x19 mm diameter supersonic and subsonic
ammunition, suggests that the slower burning rate of subsonic powder, the lesser
amount of powder used in subsonic ammunition, and the low pressure of the
powder gas contribute to these differences. The article sheds light on the
importance of residue analysis method in determining shooting distance.

Global security threats such as terrorism, international drug and arms
trafficking, and irregular migration necessitate the use of new technologies
alongside traditional methods to protect states' borders and sovereignty. Al-
supported surveillance systems equipped with big data analytics and machine
learning techniques capable of automatically processing and analyzing large
amounts of data from various sources, such as security cameras, manned and
unmanned aerial vehicles, and sensors, can play an effective role in detecting
infiltrations and illegal activities that might be missed by the human eye. These
Al-supported surveillance systems, not limited to threat detection but also usable
in risk analysis and resource management, provide law enforcement with a
decision support system by identifying risk levels and dangerous areas through
analysis of historical data stored in databases and real-time information from
surveillance systems. In the English article titled “An A4i-Based Surveillance
System Proposal for the Second Line of Defense Against Irregular Migration,
Smuggling, and Terrorism: Gendarmerie Assessment” by GUVEN, the benefits
of using an Al-supported surveillance system by gendarmerie units in areas such
as border security, combating irregular migration, smuggling prevention and
counter-terrorism are discussed. The article highlights the ongoing potential
security threats in regions designated as the secondary line of defense despite
existing physical and technological measures. The use of Al-supported
technologies, such as the tested YOLO v3 algorithm, is presented as a solution
to this problem.
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The relationship between Alzheimer's disease—a progressive brain disorder
leading to memory loss, dementia, and behavioral changes—and the propensity
to commit crimes is complex and not fully understood. Studies suggest that
Alzheimer's patients might have the potential to commit crimes due to the impact
on brain regions responsible for impulse control and judgment. However,
research also exists showing no increased propensity for crime among
Alzheimer's patients compared to other adults. UNAL and GOKSEN, in their
English article “Unlocking Neurological Mysteries: Machine Learning
Approaches to Early Detection of Alzheimer's Disease” have explored the
potential of machine learning in early diagnosis of Alzheimer's using the OASIS-
2 dataset. The article, which also touches on the relationship between dementia
and criminality, reports that different machine learning techniques applied to
MRI data from both demented and non-demented older adults found that the
Random Forest model achieved the highest accuracy rate, while the LightGBM
model had the highest recall rate. The article emphasizes the significance of
machine learning as a tool in early diagnosis of Alzheimer's and prevention of
potential crimes.

In recent years, intelligence studies have increasingly been viewed as a crucial
discipline in a complex security environment brought about by globalization and
technological advancements, rather than just a secretive and closed discipline.
Research on the historical origins, theories, and practices of intelligence, as well
as its impact on international relations, politics, and society, is gaining academic
interest. Contributions to the development of intelligence studies also come from
disciplines such as international relations, political science, and history.
OZKAN, in the article “Intelligence Studies in the Field of International
Relations” discusses how changes in globalization and technology have
influenced intelligence studies and the relationship between international
relations theories and intelligence. The article analyzes the approaches of
international relations theories such as realism, liberalism, and constructivism to
intelligence studies, arguing that these theories, while not contradicting each
other, can be used in a complementary manner to understand the complex
phenomenon of intelligence.

Information warfare, a set of planned and organized activities aimed at
directing information and perception to influence the behaviors and beliefs of
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target audiences, has become a significant force multiplier in our era. It poses a
significant threat to national security and international peace and is widely used
to achieve political, military, economic, or social objectives. VARLIK, in the
article “Non-Digital Operations in Information Warfare in the Context of New
Media” examines the non-digital activities of information warfare in the context
of new media. The article first addresses the evolution of warfare and the role of
new media in this domain, then analyzes the strategic, operational, tactical, and
technical levels of information warfare applications. The article argues that new
media is an important tool for non-digital operations in information warfare,
focusing on major application areas such as counter-deception, counter-
intelligence, and military deception.

Identifying victims in earthquakes that can cause extensive destruction and
loss of life is of critical importance. The identification process, which is critical
for finding the missing, reuniting families, and providing the correct treatment to
the injured, requires the coordinated effort of Disaster and Emergency
Management Presidency (DEMP), the Red Crescent, national and international
search and rescue teams, and judicial authorities. Biometric data technologies
and mobile identity verification methods, such as fingerprint scanning, facial
recognition, and DNA analysis, are important tools in post-earthquake
identification. The article titled “Identification Efforts for Earthquake Victims”
by KULOGLU examines the on-site identification activities carried out during
the Kahramanmaras earthquake. The research, conducted using the case study
method, evaluates in detail the planning of victim identification, and the stages
of debris, identification, and burial. While the article highlights deficiencies and
issues in the identification of earthquake victims, the suggestions provided are
evaluated as making significant contributions to the improvement of Tiirkiye’s
disaster response and identification system.

Another study related to identification, titled “Crime Scene Investigation in
Forensic Anthropological Cases” by KELER and EROL, first discusses the
recognition of forensic anthropology as a discipline and its development in our
country, and then explains the roles of forensic anthropologists in identification
and evidence preservation. The article emphasizes the importance of including
forensic anthropologists in crime scene investigation teams for the execution of
accurate and reliable identification and evidence collection processes.
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Dear researchers, | am delighted to meet you again in our new issue. On this
occasion, | would like to thank all the scientists who contributed to the
publication of this issue.

Sincerely...

Prof Osman KOSE, Ph.D.
Editor in Chief



