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EDITORDEN

Acta Infologica, Enformatik disiplininin diger tiim disiplinlerle olan arakesitindeki
uygulamalari, baska bir ifade ile Enformatigin kullanimi ve uygulanmasi ile ortaya ¢ikan
sonuglari ve Enformatigin temel teorileri ile ilgili ¢alismalari kapsayan yayinlari
arastirmacilarla ve okuyucularla paylasmak amaci ile Haziran 2017’de yayin hayatina
baslamistir. O giinden beri dergimizin yenilenme ¢alismalari devam etmekte olup kurullarimiz
giincellenmis, bu sayidan sonra TR dizine basvuru yapilmasi planlanmis ve ulusal ile
uluslararasi endekslerde taranma gibi cok 6nemli bir hedef konmustur.

Bilgi teknolojilerinin hemen her alanda ve giindelik yasamda yaygin bir sekilde kullanimi, bu
kullanim esnasinda ve sonucunda gelisen olaylarda insanin alacagi tavir ve durus, Enformatik
disiplininin arastirma eksenlerini olusturmaktadir. Bu iki eksende yerini alabilecek tim
calismalara dergimiz agiktir. Bugtine kadar degerli makaleleriyle katki saglamis yazarlarimiza
ve degerlendirme slireglerinde bizlere yardimci olan hakemlerimize ictenlikle tesekkiir ederiz.

Bir derginin yayin hayatina baslamasi gerekli bir adim olmakla birlikte yeterli degildir, 6nemli
olan derginin stirdiiriilebilir olmasidir. Bu zorlu siirecte, dergi yayin ekibine, editérler kuruluna
ve hakemlerimize ¢ok is diismektedir. Bu vesile ile dergi yayin ekibini olusturan Dr. Cigdem Erol,
Dr. Serra Celik, Dr. Emre Akadal, Dr. Fatma Onay Kogoglu’'na, editérler kurulunda yer alan
sevgili arastirmacilarimiza ve dederli hakemlerimize minnettar oldugumuzu ifade etmek
isterim.

“Bilge” dergimizin basarili bir yayin hayati olsun!

Acta INFOLOGICA Yayin Ekibi Adina

Dr. Seving Giilsegen

dergipark.gov.tr/acin
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Bir Glivenlik Trendi: Bal Kiipii

Stileyman Muhammed Arikan*, Recep Benzer

0z

Bu ¢alisma, bilisim diinyasinda giivenligi saglamak adina kullanilmakta olan ve her gegen giin popiilerligi artan bal kiipleri
hakkinda bir arastirma niteligindedir. Honeypot olarak kullanilan bu terim dilimize bal kiipii olarak geg¢mistir. Balkiipleri,
izinsiz yapilmig giriglerin veya zararl aktivitelerin tespitinde kullanilmasina ek olarak asil amaglari sadirganin veya zararh
aktivitenin kullanmis oldugu metod ve araglar hakkinda bilgi edinmektir. Bal kiiplerinin bir¢ok ¢esidi vardwr. Calismamizda
bu gegsitleri agiklamaya odaklamilmigtir. Dinamik bal kiipii dizaym, bal kiipii sistemleri icin saldwrgan web uygulamasi, ssh
ataklarimin analizi ve gorsellestirilmesi gibi ¢alismalar incelenmigtir. Ayrica Glastopf ile sql enjeksiyonu saldirisina ve
yapilan saldwin kayitlardan gériintiilenmesine ornek bir uygulama yapilmistir. Geligen modern diinyada her gegen giin
farkly alanlar olusmakta ve gereksinimler degismektedir. Bu gereksinimlere bal kiipii sistemlerinin kendini adapte etmesi her
ne kadar hizlida olsa bazi konularda eksikleri devam etmektedir. Ancak esnek yapilari ve herhangi bir sisteme kolay adapte
olmalart sayesinde yeni moduller gelistirilerek eksikliklerin biiyiik kismi kullanicilar tarafindan giderilebilmektedir.

Anahtar Kelimeler: Bal kiipii, malware, sql injection, ransomware, worm.

New Security Trend: Honeypot

ABSTRACT

This study is a research about the honeypots which is being used to provide security in the world of information and
increasing in popularity day by day. This term used as a honeypot is passed down to our slice as honey cube. In addition to
being used in the detection of unauthorized entries or harmful activities, it is also necessary to obtain information about the
methods and means by which the original purpose is to use the malicious or harmful activity. There are many kinds of
honeypots. Our work focuses on explaining these species. Dynamic honeypot design, aggressive web application for
honeypot systems, analysis and visualization of ssh attacks have been studied. In addition, Glastopf, sql injection attack and
the attack is displayed on the records of a sample application has been done. In the developing modern world, different fields
are formed every day and requirements are changing. Although these requirements are fast for the honeypot systems to adapt
themselves but some are still missing. However, due to their flexible structure and easy adaptation to any system, new
modules can be developed and most of the deficiencies can be eliminated by the users.

Keywords: Honeypot, malware, sgl injection, ransomware, worm.
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1. GIRIS

Giliniimiiz modern diinyasinda giivenligi saglamak amaciyla bircok teknik ve yontem kullanilmaktadir. Her
gegen gilin inanilmaz bir hizla arttigi goriilen saldir1 tekniklerine nazaran savunma teknikleri i¢in ayni seyi
sOylemek oldukga giigtiir. Fakat her gecen giin saldirilar hakkinda yeni teknikler kesfedilmekte ve karst dnlemler
alinmaya g¢alisilmaktadir. Tiim bunlara ek olarak sifirinci giin ataklari (zero-day attacks) ile tanimlanan ataklar
giinlerce hatta yillarca gizemini korumaktadirlar. Kesfedilmemis bu ataklari, modern ¢dziimlemelerin birgogu
engelleyememekte hatta birgok durumda saldirtya ugradigini dahi fark edememektedirler. Calismamizin devam
eden kisminda giiniimiiz giivenlik tekniklerine yiizeysel olarak bir bakis atilacaktir.

Istemci tarafinda giivenligi saglamak admna en c¢ok kullamilan teknolojilerin basinda siiphesizki antiviriis
yazilimlar1 gelir. Antiviriisler, sistem iizerindeki zararli yazilimlar1 tespit edip amaclanan iglemin
gerceklesmesini engelleyerek zararli yazilimi sistemden kaldirmayr hedefleyen programlardir. Modern
antiviriisler; solucanlar (worm), truva atlar1 (trojan horses), arka kapilar (backdoor), fidye yazilimlar
(ransomware), tarayici ele gegirme (browser hijacking), casus yazilim (spayware), ¢evrimici bankacilik ataklar
ve sosyal miihendislik gibi bir¢ok saldirtya karsi kullaniciyr ve sistemi koruma yetenekleri gelistirmistir
(Anonymous, 2017). Istemci tarafli saldirilarda son kullanicty1 korumada antiviriislerin faydasi goéz ardi
edilemez. Fakat tiim saldirilar yalnizca son kullaniciya yonelik degildir. Ev ortaminda antiviriis kullanimi yeterli
bir giivenlik 6nlemi olarak sayilabilmesine karsin kurumsal is ortamlarinda tek bagina bir yeterliligi oldugunu
sOylemek giligtiir. Ayrica, antiviriislerin son kullanict nezninde sistem kaynaklarini fazla kullanma gibi bazi
olumsuzluklarin olduguda ortadadir.

Giivenligi saglamak adina kullanilan bir diger teknoloji olarak ise gilivenlik duvari (firewall) sayilabilir.
Giivenlik duvar1 olmayan bir ig veya kurumsal ag bulmak neredeyse imkansizdir. Giivenlik duvari, paketler
tizerinde incelemeler yaparak filtrelemeye olanak saglar (Yang ve ark., 2011). Filtrelemeler kural tabanlhidir.
Kurala uyan / uymayan paketler diisiiriiliir. Glivenlik duvarlarini yapilarina goére yazilimsal ve donanimsal olarak
ikiye ayirabiliriz. Donanim tabanli giivenlik duvarlar1 oldukga performansh galisir. Uzerindeki donanim,
barindirdig1 yazilima 6zgii hazirlandigindan yetenekleri haliyle daha da gelismistir. Donanimsal giivenlik
duvarlarinda hedef, aglarin birbirinden izole edilmesidir. Kurulumlari ve konfigiirasyonlar1 kolay degildir.
Ayrica satig ticretleri oldukca yiiksektir. Yazilimsal giivenlik duvarlarinda ise maliyet diigiiktiir. Zaten hali
hazirda, isletim sistemleri ve antiviriislerin biiyiikk bir ¢ogunlugu icerisinde giivenlik duvari barmdirmaktadir.
Farkl1 bir yazilim ile koruma amaglanirsa, internet tizerinden {icretsiz giivenlik duvari edinebilmenin yan1 sira
clizi miktarlar ile lisanshi yazilimsal giivenlik duvarlari da satin almabilir. Yazilimsal giivenlik duvarlari,
bilgisayar ile ag arasinda gergeklesen trafigin filtrelenmesine olanak saglar. Her tiirli sisteme uyum
saglayabilirler. Yazilimsal olduklarindan dolay1 sistem kaynaklarmi kullanilar. Bu yiizden ¢ogu zaman
performanslari diisiiktiir.

Ag igerisinde gerceklesen ataklarin tespiti ve engellenmesi i¢in IDS ve IPS araglart kullanilabilir. Ag trafiginin
izlenerek yetkisiz giris ve aktivitelerin tespitinde, dilimize saldir1 tespit sistemi olarak ¢evrilmig IDS (Intrusion
Detection Systems) kullanilir. Ag trafigini inceleyerek saldirilart engellemek adina ise IPS (Intrusion Prevention
Systems) kullanilir. Dilimize saldir1 engelleme sistemi olarak ¢evrilmistir. IDS ve IPS arasindaki fark oldukca
basittir. IDS, saldirilari tespit ederek ag yoneticisine durumu raporlar ve bir alarm olusturur. IPS ise, aym IDS
gibi caligmasina ek olarak ayni zamanda bu saldiriy1 engellemeye ¢alisir. ID/PS aracglart iki basit tipe ayrilir:
Anasistem tabanli (Host-based) ve Ag tabanli (Network-based). Anasistem tabanli ID/PS araglari, bireysel
bilgisayarlar iizerindeki verileri inceler. Igeriden kaynakli kétiiye kullamimlarin tespitinde ve engellemesinde
oldukga verimlidir. Anasistem tabanli IDS araglarma Windows NT/2000 Security Event Logs ve UNIX Syslog
ornek olarak gosterilebilirken anasistem tabanli IPS araclarma Cisco Security Agent (CSA) Ornegi verilebilir
(Kuwatly ve ark., 2004). Diger taraftan ag tabanli ID/PS araglari, mevcut ag lizerinde taginan tiim paketleri
analiz eder. Cogu zaman paketler deneysel bir veri ile kiyaslanarak incelenir. Ag tabanli IDS araglarma agik
kaynak kodlu Snort 6rnek olarak verilebilir. Snort, gercek zamanli ag tarafigi iizerinde paketleri inceleyerek
arabellek tasmasi (buffer overflow) ve gizli port taramasi (stealth port scan) gibi daha bir¢ok genis cesitlilikteki
ataklar1 tespit eder. Ayrica Snort ‘a ek olarak Suricata, Bro Ids, OpenWPS-ng ve Security Onion gibi yine
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iicretsiz araglar 6rnek gosterilebilir. Ag tabanli IPS araclarma ise McAfee's Network Protection System ornegi
verilebilir.

2. YONTEM

Bal kiipii terimi i¢in esin kaynagi, ayilar igin kurulan tuzaklara yerlestirilen i¢i bal dolu kaplardir (Zakaria ve
Kiah, 2012). Bal kiipleri ile ayilarin tuzaga gelmesi saglanmaktaydi. Giiniimiiz bilisim diinyasinda ise bal
kiipleri, saldirganlar1 iizerine ¢ekmek i¢in kullamilmaktadirlar. Bal kiipii sistemleri zararli aktiviteyi ya da
saldirgan1 durdurmakta aktif gorev almazlar. Balkiipleri, izinsiz yapilmis girislerin veya zararli aktivitelerin
tespitinde kullanilmasina ek olarak asil amaglari sadirganin veya zararl aktivitenin kullanmis oldugu metod ve
araglar hakkinda bilgi edinmektir (Song ve ark., 2012). Edinilen bu bilgiler 1s18inda istenmeyen faaliyetlerin
engellenmesi adina ¢alismalar yapilir. Dolayisi ile bal kiipii sistemlerini, saldirganin veya zararli aktivitenin
kullandig1 teknikler ve araglar hakkinda caligmamiza olanak saglayan platformlar olarak tanimlayabiliriz
(Chauhan ve Shiwani, 2017).

Bal kiipii sistemlerine yonlendirilmis higbir trafik yoktur. Buna ek olarak bal kiipii sistemleri herhangi bir liretim
degeri bulundurmaz. Dolayisi ile balkiipleri lizerinde higbir trafik gériillmemelidir. Eger bal kiipii sistemleri ile
bir etkilesim s6z konusu ise, etkilesime gegen kaynak yiiksek olasilikla saldirgan ya da zararli aktivitedir.

Bal kiipii sistemleri bir aga kuruldugunda, agdaki diger makineler gibi goéziikkmesine dikkat edilmelidir.
Bulundugu agin o6zelliklerine gore servisler se¢ilmelidir. Bilinen agikliklar birakilarak saldirganlarin dikkatleri
bal kiipii lizerine g¢ekilerek gercek sistem ve servisler korunur. Birgok saldir1 tespit ve engelleme sisteminin
aksine yanlig alarm (false positive) orani oldukg¢a diisiiktlir. Bal kiipii sistemleri kurulum i¢in biiyiik sistem
kaynaklarina gerek duymaz.

[lk bal kiipii yazilim1 1998 yilinda yazilmis Cybercop Sting adindaki yazilimdir. Ayni zamanda Decoy Server
olarak da bilinmektedir. Decoy Server, Telnet ve SMTP gibi servisleri simiile edebilmekteydi. Oldukga limitli
bir kullanima ve kayitlama yetenegine sahip olsa da saldirgan ataklarini analiz etmede olduk¢a faydaliydi
(Sharma, 2016).

Giiniimiiz balkiipleri etkilesim seviyelerine gore Diisiik etkilesimli (Low-Interaction) ve Yiiksek Etkilesimli
(High-Interaction) olarak ikiye ayrilir (Singh ve Joshi, 2011). Buradaki etkisim ile kastedilmek istenilen, aktivite
diizeyi veya faaliyet alanidir.

Diisiik etkilisimli bal kiipli sistemlerinin faaliyet alani oldukca kisithidir. Bu kisitlilik taklitten kaynaklanir.
Cinkii disik etkilesimli bal kiipli sistemlerinde servisler ve servislerin iizerinde ¢alistigl isletim sistemi
tamamen simiile edilmektedir. Bu simiilasyondan dolay1r saldirganin  bal kiipii sistemi i{izerinde
gergeklestirebilecegi islemler limitlidir. Bir diisiik etkilesimli bal kiipii sisteminde ftp protokolii simiile edilmek
istendigini diigiinelim. Bu durumda 21. port dinleniyormuscasina cevaplar dondiriilir. Bu portta login
komutlarinin ¢alismasina olanak saglanir. Buna ek olarak gesitli ftp komutlarida g¢alistirtlir. Saldirgan veya
zararli aktivite burada ftp servisinin ¢aligtigim diigtiniir. Fakat yapilan tiim islemler taklitten ibarettir. Bunlara ek
olarak; saldirganin, taklit servisin desteklemedigi bir komutu c¢aligtirmasi sonucu sistemin bir bal kiipii oldugu
anlagilabilir. Diisiik etkilesimli balkiiplerinden sinirli bilgi edinilir. Saldirganin ve zararli aktivitenin gergek bir
sistemde yapacagi tim islemleri, taklit sistemde uygulayamayacagi ihtimalinden dolayr her konuda bilgi
edinilemeyebilir. Buna karsin kurulumlari ve bakimlar1 oldukga basittir. Icerisinde barindirdiklar: sistemler taklit
olduklarindan dolayr ag icin herhangi bir risk olusturmazlar. Bilinen aktivitelerin yakalanmasinda oldukga
etkilidirler. En ¢ok kullanilan diisiik etkilesimli bal kiipli sistemleri olarak Honeyd, Specter, KFSensor ve
Dionaea 6rnek verilebilir. KFSensor, bir windows tabanli bal kiipii sistemidir. Servisleri windows igletim sistemi
iizerinde calistyormus gibi taklit eder. Servisler OSI katmanlarindan uygulama katmaninda taklit edilir. Dolayis1
ile cogunlukla yeni giivenlik duvari kurallari olusturmak i¢in veya yeni IDS imzalar1 yazmak igin
kullanilmaktadir (Singh ve Joshi, 2011). Honeyd en ¢ok kullanilan diigiik etkilesimli bal kiipli sistemlerinin
basinda gelir. Bir agda sanal sistemler olusturan uygulamadir. Olusturulan sanal sistemler uzaktan kontrol
edilebilir. Konfigiirasyonlarina gére isletim sistemi ve servisler taklit edilir. Isletim sistemi ve servis cesitliligi
genistir. Ayrica tek bir sisteme birden fazla ip adresi atanmasinin miimkiin olmas1 énemli bir 6zelliktir. GNU
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lisans1 altinda acik kaynak kodlu bir yazilimdir. Specter, honeyd gibi herhangi bir isletim sistemini iizerinde
belirlirledigimiz servisler ¢alistyormuscasina simiile eder. Honeyd’den ayiran en biiyiik 6zelligi, igerisinde tuzak
uygulamalar barindirmasidir. Bu sayede saldirgana ait bilgiler edinmeye ¢alismaktadir.

Yiiksek etkilesimli bal kiipii sistemleri, diisiik etkilesimli bal kiipii sistemlerine nazaran daha karmagik yapiya
sahiptirler. Kurulumlari1 ve bakimlar1 zaman almakla birlikte zor oldugu sdylenebilir. Gergek isletim sistemi ve
uygulamalar kullanilir. Dolayisi ile saldirgan veya zararli aktivite hakkinda ¢ok genis gapta bilgiler edinilebilir.
Sifirinct giin ataklarinin tespitinde veya saldirganin kullandigi teknikler {izerinde caligmak igin idealdirler.
Symantec Decoy Server ve Sebek bu balkiiplerine 6rnek olarak gosterilebilir (Djanali ve ark., 2014). Sebek, iki
modiil barindirir. Birinci modiil yiiksek etkilesimli bal kiipii {izerinde calisarak biiylik ¢apta kayit toplar.
Toplanan bu kayitlar ikinci modiil olan sunucuya gonderilir. Bu sunucu genellikle bal kiipii sistemlerinin dniinde
duran ag gecididir. Fakat bagimsiz olarakta kullanilabilir. Sunucu sayesinde tiim kayitlar merkezi bir noktada
toplanir. Sebek sunucu modiilii ve bal kiipii modiilii ayn1 makine iizerine kurulamamaktadir.

Yiiksek etkilesimli bal kiipii sistemlerine bir¢ok kaynakta ayrica honeynet Ornegine rastlamak miimkiindiir.
Honeynet kavrami, iki ya da daha fazla bal kiipii sistemlerinin bir arada kullanilmasina verilen addir (Zakaria ve
Kiah, 2012).

3. BULGULAR

Bal kiipii istemleri ile bir¢ok konuda 6rnek ¢aligmalar yapilmistir. Makalemizde bu c¢alismalardan bazilarina yer
verilmistir. [lgili calismalar incelenmis ve yararl olacag diisiiniilen arastirmalar okuyucuya aktarilmistir.

Dinamik bal kiipii dizaym (Kuwatly ve ark., 2004), bal kiipii sistemleri i¢in saldirgan web uygulamasi (Djanali
ve ark., 2014), ssh ataklarinin analizi ve gorsellestirilmesi (Koniaris ve ark., 2013) gibi ¢aligmalar incelenerek
okuyucuya aktarilmasi hedeflenmistir. Bu boliimde ayrica Glastopf ile sql enjeksiyonu saldirisina ve yapilan
saldirmin kayitlardan goriintiilenmesine 6rnek olusturmak adina tarafimca yapilmis uygulama okuyucuya
sunulacaktir.

3.1. Dinamik Bal Kiipii Dizaym

Bal kiipii sistemleri; genellikle yonetici tarafindan atanmig ip adreslerinde olusturulmaktadir. Statik atamanin
aksine, dinamik bal kiipii ile kullanilmayan ip adresleri tespit edilerek bu iplerde sanal balkiipleri olusturulmasi
hedeflenmistir. Bu sayede saldirganlarin gozden kagmasi minimuma indirilecektir. Dinamik bal kiipli sistemi
aynt zamanda, ip kullanimina gore kendini giincelleyecektir. Bir ip bosa ¢iktiginda ilgili adrese bir sanal bal
kiipii kurulacak, ip kullanilmaya basladiginda ise ilgili bal kiipii sistemden kaldirilacaktir.

Dinamik bal kiipli yaklagiminin uygulanmasi i¢in su bilesenlere ihtiya¢ duyulmaktadir: Aktif tarama araci, pasif
tarama araci, diisiik etkilesimli bal kiipii, yiiksek etkilesimli fiziksel bal kiipii, veri tabani, dinamik bal kiipii
motoru.

Aktif tarama, kullanilan isletim sistemleri ve portlar1 bulmak amaciyla kullanilacaktir. Nmap uygulamasi
secilmistir. Nmap igerisinde isletim sistemi ve servislerin imzalarint barindirmaktadir. Hedef makineye paketler
gondererek cevap ister. Aldigi cevaplart veritabanindaki imzalarla karsilastirarak, hedef sistemin ne olduguna
karar verir.

Pasif tarama, agdaki paketlerin dinlenemesi ile hedef sistemin bilgilerini bulma islemine dayanir. Aktif tarama
ile pasif tarama arasindaki fark, pasif taramada aktif taramada oldugu gibi hedef ile etkilesimin olmamasidir.
Pasif tarama araglarina 6rnek olarak pOf ve Snort gosterilebilir.

pOf, agda yakaladigt SYN paketlerini i¢inde barindirdig1 veri tabanindaki imzalarla karsilagtirarak isletim
sistemine karar verir. Bu karar i¢in paketlerin i¢erisinde bulunan TCP/IP alanlarina bakar. Tamamiyla sessizdir.
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Pasif tarama agda ¢ok az bir trafige sebep olur. Buna nazaran aktif tarama ag icerisinde ¢ok fazla faaliyete
sebebiyet verir. Aktif taramada sonuglar birer anlik fotograf gibidir. Pasif taramada ise sonuglar gercek zamanl
olarak stirekli toplanmaktadir. Aktif tarama tiim agik port ve servisleri bulabilmesine karsin, pasif tarama
yalnizca trafik olusturan portlari bulabilir.

Disiik etkilesimli bal kiipli olarak ise honeyd kullamilmistir. Ciinkii honeyd bal kiipii sistemi hem uzaktan
olusturulabilmekte hemde iizerinde konfigiirasyon degisiklikleri yine uzaktan yapilabilmektedir. Honeyd
balkiipleri, olusturulduktan sonra bir etkilesimle karsilastiklarinda bu trafigi dogruca fiziksel yiiksek etkilegimli
bal kiipii sistemi olan Sebek bal kiipiine yonlendirir. Béylece saldirgan yiiksek etkilesimli bal kiipii sistemi ile
karsilagarak hakkinda daha fazla bilgi toplanmasina olanak saglar.

Yiksek etkilesimli bal kiipii sistemi olarak Sebek kullanilmigtir. Sebek bal kiipii modiilleri, honeyd
balkiiplerinden yonelendirilen trafik ile girdigi etkilesimlerin kaydini tutarak Sebek sunucusuna tutulan kayitlar
yollar. Sunucuda merkezi olarak tutulan bu kayitlar, belirli periyotlarla sunucu tarafindan incelenerek risk
farkedildigi takdirde SMS ile yoneticiyi bilgilendirmektedir.

Veri tabam igerisinde; IPInformaiton, Ports, OperatingSystems, ServicesScripts, HoneydLogs ve SebekLogs
olmak iizere alt1 tablo vardir. IPInformation tablosu igerisinde belirli ip adresine ait; isletim sistemi bilgisi,
verinin edinildigi zaman ve ip adresinin gercek bir sistem veya sanal bir sistem tarafindan kullanildigia dair
kayitlar1 igerir. Ayrica bu bilgilerin hangi tarama araci ile edinildigi bilgiside icerilmektedir. Ciinkii tarama
araglar1 bazi durumlarda digerlerine gore daha giivenilir sonuglar vermektedir. Ports tablosu igerisinde belirli ip
adresine ait sistemdeki acik tiim portlar ve bu portlarda ¢alisan servisler tutulur. Yine bu tablodada veriye hangi
tarama araci ile ulasildiginin yan1 sira zaman bilgiside bulunmaktadir. OperatingSystems tablosunda her isletim
sistemine benzersiz bir numara verilerek agiklamasi yazilmigtir. ServicesScripts tablosunda ise honeyd
tarafindan simiile edilen servisler ve bu servislerin simiile edilmesi igin gerekli senaryolar tutulmaktadir.
HoneydLog tablosunda honeyd tarafindan tutulmus kayitlar bulunmaktadir. SebekLogs tablosunda ise Sebek
sunucusunda toplanmig kayitlar tutulmaktadir.

Dinamik bal kiipii sistemi motor aracinin su islemlerde kullanilmasi amaglanmustir: yerlestirilecek sanal balkiipii
sayisinin hesaplanmasi, konfigiirasyon komutlarinin goénderilmesi, kayitlarin toplanmasi ve ¢ikti olusturulmasi
ile hesaplamalarda yanlislik olusmasini engellemek adina veri tabaninda eski kayitlarin silinerek giincel
kalmasini saglamak.

Sonug¢ olarak, kullanilmayan ip adreslerine diisiik etkilesimli bal kiipii sistemleri kurularak saldirganin agda
yaptigi tim hareketlerin kayit altina alinmasi hedeflenmistir. Honeyd ile etkilesime gegen her trafik Sebek bal
kiiptine yonlendirilmistir. Sebek bal kiipii ise kayitlar1 merkezi sunucuda toplayarak belli zamanlarda bu kayitlar
incelemis ve yiiksek risk gordiigiinde durumu ydneticiye bildirmistir. Bu sayede izinsiz giris yapan saldirgan
veya agda bulunan zararli aktiviteler kisa siirede farkedilmistir. Sanal balkiiplerinin agdaki makinelerin
karakteristik 6zellikleri ile ayn1 oranda kurulmas ile sistemdeki varliklari gizlenmistir. Bu sayede saldirgana
durum farkettirilmeden gercek ve taklit sistemler paralel olarak c¢alistirilmustir.

3.2. Bal Kiipii Sistemleri i¢in Saldirgan Web Uygulamasi
Web uygulamalarinda en ciddi agikliklarin basinda stiphesiz ki Sql Enjeksiyonu (Sql Injection) ve XSS (Cross —
Site Scripting) gelir.

Sql Enjeksiyonu, sayfadaki ilgili alana girilen meta karakterler (°, ; vb.) ile arka planda galisacak olan sql
sorugusuna eklemeler yaparak sorguyu degistirme islemine denir. Cogunlukla web uygulamalarinda kullanilir.
Fakat sql sorgusunun oldugu heryerde bu saldir1 tipi ile karsilagabiliriz. Komut-1 {izerinde goriilen sorgu ciimlesi
arka planda kulanilan sql ciimlecigi olarak kabul edelim.
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sql = “SELECT * FROM users WHERE name=""+kullanici+” * ;”
calistir(sql)

Komut 1. Arka plan Sqgl Sorgusu

Bu sorgu ile kullanici adi kismina girilen degere esit kullanicilar veri tabanindan ¢ekilmek istenmektedir. Sql
enjeksiyonu yapilarak tiim kullanicilarin veri tabanindan ¢ekilmesi saglanabilir. Kullanici adi alanina Komut-2
tizerindeki gibi kullanici tarafindan giris yapildigini kabul edelim.

1’or ‘1’="1

Komut 2. Sql Enjeksiyonu Igin Girdi Degeri

Bu durumda arka planda g¢alistirilacak olan sql sorgumuz Komut-3 {izerinde goriildiigii gibi bir sorguya
donligmiistiir.

SELECT * FROM users WHERE name="1" or ‘1’="1"

Komut 2. Sql Enjeksiyonu Yapilmig Sorgu

Ikinci sart dogru oldugundan dolay1 sorgu ¢aligacak ve veri tabanindaki tiim kullanici adlarmi doéndiirecektir.
Boylece veri tabanindan tiim kullanict adlarinin ¢ekilmesi saglanmustir.

XSS, capraz betik saldirilar1 (Cross-Site Scripting) kelimelerinin bas harfleridir. Web sayfasinda kullanicidan
giris alinacak alanlarda; herhangi bir kontrol mekanizmasi olmamas: durumunda, html ya da javascript gibi
kodlarmn bu alana girilerek ilgili sayfanin kodlar1 yorumlamasimi saglamaktir. Kullanimina goére 3 farkli tipi
mevcuttur. Bunlar Reflected XSS, Stored XSS ve DOM XSS olarak listelenebilir (Anonymous, 2013). Bunlar
arasindan DOM, belge nesnesi modeli (Document Object Model) kelimelerinin bag harflerinden olusmaktadir.
XSS saldirilari i¢inde en tehlikeli olan1 kabul edilmektedir. Web sayfalar1 belge olarak kabul edilerek, bu belge
igerisindeki her eleman (resim, video vb.) nesne olarak gériilmektedir. Javascript kodlar1 ile bu nesneler {lizerinde
degisiklik yapilmasi miimkiindiir. Iste bu XSS saldir1 ydntemi kullanilarak sayfa igersindeki hemen hemen
hersey degistirilebilir.

Tim bu saldirilarin tespit edilmesi ve saldirgan hakkinda bilgi edinmek adina bir bal kiipii sistemi
gelistirilecektir. Oncelikle bal kiipii iizerinde kullanicilacak sayfanin XSS ve Sql enjeksiyonu agikliklarini iceren
gercek bir web sayfast gibi goriinmesi gerekmektedir. Bu ama¢ dogrultusunda web sitesi 3 sayfadan
olusturulmustur. Bunlardan birincisi anasayfadir. Anasayfa saldirganin bir kurulusun web sitesi olduguna
inanmasi i¢in sahte bilgilerle doldurulmustur. Diger sayfalardan ilki XSS acikligr digeri ise Sql enjeksiyonu
aciklig1 bulunduran sayfalardir. Eger saldirgan XSS veya Sql enjeksiyonu saldirilarinda bulunursa, ilgili sayfa bu
saldirilar1 emiile edecek ve basarili oldugu izlenimi birakacaktir. Fakat bunlarin yaninda kullanilmis farkli
saldirilar varsa XSS ve Sql enjeksiyonu digindaki saldirilar simiile edilemez. XSS saldirisinin simiile edilecegi
sayfada, 3 adet sahte makale bulunmaktadir. Sayfada gerekli alana girilecek birden iice kadar olan sayilarla ilgi
makale sayfada gosterilmektedir. Sayfa icerisinden istek yapildiginda, bal kiipii istegin beklendigi gibi olmasi
durumunda makaleleri kullanictya sunar. Fakat farkli bir istek goriildiiglinde tarayicida calistirilacak ancak
saldirganin kimligine iliskin veri toplayan javascript kodu sayfaya eklenecektir.

Oncelikle sayfaya gelen http istegi incelenir. Bu istegin Sql enjeksiyon agiklig1 bulunduran sayfadan ya da XSS
aciklig1 bulunduran sayfadan geldigine karar verilir. Tlgili sayfanin acikligimin sémiiriilmeye ¢alisildigina dikkat
edilir. Eger bahsi gecen agiklik somiiriilmeye calisiliyorsa bal kiipii tarafindan basarili olduguna dair cevap
dondiiriiliir. Cevap yollanmadan 6nce icerisinde javascript kodu eklenir. Javascript kodu, bir onlem olarak
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karartilmistir. Bu sayede saldirganin geri donen cevabi incelemesi halinde kolaylikla amacimizi anlamasi
engellenmek istenmistir.

3.3. SSH Ataklarimin Analizi ve Gorsellestirilmesi

Saldirganlar siirekli olarak internette kotii amaclar1 i¢in kullanabilecekleri sunucu aramaktadirlar. En belirgin
hedeflerinin yoneticisinin uzaktan erisim i¢in yapilandirdigi sunucular oldugu aciktir. Bu tip uzaktan erisim ile
kullanilmak istenilen sunucularda ¢ogunlukla SSH (Secure Shell) servisi kullanilir.

SSH sifreli bir uzak baglanti mekanizmasidir. Genellikle Linux ve Unix tabanli isletim sistemlerinde kullanilir.
Baglanti saglandiginda ilgi isletim sisteminin konsoluna diisiiliir. Istenilen komutlar bdylece uzaktan
calistirilabilmektedir. Varsayilan olarak 22. portu kullanir.

SSH servisi, zayif parola ile korundugu taktirde kolaylikla saldirganlar tarafindan kullanilabilmektedir. Herhangi
bir sekilde bahsi gecen ssh servisi bulan saldirganlar, siirekli olarak kullanict adi ve parola ¢iftleri deneyerek
sunucuya erisim saglamay1 hedefler. Eger bu kullanici adi1 — parola ¢iftlerinden herhangi biri erisim saglamada
basarili olursa; sunucu, saldirgan tarafindan kotii amaclari adina kullanilmaya baslar.

SSH servisi agik bir bal kiipii sistemine statik ip adresi verilerek internete agilir. Bal kiipii sistemi olarak Kippo
SSH bal kiipti kullanilmistir. Kippo SSH, python programlama dili ile yazilmis bir bal kiiplidiir. Varsayilan 22.
portta bir ssh servisi simiile etme kabiliyetine sahip oldugundan dolayr tercih edilmistir. Bu port ile
gergeklestirilen her etkilesim kayit altina alinir. Bu kayitlar ayrica MySQL veri tabanina kaydedilebilmektedir.
Bu 6zelligin kullanilmasi igin sisteme ek olarak MySQL veri tabani kurulmustur. Kippo bu &zelliklerinin yan
sira kullanict adi — parola listesi alarak, bu listedeki kayitlar ile eslesen erisim isteklerine basarilt olduguna dair
cevap dondiirtir. Sisteme girdiklerini diisiinen saldirganlar, isletim sisteminin simiile edildiginden habersiz
komutlar c¢alistirir. Bu komutlarda kayit altina alinarak, basarili bir saldirinin ardindan yapilacak islemler
iizerinde analizlerde bulunmamiza imkan saglanmaktadir.

Tim bu kayit toplama islemlerinin ardindan daha iyi analizler elde etmek adina sonuglarin gorsellestirilmesi
amaglanmistir. Gorsellestirme araci olarak MySQL de tutulan veriler ile uygun olarak ¢alisabilen Kippo Graph
uygulamasi segilmistir. Kippo Graph, php programlama dili ile yazilmistir. Olusturulacak grafikler Libchart
kiitliphanesi kullanilarak ¢izdirilir.

Kippo SSH bal kiipii, dort ay boyunca statik ip adresi ile internete bagli olarak kalmistir. Dort ay sonunda,
saldirilarda 298 ip kullanilarak, SSH servisi iizerinde toplamda 23.271 adet deneme yapildig1 goriilmiistiir.

® Kullanici Adi / Parola Deneme Sayisi

Sekil 1. En Sik Kullanilmis K. Ad1/ Parola Cifti [10]
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En ¢ok erigim saglanmaya calisilan kullanict adi — parola ¢ifti “root” ve “123456” olarak tespit edilmistir.
Zararli aktiviteleri gergeklestirmek icin sisteme en yiliksek haklara sahip olan kullanici olarak baglanmak
istemeleri sasirtici degildir. Sisteme baglanmak icin; test, user ve guest gibi gecici kullanici adlarininda
denendigi goriilmiistiir. En ¢ok denenen diger kullanicilar ise adim kullanilacak olan servisden alan
kullanicilardir. Bunlara 6rnek olarak oracle, postgres veya tomcat verilebilir. Bu tip kullanicilarin yaninda
michael, alex veya amanda gibi sik kullanilan isimlerde denenmistir. Sekil-1 ‘de kullanilmis kullanici adi-parola
giftleri incelenmistir. Bal kiipii, 12.269 benzersiz kullanict adi-parola ¢ifti yakalamistir. Bunlarin basinda 142
deneme ile “root/123456” gelmektedir.

Kippo SSH bal kiipiine bir kullanici ad1 — parola listesi verilerek bu kimlik bilgilerine erisimi basarili olarak
gostermesi amaglamisti. Bu kapsamda listeye “root/123456” ¢ifti dogru kullanici ad1 — parola olarak verilmistir.
Fakat 23.271 denemeden 152 adet basarilt giris oldugu goriilmiistiir. Ancak “root/123456” ciftini kullanan 142
adet deneme oldugu hali hazirda Sekil 1 tizerinde goriilmiistii. Buradaki 10 adet fazlalik, dogru kimlik bilgilerini
tespit eden saldirganlarin parolay: degistirdiklerini gostermektedir.

Baglanan kullanicilarin sistemde yaptiklari islemlere ait kayitlar elde edilmistir. En ¢ok calistirilmis komut,
sistem bilgilerini geri dondiiren “w” komutudur. Tahmin edildigi tizere, diger en sik kullanilan komut ise ilgili
klasordeki dosyalari listelemek i¢in kullanilan “Is” komutudur. Bir¢ok defa “-a” parametresi ile gizli dosyalarida
listelemeyi amagladiklari goriilmiistiir. En sik kullanilan bir diger komut ise “chmod +x *” komutudur. Ilgili
klasordeki tiim dosyalara ¢aligtirma izni verir. Bunlara ek olarak dosya indirmek i¢in kullanilan “wget” ve parola
degistirmek i¢in kullanilan “passwd” gibi bir¢ok komutta ¢alistirilanlar arasindadir.

3.4. Glashtopf Bal Kiipii ile Sql Enjeksiyonu Uygulamasi

Glastopf web uygulamalar1 i¢in kullanilan bal kiipii sistemlerinde siklikla tercih edilmektedir. Diisiik etkilesimli
bir bal kiipii oldugu icin kolaylikla kurulmakta ve konfigiire edilebilmektedir. Python programlama dili ile
yazilmistir. Birgok bal kiipli sisteminin aksine Glastopf, saldirilar1 simiile etmekte ve uygun bir cevabi
iretmektedir. Bu sayede saldirganlar bir bal kiipii ile etkilesimde olduklarini kolaylikla farkedemezler. Boylece
saldirganin teknikleri ve yontemleri hakkinda bir¢cok bilgi edinilebilir. Uygulama olarak sql enjeksiyonu
yapilacaktir.

Windows 10 isletim sistemi yiiklii makine {izerinde bulunan sanallagtirma uygulamasi ile Ubuntu 12.04 isletim
sistemi kurulmugstur. Glastopf, Ubuntu igerisinde yiiklenmis ve konfigilirasyonu yapilmistir. Yine sanallastirilmis
Ubuntu iizerinden yerel olarak saldiri geceklestirilecektir. Yapilan saldirilara ait kayitlar sqlite veri taban
kullanilarak Windows 10 {izerinde incelenmistir. Gerekli konfigiirasyonlar tamamlandiginda Glastopf balkiipii
Sekil 2 {izerinde goriildiigii gibi baslatilir.

root@ubuntu: /opt/balkupuGlastopf# glastopf-runner
(glastopf.glastopf) Initializing Glastopf 3.1.2 using "/opt/balkupuGlastopf" as work directory.

(glastopf.glastopf) Connecting to main database with: sqlite:///db/qlastopf.db
(qlastopf.glastopf) Glastopf started and privileges dropped.

Sekil 2. Glastopf Baglatma Komutu Ve Caligtirilmasi

Glastopf baslatildiktan sonra konfigiirasyonunda belirtilen ¢alisma dizinine gider. Ilgili dizindeki db klasorii
altina kayitlar1 tutacag glastopf.db veri tabanini olusturur. Eger bu veri taban1 daha 6nceden mevcutsa kaldig:
yerden devam ederek eklemeler yapar. Sqlite kullanildigi igin ve veri tabami dizininin db klaséri oldugu
belirtildiginden dolayi ilgili dosya burada olusturulmustur.

Sekil 2 iizerinde goriildiigii gibi Glastopf hazir olarak beklemektedir. Ayni igletim sisteminde bulunan web
tarayicisi ile yerel ip adresimizin konfigiirasyonda belirtilen portuna baglanarak bal kiipii ile etkilesime
gecebiliriz. Bu durumda yerel ip adresimiz 192.168.5.136 olarak goriilmiis ve bal kiipiine konfigiirasyonda 8080
portu atandigi ig¢in adres satirina http://192.168.5.136:8080/ yazarak bal kiipline Sekil 3’de gorildugi gibi
baglanilmistir.
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vhost

Sekil 3. Glastopf Web Arayiizii

Web araylizii olduk¢a basit olarak dizayn edilmistir. Fakat istenildigi gibi {zerinde degisiklikler
yapilabilmektedir. Goriildiigii gibi {izerinde giris formu ile bir yazi ve ayrica sayfa sonunda yorum yazilabilecek
bir alan bulunmaktadir.

root@ubuntu: fopt/balkupuGlastopf# glastopf-runner

(qlastopf.glastopf) Initializing Glastopf 3.1.2 using "/opt/balkupuGlastopf" as work directory.
glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
glastopf.glastopf) Glastopf started and privileges dropped.
glastopf.glastopf) 192.168.5.136 requested GET / on ubuntu.local:8680
glastopf.glastopf) 192.168.5.136 requested GET /style.css on ubuntu.local:8680

(
(
(
(

Sekil 4. Glastopf Etkilesim Kaydi

Bal kiipii ile etkilesime gecildigi anda baglanan tarafin ip adresi ve yapilan istek kayit altina alinmaktadir. Sekil-
2 iizerinde goriildiigii gibi hazir olarak bekleyen Glastopf, Sekil 3’deki baglanma islemi ile Sekil 4’da goriildigii
gibi bir kayit olugturmustur. Yerel isletim sisteminden saldiriy1 gergeklestirdigimiz i¢in ip adresimiz etkilesime
gegen ip adresi olarak goériilmektedir.

Glastopf, yapilan istek ve saldirilar1 emiile ettiginden dolayr olmayan bir sayfanin olmayan bir pg degiskenini
varmis gibi simiile etmekte ve yapilan sql enjeksiyonunu emiile ederek geriye Sekil-5 da goriildiigii gibi cevap
dondiirmektedir. Bu saldirmin ardindan Sekil 6 iizerinde goriilebilecegi gibi yapilan saldiriya ait kayit
diigmiistiir.

http://192...=%271%20% % Y&
€ @192.168.5.136 v B

Invalid query: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '1' or '1'="1 " at line

Sekil 5. Glastopf Sql Enjeksiyonu Cevabi

root@ubuntu: fopt/balkupuGlastopf# glastepf-runner
(glastopf.glastopf) Initializing Glastopf 3.1.2 using "fopt/balkupuGlastopf" as work directory.
glastopf.glastopf) Connecting to main database with: sqlite:///db/glastopf.db
glastopf.glastopf) Glastopf started and privileges dropped.

glastopf.glastopf) 192.168.5.136 requested GET /style.css on ubuntu.local:8686
glastopf.glastopf) 192.168.5.136 requested GET jenter.php?pg=1%27%200r%20%271%27=%271%28 on ubuntu.local:8080

(
(
(glastopf.glastopf) 192.168.5.136 requested GET / on ubuntu.local:8680
(
(

Sekil 6. Glastopf Sql Enjeksiyonu Kaydi
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Windows 10 isletim sistemi iizerinde bulunan sqlite ile glastopf.db acilmis ve yalmizca ilgili kaydin
goriintiilenmesi adina select sorgusu yapilmustir. Sekil 7 {iizerinde goriildiigii gibi yapilan istegimiz sql
enjeksiyonu olarak tanimlanmis ve “sqli” etiketi ile kayit altina alinmustir.

s Mew Database = Open Database write Changes £ Revert Changes
Database Structure Browse Data Edit Pragmas Execute SQL

s = = = Bl

soL 1 [E3
1 SELECT sources, request__url, pattern FROM ewvents WHERE id — 2492;
- >
source request_url pattern
a 192.1628.5.136:38379 Jenter.php?pg="12c272c200r2020%2a271 2027="2c2712a20 =qli

1 rows returned in Oms from: SELECT scource, reguest_url, patbern
FROM ewents WHERE id = Z42;r

= |

Sekil 7. Glastopf Veri Taban1 Sql Enjeksiyonu Kayd:

4. TARTISMA VE SONUC

IDS, IPS ve ACL (erisim denetleme listeleri) gibi bir¢ok pasif korunma yontemleri, bilinen saldir1 teknikleri
tizerinde verimli bir gekilde ¢aligmasina karsin heniiz kesfedilmemis yontemleri kullanan zararli aktivitelerinin
tespiti ve engellemesinde zayif kalmaktadirlar. Bal kiipii sistemleri bu eksikligi gidererek bilinmeyen yontemleri
kullanan saldirilar1 yakalamay1 ve ilizerinde analizler yapmay1 olanakli hale getirmistir. Hemen hemen her alanda
kullanimlarini saglamak adina birgok bal kiipii sistemi gelistirilmistir. Gelisen modern diinyada her gegen giin
farkli alanlar olusmakta ve gereksinimler degismektedir. Bu gereksinimlere bal kiipii sistemlerinin kendini
adapte etmesi her ne kadar hizlida olsa bazi konularda eksikleri devam etmektedir. Ancak esnek yapilar1 ve
herhangi bir sisteme kolay adapte olmalar1 sayesinde yeni moduller gelistirilerek eksikliklerin biiyiik kismi
kullanicilar tarafindan giderilebilmektedir.
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Ideal Steganografi Senaryosu: Tastyic1 Resimlerin Kapasitelerinin
Hesaplanmasi, Frekans Tabanli Steganografide OPA Y 6ntemi

Ferdi Sonmez*, Faruk Takaoglu, Oguz Kaynar

oz

Bu ¢alismada steganografi’'nin bir dali olan dijital resim steganografisinden ve onunda bir alt dali olan frekans tabanh
steganografi yontemlerinden olan AKD (Ayrik Kosiniis Doniisiimii) ve ADD (Ayrik Dalgacik Déniisiimii) 'nden bahsedilmistir.
Steganografik yontemlerin performans hesaplama parametreleri olan OHK( Ortalama Hatalarin Karesi) ve TSGO (Tepe
Sinyali Giiriiltii Orani), gibi yontemler agiklanmis ve bu parametrelerin degerlerinin arttirilmasi igin resim kapasitesi
hesaplama  yontemleri olan Kullback-Leibler Iraksamasi, Jensen-Shannon Iraksamasi ve DAS (Dortlii Agag
Segmentasyonu) 'ndan bahsedilmistir. Sonug olarak resimlerdeki var olan kapasitenin daha da arttiriimasini saglayan OPAI
(Optimal Piksel Ayarlama Islemi) yonteminden bahsedilmis ve ideal bir steganografi senaryosu belirtilmistir. Calismamiza ek

olarak bu senaryo denemesi gergeklestirilmis ve sonug olarak DAS 'na gére daha yiiksek veri gizleme kapasitesi olan resimlerin
daha yiiksek TSGO degerleri verdigi sonucuna ulasilistir.

Anahtar Kelimeler: Ayrik Kosiniis Doniisiimii, Ayrik Dalgacik Déniigiimii, Kullback-Leibler Iraksamasi, Jensen-
Shannon Iraksamasi, Bilgi Teknolojileri Giivenligi, Veri Giivenligi, Veri Gizleme, Frekans Tabanl Steganografi.

Ideal Steganography Scenario: Calculation of Capacities of Carrier
Images, OPA Method in Frequency-Based Steganography

ABSTRACT

In this study, digital image steganography, a branch of steganography, and DCT (Discrete Cosine Transform) and DWT
(Discrete Wavelet Transform), frequency-based steganography methods that are a sub-branch of it, are mentioned. Methods
such as MSE (Mean Square Error), PSNR (Peak Signal to Noise Ratio) which are performance calculation parameters of
steganographic methods are explained and the methods of calculating image capacity like Kullback-Leibler Divergence,
Jensen-Shannon Divergence and QTS (Quard Tree Segmentation) for increasing the values of these parameters are mentioned.
This study explains the OPAP (Optimal Pixel Adjustment Process) method, which allows the existing capacity in the pictures
to be further increased, in detail and provides an ideal steganography scenario. Additionally, this scenario has been tried and
consequently reached the result that the images with higher data concealment capacity than QTS have higher PSNR values.

Keywords: Discrete Cosine Transform, Discrete Wavelet Transform, Kullback-Leibler Divergence, Jensen-Shannon
Divergence, Information Technology Security, Data Security, Data Hiding, Frequency Based Steganography.
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1. GIRIS

Steganografi eski ¢aglardan bu yana farkli formlarda ve uygulama alanlarinda gordiigiimiiz bir bilimdir [1].
Sahislarin sahip olduklar1 degerli bilgileri saklamak i¢in kullandiklar1 bu bilim giliniimiizde dijital formlar
tizerinden veri transferi ve iletisimi saglamak i¢in kullanilmaktadir. Steganografi veri giivenligi biliminin alt
dallarindan biri olsa da asil icraat1 verinin iceriginin korunmasindan ¢ok verinin igeriginin gizlenmesidir [2]. Bu
da aslinda steganografinin verinin korunmasi ile ilgilenen kriptoloji bilimine karsi avantajidir. Kriptoloji bilimi
var olan verinin igeriginin korunmasini ve bagka sahislarca igeriginin okunamamasi veya ¢oziilememesini amaglar
ancak steganografinin asil amaci verinin bagka sahislarca goriinmemesini saglamaktir. Goriinen ancak igerigi belli
olmayan bir bilgi elbet yetenekli kisilerce ve ilerleyen teknolojilerce ¢oziilebilir. Ancak, verinin varligindan
haberdar olunamamasi durumunda, kisilerin yetenekleri ve sahip olduklar1 teknolojiler bir anlam ifade etmez [1].
Diger bir steganografi benzeri uygulama ise Watermarking (filigran)’dir [3]. Multimedya unsurlarinin aitliklerinin
ispatlanmasi i¢in kullanilan yontemdir. Bu yontem ¢ok benzer sistemler kullanarak var olan ve iizerinden kazang
elde edilen veya edilebilecek multimedya unsurlarinin aitliklerinin ispatlanmasi i¢in bu unsurlarin igerisine bazi
imza niteliginde bozulmalar “signature” eklemektir. Ugiincii sahislarin gerekli izin veya bedeli 6demeden gorsel
unsurlart kullanmasini engellemek i¢in yapilmistir. Cogu zaman imzalar flu veya golgeli bicimde multimedya
unsurlarimin {izerinde goziikiir halde bulunur. Bu tarz bir uygulanis hem uygulama hemde mantik olarak
steganografiye aykiridir. Watermarking’de amag gorseldeki imza niteligindeki bozulmay1 gostermek ve resmin
korundugunu ve hatta kime ait oldugunu ispatlamakken, steganografi’de amag veri gizlenmesinden kaynaklanan
bozulmalar1 minimize etmek, olabildigince gostermemektir. Steganografi bu bahsettigimiz yonlerinden diger
benzer bilimlerden ayrilmakla birlikte, beraber de kullanilabilir. Steganografide kullanilacak gizli mesajlarin 6nce
kriptolanarak sonrasinda veri gizleme islemine tabii tutuldugu uygulamalar ¢ok¢a mevcuttur[2]. Bu tarz melez
uygulamalar giivenligi ve gizliligi arttirict yontemlerdir. Tiim bu bilgilerden sonra steganografinin kullanildigi
bazi terimler sunlardir [4]:

e Tastyict Unsur / Masum Obje: Veri gomiiliimii yapilacak ve gizli mesaj1 tasiyacak ¢oklu ortam unsuruna
verilen addir. Calismamiz resim steganografisi oldugu i¢in buradaki tagiyici objemiz resim unsurlaridir.

e Gizli Mesaj: 3.Sahislardan saklamak istedigimiz ve degerli olan bilgilerdir. Bu bilgiler tastyici unsurlarin
icerisine saklanir.

e Stego Key / Steganografik Anahtar: Veri gizlemesi bazen karsilikli anlagilarak bazen de algoritma ve
yontemler kullanilarak belirli bir diizen igerisinde yapilir. Bdyle durumlarda karsilikli olarak anlagma
saglanmadii i¢in her iki tarafta veri gizlenmesini ¢6zecek bir anahtar ilizerinde anlasirlar.

e StegObje / Steganografik Obje: Tasiyict resim igerisine gizli mesajin saklanmasindan sonra olusan tastyici
objeye ¢ok benzeyen miiltimedya unsurlarina verilen ad.

e Steganografik Analiz / StegAnaliz: Steganografik unsurlarin denetlenmesi ve iglerindeki gizlenmis verilen
bulunmaya calisilmasi iglemine verilen addir.

o StegAnalist: Steganografik analiz iglemini ger¢eklestiren uzmana verilen addir.
Giivenilir bir steganografi sistemi insa ederken dikkat edilmesi gereken unsurlar sunlardir [5]:

e Gorinmezlik: Steganografik sistemin insanlar tarafindan (insan goziiyle) farkina varilamaz olmasidir.
Steganografik mesajin tasiyici unsur iizerine gOémiiliimii igleminden sonra resimde meydana gelecek
degisimler insan ¢iplak goziiyle farkina varilamaz olmalidir.

e Giivenlik: Saldirgan tastyici obje iizerinde gizli mesajin varligini1 farketse bile mesaj1 ortaya ¢ikarmasinin
imkansiza yakin olmasi durumudur. TSGO (Tepe Sinyalinin Giiriiltiiye Orani) 6l¢ii birimi ne kadar yiiksek
degerli olursa sistemimiz o kadar giivenli demektir.

e Kapasite: Onemli mesajin kapasitesinin tasiyict mesajin kapasitesinden fazla olmamasi durumudur. Bu
yaklagsik olarak maksimum %51 °‘lik kisimi gegmemesi tavsiye edilir aksi durumda, steganografinin
unsurlarindan olan goriinmezlik unsuru delinmis olur.

e Saglamlik: Steganografinin tastyict unsuru resim, video vb. lizerinde yapilan filtreleme, kesme-kirpma, yon
degistirme ve sikistirma gibi manipiilasyonlara kars1 dayanikli olmasi durumudur.
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1.1. Tlgili Cahsmalar

Onceki ve ilerleyen boliimlerde yer yer belirtildigi gibi watermarking filigran yazilimlar1 ve yontemleri
steganografi ile ayni brangta kabul edilse de, yaptiklari isler ve sistemsel bakis agilarindan farklilik gosteririler.
Yaghmaee ve Jamzad, ¢aligmalarinda resim kapasitelerinin hesaplanmasi konusunda egitici bir yayin ¢ikarildig
goriismektedir [3]. Tlk olarak resimde kapasiteyi belirleyen faktorler hakkinda genis ve kronolojik bir bilgi serisi
sunulmus daha sonrasinda resimlerin kapasitelerinin 6l¢iilmesini saglayan yontemler anlatilmistir.

N. Verma‘nin ¢alismasinda; EAB (En Az Agirlikli Bit), ADD (Ayrik Dalgacik Doniisiimii) ve DS (Dalgacik
Steganografi) yontemleri, genis resim verileri iizerinde uygulanmig, avantaj ve dezavantaj’lari agisindan
karsilagtirilmistir [6]. Bu 3 popiiler yontem ayni materyaller {izerinde uygulanmis ve analiz agamasinda SGO,
(Sinyal Giiriiltii Oran1) ve Histogram analizinden faydalanilmistir. Sonug olarak ADD’niin daha basarili oldugu
goriilmistiir. Makale renkli resimler iizerinde galigilarak gelistirilebilir. Steganografi hakkinda bilgi sahibi olmak
isteyenler i¢in uygun bir ¢aligmadir.

Steganografi 6nemli oldugu kadar onun analizinde kullanilan steganaliz metodlar1 da arastirilmustir [2]. Tlgili bir
calismada, steganografi platformu olan yazilimlarin performans analizi yapilmakta ve steganografi algoritmalari
hakkinda bilgilendirilme yapilmaktadir [7]. NCK, (Normalize Capraz Korelasyon) ydnteminin steganografik
sistemlerin giivenilirligini ve algoritmalarinin saglamligini 6lgmekte kullanildigini ve dnceki ¢aligmalarda TSGO,
dikkate alinarak yiiksek degerli giiglii sinyaller igeren mesajlarda, gizli mesaj gomebilmek igin alanin daha da
artti1 gdzlemlenmistir. Bir steganografi isleminin kabul edilebilir olmasi iGS (insan Gériis Sistemi) tarafindan
anlagilamamasina baglidir. Bunun i¢in OHK (Ortalama Hatalarin Karesi) gibi yontemler kullanilarak tagiyici ve
steganografik resim arasindaki farkliliklar olgiiliir ve belli degerlerin iizerinde olmamasima dikkat edilir. Bu
makalede tiim bu sistemler géz oniinde bulundurularak, steganografi uygulamalar: belirli veri bloklar1 iizerinde
test edilmis ve sonug olarak “Invisible Secrets 4” ve “S-Tools” en verimli programlar olarak bulunmustur.

Hemalatha ve arkadaslarinin 2012 yilinda gergeklestirdikleri caligmada renkli resimlerde steganografi uygulamasi
yapilmustir [8]. Insan gozii parlaklik degisimlerini algilamada kuvvetli iken renk tonlarinin degisiminde zayiftir.
Bu bilgiden yola ¢ikarak arastirmact renkli steganografi de “YCbCr” parlaklik degeri tutan ‘Y’ degerinin yerine
‘Cb’ mavi renk ton degerleri ve ‘Cr’ kirmiz1 renk ton degerleri lizerinde veri gizleme islemi gerceklestirmistir.
Veri gizleme islemi doniisiim formiilleri kullanilarak renklerin sayisal degerleri tizerinde gergeklestirilmistir.
256x256 boyutunda bir renkli resim igerisine 128x128 boyutunda bir siyah beyaz resim gizlenmistir. ADD
kullanilarak resimler alt band’lara ayrilmistir. En diisiik seviyeli band olan LL bandinda veri gizleme islemi
yapilmistir. EAB, bir piksel tabanli doniisiim saglayan yontemdir.

Suvarna ve Chandel ¢alismalarinda TSGO, degerlerine gore bes Wavelet Dalgacik tiiriiniin performans analizini
yapmuglardir [9]. Buradaki onemli olan bilgi yeni baslayanlar i¢in Matlab platformundaki Wavelettools’un
yontemleri oldugu gibi dalgacik tiirlerinin de kendi i¢inde yontemleri oldugudur. Bu tiirler yapilacak islemlerin
veya islenecek sinyallerin 6zelliklerine gore farkli performans gosterebilirler. Bu yiizden performansl islem
yapacaklarin bu tiirlere dikkat etmesi gerekmektedir. Calismada, tim Matlab-Wavelettools tiirleri anlatilmig ve
steganografi islemi adimlari ile agiklanmistir. Testlerin sonucuna gore ise Dort Seviyeli Haar ADD diger Dalgacik
tiirlerine gore daha bagarili bir TSGO degeri vermistir.

Dhawale ve arkadaglari, steganografinin uygulama platformlarindan biri olan dijital resim steganografisi alaninda
tanitict yonil agir basan 6zet makaleye benzer bir ¢calisma yapmuslardir [10]. Bu makalede piksel tabanlt veri
gizleme yontemlerinden olan EAB, TDA (Tekil Deger Ayrisimi), YS (Yayili Spektrum) yontemleri kullanilmus,
frekans tabanli steganografi yontemleri olarak; ADD, AKD, AFD (Ayrik Fourier Doniisiimii) ve TDD (Tamsay1
Dalgacik Doniisiimii) yontemleri ele alinmistir. Caligmanin amaci bir masum tasiyict resim verisi igerisine bir
papatya resmini gizlemek ve yukarida bahsi gegen yontemlerin performans parametrelerince test edilerek
hangisinin daha basarili oldugunun bulunmasidir. Caligmada steganografi bilimi hakkinda yeni bilgi edilecekler
i¢in gokca bilgi mevcut iken bu alanda ¢alisma sahibi olanlar i¢in s1g denilebilecek veriler igermektedir. Calismada
kullanilan materyal ¢esitliligi arttirillmali ve gligsiiz olduklar1 bir bedahet olan yontemler rastgelelik veya sinyal
diizeltmeyi saglayan hamming kod gibi uygulamalarla gili¢lendirilerek frekans tabanli olan ve basar1 oranlari
bilinen yontemlerle tekrar kiyaslanmalidir.

14

dergipark.gov.tr/acin



ACTA

ACTA INFOLOGICA, 2018; 2(1): 12-21 |NF.L" OGICA

Research Article
ISSN: 2602-3563

2. YONTEM

Resimlerde veri gizlemeye uygun olan bdlgelerin ve bu bolgelerin kenar noktalarinin iyilestirilmesi {izerinde
durulmus, matrisler kullanilarak gruplar halinde veri gizleme islemlerinin yapilmasinin rastgele veri gizleme
islemi yapilmasindan daha etkili oldugu kesfedilmistir. Frekanslar {izerinden islemler yaparken elimizdeki
gizlenecek verinin biiylikliigiine gore hangi frekans band’larinda veri gizlemesi yapilmasi gerektigi (¢ok verinin
diisik band’larda, az veri yiiksek band’larda saklanmalidir) belirlenmistir. Steganografi yapilirken kullanilan
resimlerin dokusal 6zelliklerinin veri gizleme kapasitesini etkiledigi anlasilmistir. Frekans tabanli islemlerde
steganografinin anlagilmamasi i¢in bazi durumlarda giiriiltii ekleme veya giiriiltii temizleme iglemleri yapilarak
steganografi uygulanmis ve elde edilen sonuglar not edilmistir. Veri madenciligi yontemleri kullanilarak steganaliz
caligmalar1 da yapilmistir [11]. Resimlerin olas1 enerji seviyeleri hesaplanarak esik degerleri belirlenmis ve bu
degerlerden yola ¢ikarak steganaliz yontemleri gelistirilmistir.

2.1.Frekans Tabanh Steganografi

Frekans tabanli steganografi yontemleri daha karmasik ve anlagilmasi zor yontemler olduklarindan daha giivenli
ancak daha az tercih edilen yontemlerdir [12]. Bu yontemlerde diger piksel bazli degisim yontemlerinde oldugu
gibi resim icerisinde yer alan ancak degisiminin resmin biitiiniinde ¢okg¢a bir fark olusturmayacag: bit’lerin
bulunmasi ve bunlarin iizerinde degisim yapilmasini hedefler. Kisacasi mantik olarak diger yontemlerle aynidir
ancak izledigi yollar daha karmasik ve resimde daha az etki olusturur [11]. AKD yonteminde resim 8x8 boyutunda
matris’lere boliiniir ve her bir matris blogundan 64 adet AKD katsayisi elde edilir. EAB mantiginda oldugu gibi
burada da resimlerin parlaklik degerlerini icermeyen ve minimum bozulmaya sebebiyet verecek olan bit’ler artik
bit’lerdir ve bunlarin lizerinde degisim yapilabilir. Genel bilgi olmasi agisindan resim uzantilari aslinda resimlerin
sikigtirilma yontemlerini sembolize eder ve JPEG uzantisinda oldugu gibi bir grup veya kurulusun dnderliginde
yapilmaktadir. GIF uzantili resimlerde veri saklamada kullanilan platformlardan biri olsada GIF resimlerin renk
histograminda denge igermesi ve veri gizlemenin bozulmalara yol agmasiyla kolaylikla bulunabilmesi s6z
konusudur bu yiizden JPEG veri saklama yontemlerinde ¢okca kullanilan bir resim uzantisidir. Ciinkii en
performansli sikistirma yontemine sahiptir. Bu yontemde [13], sikistirilmasi yapilmis resimlerin degerleri tizerinde
oynamak, resim tizerinde bozulmalara elbette sebebiyet verecektir. Ancak en az etkiye sahip degerler {izeriden
degisim yapildiginda, resimlerin parlaklik degerlerinden ziyade tonlamalari degisebileceginden fark edilmesi zor
olacaktir. Steganaliz yontemlerinden olan ve resimlerin bdlgesel olarak histogram ve entropi analizleri
yapildiginda buradaki resimlerin bozulmalar: takip edilerek veri gizlenmesi anlagilabilir. ADD yonteminde de
AKD mantigiyla resim degerleri frekans degerlerine ¢cevrilmekte ve farkli frekans bandlarinim farkli 6zelliklerine
uygun veri gémiiliimii yapilabilmektedir [14][11][12]. Ornegin, yiiksek frekans bandinda az, diisiik frekans
bandinda ¢ok veri gizlemek.

i) AKD - Ayrik Kosiniis Doniisiimii

_ cwe() (2i+1)um (2j+1)um .o
Fuv)= === Eizo Lj=o cos(— ) cos(=— ) f (i. )

c(é)={1"2 ¢=0ise
Formiildeki;

e  F(u,v) fonksiyonu bir AKD’niin (u,v) kordinatindaki,
e f{(i,j) fonksiyonu bir AKD’niin (i,j) kordinatindaki piksel degerlerini gdstermektedir.

AKD’nde [10], kosiniis sinyallerini kullanan ve resimleri uzaysal tabandan frekans tabanli matris yapisina kosiniis
doniistiiriciisii ile doniistiiren bir yapidir.

i) ADD - Ayrik Dalgacik Doniisiimii

Wik (t) =2 12 W (27t - k)
W, stirekli bir fonksiyon / j, skala parametresi / k, 6teleme parametresidir [15].

Bu yontem dalgacik olarak tabir ettigimiz ana sinyalin matematiksel, zaman ve frekans bandinda ufak dalgalara
boler ve bu bandlarda islem yapar. Bu dalgaciklarin diger yontemlere kiyasla istiinliigii daha ufak zaman
dilimlerinde meydana gelen ufak ama sonucu etkileyebilecek dalgalanmalari inceleyebilmemize olanak
saglamasidir. AFD’nde, oldugu gibi sinyali sadece tek bir frekans bandinda incelemez, daha ufak ve ayrintili
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dalgaciklarda incelenerek daha iyi gozlemler yapabilmemize olanak saglar. AKD’nde oldugu gibi ADD
uygulanirken tagtyici resim ve mesaj frekans boyutuna doniistiiriilmektedir [16][17].

2.2.Steganografide Performans Parametreleri

Steganografik algoritmalarin performanslari, gizli mesaji igerisine sakladigimiz steganografik resim ve bu resmin
igerisine mesaj iletisi eklenmeden onceki hali olan tastyici resmin karsilagtirilmasi ile belirlenmektedir [12][11].
Bu karsilastirmaya dayali analiz ise bazi matematiksel parametrelerin bulunmasi ile tamamlanmis olur. Bu
parametrik degerler; TSGO, OHK, NCK, OF (Ortalama Fark1), Y1 (Yapisal icerik), MF (Maksimum Fark) ve
NMH ( Normallestirilmis Mutlak Hata)’dir. Bu parametreler tasiyici obje ile steganografik obje arasindaki farki
degerlendirmemizi saglayan matematiksel fonksiyonlar icermektedir [18].

i) OHK - Ortalama Hatalarin Karesi

OHK, genellikle sinyallerde iki sinyalin birbirilerine olan benzerliklerini 6l¢mek i¢in kullanilan bir yontemdir.
Steganografide buna benzer olarak tasiyici resim ile steganografik resmin benzerliklerini 6l¢mek i¢in kullanilir.
Asagidaki formiile géore OHK, benzerlik bulmaya ¢aligmaktadir [10].

1 3 _ L ..
OHK = S5t s3I (G, ) — K (i, )P
Formiildeki;

e I(i,j) degeri orijinal tagtyict resmi temsil etmektedir.
o  K(i,j) degeri steganografik resmi temsil etmektedir.
e m,n degerleri ise resmin boyutlarini gostermektedir.

Formiiliin sonucunda eger OHK degeri diisiik ise bu benzerligin az oldugunu ve algoritmanin basarilt oldugunu
gostermektedir. Tersi durumlarda ise algoritmamiz basarisiz sayilacaktir.

i) TSGO - Tepe Sinyalinin Giiriiltilye Oram

TSGO, logaritmik desibel dlg¢iitii ile tanimlanir, dl¢limlendirilir. Steganografik resmin goriintiisiiniin bozulumuna
sebebiyet veren en {ist seviye sinyal ile bozuluma sebebiyet veren giiriiltii degerinin arasindaki orana TSGO denir.
Diisiik TSGO o6l¢iimii gorsel kalitede diisiikliik ve bilgi sikistirmada kalitesizlik anlamina gelir. Tersine durumda
yani TSGO’nun yiiksek 6l¢iildiigii durumda, resim kalitesi, sikistirmasi ve yeniden yapilandirilmasinin kaliteli ve
basarili oldugu anlagilir. TSGO degeri agagidaki formiil ile hesaplanmaktadir [10].

MAX?

TSGO = log1oc VISE

)

TSGO formiilii goriildigii lizere baska bir dl¢iim parametresi olan OHK degerine bagl olarak hesaplanir. MAXi1
degeri var olan en yiiksek piksel degeridir.

2.3.Resimlerin Veri Gizleme Kapasiteleri

Dijital resimlerin kapasiteleri, ¢oziiniirliikleri ve hafizada kapladiklar1 alanla dogru orantili olarak degisse de
steganografide bunlarin haricinde renk, bit derinligi ve dinamik deger aralig1 degerleri de dnem kazanmaktadir.
Bir resmin ¢oziiniiliirligii Uzaysal Coziiniirlik ve Tonal Coziiniirliikk olarak iki kisimda incelenir. Uzaysal
Coziiniirliik .dpi (dots per inch, in¢ bagina nokta) degerinde var olan nokta sayis1 veya .ppi (pixel per inch, piksel
hassasiyeti) degeri gibi yontemlerle Olgiilebilir. Her iki yontemde resimlerde detayi yakalayabilmek olarak
adlandirilan goriintii kalitesinin 6lglimii i¢in gereklidir. Steganografide bu detay parametresi 6nemli oldugu gibi
ayni zamanda Tonal Coziiniirliik denilen renk ¢esitliligi ve genis bir yelpaze igermesi ve tiim bu degerlerin yiiksek
degerlikli olmas1 hem resim i¢in kalite unsurunu arttirict hem de steganografi i¢in veri gomiilimii kapasitesini
arttirict 6zellik icerir. Resmin kendi ¢oziiniirliik degerleri dpi gibi parametreler ile resim boyutunun orantisinin
diizgiin kurulmasina bagli oldugundan (4800x6000 piksel boyutu 8x10 ing’lik bask1 boyutunda 600 dpi ¢6ziiniirlik
icerip 28.8 MB (mega-bayt) boyuta sahipken, yine ayni piksel boyutunun 4x5°lik baski boyutunda 1200 dpi
¢oziiniirlik olusturmasi ve 86.4 MB’lik boyuta sahip olmasi gibi.) dnemli olanin uygun ¢oziiniiliirliikte uygun
boyut degerleri ile secilim yapilmali ve steganografi i¢in kapasiteli resimler olusturulmalidir [19]. Aksi durumda,
boyutu diizgiin olmayan resimlerde uygulanan steganografi gorsel bozulmalar gostereceginden kolayca
anlagilabilmektedir.
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i) Kullback-Leibler Iraksama Yontemi

Yapacagimiz bu caligmada resimlerin veri saklama kapasitesini 6l¢mek icin KL-Iraksama ydntemini kullanacagiz.
Bu yontem, Liu ve arkadaslar1 ¢alismalarinda [12] aktarildig1 gibi kapasite 6lgme yoOntemleri ile ters oranti
gostermektedir. Yani resimlerde dlgiim yapilirken, OPA (Optimal Piksel Ayar1) veya GKM (Gauss Karigimi
Modeli) ve FBM (Fisher Bilgi Matrisi)‘nden elde edilen degerlerin yiiksek ¢ikmasi beklenirken, KL-Iraksama
degerlerinin olabildigince diigikk ¢ikmasi istenilmektedir. KL-Iraksama degeri en az olan resimler bize resim
saklama kapasitesinin en yiiksek oldugu resimleri gosterecektir. Boylelikle yiiksek kapasiteli resimlere
ulasilabilecek ve amacimiz dogrultusunda resim saklama kapasitesi hesaplanmamig resimlerle Stegnografi
yontemleri tizerindeki etkileri 6lciilebilecektir. Asagida KL-Iraksama yonteminin formiilii yer almaktadir:

Dis (P|Q) = /szn (g) X

Bu denklemde P(X|O) Masum X objesinin dagilim olasilig1 degeri, Q(Y|O) degeri ise Steganografik resim olan
Y’nin dagilim olasiligr degeridir. KL-Iraksama yontemi bu iki dagilim/serpilme olasiliklariin farkinin
hesaplanmasidir.

i) Jensen-Shannon Iraksama Yontemi

R

ICC(X) = HX) - S ZH(1),
S=lN

N
H(X) = _ZP: ]ngn
i=1
Burada, N = Tiim piksel sayisi, X = Orijinal Resim, R = Toplam Segment Sayisi, ns = Segment’deki piksel sayisi,
Is = Segmentle bagintili histogram degerinin rastgele yogunluk degeri, H = Entropi Fonksiyonu

Gorsellik acisindan farkina varilabilirligin zor olmasi i¢in heterojenlik degeri resim igerisinde saglanmalidir.
Boylelikle, bozulmalarin farkina varilmasi zor olacaktir [7]. Resim i¢indeki her bir segment de JS-Iraksama
formiilii rastgele dagilim ile bu hesaplamay1 yapmaya ¢aligsmaktadir.

Sekil 1. Dortlii Agag Segmentasyonu Algoritmast
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iii) DAS - Dortlii Aga¢c Segmentasyonu

Bu yontemin amaci resim igerisindeki parlaklik “kontrast” degerlerinin diisiik oldugu pikselleri bulmaktir. Bunun
tercih edilmesinin sebebi [20] 1.1.0Igili Caligmalar boliimiinde bahsedilen IGS, insan goziiniin parlaklik
degerlerine karsi duyarli olmasidir. Yiiksek kontrast degerlerine veri gizleme islemi yapildiginda olusan
bozulmalar insan gdziiyle farkina varilabilir. Bu yilizden bu kisimlara fazla veri gizlenemez. Ancak parlaklik
“kontrast” degerleri daha diisiik olan piksellere veri gizlenmesi daha uygundur. Buna bagl olarak, bu yontem
resimleri piksel gruplarina boélerek her bir bolgede diisiik parlaklik degerli pikselleri isaretler. Bu isaretlenmis
yerlerin sayist resimdeki veri gizleme kapasitesini belirtmektedir [21]. Sekil 1’de DAS ydnteminin bir algoritmasi
verilmistir.

2.4.OPAS - Optimal Piksel Ayarlama Siireci

OPAS (Optimal Piksel Ayarlama Siireci) veya sadece OPA, steganografide mesaj gomiiliimii gergeklestikten sonra
uygulanan bir yontemdir. Asil amaci steganografik resim ile orijinal resim arasindaki farkliliklar1 veya hatalar
gidermek, en aza indirmektir [22]. Ornegin elimizde tastyici orijinal mesajin bir boliimiiniin binary degeri olsun.
Bu degerin 10000 oldugunu farz edelim (10’luk say1 tabanindaki degeri 16). Sonrasinda bu noktaya gizlemek
istedigimiz gizli mesajin degerinin 1111 (10°luk tabanda deger karsilig1 15) oldugunu farz edelim. Bu iki degerin
steganografi sonucunda birlesmesi ile elde edilecek deger 11111°dir (10’luk say1 tabanindaki degeri 31). Sonug
olarak 10’luk say1 tabaninda hesaplandiginda eski orijinal resim ile steganografik resim arasinda 16 fark oldugu
gozlemlenir. OPA algoritmasi bu 11111 say1 blogunun EAB degerini degistirerek 01111 yani 15’e ¢eker ve sonug
olarak tasiyicit medya/orijinal resimle arasindaki farki 1’e indirir. Bu uygulama yapilarak resimlere daha fazla gizli
mesaj yiiklenebilir ve dolayistyla kapasiteler arttirilmis olur [23].

3. BULGULAR: DENKLEM ORNEGI

Bu c¢alismadaki amacimiz ideal bir steganografi senaryosu veya prosediirii belirlemektir. Sekil 2’de senaryonun
adimlart gézitkmektedir.

Gizlenmis Veri igeren
Oznitelik Tablosu

Resim Galerisinden

Resim segilimi 5*

Kapasitesi Arttinimig -
Hatasi Azaltilmig
Oznitelik Tablosu

|I~A
*%

Low band degeleri 6*

3

Steganografik Katsayi
Tablosu

7*

3 *
Steganografik Resim
Least Significant Bit'leri

hesaplanmig Low band
oznitelik tablosu

B
*

Low band oznitelik
tablosu

|00
3%

ideal Resimin
Belirlenmesi

Sekil 2. Ideal Steganografi Senaryosu
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Burada,
*1= Segilen resime ADD “haar” yonteminin uygulanmasi ve LL “low” bandin se¢ilimi —degerlerin bulunmasi,

*2= Low band degerlerine AKD ydntemiyle dznitelik katsayilarinin 8x8 matris bloklarindan ¢ikarilmasi 6znitelik
tablosunun olusumu,

*3= EAB mantigiyla en az deger igeren bit’lerin yani artik bit’lerin bulunmasi,

*4= Gizli mesaj ve gizli mesaj uzunlugunun birlestirilip es say1 tabanina gevrilerek artik bit’lere eklenmesi ve
gizlenmis veri i¢eren 6znitelik tablosunun olusumu,

*5= Gizlenmis &znitelik tablosundan OPA algoritmasinin uygulanarak hatalarin minimize edilmesi ve kapasitenin
arttirilmasi,

*6= Kalan masum degerleri igeren 6znitelik degerleri ile gizli veri iceren 6znitelik degerlerinin birlesimi,
*7=Ters ADD uygulanarak 6zniteliklerin frekans bandina, sonrasinda da steganografik resime doniisimii,

*8= Orijinal resim ile steganografik resim kullanilarak bulunan KL-Iraksama, JS-Iraksama yontemlerinin veya
DAS yo6nteminin uygulanmasi.

Yukaridaki adimlarda ideal bir steganografi senaryosu verilmistir. 8. adimda KL/JS-Iraksama yontemlerinden
¢ikan sonuglarda en ufak degerlerin aslinda en yiiksek veri saklama kapasitesi resimleri oldugunun isaretidir.
Sonug olarak bu islem ayni1 anda birden fazla resme uygulanip ve en sonunda bu hesaplama yontemleri test edilirse
minimum degerli resim en yiiksek kapasiteli resim olarak anlagilir ve sonug olarak gizlenmis verinin aktarimimda
o resim tercih edilebilir. Diger bir yontem olan DAS segilerek steganografi islemi yapilmadan 6nce resimlerin veri
gizlemeye uygun olan bloklar: segilerek bu bloklara veri gizlenmesi i¢in 6zel bir kodlama islemi yapilabilir veya
dogrudan hangi resimde daha fazla uygun blogu varsa o resme veri gizlemesi uygulanarak daha yiiksek TSGO
degerleri elde edilebilir. Asagidaki resimlere DAS uygulanmis ve sonug olarak ADD steganografi sisteminden
sonraki elde edilen TSGO degerleri verilmistir.

Sekil 3. Tastyic1 Resim 1

Sekil 4. Tasiyic1 Resim 2 Sekil 5. Tastyic1 Resim 3

Tablo 1. Tastyici Resimlerin DAS Uygun Blok Sayilari

DENEMELER ADD-TSGO
Tasiyic1 Resim 1 16.252
Tastyict Resim 2 16.096
Tasiyic1 Resim 3 16.072

Tablo 2. Tastyic1 Resimlerin ADD sonrast TSGO degerleri

DENEMELER ADD-TSGO

Tastyict Resim 1 50,3908 dB

Tastyict Resim 2 47,0555 dB

Tastyict Resim 3 46,0858 dB
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Elde edilen tablolardan anlasilacagi gibi DAS ydntemine gore veri gizlemeye uygun olarak belirtilen veri
bloklarinin sayica fazla oldugu resimlerde daha fazla TSGO degerleri elde edildigi goriilmektedir. Bazi
aragtirmacilar [24][25][26] ¢alismalarinda benzer yontemler ve metotlar kullanmigtir. Calismamizda daha fazla
sayida veri gizlenmesine ragmen bu ¢alismalara yakin TSGO degerleri elde edilmistir.

4. TARTISMA VE SONUC

Bu calismada, AKD ve ADD frekans tabanli Steganografi yontemlerinin birlikte kullanimini ele almmustir.
Calismamizda ADD’niin algak frekansli ve veri gizlemeye miisait bandlar1 ¢ikarma 6zelligi ve bu bantlarda
AKD’nin 06znitelik katsayilarini elde ederek EAB ydntemini uygulamasindan faydalanilmistir. Bu hibrid
yontemler ek olarak diger caligmalardan farkli olmasi igin gizli mesaja uygulanan veri sikistirma yontemleri
kullanilmadan, OPA algoritmasi tercih edilmis ve tasiyict unsur iizerindeki degisimleri minimize etme yoluna
gidilmistir. Caligmamizda son olarak resimlerin kapasitelerinin Sl¢iilmesi alanina deginilmistir. Steganografi
alaninda resimlerin gizli veri tasima kapasiteleri lizerinde halen tam bir goriis birligi bulunmamaktadir. Bu alanda
denenen yontemler olan Iraksama Yontemlerinin yerine DAS yontemi kullanilmis, tasiyici resimlerinin bagarilt
TSGO degerlerinin DAS yonteminden ¢ikan tagima kapasiteleri ile dogru orantili oldugu goriilmiis ve kapasitesi
yiiksek tastyici resimlere veri gizleme islemi uygulandiginda daha basarili TSGO degerleri alinacagi anlasilmistir.
Bazi arastirmacilar ¢alismalarinda benzer yontemler ve metotlar kullanmistir. Calismamizda daha fazla sayida veri
gizlenmesine ragmen bu calismalara yakin TSGO degerleri elde edilmistir.

Calismamizda, AKD ve ADD beraber kullanimi ile hibrid bir yontem sunmasi ve ayrica OPA, DAS gibi
yontemlerle bagdasmasi giivenilirligini ve saglamligint arttirmaya yonelik avantajlar olarak goziikse de sadece
siyah beyaz resimlerde ¢alismasi ve renkli resimlerde uygulanmaya baslandik¢a uygulama alaninda karmagiklik
ve hatalarin artmasi acisindan dezavantajlar gosterecegini diigiinmekteyiz. Bu dezavantajlarin 6niine gecmek
ileriki ¢aligmalar i¢in ayr1 bir motivasyon ve arastirma konusu olarak goriilmektedir.
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ANFIS Analysis of Wireless Sensor Data with FPGA

Ahmed Khazal, Tuncay Ercan*

ABSTRACT

Applications related with WSNs may include thousands of separate sensor nodes, production and control data for different
industrial sectors. It is important to manage these applications, monitor the network and reprogram the nodes to avoid
operational problems. In this study, we propose a smart wireless sensor network using a reconfigurable embedded system of
Field-Programmable Gate Arrays (FPGAs) with a soft-core processor. This software-based processor can be programmed
dynamically and synthesized to implement the pre-processing of sensed data by ensemble Hybrid Neuro-Fuzzy algorithms such
as Adaptive Neuro-Fuzzy Inference System (ANFIS). The first part of the proposed work is based on Matlab software to develop
and train the ANFIS algorithm. Two different types of data sets (temperature and humidity) downloaded from Internet have
been used in order to make a comparison between the Matlab Toolbox and modified ANFIS algorithm with momentum factor.
The results obtained in this study have shown that the modified ANFIS algorithm is the convenient choice in terms of speed
and accuracy.

Keywords: ANFIS, Neuro-Fuzzy System, FPGA, Sensor nodes, Smart node.

FPGA ile Kablosuz Sensor Verilerinin ANFIS Analizi

oz

Kablosuz algilayict aglarla ilgili uygulamalar binlerce ayrik algilayici cihazi, farkl endiistriyel sektorlerdeki iiretim ve kontrol
verilerini igerebilir. Bu uygulamalari yonetmek, bilgisayar agini izlemek ve her bir cihazi tekrar programlayarak isletme
problemlerinden kurtulmak ¢ok onemlidir. Bu ¢calismada yazilim tabanli islemci ozelligiyle yeniden yapilandirilabilir bir FPGA
(Alan Programlanabilir Kapt Dizini) cihazi kullanan akilli bir kablosuz algilayict agi mimarisi onerilmistir. Bu yazilim tabanli
islemci, dinamik olarak tekrar programlanabilir ve ANFIS (Uyarlamalr Sinir-Bulanik Cikarsama Sistemi) gibi bir toplu hibrit
Sinir-Bulanik algoritmast ile algilanmuis verileri onislemden gecirebilir. Onerilen ¢calismann ilk boliimii ANFIS algoritmasini
gelistirmek ve egitmek i¢in Matlab yazilimi kullanmaya dayanwr. Bu ¢calismada internet ortamindan tedarik edilmis, sicaklik ve
nem verileri igeren iki veri seti ile Matlab ortaminda hazir bulunan ve ¢alisma kapsaminda momentum faktorii ile degistirilerek

gelistirilmis ANFIS algoritmalarimin karsitlagtirmast yapumistir. Bu ¢alisma degistirilmis ANFIS algoritmasimin hiz ve
dogruluk agisindan daha uygun oldugunu géstermektedir.

Anahtar Kelimeler: ANFIS, Bulanik Sinir Sistemi, FPGA, Alglayict diigiim, Akill diigiim.
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1. INTRODUCTION

It is now a well-known fact that the use of Internet with the capabilities like communication, sharing of information
and mutual interaction among people has changed our daily life significantly. The Internet of Things (10T) is a
new technological concept that the intelligent devices communicate with each other and form an intelligent and
autonomous network in order to access Internet. Real-time continuous stream of data coming from the sensing
devices and industrial equipment in the environment are aggregated, modified and transferred into the Information
Systems (Storage, database, application services) provided by Cloud Service Providers on the internet. This kind
of Industrial 10T (lloT) information flow will result in changes that can positively contribute in our daily life,
business life and industrial production systems.

Traditional internet communication infrastructure connects different communication systems and end users into
each other. With the new developments in technology, many sensor devices can be integrated into the internet
environment through WSN (Wireless Sensor Networks) systems [2][16] in order to collect the information and
monitor the areas like the status of patients and elderly people, transportation, traffic flow and security and then
take the appropriate decision for each case.

The requirements for wireless sensor networks like energy consumption, cost and processing capabilities, lead and
motivate science and engineering disciplines to think in a different way. Applications related with WSNs may
include huge number of nodes. Thus, it is important to be able to manage these applications, monitor the network
and reprogram the nodes to avoid existing problems. In general, hardware part of sensor networks include
processing elements (Microcontrollers), sensors, battery and wireless communication elements which sends data
from sensors to sink node that routes the data to the central management system like a gateway [2][17]. Limited
battery power, storage and computation capabilities, and security problems are limitation and disadvantages of
traditional sensor nodes.

Due to all of these limitations, smart sensors have been developed to handle these challenges. In most cases, the
smart sensor represents a system on chip (SoC) when integrated with FPGA devices. In such cases, the smart
sensors can implement many intelligent functions such as pre-processing data, testing and performing complex
algorithms, in addition to some communication tasks. FPGAs support reprogrammable technology which can be
used for a reconfigurable sensor system [17]. They improved the efficiency of sensor systems by their architectural
flexibility, re-configurability, processing capabilities, interfaces. They also perform many simple and complex
functions [14][15]. These types of sensors are usually used for high-speed applications that need online
measurements.

In many monitoring applications, sensor nodes route the aggregated data to a few number of sink nodes. In this
case, transmitting unnecessary redundant data will cause a waste of communication channel bandwidth and energy
consumption. The performance of data collection in a wireless sensor network will decrease when every node
sends all collected data to the sink node. Moreover, this will increase collisions in the transmission channels. In
order to increase the power of computation of sensor nodes, Field-Programmable Gate Arrays (FPGASs) and soft
computation strategy such as Neuro-Fuzzy algorithms can be used within node architecture to overcome the
limitation of traditional microcontrollers.

In our work, we present a new methodology to build and develop multiple soft-core processors of the FPGA set
that perform ensemble soft computing algorithms in an 10T environment based on wireless sensor network.
Ensemble technique has been proposed to design and build parallel embedded soft core FPGA microcontrollers
within the reconfigurable sensor hardware part that can implement different types of soft computing algorithms.
The ensemble of soft computation algorithms such as ANFIS algorithms offer more successful and highly efficient
techniques rather than separate algorithms. Our work offers multi-functions and multi-sensing data to measure and
deal with more than one physical signal simultaneously like temperature, humidity. Researchers recently use
ensemble techniques to perform many tasks such as, control systems, self-testing error correction, weather
forecasting [15], data classification, and prediction of energy consumption.
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2. ADAPTIVE NEURO-FUZZY INFERENCE SYSTEM

In this approach, artificial neural networks are used to train some parameters of the fuzzy control system in an
iterative way. This technique refers to a hybrid neuro-fuzzy system. In this technique, artificial neural network and
control fuzzy system are performed together by keeping their different functions. This type of merging is suitable
for control application, decision making, pattern recognition applications and classification. The idea of such
hybrid model is to use a gradient-based learning algorithm in neural networks to determine its parameters through
input and output patterns, so this will enable us to have advantages of learning through different patterns [11]. One
of the most common examples that can be used in many different applications of Hybrid Neuro-Fuzzy systems is
Adaptive-Neuro-Fuzzy Inference System (ANFIS).

ANFIS is one of the most important schemes that integrates the advantages of both neural and fuzzy systems in
one model. In ANFIS, all parameters associated with linear and non-linear equations, number of rules and
architecture of fuzzy system can be adapted by neural network algorithms. ANFIS algorithm has a very high
learning speed and gives high accuracy in testing phase. Also, it has the ability to use human expressions (linguistic
terms) when using to solve real life complex problems. It is simple to realize and can be used to control different
application fields [12].

Normally ANFIS is used to map input pattern to membership functions (MFs), output of MF to a set of “if-then
rules”, rules to a set of output sets, output sets to output of linear MFs, and the output MFs to a single valued output
or a decision associated with the output. A typical ANFIS structure is depicted in Figure 1.

Layer 4
Layer 1 :

l layer2  Layer3 l
< A \ I j l
2
i
< B, / v T
x

Figure 1. Adaptive Neuro-Fuzzy Inference System

According to figure 1, ANFIS structure normally has 5 layers of neurons [12]:

Layer 1: Each node generates the membership degree of linguistic terms that are given by the following Eq. 1 and
Eq. 2:

Qui =mai®), 1=123, @)
Qzi = uei(y), 1=123 2

Where “x” and “y” are the inputs, “I” is number of the nodes, and A and B are the linguistic terms. Eq. 3 is an
example of a membership function that is bell-shaped function:

Hai(x) = ﬁ , 1=1,23, 3)

X—C
1+|—E1

As we can see, the bell-shaped function has three parameters a, b, and c that are called premise parameters.
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Layer 2: Each node calculates the firing strength of each rule using the “min” or “prod” operator. Normally, AND
operation is the most commonly used operation in fuzzy systems. The output of this layer can be as the following
Eq. 4:

QZ,i = Wj = Hai (X) * IJ-Bi(Y)l i= 1'2’31 (4)

Layer 3: In this layer, normalized process is done. Every node in this layer calculates the proportion of each rule
to the aggregate of all conditioning rules in previous layer. The number of the normalization rules is equal to the
number of rules in layer 2. In general the formula in Eq. 5 can be used to represent the output of this layer.

Q3 =w; = le:iwz' =123, Q)
Layer 4: The outputs of this layer are the product of the normalized firing strength coming from layer 3. The nodes
compute a parameter function on the layer 3 output. Parameters in this layer are called consequent parameters and
can be represented as Eq. 6.

Q4,i = Wfl = v_v(pix + q;y + r; )! i = 1!2v3v (6)
Where “p”, “q” and “r” are called consequent parameters.

Layer 5: In this layer, a single node aggregates all incoming signals from layer 4 to calculate a single output as in
Eq. 7.

Qs =XYwf;, 1i=123, @)

Training and Testing in ANFIS begin by dividing the input data sets into training, testing and checking groups.
The training data are normalized to be suitable for the training process using the Min, Max method. It’s done by
mapping each input value between binary 00, 01 and 10 numbers. After that, the forward path which is the first
phase in hybrid algorithm will start to initialize and train the consequent linear parameters in layer 4 based on
Linear Regression algorithm. After the Linear Regression process finished, the second phase in the hybrid
algorithm which is based on back-propagation algorithm will begin training the nonlinear promise parameters
which find in layer 2.

The finishing of training process for the ANFIS can be done by two methods. In the first method, training ANFIS
ends when the threshold error is less than the specific limit which is defined at the beginning of the training phase.
In the second method, ANFIS stops learning after a specific number of learning iterations. In our case, the ANFIS
algorithm is stopped learning based on the limited number of iterations.

3. EXISTING STUDIES

A With the advancements of using reconfigurable FPGA and soft computing techniques within WSNs, many
studies have been done on this field. The flexibility and efficiency of FPGA devices motivate the researchers to
use them in many soft intelligent techniques such as [3]. The authors used FPGA to implement an adaptive neuro-
fuzzy system based on radial basis neural network to reduce and optimize the hardware resources with the fixed-
point and simplified floating-point arithmetic.

Another study by [8] shows the ability of implementing the meta-heuristic learning algorithms of neuro-fuzzy
system (NFS) on the FPGA based on improved particle swarm optimization (iPSO). According to the authors,
Virtex5 FPGA board was used to implement the neuro-fuzzy system. Particle swarm optimization technique was
used to train and update neuro-fuzzy parameters. The researchers used this kind of integration to speed up the
training algorithm and minimize the usage of hardware resources such as size of memory and number of
multipliers.

Another FPGA implementation of Adaptive Neuro-fuzzy Inferences Systems (ANFIS) for controlling temperature
and humidity data sensors inside a greenhouse using geothermal energy as a power source for heating system was
proposed in [9]. Four techniques are used in this approach; artificial neural network, PI control, fuzzy logic control,
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and adaptive neuro-fuzzy control to control the indoor temperature. The main advantages of using the hardware
language approach are rapid prototyping and allowing usage of powerful synthesis controller through the use.

In [5], the implementation on reconfigurable hardware of a Sugeno type for adaptive Neuro-Fuzzy inference
system is proposed. The pipeline and parallel pipeline architecture play an important role in modelling the
algorithm for the FPGA based implementation. They used Matlab Simulink toolbox to simulate the proposed
controllers, implement and simulate the adaptive Neuro-Fuzzy inference system algorithm using FPGA boards
based on both high level synthesis tool and VHDL coding. The pipeline structure of the proposed hardware was
designed in a way that permits the parameters to update in parallel. The hardware model’s processing speed is very
high, and allows the controller to be used in real-time applications.

In [19], the adaptive neuro-fuzzy model was implemented based on FPGA.In this article, High Level Synthesis
(HLS) tool with C/C++ language from Xilinx was used to design the embedded soft core within FPGA fabric. The
authors describe some of optimization methods to implement and realize the adaptive neuro-Fuzzy algorithm. In
this article, The authors Use a high level language (C-language) instead of Hardware Description Language (HDL).
So, the information about hardware details are not needed. According to the authors, using such kind of embedded
IP core can be used for variety real time applications.

In addition to the control systems that appear in previous works, hybrid neuro-fuzzy can be used for power
prediction system [13][1]. The authors proposed a power prediction system for wind energy generation. In this
work, the sensor networks are used to perform some measurement and send the results to the main station. The
main station performs many analysis to the sensing data based on data mining algorithms like Fuzzy C-Means
algorithm (FCM) which is used to estimate the fuzzy rules for hybrid neuro-fuzzy systems [1]. The prediction
system can be used for Damage prediction for wind turbines using both wireless sensor and actuator networks
[13]. Fuzzy control system is used to remove the effect of overheating by forecasting the damage in wind turbines.
The authors in this work use the adaptive Neuro-Fuzzy inference system to build a real database based on real
temperature, frequency, and the effect of temperature on the natural frequency values. Then, using this database
to enhance the performance of Fuzzy control system.

In [7], an online learning recurrent Neuro-Fuzzy classifier algorithm is proposed for use in classification
applications. The recurrent network is embedded in the RNFC by adding feedback connections in the second layer,
where the feedback units act as memory elements. They show that effective neuro-fuzzy classifier should be able
not only to adaptively adjust fuzzy membership functions but also to dynamically adapt fuzzy operators.

In [6], a complete hardware and software system was designed based on embedded FPGA device to develop a soft
controller for intelligent environments. A group of embedded IP cores are used to build neuro-fuzzy architecture
which represents the hardware portion of the system. MicroBlaze core processor that represents the software part
used to drive and control the operation for overall system. Their approach is simplifying an ANFIS model in order
to reduce the computational costs of the algorithm and to promote the scalability and modularity of its HW
implementation. In addition, we exploit the redundancy inherent in ambient-intelligence data in order to reduce
the dimensionality of the system. A high speed, scalability and efficiency can be achieved by using FPGA devices
compared with other implementation based soft computing mechanisms. Another implementation of neuro-fuzzy
inference system based on FPGA Zyng System on Chip development board with a dual-core ARM Cortex A9
processor is presented in [18]. The ANFIS algorithm is designed and implemented on the FPGA based on the
VHDL language. The algorithm is used to correct the corner displacements of the vehicle.
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4. METHODS

The architectural flexibility of FPGA provides high efficiency such as parallelism, and the performance through
the development of algorithms. So a new generation of reconfigurable, smart, and low level of energy consumption
sensors is developed based on FPGAs. Figure 2 explains the general architecture of sensor node based FPGA [10].

[ Power Supply ]
Reconfigurable Microcontroller Radio
Hardware Unit

1

Sensors Sensors
Signal Signal
Conditioning Conditioning

Figure 2. Architecture of FPGA with sensors

In our work, reconfigurable part within a wireless sensor node is used for implementation of multiple and different
applications to control of sensing data, decision making, analysis and advanced data management based on ANFIS
algorithm. ANFIS algorithm is the best Neuro-fuzzy algorithm that is used to control the nonlinear applications.
That's why we will use the ensemble technique to design and build parallel embedded soft FPGA based MicroBlaze
microcontrollers within the sensor reconfigurable hardware part. The block diagram in Figure 3 shows the
proposed reconfigurable part:

—> BRAM L—
Cortex-A9 AXI |
Processor Interconnection
ANFIS1 -
MAXI S AXI  MAX baesd MicroBlaze
ANFIS2
| paesdMicroBlaze < |
UART
CONTROLLER ADC
PC ‘ Humidity Sensor ‘ ‘Temperatu’e Sensor

Figure 3. Proposed Reconfigurable Architecture (System)

The ensemble of the design system in figure 3 is composed of hardware and software part. The basic hardware
part was designed using Vivado 2016.4 — Block Design which is an important tool from Xilinx to start creating
the design system within Zynq®-7000 AP SoC ZC702 Evaluation Kit. The hardware part consists of two ANFIS
algorithms based on MicroBlaze soft-core processors. The first ANFIS algorithm is connected to temperature
sensor and other algorithm is connected to humidity sensor with their associated BRAM (Block Random Access
Memory), UART (Universal Asynchronous Receiver Transmitter) controller, and ADC (Analog to Digital
Convertor) controller.
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The Xilinx Advanced eXtensible Interface (AXI) which is a kind of smart microcontroller buses within FPGA
board is used to join and aggregate the outputs of hardware algorithms (slave AXI) to the main processor (master
AXI).

The software part is done using Xilinx Software Development Kit (SDK 2016.4) is represented by compiler,
libraries, and application programs. The hardware system is programmed using C language to implement the
developed ANFIS algorithms in our hardware. Both hardware and software platforms are transferred into a bit file
which is ready to be downloaded on the FPGA device to create the system. Figure 4 summarizes the sequence of
operations that did by FPGA processor (Cortex-A9).

Start

v

Drivers and Cores
Initialization

e
f+\
Data arrived?
Store Data in
BRAM
No Yes
Data Normalization — TeTﬂﬁ?‘:"re — Data Normalization
Fuzzyfication Fuzzyfication
Move Data to Move Data to
Humidity Core Temperature Core
No No
Data Processing
End?
¢ Yes
De-normalization
Send Data to PC
]

7

EMD

Figure 4. Sequence of operations main processor
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The Cortex-A9 processor starts to initialize all drivers and hardware cores, stores the collecting data to BRAM,
and then performs the data processing operations that involve:

. Data classification.

. Data normalization

. Data fuzzification

. Data routing: In next step, the processor routes each data set to the equivalent MicroBlaze cores and

then, reading backs the results in order to send them to the host computer via serial communication.

5. FINDINGS

In Matlab environment, most of researchers try to use a graphical user interface (anfisedit-GUI) for ANFIS
algorithm or a function provided by a Matlab Toolbox, which is “anfis-command” to construct and do the testing
and training that makes it simple to use and easy to follow.

In our approach, we’ve modified ANFIS algorithm and combined it with gradient descent optimization algorithm
during learning phase to minimize the error, prevent stuck in local minima and reach a global minima. This
optimization algorithm is known as Momentum that speeds up the steps that is taken towards the optimal solution.

In Momentum, a fraction “m” of the previous weight update is added to the current weight. As a result, we provide
a faster convergence and speed up the training process. This could not be realized if we apply ANFIS function
provided by Matlab Toolbox. In figure 5, the pseudo code explains how to add the momentum factor into the
ANFIS algorithm.

Set the type of membership function
(Gaussian function)

Load initial premise parameters (a,b,c)
Load initial consequent parameters (p,q,r)
Load initial momentum factor (m)

Input the sensor data

Normalize the data

// start forward path
While (error > threshold) then

Generates the membership degrees for input
Normalize and aggregate generated data
Calculate the output of the algorithm

Updata consequent parameters

Prew=Poid + delta(error) * input data

Qnew=qoid + delta(error) * input data

Inew=rod + delta(error)

// start backward path

// update premise parameters
Onew=0oid + delta(error) + momentum factor (m)
bnew=boia + delta(error) + momentum factor (m)
Cnew=Cold + delta(error) + momentum factor (m)

End while loop
De-normalize the output data

Figure 5. Pseudo code of the proposed algorithm
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Two types of data sets (temperature and humidity) taken from Beach Weather Stations - Chicago Park are used
for both our modified code with momentum factor and Matlab Toolbox for ANFIS [20][21]. Each data set consists
of 13917 samples from 5/22/2015 to 12/31/2015. Figure 6 shows the effective of adding the momentum factor to
the ANFIS algorithm.

According to the Figure 6, the mean square of error with momentum factor is (0.9058) after 40 iterations, while as
equal (23.0417) after the same number of iterations.

160 160
Mean Square of Error: 23.0417 | Mean Square of Error: 0.9058
140 Iteration =40 140 lteration=40
120 |
120
100
100 |
80
80
60
60
40
40 20
20 0 " L PR — — x
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Without Momentum With Momentum

Figure 6. Training and Testing results for Temp. data set %70 training and %30 testing.

Table 1 and Table 2 show the error after training and testing the data sets.

Table 1. Training and Testing results for Temperature data set Table 2. Training and Testing results for Humidity data set
%70 training and %30 testing. %70 training and %30 testing.
Technique type Training Testing Technique type Training Testing
Matlab Toolbox 3.7802e-11 0.013204 Matlab Toolbox 9.3506e-11 0.062509
Modified Algorithm 1.3943e-14 0.0010988 Modified Algorithm 7.4105e-15 0.001184

while the table 3 and 4 show the effect of adding the momentum factor on speed in training and testing phases.

Table 3. Training Speed (Execution Time) in Sec. Table 4. Testing Speed (Execution Time) in Sec.
Execution Time in Sec (Training ) Execution Time in Sec (Testing )
Data Type ANFIS Toolbox | Modified Algorithm Data Type ANFIS Toolbox | Modified Algorithm
Temperature 3.675 1.1921 Temperature 0.0124 0.011
Humidity 3.6427 1.1895 Humidity 0.0122 0.012

According to table 3, we can easily see that adding the momentum factor to the modified algorithm reduces the
execution time for training phase about 60% compared with Matlab toolbox algorithm in both temperature and
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humidity data sets. While the execution time in table 4 for testing phase is almost the same for both algorithms
because there are no iteration processes happened in both algorithms under the test condition.

6. DISCUSSION AND CONCLUSIONS

In this paper, implementation of adaptive Neuro-Fuzzy algorithms using FPGA was proposed. Ensemble of the
multiple ANFIS algorithm is used in order to improve the efficiency and accuracy for a sensor node. Because of
using different ways to train and simulate Ensemble ANFIS within a single wireless sensor node, we generate a
kind of intelligent system. In our proposed method, pre-processing the data collected from different sensors is
possible and can be used in diverse applications such as prediction, data cleaning, data smoothing and data
compression. As a result, we can eliminate unnecessary data and reduce the traffic on transmission channels.

On the other hand, two methods were applied to simulate the temperature and humidity data sets: a Matlab Toolbox
and modified algorithm with momentum factor for ANFIS. Using modified algorithm with momentum provides a
best and fast convergence during training process. Our modified algorithm is also more flexible and can be
modified to combine with other optimization algorithms. The results have shown the efficiency of using the
momentum factor with ANFIS algorithm. In the future, we will try to combine a modified ANFIS with different
types of soft computation algorithms for the sensor node.
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Validity Issues in Linked Data Driven IS Research

Ziya Nazim Perdah¢1*, Mehmet Nafiz Aydin, Kenan Kafkas
ABSTRACT

This research adopts a complex system approach to linked data, which has a trace aspect and to examine validation issues in
linked data driven IS research. Thereby a relevant question arises: What are the validity issues in the overall network
analysis process applied on such linked data? This research argues that validity issues are vital to research in linked data
and requires a complex system approach so that true value of linked data can be discerned and applicable to the real-world
cases. Particular emphasis is placed on the validation issues in empirical research on linked data concerned with the
educational system. This paper should be considered as a contribution to the efforts of those who are struggling with the
validity issues in SNA. The intention of the work is to build a checklist that can be used to check the validity of the data,
methods, and algorithms for transdisciplinary research teams who utilize theory of networks in general and SNA in
particular in a particular domain, which is an educational system for the focus of this research. The findings may help the
school administrators, instructors and student advisors in the decision making processes.

Keywords: Trace Data, Social Network Analysis, Network Science.

[liskisel Verilere Dayali Bilisim Sistemleri
Arastirmalarinda Gegerlik Konulari
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Bu arastirmada iliskisel veri odakli Bilisim Sistemleri arastirmalarinda gériilen gegerlilik sorunlarini incelemek amaciyla,
iliskisel veri karmagik sistem yaklasimi benimsenmistiv. Bu durumda akla su soru gelmektedir: Buna bezer iliskisel veri
lizerinde yapilan genel ag analizi calismalarinda gegerlilik sorunlar: nelerdir? Bu arastirmada iliskisel veri
arastirmalarinda gegerlilik sorunlarmmin hayati derecede onemli oldugu ve iliskisel verinin gercek degerinin anlasilmasi igin
karmagik sistem yaklasimmmn gerekli oldugu savunulmaktadir. Ozellikle egitim sistemleri ile ilgili deneysel arastirmalarda
gegerlilik sorunlart tizerinde durulmustur. Bu ¢alisma Sosyal Ag Analizinde gegerlilik sorunlariyla karsilasanlarin
¢abalarma katki olarak diisiiniilmelidir. Disiplinlerarasi ¢alismalarinda ag teorisi ozellikle de egitim alaninda Sosyal Ag
Analizi kullanan aragtirma ekipleri icin veri, metot ve algoritmalarin gegerliligini kontrol etmek amaciyla kullanilacak bir
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1. INTRODUCTION

In the last decade in almost every field, data have become abundant, more accessible, and more diverse. For
companies as well as academics, combining enterprise-wide data with open data to generate business intelligence
brings up new opportunities and challenges (Behrendt et al., 2014). Recently, the term “linked data” is suggested
to refer to bringing together all relevant digital data on the Internet for the sake of open data integration (Dong
and Srivastava 2015). The current work extends the very idea of linked data from a typical integration context to
trace data, which reveals the business context and complex relations of the things and their interactions. This
aspect is crucial to make use of both enterprise and open data where the notion of “linked” emphasizes what and
how data are derived from business context. In this regard, this research adopts a complex system approach to
linked data, which has a trace aspect and to examine validation issues in linked data driven IS research.

The trace data present in Information Systems has certain characteristics. Among other types there is a data type
called event-based data, which is often times enabled by conventional transaction information systems. The
events mentioned here are usually records of various interactions between at least two entities. The recorded data
turns up to have a linked structure and as a result of this linked structure a complex system emerges. To examine
these complex systems, it is necessary to apply network science. Thereby a relevant question arises: What are the
validity issues in the overall network analysis process applied on such linked data? The value and importance of
the digital trace validation becomes immediately clear, taking into consideration the current studies (Jungherr
2015).

Howison et al. (2011) articulate the validity issues in network analysis of digital trace data and propose a number
of issues that researchers should take into account. Addressing validity issues is vital to research in linked data
and requires a complex systems approach so that true value of linked data can be discerned and applicable to the
real-world cases. To better articulate the validation issues in a real-world context we utilize empirical research on
linked data in a school information system as a case.

Although almost all the metadata in network studies in education comes from school management information
systems, the crucial linked data is obtained generally by means of face to face surveys. Therefore, Social
Network Analysis (SNA) in education does not completely rely on trace data. However, most of the methods and
an important portion of the data are common in both papers. For this reason, validity issues match for both. This
paper should be considered as a contribution to the efforts of those who are struggling with the validity issues in
SNA. The intention of the work is to build a checklist that can be used to check the validity of the data, methods,
and algorithms for transdisciplinary research teams who utilize theory of networks in general and SNA in
particular in a particular domain, which is an educational system for the focus of this research.

Educators quickly adapted this situation and began to involve data more often in their decision making
processes. Data Driven Decision Making (DDDM) concept is introduced in education (Marsh et al., 2006). Many
advanced software emerged to meet the needs of educators. Learning Management Systems and School
Management Information Systems became widely used in schools by both governments and private enterprises.
Management Information Systems (MIS) are being used by schools to support a range of administrative
activities including attendance monitoring, assessment records, reporting, financial management, and resource
and staff allocation (O'Brien, 1998). As a result, a huge amount of data is collected and stored in relational
database systems. Now, from governments to private sector, the education administrators and instructors rely on
the information that is obtained by analysis of the data.

Although individuals play a key role in education, they are not isolated entities. Therefore, interactions among
individuals also provide valuable information. This type of linked data requires a specific analysis, namely
Social Network Analysis. Statistical data analysis in classical sense lacks the ability to capture the essence of
complex systems that emerge from intricate human relationships. With SNA algorithms in a school environment
for instance, key players in the network can be found or correlations between certain attributes of students can be
calculated. The data necessary for this type of analysis may be the friendship ties among students or
collaboration ties among groups. Additionally, SNA requires the data that is available in the traditional School
Information Systems. For instance, a typical analysis would include the study of the friendship relations among
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students, involving calculation of the correlations between success rates and friendship preferences. This requires
combining the relationship data with metadata, referred to as attributes such as gender or test scores. The
findings may help the school administrators, instructors and student advisors in the decision-making processes.

2. METHOD AND BACKGROUND

The method of this study involves three steps: First, a model explaining general validity issues linked data driven
IS research (Howison et al., model). Second, a specific research case (SNA in education) examplifying and
elaborating the issues that might be encountered. Third, a framework on which the issues are explained in detail.
Similar to the research design adopted in (Howison et al., 2011), we frame our study of validity issues respect to
the decision matters researchers face with in network analysis of linked data driven IS research.

The growth of data sources produced on online interactive platforms have drawn significant attention from IS
researchers, but the validity issue in SNA in IS research context has remained an open issue (Whelan et al.,
2016). Scholars with exception of (Howison et al., 2011) have addressed this issue within their own research
contexts. For instance, (Nia et al., 2010). have examined the validity of Network Analysis in open source
projects. For our research purpose, we need a model that should achieve theoretical cohesion (full chain of
reasoning across all the phases in SNA), and provides researchers with meta-level issue analysis (by raising
abstraction level to overcome limitations of case specific results). In line with these reasons, we adopted the
model proposed by (Howison et al., 2011). The model (Figure 1), proposed by (Howison et al., 2011) is
composed of six elements connected by five links raising ten issues. These links are the transition areas between
steps starting from Information System to the research construct. First, when working with a digital trace data
particular attention is to be paid to the information system producing that data. The misuse of the system can
cause misinterpretations of the collected data. Another issue that should be considered in this phase is a
reliability of the data generated. In the next step, the complication of converting digital trace data into nodes and
links should be solved. In order to do that, the researcher should make one of the most crucial decisions, which is
determining the type and intensity of the links, as well as deciding on the missing links. Creating a network
where the order of the events matter can raise a problem of temporal aggregation. In another step, while using a
network to obtain some measures, a researcher should address network tool effects and temporal mismatch.
There is a large selection of software tools available for social network analysis (SNA), thus choosing proper
software for an analysis is an important step, since these tools can help researchers with avoiding errors as well
as at the same time can threaten to validity in their use. The temporal mismatch issue can be addressed by
deciding the period of time over which measures derived from that network will be measured. The last issues a
researcher should consider emerge when aligning a measure and a construct are data completeness and inference
and inappropriate importation.

Meta issue: Achieving thaoratical cohesion

| mformaticn Event Nodas
- " = and +—| Maotwork |[+—| Maasure |=+—| Construct
System Data Li
irks
1. Syslem 3, Link types &, Temporal 7. Network tool 9. Data completeness
and practice 4. Intensity aggregation effects and inferance
2. Reliability 5. Missing links 8. Temporal 10. Inappropriate

mismatch importation

Figure 1. Howison et al. (2011) introduce five links in the chain of reasoning and corresponding validity issues to achieve theoretical
cohesion.

Howison et al. (2011) state that “In practice, the process of achieving alignment between a theoretical context
and the chain of reasoning underlying valid measurement is an iterative one, most likely involving multiple
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adjustments and decisions and revisiting these to achieve a cohesive logic.” Thus, applying the model (Figure 1)
has been an iterative process, which brought out three phases.

2.1. Social Network Analysis in Education

From the Network Science perspective, a network consists of two types of simple components, nodes and links.
Nodes may represent an individual in a social network or an enzyme in a cell. The connections between nodes
are called the links. They may represent kinship between individuals in social network or chemical interaction
between enzymes in a cell. The term graph refers to mathematical representation of a network. It is analogous to
a wiring diagram. The terms network, node and link are mostly used for referring real world complex systems
whereas the terms graph, vertices and edges are used when referring to a mathematical representation of the real -
world systems. These are only subtle differences and these terms are often used interchangeably (Barabasi and
Poésfai, 2016).

A node can have more than one link. Total number of links of a node is called its degree. If links in a network
have distinct direction from one node to another, this type of network is called a directed network. In an
undirected network links do not have directions. There are two types of degrees in directed networks; in-degree
which is the number of links pointing towards a node, out-degree that is the number of nodes pointing out from a
node

Social Network Analysis requires node and link data and in education networks, this corresponds to nodes being
students or teachers and links being the relationships among nodes. The metadata about the nodes are called
node attributes, which can be any data that range from the name or address of the student to test achievement
scores or the name of the course taken. The link data is type of data, which defines a relationship between two
nodes for instance, if two students study together or take the same course, the two nodes representing the
students are linked in the graph. These data are mostly available in School Management Information Systems;
however, additional data can be gathered by surveys. After collection, the data is prepared for analysis. The next
stage is modelling. Deciding the types of nodes and the links is called modelling. Figure 2. shows a simple
model of a network where nodes are students and links are drawn if the two students are best friends.

Figure 2. A simple directed network model.

In other words, if student “a” claims that student “b” is his or her close friend, then an edge with an arrow
pointing from node “a” to node “b” connects them. Looking at this toy model closely reveals the fact that student
“a” accepts student “c” as a close friend, student “c” however, does not perceive him or her as close friend. In
these kinds of networks, links have directions which makes the network directed network. In the organization
science literature, such a directed network model for friendship has not been examined extensively (Smirnov and
Thurner, 2017).
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3. FINDINGS FOR PROPOSED FRAMEWORK

3.1. Framing Validity Issues in Linked Data in Network Science

In this study, we present a framework (see Figure 3) that illustrates general structure of a typical scientific
research involving linked data along with digital trace data. Our intention is to address the validation issues that
may arise during the research process. The framework contains flow of data through steps of research up to the
scientific output. One can see that the framework contains a number of feedback loops to enhance scientific rigor
and validation. In essence, it is an operational means to support research inquiry by incorporating relevant
theoretical accounts. Noticably, linked data is considered from a complex system point of view, which allows us
to bring theory of network and information system research together. In doing so, the scientific output may
include descriptive, predictive, and prescriptive 1S which in turn enhance researchers to provide feedback to
information systems.

Real World System

Information systems collect data from the system, which is in fact the Real World. However, interactions
between them is not one way. That is to say, the system and IS constantly interact and shape each other.
Customers interacting with sales representatives, employees interacting with each other or the environment,
students working mutually on a project, are examples of such activities in a real-world system.

Information System

Information Systems keep track of these activities and a huge amount of data cumulate over time. This event-
based trace data has a linked nature. The interactions leave trace of events, which can later be collected. Since
events take place among entities of the system, the entities can be linked to each other and this phenomenon can
be represented as a network.

Linked Data

Two different types of data are obtained from two different systems. Offline enterprise data is gathered from the
IS and depending on the case, ground truth data or open data is gathered from the real-world system. For
instance, ground truth may correspond to various observed relationships among students in school environment.
On the other hand, open data may correspond to other social interactions gathered out of school premises.

The resulting network is a complex system containing substantial number of interacting components. To
examine such systems, network science approach is required.

Network Science and IS Research

The necessary steps to analyze these networks is explained in SNA process section. This section covers the
network analysis particularly the Social Network Analysis in order to limit the scope of the paper.

The Scientific Output

The scientific output of the entire process is the description of the system, predictions towards the future and
prescriptions of the 1S problems. Finally, these outputs are sent to the IS as a feedback.

During the transitions of each step of the process, researchers should check the validity of the data, methods and
findings. The validity issues section addresses the possible validity issues and explains them in detail.
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Figure 3. Framework for Validation Issues in Linked Data Driven IS Research

3.2 Network Analysis of Linked Data
The SNA Process

Four basic steps are taken into consideration when approaching a social network research problem from Network
Science perspective: Data preparation, network modelling, network analysis and interpretation (Aydin and
Perdahg1, 2014). Researchers follow these steps when looking for answers to their research problems. The
process has an iterative structure. The data is obtained from various sources depending on the necessities of the
social network that is subject of the study. In the literature, self-reported friendship data collection is one of the
well-known techniques (Labun et al., 2016). These data are then prepared to suit the requirements of the analysis
and visualization tools so that they can be appropriately imported into working environments.

Following the data preparation, the modelling step takes place where the nodes and the links of the network are
decided. After this step, analysis begins which is mainly visualizing the constructed network and applying
suitable SNA algorithms. The findings that are obtained in this step are scrutinized and the process moves to the
next step. In the interpretation step, if the findings do not satisfy the research objectives, the process enters in a
loop where the previous steps are repeated by going back to modelling step. The network model is adjusted for
new requirements and the process moves to next iteration. For instance, the first iteration would be a network
model in which nodes are students and undirected links are reciprocated friendships among students. Should the
analysis fail to capture the true nature of the friendship relations a second iteration would involve remodeling the
friendship relations as a directed network (one student sees the other student as a friend, but the other student
does not.)

Then the SNA process continues, and the findings are reported. In some situations, researchers may decide that
there is a problem with the data they collected in the beginning. For instance, they might decide to add a node
attribute. In that case, process moves back to the beginning and the entire process is repeated with the changes
made.
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Modelling

The choices made at the modelling step are critical to representing a complex system as a graph. For instance,
individuals who are regularly interacting with each other can be connected to create a professional network. On
the other hand, the relationships among individuals who are calling and mailing each other define an
acquaintance network. The analysis of first type of networks for instance, can play role in a company’s success
in terms of management. The analysis of second type of networks can play a key role in marketing products or
services (Aydin and Perdahgi, 2014). Likewise, when analyzing social networks in education modelling step can
be critical.

There are several options as there are several types of interactions in a school environment. These interactions
can be acquaintance, close friendship among students or teaching relationship between teachers and students.
Additionally, sharing activities such as projects, classes, team sports and various clubs can create interactions.
The relationship should be determined by choosing the best option, which fits the research objectives.
Furthermore, multiple relationships can be selected as links. In that case, the network becomes multi layered. To
illustrate a multi layered model, let the close friendship relations among a set of students constitute a friendship
network, while linking the same set of students according to their shared projects, make up a collaboration
network. The combination of these two networks in one network in which some of the links represent friendship
and others represent collaboration, results in a multi layered or, in other words, multiplex network. The actors in
a network can also vary in terms of node selection such as, students, instructors, administrators. However,
selecting nodes is usually simpler with respect to link selection.

Table 1. Possible inputs and outputs of SNA in school networks depending on the link type

Friendship Network Collaboration Network Course Affiliation Network
Who is friends with whom Who studies with whom Who takes same courses with whom
Test achievement scores Content of the project Course subject
Input Gender Degree of contribution Social clubs
Class Project grade Team sports
Social Background Study major Success rate of the activities
Clustering Clustering Clustering
Assortativity Assortativity Assortativity
Used Metrics
Modularity Opt. Modularity Opt. Modularity Opt.
Centrality measures Centrality measures Centrality measures
Correlations based on attributes | Correlations based on the specific project Better groups, teams etc.
Outcome Class Compositions Modularity Opt. Homopohily
Broker nodes Sustainability of Interconnectedness Correlations based on the specific programs

Network Analysis Findings

In this step, the modeled network is visualized as a sociogram (Moreno et al., 1932; Freeman, 2004) by utilizing
graph visualization tools. A sociogram is a map of social relations in which individuals are depicted as circles
and related individuals are linked with each by lines. Here, the students are represented as nodes and the nodes
are linked according to chosen model in the previous stage. This graph representation gives visual insight into
the social network, which shows how the students are connected with each other. After visualization, basic
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analysis takes place where basic structural properties of the network are calculated. These findings for instance,
show the density of the network (i.e. how densely they are connected to each other). And, how much the students
are clustered (how closely they are grouped). Further analysis finds the communities in the network or how
students with different attributes mix with each other. Additionally, the students who form a link between
communities can be found with SNA algorithms.

Although in an education setting there are several relationships that can be subject of study, the current study
focuses on three types of networks: Friendship networks, collaboration networks, and affiliation networks. While
the friendship networks focus on the friendship relations among students, collaboration networks focus on the
shared activities of the students such as working on the same project. Attending the same course or being in the
same social club generally represent the links of an affiliation network. These network types nececitate different
inputs and the anlysis of these networks offers different outputs. Table 1. Shows some of the possible inputs for a
research that utilizes SNA as a method and the possible outputs of that analysis.

4. DISCUSSIONS OF VALIDITY ISSUES FOR LINKED DATA IN A SCHOOL
INFORMATION SYSTEM

In the following, we discuss our findings on validity issues encountered in linked data driven Information
Systems research.

4.1. Reliability Issues from System Generated Data

SNA in school networks obtain node attributes such as student grades, name of the taken courses etc. from
information systems. These are not system generated data and since such data is heavily checked by the
administrators, teachers, students and parents, they can be considered reliable. For instance, if the age, gender or
grade of a student is entered incorrectly into the system, the students instantly demand a correction. Therefore, in
a school network the validity of the data gathered from Information System should not be an issue for statistical
conclusions derived from this data.

4.2. Aligning Digital Data and Nodes & Links

A researcher, at the beginning of a study, has to decide how to use the data to build a network. The first desicion
is to determine which entities in the data will constitute nodes and links. There are many options for this decision
step, for instance, in an e-commerce sales data, products might be the nodes as well as the sellers or the buyers.
The desicion should align the data and the network according to the research objective both contextually and
theoreticaly. “In Social Network Analysis, however (emphasis on the word Social), nodes are almost always
people, although at different levels of analysis they might be individuals, groups, or organizations” (Howison et
al.,, 2011). Similarly, in education settings nodes are almost people namely, students, instructors or
administrators. There may be instances where education tools or classrooms make up the nodes of the network
along with students and instructors. Since these are all solid entities in education environments, they should not
raise significant validity issues.

4.3. Choosing Multiple or Single Link Types

Choosing link types in modelling step of SNA is a validity issue that concerns the construct of the network. The
number of link types in a network should align with the research interests and requirements. In a school, social
network there are several relationships that can be studied: affiliation (course or lab attendance), collaboration
(study or project groups), friendship (best friends or acquaintance). A network can be modelled using single link
type or multiple types (multiplex network). An analysis of a single link type network may leave out the effects of
other relationships among the nodes. On the other hand, a multiplex network analysis may lack the ability to
detect the certain interactions taking place in the network. In that sense, number of link types should align with
the research objectives.
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4.4. Defining a link (Link Intensity)

Only existence of a link between two nodes is sufficient for some research problems however, in some cases
link’s intensity or strength is also a key factor. For example, in a student collaboration network, links can be
established in a binary mode where a link has only two states: zero or one. In other words, a links indicates
whether two students studied together or not. However, if the same students collaborated multiple times or they
collaborated for longer periods, we might need a stronger link betweeen them so that the degree of their
collaboration is represented as link intensity. Therefore, the links should have an attribute indicating the intensity
of that relationship called weight of a link. Metrics such as centrality measures or community detection
algorithms produce different results depending on the type of the links.

4.5. Defining a non-link (Missing Links)

In school social network analysis, often link data is obtained via face to face surveys. In a school environment,
social networks consist of small number of nodes. Therefore, reaching to the students, instructors or
administrators is not a challenge. This eliminates the validity issue from missing node aspect. However, this does
not eliminate the non-link issue which means that knowing if a link exists between two nodes is important, in the
same sense, knowing if a link does not exist is also important. In other words, lack of a link indicates lack of
interaction between two nodes where in fact, this might be due to missing data, which can cause serious errors
for example, in a friendship network, students are asked about their friends and the links of the network is
established with that data. However, in the constructed network if two nodes are not linked this does not
necessarily mean that they are not friends. If information flow in the network is needed to be measured, making
sure that two students are exactly friends or not friends is critical. Betweenness centrality is a network measure
that quantifies the brokerage position of a node. The nodes that have high betweenness centrality play a vital role
in bridging communities in a network. For papers that examine this metric in school networks (Grunspan et al.,
2014) absence of a node is as important as existence of it.

4.6. Temporal Aggregation

In dynamic analysis of a social network, some situations can cause validity problems. For example, an affiliation
network considers two students as linked if they take the same course. However, if the students did not attend
that course at the same time, this means that there has not been an interaction between those nodes in the
network. This issue happens when links aggregate in time and can lead to faulty analysis results especially for
the algorithms that depend on the path calculations. There are solutions to this problem and the techniques to
deal with this issue are mentioned in (Howison et al., 2011).

4.7. Network Tool Effects

There are various tools to visualize the network map and calculate the network metrics (Csardi and Nepusz,
2006; Hagberg et al., 2008). Using these tools helps researcher to standardize the implementation of the
algorithms. Otherwise, reimplementation of the algorithms by different researchers could cause other validity
issues. Additionally, using common tools provide some shared ground for the work to be repeated by other
researchers. “Nonetheless, the convenience these tools provide can also mask threats to validity in their use.
First, programs use subtle variations of algorithms and slightly different names for the same algorithm,
potentially leading to confusion and misinterpretation of results.” (Howison et al., 2011). To overcome this
problem, the same algorithms are calculated manually (pen-and-paper calculation) on a toy network and
compared with the network tool’s calculation results.

4.8. Temporal Mismatch

In most cases, social networks are analyzed in a static manner. In other words, obtained data is a snapshot of the
network, which represents a short time interval. This can lead to validity issues where a network metric which
changes over time as the network evolves may mislead the researchers (Huisman and Snijders, 2003; Leskovec
et al., 2005). For example, betweenness centrality of a student may be high when the data is collected, then it
may change due to the nature of social interactions. Moreover, not only measured values change but also the
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links in the network may change over time. For instance, a student may decide to partner with a different student
in a collaboration network. Similarly, change of friends or even best friends is frequently seen among high
school students. Researchers should make sure that the observed measurements span the entire time frame.

4.9. Questions of Data Completeness

Data about the relationships among actors of a network gathered in one environment no matter how complete
may lack the information of interactions that happen out of that environment. For instance, researchers may
study friendships among students and its correlations to numerous factors by collecting the relationship data via
surveys or interviews. However, due to access or privacy issues, their information most likely will lack their
social media interactions. This is another validity issue that is caused by incompleteness of the data. Depending
on the subject of the study, incomplete link data will reduce the reliability of the SNA results.

4.10. Inappropriate Importation of Network Measure Interpretation.

Network measures and algorithms utilized in SNA are mostly transferred from other disciplines of science. For
example, Pearson’s correlation formula was originally used to describe a biological phenomenon (Pearson,
1896). It was later imported by several other disciplines such as economy, physics, chemistry etc. when it is
needed to examine linear relationships between two quantitative variables. In network science, this metric is used
to find out the mixing behaviors among nodes called assortativity (Newman, 2002). In specific case of social
networks, this metric is used for instance, to measure mixing behavior among individuals (Bearman et al., 2004).
The interpretation of the results might differ in different venues. Therefore, researchers should pay attention to
the interpretations of their findings for avoiding validity issues that is caused by importation.

5. CONCLUSION

This paper addresses the validity issues that researchers face when conducting Social Network Analysis.
Although its scope is SNA studies in general, education domain applications is used to exemplify the validity
issues. Prior to addressing these issues, network concept is briefly explained. Furthermore, a conceptual model is
presented which covers Network Science processes and how the linked data advances starting from the real-
world system and IS to complex systems and finally analyzed to produce scientific output.

The validation issues mostly arise between the phase transitions. Data reliability at the beginning when deciding
the nodes and links are not likely to cause serious validation problems since these entities are well defined in
education networks. However, decisions about the link types, weights or even non-existence of a link are
potentially critical validation checkpoints during the SNA process. Another type of validation issue arises due to
temporal issues when deciding the analysis to be static or dynamic. The interpretation of the algorithm results
should involve the effects of time over the network. Additionally, as in every scientific research, the utilized
tools have validity issues as well as the measures. Researchers should be aware of the strengths and weaknesses
of their tools and metrics.

The Network Science is relatively a new discipline. Therefore, researchers should be informed about the pitfalls
throughout the processes. This paper does not claim to address all possible issues rather; it is intended to be used
by researchers as a starting point to avoid these issues and as a validation checklist after their research. To that
end, issues are collected and examined in detail furthermore; practical solutions are offered to facilitate the
researchers in their network analysis efforts.
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A Real Life Web Based Marketing Optimization
Framework With External Data
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ABSTRACT

Big data and data science studies in recent years are booming exponentially, parallel to the data collected and increased
processing speeds. As an inevitable consequence, most of the web-based companies are migrating their business models to
novel technologies based on the big data and data science research. This paper is based on a real life experience based on one
of the web stores with highest volume sales in Turkey. The project was building a data science model on big data technologies
to make estimations based on the external data, such as weather conditions, customer demography, news at newspapers,
current product alternatives, financial facts (like currency exchange rate or stock market values) and most importantly the
sentimental analysis and opinion mining on social network, blogs and news. In the paper, details of problems and possible
solution alternatives and methodology for problem solving and solutions and outcomes of the study are explained in the given
order.
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1. INTRODUCTION AND PROBLEM DEFINITION

E-marketing is an increasing trend and the advances in e-marketing is directly affecting the web-based sales [1].
An Internet company in Turkey, has invested for a research project to collect data and develop a data science
project to increase marketing success. By definition of the project, marketing success criteria is the percentage of
sales for ads displayed. Also the data is grouped into two categories, internal and external as below:

e internal data is defined as the data in the local databases of the company, like customer information,
product information, sales information

e external data is defined as any data source, which might affect the customer behavior about the
advertisement, such as the weather conditions, financial data (like currency rates or stock market values),
opinions and sentimental effects of daily news or blogs or social networks.

The project has three major questions:
1. What are the correlated parameters and which parameters have the highest affect on marketing success?
2. What is the best technology for implementing the project?

3. What is the best data science solution for the decision-making and customer / advertisement matching
optimization?

During the project all three questions above are solved and a working real life project is implemented [2]. For the
first question, some temporary research oriented systems are installed and some prototype coding is developed on
the temporary systems. Although the system was not built on a full scaled technology in this step, data is collected
by using some sampling algorithms and some discovery correlation algorithms such as Kendall’s-Tau,
Spearman’s-Rho or Goldman-Kruskal’s-Gamma [3] is executed to understand the correlation between the
parameters and the marketing success.

For the second major question, the prototype implementation is executed on some technologies like Apache
Hadoop, Microsoft Azure, Apache Spark and for the data science layer, MLLib, AzureML and Mahout libraries
are implemented for test purposes.

Finally for the third question, several data science solutions are tested. Because the data was collected from man
different unstructured sources, during the preprocessing, some imputation, data cleaning and noise reduction
algorithms are implemented. Although some of the dimension reduction algorithms tested, the success of these
algorithms was not high enough to take into consideration for the case. For example, Principal Component
Analysis (PCA) and Latent Dirichlet Allocation (LDA) algorithms are tested an the contribution of the algorithms
was less than 1% for most cases and had negative affect in some cases. After the data preprocessing and extracting
the feature vectors, a limited set of machine learning algorithms are tested. The reason for limitation is the number
of suitable algorithms in big data world, which means they can run on map-reduce based, is limited within the
libraries.

As a summary, the problem is defined on the selection of best technology, best algorithm on most important
parameters based on both external and internal parameters. The project outputs the best alternative advertisement
for any customer.

2. METHODS

The project can be divided into three sub projects as defined in the introduction and problem definition section.
For all subparts of the project different methods are tested and details of these methods are provided within this
section. So the section is organized in three subsections, which are the preprocessing and parameter selection with
correlation factors, technology decision and data science problems and solutions.

46

dergipark.gov.tr/acin



ACTA

ACTA INFOLOGICA, 2018; 2(1): 45-51 INF@® L" OGICA

Research Article
ISSN: 2602-3563

2.1. Preprocessing and Parameter Selection with Correlation Factors

Before dealing with the data science layer problems, some preprocessing algorithms applied and feature vectors
are extracted.

During the preprocessing phase, the noisy data is cleaned and some of the missing data is imputed. The data
cleaning is only applied on the external data, since the data source is unstructured and data collection is
implemented by some background processing running on servers and the data source is located under some other
organizations. For the internal data, where it is structured and gathered via database queries, there is no such
problem as noisy data but there are some missing values for some of the data sets. For example, database might
not hold the whole information about customer demographics like age or birthplace of the person. This information
is collected from some of the customers by their own will. So, there is no imputation for the external data and no
data cleaning for the internal data because of their structures.

For the imputation phase, k-nearest-neighborhood (k-nn) algorithm is deployed with k=3, and the missing values
are predicted by the rest of the data set with using 3 most common samples. For the data cleaning, the row-wise
deletion technique is implemented for higher confidence.

Just after the preprocessing phase, the correlation factors are calculated over the feature vectors extracted.

Pearson’s Rho function is simply division of covariance of two parameters to the multiplication of standard
deviation of each parameter as demonstrated in equation (1).

_ Cov(x,y)
B 0,0y

Pxy €Y)
Pearson’s Rho function yields a value between -1 and +1 and 0 means there is no correlation while +1 means they
are highly correlated and -1 means there is a high correlation in the negative direction.

Kendall’s Tau function is based on concordant and non-concordant pairs and concordant pairs are considered as
the agreement between two parameter features. In below equation the count of non-concordant is subtracted from
the number of concordant samples and the value is divided to a normalization factor, which is the total number of
pairs within the given data set. The formulation of Kendall’s Tau is demonstrated in equation (2).

_ Xi= concurdant; — Yj_, nonconcurdant;
nn—-1)/2

(2)

Similar to Pearson’s Rho, Kendall’s Tau also yields a value between -1 and +1 and again the O output means no
correlation, +1 means high correlation in same direction and -1 means high correlation in negative direction.

Finally, Goldman Kruskal’s Gamma is based on the probability of randomly selected pair of observation in the
same order (Ps) or opposite order (Pd ) and can be easily calculated by the division of difference to summation
between these two parameters. This formula is given in equation (3).

_B-P
T P+P,

14 3)

Similar to the Pearson’s Rho and Kendall’s Tau correlations, the Goldman Kruskal’s Gamma is also between -1
and +1 and again the 0 output means no correlation, +1 means high correlation in same direction and -1 means
high correlation in negative direction.

After calculating all three correlation coefficient [4] [5], we go for the arithmetic average of methods and try to
rank the correlation between each parameter and the output parameter.
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2.2. Deciding Technology

Decision on the technology for the project depends on many different criteria, such as the current knowledge and
experience of employees on a certain technology, current software license agreements, current technologies
already installed on the servers and so on. The fortunate part of the project was, the company was investing its first
big data / data science project and they were open for any technology decision. The technology decision is divided
into three layers during the technology management of the project:

e Decision on data science technologies
e Decision on big data technologies
e Decision on the server technologies depending on the above decisions

So the first step of technology decision was deciding on the final step of the project. During the project, the data
science layer was determinant for the rest of the technology decisions. The reason was, for any alternative
technology in the data science layer with less success would create a negative motivation for the project, so data
science layer is accepted as the determiner of the technology for the project.

The data science level algorithms are decided at the first step and details of the algorithms are explained in
subsection 2.3 of this paper. After the decision of the algorithms, performance tests are executed and the
performance of technologies are compared on the private cloud servers. Company was already holding a private
cloud with Linux and Windows operating systems and core database of the company was built on MS SQL. For
the apache technologies, Hadoop and spark, the tests ran on the Linux servers and for azure, the tests ran on the
Microsoft cloud. After the benchmark test comparison, company decided to go on the spark technology and
searched for a suitable server alternative. The best alternative with the cost/performance and easy maintenance
was amazon web services (AWS), that the company would reach. Although AWS offers some plans and
technology alternatives, another decision is done for the simple storage service (S3) and running spark in the AWS
cloud [6].

2.3. Data Science Problems and Solutions

The first data science experiments are executed on sampled data with Rapid Miner software and the results
achieved during the experiments are carried on to the production phase. During the experiments, five basic
problems are researched:

e Feature extraction technigue for the opinion mining
e  Machine Learning Algorithm for the opinion mining
e  Sales Forecasting

¢ Ad Matching

e  Customer Segmentation

During the feature extraction for opinion mining phase, three major techniques are tested, term frequency — inverse
document frequency (TF-IDF), Word-to-vector and Bag-of-Words [7]. During the machine learning for opinion
mining, the classification algorithms, such as, k-nn, decision tree, random forest and naive bayes algorithms are
tested. For the forecasting, linear regression with, least squares, Lasso and ridge alternatives are tested, also
isotonic regression and random forest algorithms are tested at this step too. Finally for the ad matching problem,
recommender algorithms are tested based on content based filtering and collaborative filtering.

As a conclusion of the section 2, the technology decision can be demonstrated as in Figure 1.
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Figure 1. Overview of the Project Progress

The best results achieved on TF-IDF during the feature extraction, random forest for the opinion mining, logistic
regression for the customer segmentation and k-nn algorithm based on the user/product similarity. Finally for the
customer segmentation problem, a decision tree algorithm is implemented over the x-means algorithm. X-means
algorithm ran with unknown k parameter for k-means, bounded between 2 to 120 and best solution achieved for
the 38 segments of customers. Again, for the decision tree on the customer segmentation, best results achieved by
the random forest algorithm. Details of only best practice algorithms are provided below.

TF-IDF is one of the text mining methods used for feature extraction from natural language data sources [8], [9]
[10] [21].

The TF-IDF calculation is provided in equation (1).
TF —IDF(t,d,D) = tf(t,d)xidf (t,D) (4)
Where t is the selected term, d is the selected document and D is all documents in the corpus. Also TF-IDF

calculation in above formula is built over term frequency (TF) and inverse document frequency (IDF), which can
be rewritten as in equation (5).

f(t,d)
max{ f(w,d):w €d}

tf(t,d) = (5)

where f is the frequency function and w is the word with maximum occurrence. Also the formulation of IDF is
given in equation (6).

D]
|[{d eD:t ed}

d(t,D) = log (6)

where |D| indicates the cardinality of D, which is the total number of documents in the corpus.

Another crucial algorithm mostly applied on similar data sets is the random forest (RF) algorithm [12]. Random
forest is based on the decision tree approach and the method applies bagging [13] [14], random feature selection
[15], and shape quantization [16] methods together.

Random forest algorithm simply creates random decision trees and combines the decision trees depending on their
success rates. The similar approach can be easily applied on the other algorithms as a meta-classifier. In this
approach the decision tree divides the problem space and the majority voting is applied for each portion of data.
Although some techniques like boosting may show better success rates, bagging has an advantage of avoiding the
over-fitting problem. By a general definition, bagging reduces the variance and avoids the over-fitting [17].
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In this study, we have applied bagging both directly by using random forest and applying techniques as an
ensemble classifier over other algorithms.

The second attempt was implementing the random forest algorithm and the most important parameter for the
algorithm is the number of trees. This parameter indicates the number of randomly generated decision trees and
the random forest algorithm will work as a meta-decision tree over these random decision trees. We have defined
the number of random trees as 10, which means random forest algorithm will generate 10 random decision trees
and another decision tree over these 10 decision trees as a meta-decision tree.

3. FINDINGS

As an output of the research for different alternatives in section 2, for the problem statement in section 1, the best
solution and the overview of the project can be demonstrated as in Figure 2.

The project has two major data source as input. The first group of data source is the internal data source with
customer and product statistics. The second group data source is the external data source, which includes the
weathers, social networks [18], news and blogs. In order to collect external data, some resident processes are
deployed and a temporary database is implemented. All the information collected from both internal and external
data is gathered in S3 server in an AWS service for long time storage and online processing as a big data solution.
Spark server is running on top of simple storage service (S3) and machine-learning algorithms are running on top
of spark server with full map-reduce advantages. So the spark server can load balance and use scaling and cost
reduction advantages.

Finally, project provides the required reports and the optimized matching algorithm between the customer and the
products and/or advertisements.
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Figure 2. Overview of the Project and Problems Deployment

4. DISCUSSION AND CONCLUSION

The project was about deciding the data science solution alternatives and technology investment for a big data
project of a web based company in Turkey. During the project, the determinant factor was the data science policy
and technology for the rest of the project investment. After achieving a certain success improvement in the data
science prototyping, company researched for the best big data investment. Also from the project it was certain that,
the external data sources are affecting the recommender system together with the internal data sources. Project has
some unique properties like the first time application of recommender system based on multiple external data
sources, working on big data platform and specialized on web marketing in Turkey. Of course, the project will be
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improved by time considering different feature extraction methods like time series analysis or implementing new
machine learning algorithms on the big data world but it can be considered as one of the first steps in the area.
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