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Site Classification using Feed Forward Backpropagation Artificial
Neural Networks.
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Abstract — Strong rock is less affected by the waves propagating during an earthquake. For this reason, structures on strong rocks
are less affected by earthquakes. Identifying strong rocks is important for a safe residential area. There are different earthquake
codes declaring the characteristics of strong rocks. In this study, site classification was made according to four different
earthquake Provisions Nehrp, TBDY, Rm, E code. Feed Forward Backpropagation Artificial Neural Networks was used for site
classification. Shear wave velocity (V30), Ground dominant period (To) and H/V ratio were selected as input parameters to this
network. Performance analysis was performed to determine which regulation of the Feed Forward Backpropagation Acrtificial
Neural Networks algorithm made the classification more successful. The cross-validation method was used for the analysis.
Accuracy, Precision Recall, Kappa, Area under the ROC Curve (AUC) and Root Mean Squared Error (RMS) error values were
calculated. As a result, 98% accuracy value was obtained after cross validation in strong rock detection according to E-Code-8
regulation. According to this regulation, all metric values calculated in strong rock detection are higher than other regulations.
In addition, hard rock was detected with the least error rate according to this regulation.

Keywords —Strong Rock, Nehrp, TBDY, Rm, E-code, Feed Forward Backpropagation Artificial Neural Networks.
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I. INTRODUCTION seismic noise in Istanbul, Turkey (3) A preliminary

Earthquakes are natural disasters that cause the death of ~ Microzonation based on liquefaction potential was performed
many people and the destruction of buildings. During an 0" Ceyhan District of Adana (4). A local field impact
earthquake, seismic waves are propagated.  Soil assessment (_6) was perf(_)rmed for t_he Bornova Plain (Izmir,
characterization is essential in defining the seismic effect. Itis | Urkey) and its surroundings (5) using the HVSR (Nakamura
necessary to minimize the damage caused by earthquakes, technique) and MASW methods for Aliaga/Izmir. The
Adequate knowledge of the physical and mechanical importance _of Soil and Geological Features in Qlty Plapr_ung
properties of the soil is required in order to design buildings ~ Wasemphasized (7). Turkey's strong movement site conditions
both reliably and economically. At the same time, it is (8): geophysical and geotechnical studies were used to
necessary to know the structure of the ground well in order to determine site classification. (9). Shear wave velocity proflles_
take precautions for problems such as liquefaction, swelling, ©f the Hatay were determined by MASW and ReMi
landslide. Data obtained by using geophysical test methods ~ techniques. Transfer functions (maximum H/V amplitude

should be evaluated while making soil classifications. Tirkiye ~ atios) and dominant periods were obtained by applying
is in an earthquake zone. For example, although it was a ~ Mmicrotremor studies at the same locations (10). After applying

medium-sized earthquake, many people died in the Dinar the SMOTE (Synthetic Minority Over-Sampling Technique)
earthquake. Many studies were carried out in the earthquake ~ PTOCess to these data, it was used as an input to the neural

zone. It was concluded that the main causes of damage were neéw_c;rkls. fication criteria and local soil cl defined
boor ground conditions, oil classification criteria and local soil classes are define

The shear wave velocity is used to evaluate the dynamic in various regulations. In this_ st_udy, NEHRP Provisions (11),
behavior of shallow underground soil. In soil characterization, ~Eurocode-8 (12), Turkey Building Earthquake Code (TBDY-
near-surface shear wave velocity values are generally used.  2018) (13) and Rodriguez-Marek et al. Soils were classified
The average shear wave velocity for the top 30 m of soil is  according to (14). Geophysical Problems and Possible

called VS30. V30 values were calculated using multi-channel ~ Solutions in Soil Classification Based on Eurocode 8 were
surface waves analysis (MASW) in Dinar and a soil discussed (15). Artificial neural networks have previously
classification map was created (1). been used to predict the stability of soil and rock slope (16), to

estimate the consolidation coefficient (17), to predict the

Some additional information regarding the properties of ~ SWelling strength of large soils (18) and to estimate rock
passive surface wave data and their use in the H/V spectral  t€nsion using deep neural networks (19).
ratio technique was discussed (2) Site characterization with
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Il. MATERIALS AND METHOD

Multilayer perceptron( MLP) networks work according to
the learning strategy. In other words, these networks are given
both inputs and (expected) outputs that must be produced in
response to the inputs during training. The task of the network
is to generate the output corresponding to that input for each
input. The learning rule of the MLP network is the Delta
learning rule based on the least squares method. A set of
examples is needed in education. For each sample in this set,
both the inputs and the outputs that the network should
produce for the inputs must be determined.

The delta rule consists of two phases. These are the forward
calculation phase and the backward calculation phase.

In the forward computation phase, a sample in the training
set comes to the input layer. There is no information
processing in this layer. Inputs are processed in the
middleware. The Sigmoid function is generally used as the
activation function. The values that come out of the output
layer are the outputs of the network. When these outputs are
obtained, the advanced calculation is completed. In backward
computation, the output produced by the network for the input
presented to the network is compared with the expected
outputs of the network. The difference between them is
considered an error. By distributing this error to the weight
values, the error is reduced in the next iteration. The purpose
of training the MLP network is to minimize this error. The
weights of the process elements are changed to minimize the
total error.

In the study, the Sigmoid function was used on the nodes in
all networks.

The formulas of the performance metrics used in the study
are given in Equation (1,2,3,4,5,6,7), respectively.

Accuracy = _ CTP+CTN @
TP+TN+FP+FN
Precision = cre )
CTP+CFP
Recall = TP @)
CTP+CFN
F — Measure = 2 x (FrecisionxRecall) 4
(Precision+Recall)
TPR = CTP -
CFP+CTN
TPR = CTP ©
CTP+CFN
P()-P(j)
K — =0 ,
PP Tr) @)

Where, P(i) refers to the accuracy of the algorithm, P(j)
refers to the weighted average of the expected accuracy of the
algorithm that makes random predictions on the same dataset.
The number of samples that Artificial Neural Networks (ANN)
predicted correctly in the equations is represented by
Classification true positive (CTP) and Classification true
negative (CTN), and the number of misclassified samples is
represented by Classification false positive (CFP) and
Classification false negative (CFN).

TPR and FPR values were used in the drawing of the Roc
curve and the area under the ROC curve AUC) value was
calculated.

The success of the classification depends on these
metrics being close to 1. Because metrics take a maximum
value of 1, which means perfect classification.

In the classification, Shear wave velocity (V30), Ground
dominant period (To) and H/V ratio were given as input
parameters to the network. Then, classes were determined
separately according to each regulation.

I1l. RESULTS

First, three area classes (B, C, D) were determined for site
classification according to the NEHRP provisions. The
network is then trained. The cross validation method was used
to test the algorithm. The generated network model is given in
Fig. 1, and the confusion matrices obtained after training and
cross-validation are given in Fig. 5.

[Ev] [c]

Fig. 1. Network created according to Nehrp

According to TBDY provisions, 3 classes (ZB, ZC, ZD)
were determined for site classification. The model of the
network is given in Fig.2 and the confusion matrix after
training and cross-validation is given in Fig.6.

|V50(m/s n) @
(0]

Fig 2. Network created according to TBDY

According to Ecode provisions, 3 classes (A, B,C) were
determined for site classification. The model of the network
is given in Fig.3 and the confusion matrix after training and
cross-validation is given in Fig.7.

V30(m/sn)i

Fig 3. Network created according to Ecode
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According to Rm provisions, 6 classes (C-1, C-2, D-1, D-2,
D-3) were determined for site classification. The model of the
network is given in Fig.4 and the confusion matrix after

training and cross-validation is given in Fig.8.

Fig 4. Network created according to Rm

In all earthquake Regulation, the strong site is represented
by the first letters of the alphabet. Towards the end of the
alphabet, the site is more loose and earthquake-resistant. For
example, the strong site is represented by A according to
Ecode, ZB according to TBDY, B according to Nehrp, C-1

according to Rm.

Predicted class

f =

2 Training Cross validation
=
: B IC D B IC D
g B (16 [0 |0 B (16 [0 |0
o llC |0 |16 |0 clo |15 |1
<|Ipfo o [16 |[[Dlo [t [15

\ -

J

Fig 5. The confusion matrix of the network created according to Nehrp

According to Fig 5, all the instances were correctly classified
in the training according to the Nehrp provisions. In cross
validation, one class C instance and one class D instance were

incorrectly classified.

B Predicted class

p ‘\
2 Training Cross validation
~
g ZB [7C [zD 7B ZC |zD
g ZB |16 |0 |0 ZB |16 |0 |0
o [[ZC 0 [16 [0 ZC |0 |13 [3
<“llzoTo To 16| o0 11 15

|\ y

Fig 6. The confusion matrix of the network created according to
TBDY

According to Fig 6., all the instances were correctly
classified in the training according to the TBDY provisions. In
cross validation, one class ZD instance and three class ZC
instance were incorrectly classified.

Predicted class N
. Training Cross validation )
;E A B |C A B |C
=12 17 |0 |0 Al7 |0 |0
E B |0 (17 |0 B [0 |16 |1
<(|C |0 |0 |17 clo |0 |[17
e vy

Fig 7. The confusion matrix of the network created according to E-Code

According to Fig 7, all the instances were correctly classified
in the training according to the E-Code provisions. In cross
validation, only one instance were incorrectly classified.

Predicted class
4 Training ™
C-1lc-2 [c-3D-1[D-2D-3
C-1|11 /0 (0 [0 [0 |0
2200 (11 [0 |0 [0 |0
C-3 10 |0 11 [0 |0 |0
D-1]1 |0 |0 |8 2 |0
- D-210 |0 (0 [0 (11 [0
E D310 [0 [0 |0 [0 |11
“
= Cross validation
£
< C-1/c-2 [C3[D-1]D-2p-3
C-1 |11 |0 0 0 0 0
c210 (11 [0 [0 [0 |0
Cc-3 10 |0 11 |0 0 0
D-1 10 |0 1 4 3 2
D-2 10 [0 1 1 8 1
D-310 (0 (0 [0 [0 |Il
\ J

Fig 8. The confusion matrix of the network created according to Rm

According to Fig 8, In training, two class instances were
incorrectly classified. In cross validation, nine instances were
incorrectly classified.

Performance evaluation of different classifications in both
training and cross validation, Precision, Recall, F-measure,
AUC, Kappa and Rms values were calculated. The graphs of
these values are given in Fig.9, 10, 11, 12, 13, 14, 15.
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Fig 9. Precision values a)Training b)Cross validation
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Fig 10. Recall values a)Training b)Cross validation
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Fig 11. F-Measure values a)Training b)Cross validation
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Fig 12. AUC values a)Training b)Cross validation
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Kappa
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Fig 13. Kappa values a)Training b)Cross validation
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Fig 14. Rms values a) Training b)Cross validation

Accuracy (%)
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Fig 15 Accuracy values a)Training b)Cross validation

In successful classification, all other metrics except the
Rms value are required to be 1 or close to 1. When the data set
was classified according to Rm, the lowest performance
metrics were obtained. Higher metric values were calculated
when classified according to other regulations. When the Rms
values were compared, the highest Rms value was calculated
when the data set was classified according to Rm.

IV.DISCUSSION CONCLUSION

Especially in countries located in the earthquake zone,
deaths and damages should be prevented. It is possible to
prevent these damages by building a structure suitable for the
ground. For example, there is a danger of liquefaction during
an earthquake in very loose and sandy soils. For this reason,
effects such as collapse, sliding and overturning are frequently
seen in the structures. Suitable for hard site construction
whenever possible.

This study is important for reducing earthquake damage
and for a reliable construction. The sites were classified using
data obtained by geophysical methods. These classifications
were made according to different regulations. Limited data
were used. It is planned to carry out a more detailed study by
increasing the number of data in future studies. In the study,
the site classification of Hatay province was made according
to different regulations. Feed Forward Backpropagation
Artificial Neural Networks was used. As a result, the highest
metric values were calculated in the classifications according
to the E-code regulation. Therefore, the most successful
classification is configured according to the E-code regulation.
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The accuracy of this classification is 100% in training, 98% in
cross validation. It was also classified with the lowest error.
The Rms error rate is 0.04 in training and 0.13 in cross
validation.
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targets using explainable artificial intelligence by molecular
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Abstract — Antibiotic resistance is a threat that renders bacteria ineffective against antibiotics and makes it difficult to treat
infections. Therefore, finding new target compounds is essential in discovering and developing new antibiotics. In this study, we
developed an artificial intelligence algorithm that can predict and explain the pIC50 values for four antibiotic targets (Penicillin
Binding Proteins (PB), B-Lactamase (BL), DNA Gyrase (DG), and Dihydrofolate Reductase(DR)). The algorithm uses molecular
fingerprints of the molecules to predict the pIC50 values using the random forest regression method. We created the algorithm
in a transparent and interpretable way. We used permutation feature importance (PFI) and Shapley explanations methods to
identify the different molecular fingerprints that have the most influence on the pIC50 values. The results obtained from these
methods show that different molecular fingerprints are essential for different antibiotic targets. According to the permutation
importance results, KRFPC1646 (number of hydrogen bond donors of the compound) for BL and DR targets; 579 (a substructure
with 5 bonded radius around the atom) for DG target; SubFPC182 (number of aromatic rings in the molecule) for PB target, are
important fingerprints. With explainable artificial intelligence (XAIl) (SHAP), KRFPC1646 (the number of hydrogen bond
donors of the compound) for BL; KRFPC4274 (C1CCCCC1) for DR; 401 (C1CCCCC1) for DG; SubFPC182 (number of
aromatic rings in the molecule) were determined as important fingerprints for PB. These results demonstrate the effectiveness
and potential of using molecular fingerprints with explainable artificial intelligence to find new antibiotic candidates.

Keywords — antibiotics, explainable artificial intelligence, shapley explanations, machine learning
Citation: Kirboga, Kevser., Ghafoor, Naeem., Baysal, Omiir. (2023). Detection of new candidate compounds against four

antibiotic targets using artificial intelligence explained by molecular fingerprints. International Journal of Multidisciplinary
Studies and Innovative Technologies, 7(2): 47-52

I. INTRODUCTION antibiotics at the time of the emergence of resistance. New
antibiotics  stimulate  innovation in  medicine and
Antibiotics have formed the basis of modern medicine since  pharmacology. It allows for the improvement of existing
the discovery of Penicillin, and the continued effectiveness of  treatment methods and the development of more effective,
these drugs is uncertain due to the global spread of antibiotic  safer antibiotics. This diversifies treatment options and can
resistance[1]. Furthermore, the development of new antibiotics  help control infections more effectively. In the last two
has been declining due to a lack of economic incentives inthe  decades, critical perspectives such as resistance gene
private sector, exacerbating this problem [2, 3]. Antibiotic  detection, genome sequencing, and rapid pathogen
resistance is a problem that reduces the effectiveness of identification have been developed to develop new antibiotics.
existing antibiotics and complicates the treatment of  But technologies such as artificial intelligence (Al), machine
infections. Unfortunately, the current antimicrobial crisis, learning (ML), and neural networks (NN) process enormous
which is to blame for 700,000 deaths globally each year, isthe  amounts of data almost instantly, ushering in a new golden age
result of the enticing gradual growth of antibiotic resistance  in drug discovery and synthesis [10, 11]. Table 1 summarizes
[4]. Therefore, discovering new antibiotics can contribute to  Al's studies on antibiotic drugs. Traditional drug discovery
health by providing alternative options for treating resistant  techniques require high costs, long synthesis, testing and
infections. Antibiotics are one of the cornerstones of modern  application processes, expensive equipment and extensive
medicine, and bacterial resistance is known to occur t0 @ human resources, which are the most difficult to obtain.
minimal extent immediately after or immediately after the  Alternatively, automated computer-assisted drug discovery
introduction of an antimicrobial agent [5-9]. It is stated that  techniques are more economical and rapid, enabling faster
there are significant differences between organisms and  progression to preclinical and clinical testing phases [12].
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Table 1. Artificial Intelligence technologies used in antibiotics studies.

Highlights Technology Ref.
The use of spectroscopy to ML + high- [13]
identify specific biochemical throughput Fourier-
fingerprints and machine learning | transform infrared

to evaluate and predict the mode spectroscopy(FTIR)

of action and potency of various

antibiotics.

Estimating phenotypic changes ML-random forest [14]
and antibacterial potency of model

various substances using a

random forest model.

Estimation of possible DL + NN [15]
antibacterial agents using DL and

NN by searching databases.

Using ML to search and find ML-random forest [16]
possible candidates with beta- model

lactamase inhibition properties.

Using neural networks to RNN [17]
distinguish between bacteriocin-

containing sequences and those

containing con-bacteriocin.

Using ANN to build ANN [18]
computational chemistry models,

identify and classify antimicrobial

compounds.

Evaluating antimicrobial ML [19]
susceptibility and phenotypic

polymyxin resistance using ML.

Development of an ML algorithm | ML [20]
for identifying toxin-like

substances that also function as

antimicrobial agents.

F— = J—

Pr—— === —_

Applying NN to examine the NN
characteristics and composition of
amino acids and peptides in order
to find fresh antibacterial
peptides.

Using Mask-Loss 1D
convolutional neural network
(ML-ConvNet) for antibiotic
resistance prediction in datasets
with missing labels

Using a ligand-based virtual
scanning method, a deep neural
network (DNN) model called a
multilayer perceptron (MLP) is
created to categorize molecules
into "active" and "inactive"
substances.

Examining the capacity of logistic
regression, conditional trees and
C5.0 rule-based models to
evaluate the impact of critical
interpretable prediction
approaches using a dataset.

[21]

ML-ConvNet [22]

DNN, MLP [23]

logistics regression [24]

This study aims to apply an interpretable algorithm that
supports the prodrug discovery stage against Penicillin
Binding Proteins (PB), B-Lactamase (BL), DNA Gyrase (DG),
and Dihydrofolate Reductase (DR) enzymes on the deficiency
seen in the literature. Our study offers a transparent and
interpretable perspective on new antibiotic discovery based on
various molecular fingerprints (Figure 1).

[ ChEMBL Dataset ]

[
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Fig. 1. Workflow of molecular fingerprint similarity study against Penicillin Binding Proteins, B-Lactamase, DNA Gyrase, and Dihydrofolate Reductase
enzymes with explainable artificial intelligence methods.

Il. MATERIALS AND METHOD

The examination of candidate antibiotics within the
framework of molecular fingerprints (Klekota Roth Count,
Circular Fingerprint and Infrastructure Fingerprint Number)
by XAl is shown in Figure 1. In this study, new Penicillin
Binding Proteins (PBP), and -Lactamase (BL), DNA Gyrase
(DG), and Dihydrofolate Reductase (DR) enzymes were
analyzed wusing ChEMBL 32, PubChem, BindingDB

databases. The molecular properties of anti-antibiotic
candidates were predicted by XAl with the help of molecular
fingerprints [25-27]. The research proceeds in the form of data
collection, determination of molecular fingerprints, and
application of ML and XAl. Python version 3.11 was used to
conduct the research. Matplotlib version 3.7.1, pip version
22.0.4, Sklearn version 1.2.2, Pandas version 2.0.1, RDKit
version 2023.3.1, Shap version 0.41.0, eli5 version 0.13.0, sci-
kit-plot version 0.3.7, and NumPy version 1.24.3 were the
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libraries used throughout the application. The application was
carried out on a computer with Intel(R) Core (TM) i5-8300H
CPU 2.30GHz, 64-bit operating system, x64-based processor,
and 32 GB RAM.

Data Collection and Preprocessing

According to the results of the preliminary examinations on
the ChEMBL and BindingDB databases, since the known
inhibitors against the selected target protein were mainly
determined based on IC50, the independent variable 1C50 was
selected in this study, and only compounds with known 1C50
values were collected. The prepared library was constructed
from the SMILES, ID (ChEMBL or PubChem SID/CID),
compound detecting institution, and 1C50 values of each
compound. Since the library will consist of 4 different sources,
in the preprocessing of the libraries, (i) all SMILES were
converted to canonical format, (ii) they were free of repetitive
compounds/SMILES, (iii) SMILES in crystalline form were
desalted, and (iv) IC50 All values were linearized with the -
log(M) transformation (pIC50) by converting Molar units.

Calculation of chemical descriptors and fingerprints

Different sets of "Attributes" were calculated from the
SMILES of the compounds in the library to make the
compounds in the four libraries suitable for use in machine
learning applications. BL and DR are based on the Klekota
Roth Count, DG Circular Fingerprint, and SBP Infrastructure
Fingerprint Count attributes.

Permutation Feature Importance (PFI)

Due to the increasing complexity of ML models, better
explanations are needed on how predictions are made and
which input properties are most important in a model's
decision. Also known as model explainability, providing clear
details and reasons for ML predictions and performance,
validating and improving models is essential for the ethical
evaluation of model performance and reliability of results[28,
29]. One method that can be used to understand and explain
the models' predictions is through the feature importance (FI)
calculation, which estimates each feature's contribution to the
model's predictions [30]. There are various FI techniques, but
this article uses Permutation Feature Importance (PFI), a PFI
technique that is very simple to implement and understand.
RandomForestRegressor model and PFI method were applied
to antibiotic candidates determined against PBP, BL, DG and
DR enzymes. Among the data obtained against these enzymes,
20 important molecular fingerprints were identified, and pre-
screened features for ML and XAl were used.

Explainable Artificial
exPlanation)

Intelligence  (Shapley  Additive

Shapley values are a concept in a collaborative game theory
that aims to measure each player's contribution to the game.
The method of obtaining Shapley values was proposed by
Lioyd Shapley [31] in 1953. Shapley values emerge from the
context in which "n" players collectively participate, and each
of the "n" earns a "p" reward that is intended to be distributed
fairly. Such a contribution is a Shapley value relative to the

individual  players' contribution.  Shapley  Additive
Explanations (SHAP) is a method introduced by Lundberg and
Lee in 2017 for interpreting the estimations of ML models
through Shapely values [32]. The basic idea of SHAP is to
calculate Shapley values for each feature of the sample to be
interpreted, where each Shapley value represents the effect of
the associated feature on the prediction. In this study, the
TreeSHAP method was used to determine the molecular
properties of chemical compounds. The TreeSHAP method is
an effective method for describing the predictions of decision
tree-based models. Decision trees to predict the molecular
properties of chemical compounds can be annotated with the
TreeSHAP method to determine the contribution of specific
properties to the prediction [33-35].

111.RESULTS

Data Collection and Preprocessing

After preprocessing the data in the study, the size of the
libraries prepared against each target protein group was
finalized as follows: 2045 specific compounds for [-
Lactamases (BL), 813 specific compounds for DNA Gyrases
(DG), 306 specific compounds for Dihydrofolate Reductases
(DR), 132 unique compounds for Penicillin Binding Proteins
(PB) (Fig. 2).

Permutation Feature Importance (PFI)

According to the results of the Permutation Feature
Importance (PFI), KRFPC1646 (0.438), KKRFPC4591
(0.132), and KRFPC2815 (0.085) fingerprints have an
excellent importance score against the B-Lactamases (BL)
target. KRFPC1646 (0.438), KRFPC3180 (0.133), and
KRFPC4274(0.133) fingerprints are essential against the
target of Dihydrofolate Reductases (DR). 579(0.054), 376
(0.054), and 401 (0.051) circular fingerprints against DNA
Gyrases (DG) targets are essential. Against Penicillin Binding
Proteins (PB) target, SubFPC182 (0.392), SubFPC17 (0.334),
and SubFPC291 (0.08) fingerprints are significant (Fig.2).

B-Lactamases

Scores

rermutation importance Rankings.

Klekota-Roth

KRFPC164S

KRFPC2815

KRFPC1146

KRFPCISS2

KRFPC1642

KRFPCE220

KRFPC2325

KRFPCE228

KRFPC2202

KRFPC3333

RFPC3540

KRFPC278L

KRFPC3773

KRFPC2325

KRFPCE23L

KRFPC3740
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Explainable Artificial Intelligence (Shapley Additive

exPlanation)

When explainable artificial intelligence (SHAP) is applied to
the studied data sets, KRFPC1646, KRFPC2815, KRFPC4591
for p-Lactamases (BL); KRFPC4274, KRFPC3180,
KRFPC2815, KRFPC3616 for Dihydrofolate Reductases
(DR); 401, 376, 958 for DNA Gyrases (DG); For Penicillin
Binding Proteins (PB), SubFPC182, SubFPC17 and
SubFPC128 were determined to be among the critical
fingerprints (Fig.3).
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IV.DISCUSSION

In this study, we developed an explainable artificial
intelligence (XAI) algorithm that can predict the pIC50 values
for four antibiotic targets. Using the random forest regression
method, the algorithm uses molecular fingerprints of the
compounds to predict the pIC50 values. The algorithm also
uses permutation feature importance and Shapley explanations
methods to identify the molecular fingerprints that have the
most influence on the pIC50 values. The results obtained from
these methods show that different molecular fingerprints are
essential for the four antibiotic targets. These results
demonstrate the effectiveness and potential of using molecular
fingerprints with XAl to find new antibiotic candidates.
Molecular fingerprints are numerical vectors representing
chemical compounds' structural or physicochemical properties
[36].

The results of ShAP analyses show that different molecular
fingerprints play an important role. Both PFI Dihydrofolate
Reductases and SHAP B-Lactamases target and methods show
KRFPC1646 as one of the important fingerprints. KRFPC1646
fingerprint indicates the number of hydrogen bond donors of
the compound. This result may suggest that compounds with
high hydrogen bond donors are more effective against -
Lactamases and Dihydrofolate Reductases. In our Shap
results, we present graphs showing the contribution of each
molecular fingerprint to the pIC50 value.

On the other hand, we see that the KRFPC1146 fingerprint has
both the longest and the reddest bar. This indicates that the
KRFPC1146 fingerprint is the most increasing and the most
important fingerprint for the pIC50 value for the BL target.
KRFPC1146 contains a pyridine ring, an amide group, and a
nitrile group. We see that KRFPC4274 and KRFPC3180
fingerprints have both the longest and the bluest bars for
Dihydrofolate Reductases. These fingerprints indicate that
they are the most decreasing and the most important
fingerprints for pIC50 value. KRFPC4274 indicates the
number of hydroxyl groups in the molecule; KRFPC3180
indicates the number of carbonyl groups in the molecule. For
DNA Gyrase, 401-376-958 fingerprints have a red bar. This
indicates that these fingerprints are the most increasing and
significant for pIC50 value. Circular fingerprints are
topological fingerprints that encode substructures with a
certain radius around each atom in the molecule [37]. The
circular fingerprint 401 represents a substructure with 4
bonded radii around the atom [38]. Circular fingerprints 376
represent a substructure with 3 bonded radii around the atom.
Of the circular fingerprints, 958 represent a hydroxyl group
found in molecules. The hydroxyl group can affect the
solubility and acidity of molecules [39]. For Penicillin Binding
Proteins, we found that the SubFPC182, SubFPC17 and
SubFPC128 fingerprints had both the longest and the bluest
bar. SubFPC182 is the number of aromatic rings in the
molecule; SubFPC17 is the number of hydrogen bond donors;
SubFPC128 shows the number of carbonyl groups in the
molecule [40]. It was seen that the SubFPC137 fingerprint had
the reddest bar. This shows that the SUbFPC317 fingerprint is
the one that reduces the Pic50 value the most. SubFPC137 are
fingerprints called substructure fingerprint count. This
fingerprint shows the number of vinylogen ester groups in the
molecule [41]. The vinylogen ester group is a functional group
with a carbonyl group attached to an alkene. This group may
be a property that may affect the interaction of the compound

with penicillin-binding proteins. The SHAP and PFI methods
results show that different molecular fingerprints are important
for different antibiotic targets. These results demonstrate the
efficacy and potential of using molecular fingerprints and XAl
to find new antibiotic candidates. In addition to this study,
some future studies are to estimate and compare pIC50 values
with different molecular fingerprints and different machine
learning (ML) methods, to estimate and explain pIC50 values
for different antibiotic targets, to design new antibiotic
candidates using predicted plC50 values, and to synthesize,
and experimentally confirm the predicted pIC50 values. The
limitations of this study are that molecular fingerprints may
not reflect all the structural or physicochemical properties of
molecules, random forest regression may not be suitable for
complex and high-dimensional data, permutation feature
significance and Shapley annotations may be computationally
costly, and pIC50 values may not be the only determinants of
antibiotic efficacy.

V. CONCLUSION

The explainable algorithm estimates pIC50 values by random
forest regression method using molecular fingerprints of
molecules. The algorithm also uses permutation feature
significance and Shapley annotations to identify the molecular
fingerprints that have the most influence on pIC50 values. The
results obtained with these methods show that different
molecular fingerprints are essential for different antibiotic
targets. These results demonstrate the efficacy and potential of
using molecular fingerprints and XAl to find new antibiotic
candidates.
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Abstract — In this study, three different convolutional neural network (CNN) architectures have been used for SARS-COV-2
infection (COVID-19) detection from lung Computerized Tomography (CT) scan images. The dataset comprises 2481 lung CT-
scan images, of which 1252 are positive for COVID-19 infection. First, a simple CNN, LeNet-5, was trained from scratch, which
resulted in poor classification performance with an accuracy value of 0.78. Then, to overcome the drawback of the limited
availability of data, the convolutional bases of two pre-trained networks, VGG-16 and MobileNet, were leveraged to extract
features from the dataset. On top of the feature extraction outputs, new classifiers were trained. When the VGG16 and the
MobileNet CNN’s convolutional bases were used for feature extraction, accuracy values of 0.974 and 0.984 were obtained,
respectively. The findings indicate that using pre-trained CNN models for feature extraction and then training a simpler, fully
connected network structure for classification successfully differentiates CT-scan images of patients with COVID-19 infection
from the ones without COVID-19 infection.
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I. INTRODUCTION lung CT-scan images using CNN-based deep learning

COVID-19 is a contagious and infectious disease caused by ~ 2lgorithms. For this purpose, given the availability of only a
the severe acute respiratory syndrome coronavirus 2 (SARS- ~ small dataset, a simple LeNet-5 CNN model was first trained,
COV-2). Computed tomography (CT) is a widely used which resulted in poor classification performance but provided

modality for disease or lesion detection, including COVID-19 @ baseline for what can be achieved when a model is trained
infection. The diagnosis based on CT-scan images usually from scratch. To overcome the drawback of a limited amount

depends on a specialist’s (e.g., radiologist, physician, of data, pre-trained mc_)dels' \./GG']'G and MobiIeNet, Were
clinician) visual evaluation of the images. Computer-aided used for feature extraction, which were then integrated with a

diagnosis (CADX) can be used as an alternative method for MW classifier composed of a small number of layers. Each
medical diagnosis to reduce the burden on human interpreters ~ model’s ~ performance was evaluated separately. The

by enabling automated analysis of huge amounts of medical classification performancgs of the proposed r_nethods_were
images and to support and improve the decision-making assessed and compared with respect to evaluation metrics of

process. In CADx, machine learning methods, including deep ~ 26CUracy; loss, precision,_recall, and. the AUC (A_ree_x under the
learning, are utilized to analyze past samples of patient data  CUrVve) of the ROC (Receiver operating characteristic).

and develop a model that can be used to predict the disease The rest of this study is organized as follows: First, an
outcome of a new patient [1]. overview of the dataset is provided. Next, the theoretical

While CADX systems are already being used as an aid for framework and methodology goncerning the research question
the detection and interpretation of diseases [2] and are &' presented..Then, the experlmer)tal results are presented and
commercially available for lung nodule detection on chest interpreted. Finally, the study findings are evaluated, and some

radiography or thoracic CT [3], in numerous studies, directions for future work are proposed.
convolutional neural network (CNN) based deep learning
algorithms were employed to interpret CT-scan or X-ray
images automatically and to predict various lung diseases. ~ A. An Overview of the Dataset

CNN architectures have also been utilized for the diagnosis of The dataset was retrieved from the Kaggle datasets

COVID?19. [4] and [5] provided IiStS_ of previous studies repository. It is titled by Kaggle dataset owners as “SARS-
where different CNNs models were applied to detect COVID-  ~v/.2 CT-Scan Dataset” and released under the CC BY-NC-
19 infection. They compared the studie§ interms of the dataset g 4 0 Jicense. The dataset contains 1252 positive CT scans
used, the CNN m_odels or other techniques adopted, and the ¢, SARS-COV-2 infection (COVID-19) and 1229 CT scans
performance metrics achieved. for patients non-infected by SARS-COV-2. The data have

In this study, it was aimed to develop a framework t0  pean collected from real patients in a hospital in Sao Paolo,
perform the automatic detection of COVID-19 infection in

Il. MATERIALS AND METHOD
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Brazil [6]. A sample of CT-Scan images is provided in Figure
1.

B. LeNet-5 Architecture

Given the limited availability of training images, in the
current study, first, a simple CNN architecture LeNet-5, with
a small number of parameters, was adopted to train a CNN
model from scratch. [7] introduced the LeNet-5 model. It is
among the earliest CNN architectures developed for image
recognition tasks. [7] trained and tested various versions of
LeNet-5 on the MNIST database, which is a dataset of images
of handwritten digits. The original model of LeNet-5 is
composed of an input layer and seven other subsequent layers.
It requires 32x32 pixel image input. There are three
convolutional layers, the first two of which are followed by
subsampling layers. Convolutional layers have 6, 16, and 120
feature maps, respectively, where filters with sizes 5x5 and
stride 1 are used. Subsampling layers perform average pooling
using filters of size 2x2 with stride 2. The network concludes
with a fully connected layer with 84 units and the output layer.
The layers up to the fully connected layer are equipped with
scaled hyperbolic tangent activation function. The LeNet-5
architecture adapted for the binary classification problem and
an image input size of 32x32 is depicted in Figure 2. The figure
was adapted based on the LeNet figure retrieved from [8].

In the current study, for the configuration of the training
process of the LeNet-5 model, the optimizer (the way in which
the gradient of the loss will be used to update the parameters)
was specified as “Adam” (Adaptive moment estimation) with
a learning rate of 0.0001, the loss function was specified as
“binary cross-entropy,” and the metrics were specified as a list
of performance metrics evaluated. The number of times the
training loop is iterated over the dataset (i.e., number of
epochs) was set to 50, and the number of training examples to
be used within each epoch in order to compute the gradients
for one weight update step (i.e., the batch size used within each
epoch) was set to 30.

The LeNet-5 CNN model was previously applied by other
researchers to detect patients infected with coronavirus
pneumonia using CT-scan images (e.g., [5], [9], [10], [11]). In
particular, [10] used the LeNet-5 network to extract features
from CT-scan images. Then they applied “eXtreme Gradient
Boosting” (XGBoost, [12]) for the classification of the images.

C. Leveraging Pretrained Models

Given the high number of parameters involved in
convolutional network structures, the availability of a huge
amount of data is relevant to train a model without overfitting.
Leveraging a pre-trained model that was previously trained on
a large dataset is a commonly adopted approach to deep
learning on small image datasets to overcome the problem of
overfitting [13]. Moreover, if the model was pre-trained on
large and general datasets, the feature hierarchies learned by
this model can effectively be used on new problems, even if

the classification task of the new problem is entirely different
from that of the original dataset [13].

The amount of SARS-COV-2 CT-Scan data in this study is
limited to train a CNN model from scratch. To resolve the
overfitting problem, VGG-16 [14] and MobileNet [15]
convolutional networks pre-trained on ImageNet Large Scale
Visual Recognition Challenge (ILSVRC) dataset [16] were
used to extract features from the SARS-COV-2 CT-Scan
dataset. That is, the dataset was run through the convolutional
base of a pre-trained network to extract features, and then a
new classifier was trained on top of the feature extraction
output. This process was completed separately for these two
CNN architectures, and then the evaluation metrics were
compared.

For feature extraction with a pre-trained model, only the
convolutional bases of the pre-trained networks are used,
letting aside the densely connected classifier layers of the
original structures. In CNNs, the convolutional base has two
types of hidden layers, namely, convolution layers and pooling
layers. Convolution layers are used to find instances of small
patterns in the image, whereas pooling layers are used to
condense them into a smaller summary image. In the early
convolution layers of the network, local features, such as
edges, colors, and textures of the input image, are identified.
In the layers that come later, these low-level features are
combined to form higher-level compound features [17]. After
feature maps are extracted, they are introduced to a fully
connected network used to implement classification. In the
densely connected classification part of the network, the
representations learned by the classifier will be specific to the
set of classes on which the model was trained and will only
contain information about the presence probability of a class
in the image, thus, densely connected features are not relevant
for the new classification problem [13]. Accordingly, to
conduct feature extraction, using only the convolutional base
of the pre-trained model is more appropriate.

D. VGG16 Architecture

In a study, [14] evaluated very deep convolutional networks
(16-19 weight layers) for large-scale image classification on
the ILSVRC dataset. They tested six different convolutional
network configurations, including VGG16. VGG16 is a CNN
architecture in which an image is passed through stacks of
convolutional layers where 3x3 filters with stride 1 are used,
and the “same” padding is applied. The convolutional layers
are followed by five max-pooling layers. Max-pooling is
carried out using 2x2 filters with stride 2. Finally, three fully-
connected layers are followed by a “softmax” output layer. All
hidden layers are equipped with the ReLLU activation function.
In total, there are 16 weight layers and about 138 million
parameters. The VGG16 architecture’s convolutional base is
presented in Figure 3. The figure was adapted from [18].
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Fig. 1 Samples of CT-scan images
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Fig. 2 The LeNet-5 CNN architecture

E. MobileNet Architecture

[15] introduced MobileNets models, replacing the standard
convolutions with computationally efficient depthwise
separable convolutions. They reduced the computational cost
by partitioning the usual one-step operations of filtering and
combination (convolution) into two steps using factorized
convolutions called depthwise separable convolutions. These
convolutions are composed of two layers: depthwise
convolutions and pointwise convolutions [15]. Depthwise
convolutions apply a single filter per input channel. Then, the
pointwise convolution, a simple 1x1 convolution, is used to
compute a linear combination of the output of the depthwise
convolution [15]. MobileNet uses 3x3 depthwise separable
convolutions. Using depthwise separable convolution can
reduce accuracy but only at a small rate [15].

When the depthwise and pointwise convolutions are
counted separately, the standard MobileNet structure has 28
layers [15]. The first layer is a full convolution layer. All other
layers are depthwise separable convolutions followed by batch
normalization and ReL.U nonlinearity, except for the final fully
connected layer, which has no nonlinearity and feeds into a
softmax layer for classification [15]. There is a final average
pooling that reduces the spatial resolution to 1 before the fully
connected layer [15]. Downsampling is conducted with
“strided” convolution in the depthwise convolutions and the
first layer [15]. In the current study, only the convolutional
basis of the structure, layers up to the average pooling layer,
were utilized for feature extraction.

[15] have also investigated smaller and faster MobileNets
using two model-shrinking hyperparameters; width multiplier
and resolution multiplier. These multipliers take values
between 0 and 1. The width multiplier is used to make a
network thinner uniformly at each layer [15]. The resolution
multiplier is applied to the input image, and every layer's
internal representation is subsequently reduced at the same rate

224x224x64
112x112x128

224x224x3

‘€

56x56x256

[15]. They showed that the smaller and less computationally
expensive  MobileNets that adopt these shrinking
hyperparameters trade off a reasonable amount of accuracy to
a substantial reduction in computational cost. In the current
study, the default values for the multipliers were adopted (i.e.,
the width multiplier = 1.0 and the resolution multiplier = 1.0).

F. Methodology

Once the feature maps were extracted using the
convolutional bases of the VGG16 and MobileNet
architectures, the tensor output from the process was flattened
and fed into a new classifier, which was trained from scratch.
It is a regular feedforward neural network used to implement
the classification. This last simple network is composed of a
few fully connected layers. The first layer is a dense layer with
256 neurons and Rectified Linear Unit (ReLU) activation
function. ReLU is a non-linear activation function with the
advantage of faster learning and is widely employed as the
default activation function in the convolutional layers of CNNs
[19]. This layer is followed by a “dropout” layer with a dropout
rate of 20%. Adding dropout is a commonly used
regularization technique developed by [20], which involves
randomly excluding a portion of the output neurons at every
training step [19]. This technique has been proven successful
in addressing the overfitting problem [21]. The last layer is a
sigmoid output layer that estimates class probabilities for
binary classification. Finally, the loss function is the binary
cross-entropy, and the optimizer is the Root Mean Square
Propagation (RMSprop). RMSprop is a variant of stochastic
gradient descent (SGD). The default learning rate for
RMSprop is 0.001. In this study, it was set to 0.00001 for
MobileNet and to 0.00002 for VGG16. The models were
trained with a batchsize of 30, and the networks were trained
for 50 epochs. The configuration of the fully connected layers
is the same for the two networks.

- Conv

Pooling
28x28x512

14x14x512

7x7x512

Fig. 3 VGG16 convolutional base
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The dataset composed of 2481 lung CT-scan images was
splitinto training (60%), validation (20%), and test (20%) sets.
All the images with varied sizes were scaled to a uniform size
of 224x224 pixels for training the models backboned by the
pre-trained VGG-16 and MobileNet structures. For training
the LeNet-5 model, the images were resized to 32x32 since it
requires that size of image pixel input. Regarding
preprocessing, images represented by pixel values ranging
from O to 255 were normalized from 0 to 1 by dividing their
pixel values by 255.

IHLLRESULTS

For each of the proposed deep learning models, the
validation process was run along with the training process to
observe the progress of the model performance across the
number of epochs. Next, the evaluation metrics of accuracy,
loss, precision, recall, and the AUC of the ROC curve were
utilized to compare the classification performances of the
proposed models on the test set.

Confusion matrices were utilized to investigate the
prediction performance of the models further. In the confusion
matrix, the correspondence between the predicted labels and
the ground truth is presented in terms of true positives (TP),
false positives (FP), true negatives (TN), and false negatives
(FN). In the current study, TP is the number of samples that
are correctly classified by the model as being positive for
COVID-19 infection that are actually positive, and TN is the
number of samples that are correctly classified by the model
as being negative for COVID-19 infection that are actually
negative. On the other hand, FP is the number of errors in
which the model incorrectly indicates the presence of COVID-
19 infection when the disease is actually not present, whereas
FN is the number of the opposite errors in which the model
incorrectly indicates the absence of COVID-19 infection when
it is actually present.

The accuracy is the ratio of correct predictions over all
predictions. The loss is the binary cross-entropy loss. The ROC
curve is created by plotting the true positive rate (Recall) (TPR
= TP/(TP+FN)) against the false positive rate (FPR = FP/(FP
+ TN)) at various classification threshold values ranging from
0 to 1. It summarizes all the confusion matrices produced at
each threshold value. AUC is the area under the curve.
Precision (TP/(TP+FP)) indicates the probability that a patient
with a positive prediction truly has COVID-19 infection.

The accuracy and loss curves for the training and validation
of the LeNet-5 model are depicted in Figure 4. Their progress
through the epochs did not indicate overfitting after 50 epochs;
however, both the training error and the validation error were
fairly high, and the curves were close to each other, indicating
underfitting.

The model achieved an accuracy of 0.78 and a loss of 0.47
on the training set. Using the validation dataset, it achieved an
accuracy of 0.77 and a loss of 0.49. On the training set, the
model reached a precision and a recall of 0.77 and 0.80,
respectively. On the validation set, the model reached
precision and recall values of 0.72 and 0.83, respectively. The
model performed poorly both on the training and validation
datasets. When the model performance was evaluated on the
test set, the LeNet-5 model reached an accuracy of 0.78, a loss
of 0.48, a precision of 0.75, a recall of 0.86, and an AUC value
of 0.85. The confusion matrix in Figure 5 presents the

classification performance of the LeNet-5 model on the test
set. The model demonstrated poor performance in classifying
images having COVID-19 lesions (i.e., low recall). The model
made more mistakes in classifying CT-scan images of patients
not infected by COVID-19 (i.e., high FPR). In the case of
pandemics, however, the consequences of misclassifying
COVID-19 patients may be worse; thus, having a high recall
value may be more prominent.
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= ftraining
validation

20 30
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Fig. 4 The training and validation accuracy and loss curves for the LeNet-5
model
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Fig. 5 Confusion matrix (LeNet-5 model)

This unsatisfactory result might have been obtained either
due to the fact that the LeNet-5 model was too simple to
distinguish between the images with lesions of COVID-19
infection from the ones without such lesions or the features did
not provide enough information to make good predictions.
Two remedies to overcome this problem might be: (i) selecting
a more powerful model with more parameters and (ii) feeding
better features to the learning algorithm [19]. In fact, when the
features were extracted using the pre-trained models and then
fed into a new classifier composed of a few fully connected
layers, significantly better prediction performances were
obtained. The accuracy and loss curves for the training and
validation of the model backboned by the VGG-16 model are
depicted in Figure 6.
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Fig. 6 Training and validation analysis over 50 epochs using VGG16 for
feature extraction

As shown, the training accuracy steadily increases and
reaches 1 after 30 epochs. The validation accuracy has a
similar trend and peaks at 0.95 before 10 epochs and reaches
0.98 after 50 epochs. On the other hand, while the training loss
continues to decrease until 50 epochs and reaches zero, the
validation loss stalls after 40 epochs at about 0.05.

The accuracy and loss curves for the training and validation
of the model backboned by the MobileNet architecture are
shown in Figure 7. The training accuracy achieves 1 earlier
than was the case for the model with feature extraction based
on VGG16. Here, as well, the validation accuracy has a similar
trend as the training accuracy and reaches an accuracy level of
0.98 after almost 17 epochs and stays at that level for the
subsequent epochs. So, 0.98 was the highest accuracy level
that could be achieved on the validation set. While the training
loss decreases swiftly to zero after 12 epochs, the validation
loss continues to decrease to 0.06 until 20 epochs and stays at
that level for the remaining epochs.
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Fig. 7 Training and validation analysis over 50 epochs using MobileNet for
feature extraction

Figure 8 compares the proposed deep learning models'
training and validation analysis progresses. As seen, learning
a simple, fully connected network for classification preceded
by a more sophisticated pre-trained CNN architecture for
feature extraction outperforms learning a standard CNN with
a simple structure with a limited amount of data available.
Although overall, the classification performances were
comparable, the model employing the MobileNet CNN’s
convolutional base for feature extraction demonstrated slightly
better performance in achieving the highest accuracy and the
lowest loss levels with less number of epochs.

Table 1 compares the classification performance of the
models employing pre-trained CNNs of VGG-16 and
MobileNet for feature extraction on the test set. When the
VGG16 CNN’s convolutional base is used for feature
extraction, an accuracy of 0.974 was obtained. The loss was
0.087. When the feature extraction process was conducted by
employing the MobileNet CNN’s convolutional base, a higher
accuracy of 0.984 was achieved. The loss was 0.072.
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Table 1. Comparison of the results obtained using pre-trained CNNs for feature extraction

CNN Accuracy Loss Recall Precision AUC
VGG16 0.974 0.087 0.971 0.975 0.995
MobileNet 0.984 0.072 0.988 0.980 0.995

With respect to the proportion of COVID-19 samples that
were correctly classified, the network structure backboned by
the MobileNet convolutional base had a slightly better
performance (RecallMobilNet = 0.988) than the one
backboned by the VGG16 convolutional base (RecallVGG16
=0.971). The precision values indicate that both models were
successful in correctly classifying positive results. AUC values
were also high and comparable for both models. Overall, the
findings indicate that the methodology of using a complex pre-
trained CNN for feature extraction and then a simpler fully
connected network structure for classification is useful for
differentiating CT-scan images with COVID-19 from Non-
COVID-19. Both models were more accurate than the simple
LeNet-5.

The confusion matrices in Figure 9 and Figure 10 presentin
detail the classification performance of these models on the
test set. Overall, leveraging pre-trained models for feature
extraction significantly reduced the number of FPs and FNs
compared to the case when the LeNet-5 model is trained from
scratch and used to make binary classification. The model
backboned by the MobilNet convolutional base had a slightly
better performance in minimizing the classification errors. In
COVID-19 detection, it may be essential to correctly classify
each infected sample to reduce the risk of an outbreak. When
the MobileNet convolutional base was utilized for feature
extraction, a slightly higher TPR was achieved. Nevertheless,
both models’ prediction performance was comparable.

Figure 11 compares the classification performance results
on the test set using ROC and AUC for the three methods
employed. The ROC curve displays concurrently TPR (recall)
and FPR (the fraction of Non-COVID-19 patients that were
incorrectly classified as infected by COVID-19) for all
possible threshold values. It is ideal to have a ROC curve that
hugs the top left corner, indicating a high TPR and a low FPR
[17]. The area under the (ROC) curve (AUC) quantifies the
overall performance of a classifier, summarized over all
possible thresholds, and the larger the AUC, the better the
classifier [17]. Figure 11 reveals that the classification

performance of the models on the test set employing pre-
trained CNNs of VGG-16 and MobileNet architectures for
feature extraction is significantly better than that of the LeNet-
5 model trained from scratch.
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IV.DISCUSSION

Due to the lack of a sufficient amount of data relevant to
train a CNN model with numerous parameters successfully
from scratch, the LeNet-5 CNN model with a relatively simple
structure was trained first, which, however, showed poor
classification performance when tested on unseen data. This
result was in line with the findings of previous studies. For
instance, [11] employed the LeNet-5 architecture to implement
a CNN-based model for COVID-19 diagnosis using lung CT-
scan images. Unlike the current study, they applied image
augmentation to enlarge the dataset. Their findings were not
promising, as well. They could reach an accuracy level of
86.06%, a precision of 85%, a recall of 89%, and an AUC of
0.86 for COVID-19 detection.

Similarly, [18] findings revealed that the relatively simple
structure of the LeNet-5, having only five layers, rendered it
less capable of extracting features, whereas the more complex
structure of the VGG16 improved the feature extraction ability
of the model and thus had a good classification detection
ability. [10] obtained more successful performance results
when they used the LeNet-5 network to extract features from
CT-scan images and then applied “eXtreme Gradient
Boosting” (XGBoost, [12]) for the classification of the images.
With this methodology, they could achieve a rate of 0.95 for
all the evaluation metrics of accuracy, recall, precision, and
AUC.

This study further indicated that the methodology of using
pre-trained CNNs to extract features and then training a new
classifier on top of it demonstrates an effective performance in
categorizing lung CT-scan images into COVID-19 and Non-
COVID-19. This methodology has been adopted previously in
other studies, in which the researchers either compared the
classification performances of various CNN models
backboned by different pre-trained CNN convolutional bases
or developed their own framework based on feature extraction
using pre-trained CNNs. The findings of the current study are
in line with the previous research results involving a similar
methodology used to solve the same binary classification
problem. For instance, [22] employed pre-trained weights
from several state-of-the-art CNN architectures using the
ImageNet dataset, including VGG16 and another version of
MobileNet called MobileNetV2, in the task of COVID-19
classification based on CT-scan images. [22] obtained more
promising results using VGG16 with respect to accuracy and
AUC metrics (0.84 and 0.93, respectively). [23] conducted a
similar study on the same dataset analyzed in the current study

(SARS-COV-2 CT-Scan Dataset), where they utilized the pre-
trained models of MobileNet and VGG16 as the backbone of
their deep learning framework and achieved accuracies of 0.95
and 0.94, respectively. In a similar vein, [24] analyzed the lung
CT-scan images of 5191 patients, 3820 of which were
COVID-19 infected, to develop a deep learning based system
for the automated diagnosis of COVID-19. In that study, they
developed their own model called COVIDnet and compared
its performance against that of the pre-trained CNN models of
MobileNet and VGG16. With 200 epochs, they could achieve
an accuracy of 0.94 using MobileNet and 0.97 with VGG16.

V. CONCLUSION

This study is a preliminary work involving image
classification. In a future study, the extracted features of the
network can be visualized via heat maps using the Gradient-
weighted Class Activation Mapping (Grad-CAM) algorithm
[25] in order to have a better understanding of which parts of
the CT scan images were identified as a lesion of an infection,
which led to a positive COVID-19 classification. Visualizing
heat maps can also be useful to locate the infection areas in the
CT scan images and compare the COVID-19 with Non-
COVID-19 images to understand the CNN’s classification
performance further. Moreover, in another study, on a dataset
of lung CT scan images with radiology annotated COVID-19
lesions, region-based convolutional neural networks (R-
CNNs), such as Mask-RCNN [26], can be implemented and
the detection accuracy of the CNN models can be further
investigated.
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Abstract — Internet of Things (loT) is growing and affecting various industries significantly. The amount of sensitive data
collected and processed by these devices has raised concerns. Ensuring access control becomes even more crucial in 10T systems
due, to their networked devices that operate independently. Because 10T environments are diverse and constantly changing
traditional access control methods often fall short. In this context incorporating Semantic Web technologies emerges as an
approach to enhance the adaptability and intelligence of access control systems. The implementation of comprehensive access
control measures is essential in environments where there are a lot of interconnected 10T devices. Access control policies that
are traditionally built for established identities and roles have difficulties in accommodating the dynamic characteristics of the
I0T. It is evident that the establishment of predetermined policies is not feasible, as novel circumstances would invariably
necessitate customized policy approaches. In light of the mentioned challenges the main focus of this paper is to provide a
comprehensive understanding of access control principles specifically tailored to the 10T domain. The goal of this study is to
identify the challenges associated with access control in the loT. Furthermore, we aim to outline a roadmap for research, on
developing access control mechanisms that incorporate semantic awareness within the 10T domain. The study explores semantic-
based access control solutions for 10T based on this point. The Semantic Web-based access control emphasizes the use of
ontologies and semantic reasoning to generate contextually aware and adaptable access control policies. In this study, we present
how Semantic Web influence access control decisions in various settings where 10T devices operate. Furthermore, the paper
discusses loT-specific access control challenges. Besides, the importance of using Semantic Web technologies to enhance access
control is emphasized. This paper acts as a reference aiming to guide future efforts in developing a policy management system
that can adapt more effectively to the ever-changing loT landscape.
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I. INTRODUCTION semantics play a role in fostering a data ecosystem facilitating
The Internet of Things (loT) has experienced growth in smooth and efficient exchange as well, as transaction of data.
times shaping the digital era [1]. The increasing number of As a result, collaborative innovations generated by data are

interconnected devices ranging from wearables to industrial  9reatly enhanced. Security policies are based on language
sensors has made managing access to the vast amount of utilizing semantic frameworks, which is a notable advantage.

exchanged data much more complex [2]. Traditional access | NiS @pproach offers a two advantage; firstly, it makes the
control systems, which are inflexible and rely on predefined ~ "ules easily understandable, for people involved and secondly
roles are not equipped to handle the intricate nature of the It maintains the necessary precision and rigor that automated
expanding ecosystems [3]. These systems struggle to address ~ SYStems require. Additionally implementing an -ontology
challenges such, as contextual device interactions evolving ~ SuPPorted by the principles of the Semantic Web plays a role
user roles and diverse data types and sources. in- ensuring s_tfong interoperability [6]. _The technology

In the 10T domain, diverse data streams are connected to  Provides a unified framework for connecting loT systems,

networked devices. However, it has brought about challenges ~ €napling smooth, secure, and efficient data flow and control.
regarding access control [4]. The evolving and diverse nature | 1€ integration of access control with Semantic Web
of environments makes traditional techniques difficult to use.  technologies has a growing significance as society progresses
This makes Semantic Web technologies promising. By towards an era defined by computing and pervasive
incorporating elements into access control structures for IoT ~ Connectivity. Integrating these elements is crucial for building
we can create an environment rich, in advanced functionalities. ~ an énvironment that s resilient, adaptable, and cohesive.

The inclusion of inference and reasoning allows for the The main objective of our study is to acquire a
development of a decision-making framework that's comprehensive comprehension of the challenges linked to
contextually aware and capable of anticipating future needs ~ 36CeSS control in the context of the 10T. Additionally, we aim

[5]. This framework enables the system to actively evaluate to evaluate_current solutions by consif:iering the_ principles of
and adapt to changing access requirements. Moreover the Semantic Web. Furthermore, we aim to outline a roadmap
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for research, on developing access control mechanisms that
incorporate semantic awareness within the loT domain.

The structure of the paper is organized as follows. Section
2 explores the access control challenges in the context of the
I0T. Section 3 delves into the cutting-edge area of semantic-
driven access control solutions for loT. Challenges and
opportunities in the related field are discussed in Section 4.
Finally, Section 5 concludes the paper.

Il. AcCeSS CONTROL CHALLENGESIN IOT

The implementation of robust access control mechanisms is
vital to guarantee that solely authorized individuals are able to
engage with loT devices and acquire entry to the data they
produce [7]. The absence of a robust access control mechanism
may enable individuals without authorization to exploit
weaknesses in security systems. Fig. 1 shows the access
control challenges in loT. The IoT ecosystem must be secure
and protected against malicious attackers by addressing these
access control challenges. Secure access control mechanisms
need to be robust, reliable, and scalable. In addition, access
control mechanisms should consider the possibility of
malicious attackers exploiting security vulnerabilities. In order
to ensure the security of access control mechanisms, regular
monitoring and auditing should be conducted.

Policy
ntegration an
Management

— X

Fig. 1. Access Control Challenges in loT

A. Heterogeneity of Devices

The loT landscape is vast and constantly expanding. There
are numerous devices woven into it whose designs, functions,
and operational environments all differ significantly. Our daily
lives are made easier by household appliances such as smart
refrigerators, and machinery is monitored in real-time by
sophisticated industrial sensors. Access control is challenged
by this inherent heterogeneity [8]. 10T devices serve a variety
of purposes. A smart thermostat uses user-defined temperature
settings and learns user patterns over time, while an industrial
sensor may monitor equipment malfunctions. Due to their
different functionalities, these devices will have different
access control requirements.

I0T devices each have their own characteristics. Depending
on the design, some might have advanced computational
capabilities, while others, especially those designed to use as
little energy as possible, might have limited processing
capabilities [9]. It is challenging to design access control
mechanisms that are applicable to both ends of the spectrum.
There can be a great deal of variation in the access control
needs of 10T devices depending on the environment in which
they operate. In the case of a wearable health monitor, the

device operates in a personal environment, and it collects
sensitive user data, therefore it requires exceptionally rigorous
access controls. Alternatively, a smart light bulb in a public
park may not handle sensitive data to the same extent while
still needing access controls. On the other hand, Internet of
Things manufacturers have different design philosophies,
security protocols, and operational standards. Despite similar
devices serving similar purposes, device diversity can lead to
inconsistent access control implementations.

In the 10T domain, these variations make a one-size-fits-all
approach to access control impractical as well as detrimental.
Adapting access control mechanisms based on each type of
device's  function, technical capabilities, operating
environment, and manufacturer specifications is essential.
This customization ensures that the primary functionality of
the device is not compromised while maintaining robust and
effective access control. Access control and multifaceted
approaches are therefore required because of the heterogeneity
of 10T devices [10]. In order to address this challenge, both a
deep understanding of individual device requirements and the
ability to accommaodate the diverse range of 10T devices must
be in place. Semantic Web technology can provide
standardized ways of representing and understanding different
devices [11]. Therefore, access control policies can be applied
consistently regardless of the device type.

B. Scalability Issues

10T is expanding exponentially at a rapid pace. As a result
of this vast network, households, industries, and cities are
becoming increasingly interconnected. A lot of opportunities
and innovations will be brought about by access control.
However, such a large environment will also pose access
control challenges. In the coming years, it is expected that the
number of IoT devices will multiply by billions. Each device,
whether it's a simple temperature sensor in a home or a
sophisticated drone used for agricultural surveys, introduces
its own set of access control requirements. With the
proliferation of devices comes a corresponding surge in access
requests. Each device may generate multiple requests, either
from human users, other devices, or integrated software
applications. Real-time authentication and management of
these multiple requests is a challenging task [12]. Traditional
access control systems, often designed for more static and
predictable environments, face limitations in the dynamic
world of loT [13]. Adapting to the loT ecosystem is
challenging due to the rapid evolution of configurations and
requirements.

Energy-efficient and cost-effective 10T devices often have
limited computational capabilities. Implementing robust
access control mechanisms on such devices without
overburdening their capacities is a delicate balancing act. loT
networks are constantly evolving, unlike more static networks.
The state of a device can change as it joins the network, leaves
the network, moves from one location to another, or switches
between operational states. An effective access control system
must not only scale but also adapt to these fluid topological
shifts. The decentralized architecture of 10T, where decisions
are often made at the device or edge level rather than a
centralized server, further complicates scalability [14]. As a
result of a distributed setup, access control mechanisms must
be able to operate efficiently, ensuring consistent policies and
responses. Asaresult, 10T access control needs to be rethought
and innovated. It may be beneficial to utilize distributed ledger
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technology, edge computing, and machine learning in this
expansive digital landscape. 10T security, efficiency, and
success will be ensured by scalable access control. Ontologies
and semantic reasoning are inherently scalable. As the number
of devices grows, access control decisions can be made more
efficiently by standardizing relationships and properties.

C. Limited Computational Resources

IoT promises to connect everything from high-power
industrial machinery to compact, energy-efficient sensors in a
smart, connected world. Devices that are smaller and more
specialized are particularly difficult to control through access
control systems. 10T devices have a wide range of hardware
profiles [15]. Smart home hubs and central servers may be able
to handle considerable amounts of processing power and
memory, but simpler devices, such as wearable health trackers
and environmental sensors, tend to prioritize energy efficiency
and cost-effectiveness over computational power. Devices
with higher computational power, such as central servers or
smart home hubs, can easily handle sophisticated access
control algorithms, including encryption and multi-factor
authentication processes. Simpler devices, such as wearable
health trackers, may have difficulty performing such complex
operations efficiently, causing bottlenecks or delays in access
decisions.

The performance of sophisticated cryptographic operations
is often necessary to ensure secure authentication and data
protection in order to ensure the privacy and security of
information [16]. The computational power required to
perform some of these operations may be high in some cases
[17]. For a device with limited processing capabilities,
executing such operations could result in slowed response
times or even system overloads, potentially compromising its
primary functions [17]. For effective access control to take
place, it's imperative to maintain and update credentials, logs,
and policies that track visitors to a network. For devices with
restricted memory, storing this data, especially as it grows over
time, poses a challenge. When you consider the need for
backups and redundancy, the problem is further exacerbated
by the fact that these are not always available. The processing
of complex access control operations, especially those
involving cryptographic algorithms, can be energy intensive.
Performing such operations frequently or for a prolonged time
period can result in rapid battery depletion, which may
compromise the longevity and reliability of batteries powered
I0T devices.

0T devices often operate in dynamic environments where
access requirements change based on context [18]. Adapting
to these changes in real-time, especially with constrained
computational resources, necessitates efficient and lightweight
access control algorithms. Consequently, to provide access
control to loT devices that have limited computational
resources, it is necessary to be innovative. For the loT
landscape to succeed, it must operate in a secure, efficient, and
interconnected  environment.  While  Semantic  Web
technologies require computational power, optimized
lightweight ontologies can be developed specifically for
resource constrained 10T devices.

D. Policy Integration and Management

There are many devices made by different manufacturers
that serve different purposes within a complex environment,
making it difficult to establish an access control policy that is

consistent and integrated. Centralized management can
become a bottleneck, while decentralized approaches might
lead to inconsistencies [19]. Each manufacturer might have its
own set of standards and protocols for access control [20].
When devices from multiple manufacturers coexist in an 1oT
environment, ensuring that they all interpret and enforce
access control policies consistently becomes a significant
challenge. Some devices may require fine-grained access
control policies due to the sensitivity of the data they handle
or the criticality of their functions. In contrast, others might
operate with broader, more generalized policies. Harmonizing
these varying levels of granularity without compromising
security or functionality is a delicate task.

A centralized policy management system can offer a unified
view and control over all access control policies [21].
However, it can become a single point of failure or a
bottleneck during high-volume access requests. On the other
hand, decentralized systems, while offering more resilience
and scalability, can lead to inconsistencies in policy
enforcement if not properly synchronized. 10T environments
are dynamic. As new devices join the network, or as
operational contexts change, access control policies might
need adjustments. Consistently propagating updates across all
devices, especially in decentralized setups, is crucial for
maintaining security. Devices in an 10T ecosystem go through
various lifecycle stages—from deployment to maintenance,
updates, and eventual decommissioning. Access control
policies must be adaptable to these stages, and mechanisms
should be in place to revoke or update access rights as devices
transition through their lifecycle. In many loT scenarios,
especially consumer-focused ones, end-users play a role in
setting or adjusting access control policies (e.g., smart home
setups). Ensuring that these user-defined policies align with
broader security protocols and providing users with intuitive
yet robust tools to manage policies, becomes essential.

Due to the complexity of loT, policy integration and
management require a holistic approach [22]. Solutions might
entail the development of standardized access control
frameworks that manufacturers can adopt, advanced
synchronization protocols for decentralized systems, and
enhanced user interfaces for policy management. As the loT
landscape continues to diversify, robust and adaptive policy
integration and management will be at the forefront of
ensuring its secure and harmonious operation. Semantic Web
frameworks offer centralized knowledge bases where rules
and policies from different devices and manufacturers can be
integrated and managed coherently [23].

E. Dynamic Environment

IoT devices often operate in changing contexts [24]. For
instance, a wearable might switch between home, office, and
outdoor environments, each with its own set of access
requirements. Access control policies need the flexibility to
adapt to these changing contexts [25]. An loT device, such as
a wearable fitness tracker, can traverse multiple environments
in a single day. When at home, it might synchronize data with
personal devices; in an office, it might connect to corporate
networks to share health metrics for wellness programs;
outdoors, it might leverage public networks for GPS
functionalities. Depending on the type of environment in
which you are working, there are different access control
considerations that need to be considered, both from a security
perspective as well as what resources a device can access.
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Dynamic environments require access control systems that
can make granular adjustments. For example, while a smart
speaker might allow full functionality at home, in a more
public setting, it might restrict access to certain data or
functionalities to maintain user privacy. It is crucial for 10T
devices involved in critical operations that access control
policies adapt in real-time to changing contexts. Security
vulnerabilities or functional disruptions can be caused by
delays in policy updates. In certain scenarios, users might need
to override automatically adjusted policies. Providing intuitive
interfaces for users to interact with and modify access control
settings, while also ensuring they don't inadvertently
compromise security, is essential.

As aresult, 10T environments, which are dynamic in nature,
require traditional access control paradigms to be reimagined
in order to cope with their dynamic nature [26]. Access control
systems for 1oT need to be context-aware, adaptable, and
intelligent, capable of making real-time decisions that balance
security with functionality. As 10T expands into diverse
environments, the development and refinement of dynamic
access control mechanisms will be crucial. Semantic Web
facilitates context-aware reasoning [27]. As a result, real-time
contextual information can be incorporated into access control
decisions for 10T devices in dynamic environments.

F. User Awareness and Training

Users, whether they are consumers or enterprise employees,
might not be fully aware of the access control capabilities or
requirements of their devices [28]. It can lead to inadvertent
security breaches or misuse. Access control in 10T is not a
straightforward affair. With multiple layers of permissions,
varied user roles, and context-dependent access scenarios, the
underlying systems can be complex. Users might struggle to
grasp the nuances, leading to potential oversights or mistakes.
Moreover, the 10T user base consists of both tech enthusiasts
and individuals with limited technical expertise.

Access control interfaces and training must be customized
to meet the needs of such a wide range of users. An intuitive,
user-friendly interface and system are paramount to bridging
the awareness gap. Users can make safer access control
decisions by using visual cues, guided setup processes, and
context-aware prompts. In addition to technical training, it is
crucial to cultivate a security-first mindset among users. Users
will approach access control decisions with caution and
deliberation if they are aware of security risks.

In summary, as the boundary between users and technology
becomes increasingly porous in the 10T era, ensuring that users
are well-informed and equipped to make judicious access
control decisions is paramount. Comprehensive awareness
initiatives and training programs are important for harnessing
loT's full potential while avoiding potential threats. The
Semantic Web makes it easier for users to understand access
control policies, making training and educating them easier.

111. THE SEMANTIC-WEB BASED ACCESS CONTROL
SOLUTIONS IN 10T

Semantic Web technologies can provide a viable solution to
many of the challenges that are currently being experienced by
IoT access control as a result of the Internet of Things [6].
Access control challenges in 10T environments can be
addressed by the integration of Semantic Web technologies
with the Internet of Things (IoT) [2]. In the Semantic Web,
concepts and relationships are represented with the help of

ontologies. With these ontologies, devices, applications, and
systems can have a unified understanding of data in terms of
its meaning and context. In addition, this allows robust and
flexible access control policies to be created across all sorts of
10T devices. Access controls are more crucial than ever as 10T
ecosystems become complex due to multiple manufacturers
and different standards. Consequently, data integrity and user
privacy will be protected consistently and effectively.

Semantic Web-based access control ensures that only
authorized individuals are permitted access to resources [29].
In addition to these benefits, using a semantic aware access
control approach keeps subjects safe by ensuring that only
those data that have been authorized can be accessed [30]. This
is accomplished by using ontologies to define authorizations
over concepts and by applying policies. Resources are
accessed according to a set of policies. Thus, resource access
is controlled by policies. In addition to enabling the
specification of rules for accessing resources, Semantic Web-
based policy management enables the interpretation and
compliance of these rules by the entities [29].

Ontologies are structured representations of knowledge that
are frequently constructed utilizing two significant
technologies of the Semantic Web: RDF Schema (RDFS) and
the Ontology Web Language (OWL). In the domain of
Semantic Web technologies, both RDFS and the OWL play
pivotal roles in structuring and representing knowledge. The
RDFS extends RDF by providing an intuitive means of
defining classes and properties. On the other hand, OWL, built
on top of RDFS, introduces a higher level of expressiveness. It
allows for the articulation of complex relationships, cardinality
constraints, and a wide variety of class and property
characteristics. Ontologies created with these technologies are
interoperable and are capable of semantic reasoning when used
in modern web applications. In [31], data collection,
processing, and analysis are discussed in terms of the
challenges and opportunities presented by the 10T. Due to its
personal nature and potential risks, 10T raises significant
privacy concerns due to its ability to understand individual
preferences and patterns. There is an absence of solutions
addressing privacy requirements such as consent and choice,
purpose specification, and data collection limitations despite
growing legislative measures. The paper introduces a privacy
ontology which named LIoPY to address this gap while
adhering to various privacy requirements. The ontology
enhances the autonomy of smart devices in determining data
access rights and in ensuring compliance with privacy policies.
An implementation in a healthcare scenario illustrates the
efficacy of the proposed ontology.

Semantic Sensor Network (SSN) ontology serve as
frameworks for representing sensor-related data. SSN,
developed by the World Wide Web Consortium (W3C),
bridges the gap between sensor networks and web semantics
[32]. It describes sensors, their observations, the underlying
processes, and the environment in which they operate. Data
from various sensor networks can be seamlessly integrated and
understood as a result of this standardization. Through sensor
data analysis, SSN enables loT and sensor technology
adoption.

Ontology-Based Access Control is vital to policy
management within the 10T landscape [6]. It offers powerful
access control capabilities in 10T environments where devices
and data sources are interconnected [6]. With Ontology-Based
Access Control, each loT object, whether it's a sensor, a
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device, or a data repository, can have its own access control
policies defined and managed separately. 10T objects can be
accessed, modified, or interacted with fine-grained control
using roles, permissions, and actions, due to this object-centric
approach. In light of the complexity of the loT ecosystem,
Ontology-Based Access Control ensures the security and
privacy of loT data and devices through tailored policies,
ensuring safe and effective loT operation. In [33], authors
address the challenge of providing secure, fine-grained access
to FAIR (Findable, Accessible, Interoperable, Reusable) data.
Data access policies based on ontologies are proposed that
integrate data, FAIR-related metadata (e.g., provenance,
license), and user metadata. Adding a security layer to the
'Accessible’ attribute of FAIR, especially in sensitive areas like
security and intelligence, ensures controlled access. The
introduced method, termed as Ontology-Based Access
Control, leverages a data set's domain ontology to formulate
access policies. They argue that ontology-based policies
enhance data reusability while aligning with privacy concerns.
For managing access to FAIR data, the paper recommends an
access control method as an optimal practice based on a proof-
of-concept. In [34], the author discusses the challenges of
implementing access control systems in smart buildings with
numerous 10T devices. The paper introduces an Ontology-
Based Access control framework given the sheer number of
devices and users. The framework is capable of autonomously
constructing 10T systems with integrated access control that
are tailored for smart buildings. The authors propose a new
access control scheme that leverages web ontologies to
simplify administrative tasks. A prototype system
implemented at Osaka University's Minoh Campus
demonstrated the practicality and effectiveness of the
proposed approach.

In the expansive ecosystem of the Internet of Things (loT),
ensuring secure and fine-grained access control is paramount.
As a crucial standard for access control, eXtensible Access
Control Markup Language (XACML) offers a comprehensive
policy language and architecture [5]. XACML's Attribute-
Based Access Control (ABAC) model is particularly suited for
the heterogeneous and dynamic nature of 10T environments,
where devices, users, and services frequently interact in
diverse and unpredictable patterns [5]. By employing
XACML, decision-making processes concerning access can
be centralized, yet flexible, leveraging a wide range of
attributes — from device type, location, and time to user role
and current activity. In addition to enhancing security, this
adaptability also facilitates seamless interactions across a
variety of 10T devices and applications. In [35], The authors
discuss the challenges posed by the interconnection of devices
and individuals in the loT, particularly in healthcare
environments. Ambient intelligence systems must be
implemented across multiple domains using an efficient
architectural framework. Security and access control are
compromised by semantic heterogeneity among local policies
of these various domains. The authors propose an approach
that combines the XACML-based security policy model with
a semantic rules language derived from the European
SembySem project to address this issue. Based on RDF(S), this
new model abstracts security implementation, bridges
semantic differences across multiple domains, and maintains
local security policies. Additionally, it addresses the semantic
heterogeneity in sensor data during knowledge sharing. In
[36], authors present the Fog-Based Adaptive Context-Aware

Access Control (FB-ACAAC) framework for 10T, designed to
enhance resource protection from unauthorized access. The
FB-ACAAC uses fog computing instead of cloud-based
solutions, which can result in latency and communication
overhead. As a result of this design, resource availability is
improved, sand information processing is sped up. XACML
(Extensible Access Control Markup Language) is widely used
to manage access control decisions, but it isn't inherently
adaptive to changing contexts and behaviors. The FB-ACAAC
offers a context-aware XACML scheme that is optimized for
diverse loT settings to overcome these limitations.
Experimental results demonstrate its efficiency, reduced
processing time, and enhanced security.

l0T data security and regulation are becoming increasingly
important. SPARQL, the query language for RDF (Resource
Description Framework), introduces a novel dimension to this
challenge [37]. Given the increasing adoption of Semantic
Web technologies in loT for richer data representation and
interoperability, the ability to execute SPARQL queries across
diverse datasets potentially exposes sensitive information.
Hence, integrating access control mechanisms within
SPARQL becomes imperative. By tailoring query permissions
based on user roles, device credentials, or context-specific
attributes, more granular and semantic-aware access control
can be achieved. As a result, sensitive data in loT
environments is protected, and authorized users can gain
meaningful insights without compromising security.

1V.CHALLENGES AND OPPORTUNITIES

lIoT access control can be revolutionized with Semantic
Web technologies, but it brings a set of challenges that require
robust implementations and well-designed solutions. Fig. 2
illustrates the challenges and opportunities associated with the
integration of Semantic Web technologies in 10T.

Revolutionized Complexity of
Authentication Integration
Enhanced
2 Performance
Abstraction for Overbesd

loT

Improved
Information Standardization
Management
\ 7 \ 7
Natural Security
Language Concerns
Security Policies
Enhanced Data Privacy
Interoperability Issues
\ s . v
r ~ - ~
Data Sharing and
Trading Scalability

\ J \ J

Fig. 2. Opportunities and Challenges of Semantic Web technologies in 0T

65



International Journal of Multidisciplinary Studies and Innovative Technologies, 2023, 7(2): 61 — 67

The concept of the Semantic Web holds promises in
revolutionizing information management, especially when it
comes to security and data handling. Semantic Web
technologies also simplify the identification, analysis, and
sharing of information, preventing data breaches. They are
also more efficient at processing large amounts of data,
allowing for more accurate analysis. 10T technologies can
benefit from Semantic Web technologies by providing an
enhanced abstraction level [41]. The main advantage of
Semantic Web is the abstraction level they introduce, which is
essential for integrating multiple devices and allowing for
better perception [38]. We can improve access control through
semantic inference and reasoning by applying Semantic Web
technologies [2]. Permissions and restrictions can be more
sophisticated,  context-aware, especially in complex,
interconnected systems [39]. The use of these technologies
facilitates the sharing and trading of data by providing
standardized means of describing, categorizing, and
interlinking data. This reduces misunderstandings and
ambiguities. New approaches to authentication can be
developed that use semantic data to create more personalized,
richer, and potentially more secure authentication
mechanisms. Writing security policies in natural language,
combined with semantic reasoning, simplifies the process and
improves accuracy. Furthermore, common ontologies can
greatly enhance interoperability between diverse IT systems, a
long-standing challenge in many IT domains. Semantic Web
technologies can reshape digital security and data
management.

Sensors and smart appliances are both examples of loT
devices, which vary in their software and hardware
configurations. Adapting Semantic Web technologies to such
a wide range of devices can be challenging and may require
extensive modifications to existing systems. Semantic
reasoning, which lies at the core of Semantic Web
technologies, can be computationally intensive [40]. This layer
of reasoning could increase energy consumption and
performance issues for many resources constrained loT
devices. There is a need for a universal standard for device
communication and data representation, as loT offers a vast
and varied ecosystem, lacking standards like RDF, OWL, and
SPARQL. There is a significant challenge in bridging this gap
to ensure semantic technologies work seamlessly across
devices. A new technology or layer of complexity often
introduces new vulnerabilities. It is crucial to ensure that the
integration of Semantic Web technologies does not result in
new security loopholes or exacerbate existing ones. In
Semantic Web technologies, data is linked, and inferences are
drawn. Devices that collect personal or sensitive information
may unintentionally infer and expose private data, raising
privacy concerns when used in loT. Thousands or even
millions of devices can be connected to an 10T network. It is
challenging to develop Semantic Web solutions that scale
efficiently to accommodate such vast networks without
compromising performance or reliability.

V. CONCLUSION

The loT is growing and affecting various industries
significantly. Semantic Web technologies can help enhance
access control systems' adaptability and intelligence by
incorporating sensitive data collected from these devices. This
paper explores semantic-based access control solutions for 10T
based on access control principles specific to the loT. It

emphasizes the importance of using Semantic Web
technologies to enhance access control. We examined how
Semantic Web affects access control decisions in a variety of
loT settings. The paper also discusses loT-specific access
control challenges. In order to improve access control,
Semantic Web technologies are emphasized as an important
tool.

10T continues to penetrate various industries, making it
imperative that access control be robust and adaptable. 10T
presents a great deal of challenges for traditional access control
mechanisms, as they are designed primarily for fixed identities
and roles. The adoption of Semantic Web technologies can
help address these challenges by leveraging ontologies and
semantic reasoning. 10T environments require context-aware
and adaptable access control policies in order to effectively
meet their unique requirements. With the rapid expansion and
evolution of the 10T landscape, it is crucial for researchers and
practitioners to focus on developing semantic-aware access
control systems. Data security is not only ensured, but a
framework can also adapt and grow with the ever-evolving
world of interconnected devices through this method. In future
studies, we plan to focus on how this method can be scaled
across different industrial sectors, and how its performance
and security features can be further optimized.
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Tiirk¢e Ozet — Yenidogan yogun bakiminda kalan bebeklerde laboratuvar bulgular1 ve hayati degerler diizenli olarak takip
edilmeli ve degerlendirilmelidir. Bebek kan damarlar1 normal bir insana gére olduk¢a zayif ve incedir. Ayn1 zamanda kan
hacminin ¢ok diisiik olmas1 sebebi ile siirekli olarak kan tahlili yapilamamakta veya alinan kan yetersizligi ile istenen tiim
laboratuvar bulgulari elde edilememektedir. Ozellikle yenidogan yogun bakiminda kalan ve diger bebeklere gére dezavantajli
bulunan prematiire bebeklerde (preterm) bu olumsuzluklar daha sik yagsanmakta ve bunlara ek olarak preterm morbiditesinin ¢ok
daha yiiksek oldugu da bilinmektedir. Bu calismada bebeklerden belirli bir zaman igerisinde elde edilen laboratuvar bulgularini
degerlendirerek ileriye yonelik tahminler yapan bir zaman serisi analizi ger¢eklestirilmistir. Zaman seri analizi yontemi olarak
LSTM ag mimarisine dayali derin 6grenme modeli kullanilmistir. Bu ¢alisma i¢in 22 adet bebekten 161 veri elde edilmis ve her
bir bebek i¢in belirli bir zaman igerisinde alman laboratuvar bulgulart zaman serisi verileri haline getirilmistir. Laboratuvar
bulgular olarak siklikla takip edilen CRP, hemoglobin ve bilirubin degerleri segilmistir. Her bebek i¢in olusturulan zaman seri
verileri ile LSTM modeli egitilmistir. LSTM modelinin sonuglar1 incelendiginde CRP degerinin tahmininde dogruluk degerinin
%29.09’da kald181, en yiiksek tahmin sonucunun ise %43.63 ile hemoglobin degerlerinde elde edildigi gézlemlenmistir. Bilirubin
degerleri i¢in dogruluk oram ise %36.36’dir. Kisith veri seti ile elde edilen bu sonuglarin umut vaat ettigi ve gelecek calismalar
icin dnemli oldugu degerlendirilmistir.

Anahtar Kelimeler — Zaman Seri Analizi, LSTM, Derin Ogrenme, Veri Tahmini, CRP, Hemoglobin, Bilirubin, Prematiire
Morbiditesi

Aunf: Cevik, M., Cihan, M., Yilmaz, N., Konak, M., Soylu, H., Ceylan, M. (2023) Yenidogan Laboratuvar Bulgularinda LSTM
Tabanh Derin Ogrenme Ag1 ile Zaman Serisi Analizi. International Journal of Multidisciplinary Studies and Innovative
Technologies, 7(2): 68-73.

Time Series Analysis with LSTM Based Deep Learning Network

in Neonatal Laboratory Findings
Extended Abstract

Research Problem/Questions — Laboratory findings and vital values should be monitored regularly in babies hospitalized in
neonatal intensive care. Infant blood vessels are quite weak compared to a normal person. At the same time, due to the very low
blood volume, blood analyses cannot be performed continuously or all the desired laboratory findings cannot be obtained with
insufficient blood. Especially in premature babies (preterm) who stay in neonatal intensive care and are disadvantaged
compared to other babies, these problems are experienced more frequently and in addition to these, it is known that preterm
morbidity is much higher.

Short Literature Review — Time series analyses are used in many fields such as finance, climate, meteorology, medical and
military. Time series analysis, which started to develop with methods that produce solutions for linear data, now uses advanced
methods such as deep learning architectures, transformer architectures and machine learning. In the medical field, time series
analysis has many different uses. In this study, a time series analysis that makes forward-looking predictions by evaluating
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laboratory findings obtained from infants over a certain period of time has been performed. Deep learning model based on
LSTM network architecture is used as time series analysis method.

Methodology — In this study, 161 data were obtained from 22 healthy babies with sepsis, rds, nec, ikk, diaphragmatic,
pneumothorax diseases and 22 healthy babies in the neonatal intensive care unit and the laboratory findings obtained within a
certain period of time for each baby were converted into time series data. In the time series group created for each of 22 babies,
minimum 5 and maximum 15 laboratory findings were obtained. CRP, hemoglobin and bilirubin values, which are frequently
monitored, were selected as laboratory findings. The LSTM model was trained with the time series data created for each baby.

Results and Conclusions — When the model evaluation results were analyzed, it was observed that the accuracy of CRP data
was very low. Since CRP values are a parameter that increases when infection increases in the body, it is a parameter that is
not frequently monitored especially in healthy or non-infected infants. Therefore, CRP was the parameter with the least up-to-
date data during this process. When these evaluations were examined, the parameter estimx"ated with the highest accuracy was
hemoglobin with an accuracy of 43.63% and a mean squared error of 7.37. CRP parameter showed the lowest performance with
2274.9% mean squared error and 29.09% accuracy. Bilirubin remained at 36.36% accuracy level. Data acquisition and model
development processes are ongoing and these initial results are promising for future studies.

Keywords — Time Series Analysis, LSTM, Deep Learning, Data Prediction, CRP, Hemoglobin, Bilirubin, Premature morbidity
Citation: Cevik, M., Cihan, M., Yilmaz, N., Konak, M., Soylu, H., Ceylan, M. (2023) Time Series Analysis with LSTM Based

Deep Learning Network in Neonatal Laboratory Findings. International Journal of Multidisciplinary Studies and Innovative
Technologies, 7(2): 68-73.

. GIRrIS bilirubin ve hemoglobin degerlerinin LSTM tabanli bir derin
6grenme modeli ile bir sonraki kan tahlili sonuglarini tahmin

trendlerini gbz oniinde bulundurarak ileriye yonelik tahminler ettjqeyi am:il(;lay%n b1r zaman seri analizi yé.'mte.mi su?makt_'c.ldlr.
yapan sistemlerdir [1]. Zaman serisi analizi ¢oziimleri finans ~ Dunya saglik orgiitit (WHO) [14] verilerine gdre diinya
[2], iklim [3], medikal [4] ve meteoroloji [5] gibi bircok farkh tizerinde her yil 15 milyona yakin bebek erken dogmakta ve 1

alanda kullamlmaktadir. Zaman serisi analizi yontemleri milyondan  fazla ’bebek bir yagini tamamlayamadan
szellikle bilgisayar teknolojilerindeki hesaplama Olmektedir. Tirkiye’de T.C. Saglik Bakanliginin agikladigi

kabiliyetlerinin artirilmasi ile birlikte 6nemli ilerleme [15] Vefilere gore 127.687 beE)e?k.erken dogmus ve bu say1 tim
katetmistir. yenidogan bebeklerin %12,2’sini olusturmaktadir. TUIK [16]

Zaman serisi analizi daha cok lineer veriler igin ¢oziimler ~ verilerine gore Tirkiye’deki bebek mortalite oram binde 9,2
fireten Autoregressive Moving Average (ARMA) [6] ve olaralf kaydedilmistir. Yemdo'gan prematiire be.l.oekler' iin ilk
ARMA yontemine verilerin duragan olmayan zamansal 28 gilin hayatta kalabilmeleri agisindan ¢ok Onemlidir. Bu

farkliliklarim da dikkate alan entegrasyon teriminin eklenmesi Gnemli periyot icerisinde prematiire be?.bekle.:rin yasamsgl
ile gelistirilen Autoregressive Integrated Moving Average parametreleri ve laboratuvar bulgulan diizenli olarak takip

(ARIMA) [7] yontemleri ile gelismeye baslamustir. Gercek edilmek z"orundadlr. ) ) .
diinya verilerinin lineer olmama durumlan ve makine Prematiire bebeklerde kan alma islemi bebeklerin damar

Sgrenmesi yontemlerinin gelismesi ile beraber zaman serisi  <elinliklarmin daha dar olmas: gibi sebeplerden dolay gok aci
tahmini icin birgok farkli makine Ogrenmesi algoritmasi  YeTCl olabilir, bu ac1 ve buna bagl morbiditeyi azaltma.k i¢in
gelistirilmistir [8]. Derin 6grenme ydntemleri her sorun igin birgok calisma yapilmistir [17].“Ayn1 zamanda bebeklefm kan
Szellestirilebilir ag yapilarma sahip olmalari ve veri hacimleri normal bir insana gore oldukea zayif oldugu icin
kiimelerinin anlamsal baglamlarmi  cozebilecek ozellik daha az kan aliabilmekte ve bu ylizden laboratuvar testleri

¢ikarma islemlerini sinirsel aglari ile gerceklestirebilmeleri —03zen yamltict olabilmektedir. , ,
sayesinde zaman seri analizi verileri igin uygun ¢oziimler Bu calismanin  hedefi bebeklerin ge¢mis  laboratuvar

olmustur [9]. Buna ek olarak 6zellikle metin iiretmede bulgulart tgkip gdilerek ileriye  yonelik  kan “tahlili
kullanilan ve gériintii iretimi ile ilgili alanlarda da oldukga ~Parametreleri tahmini yapan bir zaman seri analizi yontemi
popiiler olan denetimsiz transformers mimarileri zaman serisi ~ Olusturmaktir. - Bu sayede saglik calisanlarinin karar verme
verileri i¢in de kullanim alani bulmustur [10]. LSTM (uzun sire¢lerinde destek olunmast amaglanmaktadir.
kisa siireli bellek) tabanli derin 6grenme mimarileri, ag
yapilarindaki tekrarlayan sinir aglart ile verilerin gegmis
donem paternlerini 6grenme ve aktarma kabiliyetine sahiptir.
LSTM tabanli mimariler ile gergeklestirilmis bircok zaman
seri analizi ¢alismasi mevcuttur [11], [12]. Chimmula ve Zang
[13] yapmis olduklar1 bu ¢aligmada Kanada saglik otoritesi
tarafindan yayinlanan Covid-19 vaka sayisi1 verileri ile bir A Veri Seti
LSTM modeli egitilerek ileriye yonelik vakalarin yayilim
riskini tahmin ettiren bir ¢alisma gergeklestirmislerdir.
Gergeklestirilen bu c¢alisma yenidogan bakim {initesinde
yatan prematiire bebeklerin laboratuvar bulgular1 olan CRP,

Zaman seri analizi mevcut ve gegmisteki verilerin degisim

Il. MATERYAL VE METOT

Bu boliimde ilk olarak veri seti elde etme siirecleri, veri
setinin yapist ve dagilimlann hakkinda bilgi verilecektir.
Sonrasinda zaman seri analizi agiklanacak ve LSTM aglari ile
olusturulan model tanitilacaktir.

Yenidogan premature bebeklerin laboratuvar bulgularina ait
kan tahlilleri, TUBITAK — 1001- Bilimsel ve Teknolojik
Arastirma Projelerini Destekleme Programi (Proje No:
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122E021) kapsaminda Selguk Universitesi, Tip Fakiiltesi,
Yenidogan Yogun Bakim Unitesindeki yenidoganlardan elde
edilmistir. Proje aragtirmasi, Etik Kurul Onay1 (2022/125) ile
elde edilmistir.

Yenidogan yogun bakiminda yatan Sepsis, RDS, NEC,
Pnémotoraks, Intrakranial kanama (IKK), diafragma ve
saglikli (hafif solunum sikintisi olan bebekler saglikli olarak
degerlendirilmistir) olarak siniflandirilmig 22 bebek galismaya
dahil edilmistir. Calisma siiresince bebeklerin kan tahlili
sonuglart olan CRP, bilirubin ve hemoglobin degerleri
kaydedilmistir.

e CRP: C-reaktif protein (CRP) viicutta iltihap olup
olmadigini veya derecesini 6lgmeye yarayan bir kan
testidir. Ozellikle yenidogan prematiirelerde sepsis
(kan zehirlenmesi) veya daha lokal olarak beyin zari,
solunum veya idrar yollar1 enfeksiyonlart gibi
rahatsizliklarin erken tespiti icin CRP degerleri
stirekli olarak takip edilmektedir.

e Bilirubin: Bilirubin degeri kanda islevi biten kirmiz
kan hiicrelerinde bulunan hemoglobinin yikim
sonucunda ortaya cikan bir maddedir. Bilirubin
kirmiz1 kan hiicrelerinin yikimindan sonra kana
karisir ve karacigerlerde islenerek gaita (disgki)
yoluyla viicuttan atilir.  Ozellikle prematiire
bebeklerde karacigerlerin tam olarak gelismemesi
bilirubin degerlerinin olmasi gerekenden ¢ok yiiksek
olmasina sebep olmaktadir. Bu durum en sik bilinen
sarilik gibi bir¢ok rahatsizliga kapt aralamaktadir. Bu
yiizden prematiire bebeklerde total bilirubin degeri
stirekli olarak takip edilmektedir.

e Hemoglobin: Hemoglobin, kanda bulunan kirmizi
kan hiicrelerinde (alyuvarlar) oksijen iletiminden
sorumlu olan proteindir. Akcigerler ile solunan
havada bulunan oksijenin hiicrelere
tasimminin = %97’sini  hemoglobin saglamaktadir.
Yenidogan prematiirelerde normal bir insan gore kan
hacmi ¢ok diigiiktiir, ayrica hastaliklarina gore
viicudunda bulunan kanin 1/3’tine kadar nakil yolla
alimmis olabilir. Bu yiizden o6zellikle anemi
(kansizlik) gibi hastaliklarin teshisinde hemoglobin
degerinin takibi gereklidir.

22 bebegin her biri igin olusturulan zaman seri grubunda
bebeklerin en az 5 en ¢ok 15 adet laboratuvar bulgusu elde
edilmistir.  Bulgular1  toplanan  bebeklerin  verilerinin
kaydedildigi anlarda sahip oldugu hastaliklarin dagilimlan
Sekil 1’de goriilmektedir. Bebekler birden fazla hastaliga ayni
anda sahip olabilecegi gdozden kagmamalidir.

| I . I

.....................

1 i i
m P I

Sekil 1. 21 bebegin hastalik dagilimlari(kan tahlilleri alindiginda sahip
olduklar hastaliklarin sayis1) yatay eksenler sirayla rds, nec, sepsis, saglikli,
pnomotoraks, ikk, diafragma etiketlerine sahiptir. Diisey 0-12 arasindadir.

Bebeklerden elde edilen verilerin hastaliklara dagilimi Tablo
1’de goriilmektedir.

Tablo 1. Elde Edilen Verilerin Hastaliklara Dagilim1

Sepsis | RDS | NEC | Pné | IKK | Diafragma | Saghkl

36 48 54 6 25 12 33

22 Bebekten elde edilen laboratuvar bulgulari veri seti
toplam 161 veri igermektedir.

B. LSTM

Ozellikle dil isleme ve zaman serisi verileri gibi gecmis
verilerin hafizada tutulmasi ile sonug tretilmesi beklenen
problemlerde Ozyinelemeli Sinir Aglari (RNN) evrisimsel
sinir aglarina gore oldukga basarili sonuglar vermektedir. RNN
yapist ge¢mis bir néron katmaninda ¢ikis degerinin aymni
noronda tekrar giris olarak kullanmilmasiyla bir hafiza gérevi
iistlenmektedir. Sekil 2°de RNN sinir ag1 yapisina ait en kiiciik
yapi birimi olan bir hiicre goriilmektedir.

he

Sekil 2. RNN Sinir Ag1 Yapisina ait En Kii¢lik Birim (Hiicre)

Burada h;_, hiicrenin bir 6nceki ¢iktisini, X; yeni gelen
girisi ve h; cikist temsil etmektedir. Matematiksel ifadesi su
sekildedir:
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hy = tanh(Wj, * hy_y + W; * X) 1

Burada W), gizli katmamn agirhgm W; giris katmanimnin
agirligini temsil etmektedir.

Veri setinin biiylidiigii ve verideki Ozelliklerin artmaya
basladigt durumlarda RNN yapilarinin hafizas1 eksik
kalmaktadir, ayn1 zamanda RNN gradyan patlamasi problemi
de yasamaktadir, bu durum bilginin daha agin ilk néronlarinda
kaybolmasina yol a¢maktadir. Sepp Hochreiter ve Jiirgen
Schmidhube [18] RNN’lerin bu temel problemlerini ¢ézmek
i¢in LSTM agmi gelistirmiglerdir. LSTM aglart RNN’lere
benzer yapilara sahiptir. Giris, ¢ikis kisimlarina ek olarak
LSTM’lerde unutma katmam bulunmaktadir. Sekil 3’de
LSTM yapist goriilmektedir.

tanh

X
Sekil 3. LSTM Sinir Ag1 Yapisina ait En Kiigiik Birim (Hiicre)

RNN’de oldugu gibi giris ve ¢ikiglar ayni temsil
edilmektedir. X, giris bilgisi ve h, ¢ikis bilgisidir. C,ve C,_,
giris ve ¢ikislar aslinda LSTM’i RNN’den ayiran en temel
parcadir. Bu Hiicre yolu ile bilgi taginmaktadir. Bu sayede ag
bir hafiza edinmektedir. o sigmoid fonksiyonu temsil
etmektedir. Sigmoid fonksiyon [0,1] araliginda deger
almaktadir. Asagida matematiksel ifadesi yazilan hiicrenin ilk
kismindaki aktivasyon islemi ile gegmisten gelen hangi
bilgilerin  hafizada  tutulup  tutulmayacagina  karar
verilmektedir. Bu kisima unutma kapisi (forgate gate)
denmektedir:

forgat gate = o(Wy(hy_q, %) + by) 2

W agirhk degerini, b, bias degerini temsil etmektedir.

Giris ve c¢ikis kapilari ise RNN yapisina benzerlik
gostermektedir.

C. LSTM Modeli

Bu caligmada olusturulan LSTM derin 6grenme modeli 3
LSTM ag1 yapisindan ve tam baglantili sinir hiicresi yapisina
baglanmaktadir. Sekil 4’de agin model yapisi goriilmektedir.

‘ Istm_12_input ‘ input: | [(1.1,3)] ‘
‘ InputLayer l output: | [(.1,3)] ]

| ‘batch_normalization_$ ‘ nput: | (1.1, 50) ‘
| BatchNormalization ‘ output: | (1.1, 50) ‘

[[bateh_normualization o | input [ 1.1.79) |
| BatchNormalization ‘ output: | (1.1,75) ‘

)
0.5

e
w

Sekil 4. LSTM Model Yapisi Parametreleri

Modelin girisi CRP, hemoglobin ve bilirubin degerlerini
alacag1 igin (1,1,3) olacak sekilde ayarlanmustir. ilk LSTM ag1
50, ikinci 75, lgiincii ag 30 hiicre icermektedir. Her ag
gecisinde “BatchNormalization” uygulanmistir. Agin ileri
zamanli tahmin yapabilmesi i¢in tam baglantili katmanlar
eklenmistir. Cikis aktivasyon fonksiyonu olarak tanh
aktivasyon fonksiyonu belirlenmistir. Tanh fonksiyonu
asagida goriilmektedir. Tanh girdileri [-1,1] araliginda
diizenlilestirir:

e¥—e™

tanh = ——
eX+e™*

4
Model egitilirken hata metrigi olarak ortalama karesel hata

metrigi kullanilmistir. Ortalama karesel hatanin (OKH)
formiilii asagida goriilmektedir.

n
1 -
OKH = = (v, - )" ©)
i=1

Burada Y; gercek degeri Y, tahmin edilen degerleri temsil
etmektedir.
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Sekil 5. LSTM Modeli Ciktilari

I1l. DENEYSEL SONUCLAR

22 bebekten alinan 161 adet laboratuvar bulgularina
dayanan veri setinin dagilimi yukarida veri seti bdliimiinde
anlatilmigt. LSTM ag1 mimarisi ile hazirlanmis modeli
egitmeden oOnce CRP, hemoglobin ve bilirubin kan
parametreleri her bebege ait veriler i¢in birer adim geri
kaydirarak her t anindaki veriye t+1 anindaki degeri hedef
degerleri olacak sekilde veri seti diizenlenmistir. Bu sayede
egitim islemi bir denetimli 6grenmeye g¢evrilmistir. LSTM
modeli her bir bebege ait zaman seri verisi i¢in egitilmistir.
Bebekler arasindaki gegislerde modelin hafizasi sifirlanmistir.

Her bir bebege ait zaman seri verisi i¢in model 1000 epoch
egitilmisgtir.  Optimizasyon yontemi olarak “Adam”
optimizasyon yontemi belirlenmistir. Modelin
olusturulmasinda ve veri 6n isleme asamalar1 Python 3.11.4
yazilim dilinde gergeklestirilmistir. Model islemleri igin
Tensorflow, keras ve  sklearn  kiitiiphanelerinden
faydalanilmistir. Veri 6n isleme ve egitim islemleri icin 16Gb
RAM’e sahip diziistii bilgisayar igerisindeki NVIDIA GeForce
RTX 3070Ti ekran kart1 kullanilmistir. Model sonuglar1 bazi
bebekler icin Sekil5’de goriilmektedir. Mavi grafik siireg
icerisinde bebegin kan tahlilleri sonucundaki ilgili
parametrelerin gercek degerlerini, turuncu grafik ise model
tarafindan tahmin edilen degerleri gostermistir. Grafikler
dikkatli incelendiginde modelin yiiksek dogruluk degerlerine
ulasamadigr gozlemlenebilmektedir. Her bir bebekte kan
parametresi i¢in ayr1 ayri ortalama karesel hatalar ve dogruluk
(%) degerleri Tablo 2°de goriilmektedir.

Tablo 2. Kan Parametreleri I¢in Model Dogrulugu

Metrik CRP Bilirubin Hemoglobin
Ortalama
Karesel Hata 2274.90 14.22 7.37
Dogruluk (%) 29.09 36.36 43.63

IV.TARTISMA

Bu calismada LSTM ag1 mimarisine sahip bir model
yenidogan yogun bakiminda yatan prematiire bebeklerin
laboratuvar bulgularina ait veriler ile egitilerek bir zaman seri
analizi calismasi gergeklestirilmistir. Veri elde etme siirecinde
her bebek i¢in farkli giin ve periyotlarda veri toplanmis ve veri
standardizasyonu saglanamamistir. Veri toplama siirecinde
ozellikle saglikli bebeklerin kan tahlilleri sik yapilmadig i¢in
veri alma periyotlar ciddi derecede uzamistir. Bu yiizden her
bebek icin en fazla 15 en az 5 laboratuvar bulgusu sonuglart
kaydedilebilmistir.  Model  degerlendirme  sonuglari
incelendiginde 6zellikle CRP verilerinin dogruluk degerinin
cok diisiik oldugu gozlemlenmistir. CRP degerleri viicutta
enfeksiyon arttifinda yiikselen bir parametre oldugu igin
ozellikle saglikli veya enfeksiyon gecirmeyen bebeklerde sik
elde edilmeyen bir parametredir. Bu ylizden bu siireg
igerisinde en az giincel veri alinan parametre CRP olmustur.
CRP degerinin zaman seri analizinde diger parametrelere gore
daha diisiik dogruluk elde etmesinin sebebinin bu oldugu

72



International Journal of Multidisciplinary Studies and Innovative Technologies, 2023, 7(2): 68 — 73

diistiniilmektedir.  Diger Hemoglobin ve  Bilirubin
parametreleri incelendiginde CRP’ye gore daha yiiksek
dogruluk degerleri elde ettikleri ama tatmin edici sonuglara
ulasamadiklar1 gozlemlenmis ama bebeklerden daha sik
periyotlarda giincel laboratuvar bulgusu elde edildiginde
olusturulacak veri setlerin daha yiiksek model dogruluklarina
ulasacagina dair umut vaat edici sonuclar elde edilmistir.

V. SONUC

Yenidogan yogum bakim iinitesinde kalan sepsis, rds, nec,
ikk, diafragma, pnomotoraks hastaliklarina sahip ve saglikli 22
prematiire bebekten 161 adet veri elde edilmis ve bu veriler her
bebek icin zaman seri verileri haline getirilerek bir LSTM
modeli egitilmistir. Bu LSTM modeli her bebek igin giris
olarak verilen CRP, bilirubin ve hemoglobin degerlerini eski
degerleri de hafiza bdlimiinde degerlendirerek bir sonraki
laboratuvar bulgularinda hangi sonuglarn elde edebilecegine
dair ¢ikt1 vermektedir. Bu degerlendirmeler incelendiginde en
yiiksek dogrulukla tahmin edilen parametre %43.63 dogruluk
ve 7.37 ortalama karesel hata degeri ile Hemoglobin olmustur.
2274.9 ortalama karesel hata ve %29.09 dogruluk degeri ile en
diisiik performanst CRP parametresi gostermistir. Bilirubin
ise %36.36 dogruluk seviyesinde kalmistir.

Veri alma ve model gelistirme siiregleri devam etmekte olup
elde edilen bu ilk sonuglar gelecek ¢alismalar igin umut vaat
etmektedir.
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Tiirk¢e Ozet — Hiperspektral Goriintiileme (HSG) verilerinin yiiksek boyutlu olmasi, smiflandirma performansini olumsuz
etkilemektedir. Bu nedenle, bircok HSG siniflandirma uygulamasinda, yiiksek boyutlu verilerle basa ¢ikmak i¢in boyut
indirgeme yontemlerine bagvurulmaktadir. Boyut indirgeme yontemleri, kullanish 6zelliklerin elde edilmesini hedeflemektedir.
Bu siirecin sonucunda veri boyutu azaltilmakta ve islem maliyeti diigiiriilmektedir. Bu ¢alismada, neonatal HSG siniflandirma
bagarisin1 artirmak i¢in veriler {izerine ¢esitli boyut indirgeme yontemleri uygulanmigtir. Hem uzamsal hem de spektral
ozelliklere erisebilen 6zel bir 3 boyutlu evrigimli sinir ag1 (3B-ESA) modeli siniflandirma i¢in kullanilmigtir. Bir¢ok boyut
indirgeme yontemi farkli performans degerlendirme 6lgiitleri kullanilarak degerlendirilmis ve Temel Bilesenler Analizi (TBA)
ile en iyi sonuca ulagilmistir. TBA, genel dogruluk orani diginda boyut indirgeme siiresi bakimindan diger yontemlere kiyasla
olduk¢a basarili olmustur. Bu sayede TBA, anlamli spektral 6zelliklerin daha kisa bir siirede elde edilmesini saglayarak
hesaplama maliyetini diigiirmiistiir. Ayrica, Negatif Olmayan Matris Ayrisimi (NOMA) ve Yerel Dogrusal Gémme (YDG)
yontemleri de basarili sonuglar vermistir. t-Dagitilmig Stokastik Komsu Gomme (t-SKG) yontemi, iyi sonuglar vermesine
ragmen boyut indirme isleminde en fazla siireyi alan yontem olmustur. Sonug olarak, bu ¢aligma neonatal hiperspektral goriinti
siiflandirmasinda ¢esitli boyut indirgeme yontemlerinin basarili sonuglar elde edilmesini saglayabilecegini gostermektedir. Bu
tir tekniklerin kullanilmasi, yiiksek boyutlu HSG verilerini daha islenebilir hale getirerek siniflandirma performansini
artirmaktadir.

Anahtar Kelimeler — Hiperspektral Goriintiileme, Boyut Indirgeme, 3 Boyutlu Evrigimli Sinir Aglari, Neonatal, Temel Bilesenler
Analizi, Negatif Olmayan Matris Ayrisimi, Yerel Dogrusal Gomme, t-Dagitilmis Stokastik Komsu Gomme.

Aunf. Cihan, M., Cevik, M., Yilmaz, N., Konak, M., Soylu, H., Ceylan, M. (2023). Neonatal Hiperspektral Goriintii
Siniflandirmast igin 3 Boyutlu Evrisimli Sinir Aglari ile Boyut Indirgeme Yontemlerinin Karsilastirmali Analizi. International
Journal of Multidisciplinary Studies and Innovative Technologies, 7(2): 74-83.

Comparative Analysis of Dimension Reduction Methods with
3 Dimensional Convolutional Neural Networks for Neonatal
Hyperspectral Image Classification
Extended Abstract
Research Problem/Questions — Hyperspectral imaging (HSI) data are high-dimensional and complex data containing a large

number of spectral bands. Therefore, these images generate large datasets and become challenging to process. The high
dimensionality of HSI data often hinders classification performance.
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Short Literature Review — Consequently, in many HSI classification applications, dimensionality reduction methods are
employed to deal with the challenges posed by high-dimensional data. These methods aim to extract valuable features, reducing
data size and computational costs in the process.

Methodology — In this study, various dimensionality reduction techniques were applied to enhance neonatal HSI classification
performance. A specialized 3D Convolutional Neural Network (3D-CNN) model, capable of incorporating both spatial and
spectral features, was used for classification. Several dimensionality reduction methods were assessed using various
performance evaluation criteria.

Results and Conclusions — Principal Component Analysis (PCA) emerged as the top-performing method. Additionally, PCA
exhibited remarkable efficiency in dimensionality reduction time when compared to other techniques, significantly reducing
computational costs while providing meaningful spectral features. Non-Negative Matrix Factorization (NMF) and Local Linear
Embedding (LLE) also delivered strong results. On the other hand, t-Distributed Stochastic Neighbor Embedding (t-SNE),
although effective, consumed the most time in dimension reduction. In conclusion, this study underscores the potential of various
dimensionality reduction methods in improving neonatal hyperspectral image classification. The application of such techniques
enhances classification performance by rendering high-dimensional HSI data more manageable.

Keywords — Hyperspectral Imaging, Dimension Reduction, 3D Convolutional Neural Networks, Neonatal, Principal Component
Analysis, Non-Negative Matrix Factorization, Local Linear Embedding, t-Distributed Stochastic Neighbor Embedding.
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I. GIRiS verilerinden anlamli bilgiler elde etmek i¢in boyut indirgeme
yontemleri kritik bir rol oynar.

Boyut indirgeme yontemleri, yiiksek boyutlu hiperspektral
verilerin boyutunu indirgeyerek daha diisik boyutlu
temsillemelere doniistiirmeyi amaglar. Bu siireg, gereksiz ve
giiriiltiilii bilgilerin elemine edilmesini igerirken Onemli
spektral 6zelliklerin korunmasina odaklanir. Bu, verilerin daha
anlamli ve islenebilir hale gelmesini saglar. Ayrica, boyut
indirgeme yontemleri, siniflandirma algoritmalarinin daha iyi
performans gostermesine yardimet olur [19].

Temel Bilesenler Analizi (TBA) [20], Bagimsiz Bilesenler
Analizi (BBA) [21], Tekil Deger Ayrismasi (TDA) [22], t-
Dagitilmig Stokastik Komsu Gémme (t-SKG) [23], Yerel
tasimaktadir. Ozellikle tibbi teshis ve tedavi izleme Dogrusal Gémme (YDG) [24] Neg?tlf olmayan Mat-rls-
siireclerinde, HSG cilt lezyonlari, kanser teshisi, doku Aynstmi (NOMA) [25] ve Spe'ktral. Gomme (SG) [26,] glbl
karakterizasyonu ve oksijen doyeunlugu gibi kritik (;es%th ’ l?oyu‘F 1nd1rg§me teknikleri hiperspektral goriintii
parametrelerin izlenmesine yardimci olmaktadir [12]. Bu verilerinin  islenmesinde  yaygin - olarak kullanilir.  Bu
teknoloji, dokularin spektral imzalarin1 incelemek suretiyle ,Yon,t?mlefs .}./ukself bf)yl.lﬂ‘u verileri ‘?aha }.f.onetlleblhr boy,“ﬂ?‘fa
saglik profesyonellerine daha ayrintili ve hassas bilgiler sunar, indirirken onemh bﬂglyl korPr. L1tergturde, HSG Verllerl'ne?
boylece erken teshislerin yapilmasina ve tedavi stratejilerinin ~ (arklt  boyut indirgeme yontemleri uygulanarak gesitli

iyilestirilmesine katkida bulunur [13]. Ayrica, hiperspektral ~ Salismalar yapimistir. Ornegin; Haque ve Mishu [27],,(16’
goriintileme, tibbi uygulamalarda goriintii isleme ve veri TBA tabanli boyut indirgeme teknigi ve ¢ok 6lgekli ESA’dan

analizinde yeni olanaklar sunarak saglik hizmetlerinin ~©lusan bir hibrit yontem Snermisler ve kullandiklari uzaktan
kalitesini artirmaktadir [14]. Neonatal saglk alaninda, ~2lg!lama veri kiimesinde 0.9 dogruluk orani elde etmislerdir.
hiperspektral goriintiileme, yenidogan bebeklerin cilt sagligt ~ F1rat ve ark. [28]'de, TBA’ya ilave olarak BBA ve TDA gibi
(yara tespiti gibi) ve oksijen doygunlugu gibi dnemli tibbi boyut indirgeme yontemlerini kullanilarak HSG §1n1ﬂand1rma
parametrelerin izlenmesi igin kullaniimustir [15], [16]. performanst artiniimislardir. Devassy ve George ise [29]'da, t-

Hiperspektral goriintiiler, yiiksek boyutlu ve karmagik SKG ,bOWt 1nd1{ge.:'me yonten.l.lm kul'lanaqu spekiral
verilerdir. Her pikselde ¢ok sayida spektral bant icerdiginden, benzerhk’len dgha disiik boyutlara (.).lg:ek'lem1§le.:rd1r ) H“ang ve
bu goriintiiler biiyiik veri kiimelerini olusturur ve islenmesi ayk. [30]°da, hlperspektral sagilim ozelh.klerlm g:lke'nmak lem
zorlu hale gelir [17]. Bu biiyiik boyutlu veriler, analiz ve islem bir YDG algoritmasi kullanmugtir. HOSS?‘? ve Hossal_n [31]’de,
siireclerini  karmasiklagtirabilir, hesaplama maliyetlerini TBA{ NOMA, BBA ve TDA gibi boyut .',ndlrgeme,
artirabilir ve siiflandirma  algoritmalarmin  etkinligini alggn‘gmglanm kullanman“ln sml'ﬂz'lndlrrna tizerindeki
olumsuz etkileyebilir. Ayrica, bu yiiksek boyutlu verilerin etkilerini ve performansini géstermek i¢in del}eygel gal'lsmalar
islenmesi, analizi ve siniflandirilmasi, 6zellikle derin 6grenme yapmuslardir. Huang V? ar%. [1'3 2_] ‘?e’ HS_(}_V?{Ilermdeb komsu
yontemleri gibi gelismis algoritmalar gerektirir [18]. Bu bantlﬂarfl yerel olarak 6zgii dizi bllgllerln} og_rej‘nmek i¢in SG
zorlugun iistesinden gelmek ve hiperspektral goriintii modilini kullanmuglardir. HSG  verilerinin  boyutunun

Hiperspektral Gérintilleme (HSG), yiizlerce veya binlerce
ayr spektral bant igeren goriintiilerin elde edilmesini saglayan
giiclii bir goriintiileme teknigidir [1]. Bu teknoloji, nesnelerin
malzeme bilesenleri, kimyasal igerikleri ve fiziksel dzellikleri
hakkinda ayrmntili bilgi saglama kapasitesi ile genis bir
uygulama yelpazesi sunmaktadir. Tarim sektoriinde bitki
saghiginin izlenmesi [2], madencilikte mineral kaynaklarinmn
tespiti [3], cevre isleme [4], uzaktan algilama [5], gida
giivenligi [6], tibbi teshis [7], arkeoloji [8], askeri istihbarat
[9], sanayi kalite kontrolii [10], su kaynaklar1 yonetimi [11]
gibi bir dizi alanda kullanilmaktadir.

HSG saghk alaninda o©nemli uygulama potansiyeli

75



International Journal of Multidisciplinary Studies and Innovative Technologies, 2023, 7(2): 74 — 83

indirgenmesi, analiz ve isleme kolayliginin saglanmasi igin
bir¢ok farkli yontem literatiirde kullanilmisgtir.

Bu ¢aligma, neonatal hiperspektral goriintii siniflandirmast
icin 3 Boyutlu Evrigimli Sinir Aglar1 (3B-ESA) kullanarak

boyut indirgeme yoOntemlerinin karsilagtirmali analizini
sunmaktadir.  Hiperspektral — goriintiilerin ~ boyutlarinin
indirgenmesi, veri analizini Kolaylastirir, hesaplama

karmagsikligin1 azaltir ve smiflandirma performansini artirir.
Bu nedenle, bu ¢alisma hiperspektral goriintiiler i¢in farkli
boyut indirgeme yontemlerinin etkinligini degerlendirmeyi
hedeflemektedir. Caligmanin temel amaglar asagidaki gibi
ifade edilebilir:

e Farkli boyut indirgeme tekniklerinin neonatal
hiperspektral goriintii verileri {lizerindeki etkisini
incelemek.

3B ESA kullanarak boyut indirgenmis goriintiilerle
siniflandirma performansini kargilagtirmak.
Optimal boyut indirgeme yontemini ve siniflandirma

stratejisini  belirlemek ve neonatal tibbi teshis
uygulamalari icin potansiyel faydalarini
degerlendirmek.

Hiperspektral goriinti  analizi ve boyut indirgeme

konularinda daha ileri bir adim atilarak, neonatal saglik izleme
uygulamalarina 6nemli katkilar sunmak amaglanmustir.
Ozellikle, hiperspektral ~goriintiilerin  boyut indirgeme
yontemleri kullanilarak elde edilen verileri, 3B-ESA ile
smiflandirilmas:  incelenmektedir. Boyut indirgeme, bu
karmasik verileri daha anlamli ve islenebilir hale getirmek i¢in
kritik bir adimdir.

Bildirinin geri kalan kisminda, verisetinin tanitimi, boyut
indirgeme yontemlerinin agiklamasi, 3B-ESA modeli ve
performans Olgiitleri yer almaktadir. Daha sonra, deneysel
sonuglarin sunumu ve sonuglarin analiz edilmesiyle devam
edecek ve son boliimde genel sonuglar sunulacaktir.

Il. MATERYAL VEMETOT

A. HSG Sistemi

HSG verileri, MS Spektral firmasi tarafindan tasarlanan
HSG sistemi kullanilarak elde edilmistir. Gériintiileme sistemi
0.5m mesafede S0mm capindan 151k toplayabilen noktasal bir
spektrometredir. Bu sistem noktasal tarama teknigi ile HSG
verileri toplamaktadir.

Bu sistemde BROADCOM firmasinin gelistirmis oldugu
AFBR-S20M2VN  Qmini  VIS/NIR-Miniature ~ USB
spektrometresi bulunmaktadir. Cihazin teknik o6zellikleri
Tablo 1°de verilmistir. Yansiyan spektrum dlgiimleri
kalibrasyonu i¢in BaSO4 bazli bir beyaz referans panel ve 151k
kaynagi olarak 21V 150W giiciinde bir halojen ampiil
kullanilmustir. Olgiim kurulumu Sekil 1'de gsterilmistir.

Tablo 1. AFBR-S20M2VN Qmini VIS/NIR-Miniature USB
spektrometresi teknik dzellikleri.

Ozellik Deger
Dalga Boyu Aralig1 480-1100 nm
Spektral Coziiniirlik 0.3nm
Dalga Boyu Sayisi 2018

Odak Uzaklig1 50 mm
Izgara (Grating) 300 lines/mm
Giris Yarigi 50 pm
Dinamik Aralik 1300:1
Pozlama Siiresi 3 ps to 600s

Sekil 1. Olgiim kurulumu; (1) kamera sistemi, (2) yenidogan, (3) kiivéz,
(4) tripod, (5) bilgisayar ve (6) beyaz referans panel.

B. Veriseti

Neonatal HSG verileri, TUBITAK — 1001- Bilimsel ve
Teknolojik Aragtirma Projelerini Destekleme Programi (Proje
No: 122E021) kapsaminda Selguk Universitesi, T1ip Fakiiltesi,
Yenidogan Yogun Bakim Unitesindeki yenidoganlardan elde
edilmistir. Proje arastirmasi, Etik Kurul Onay1 (2022/125) ile
gerceklestirilmistir.

Kamera sistemi, elektromanyetik spektrumun goriiniir ve
yakin kizilotesi bolgelerini kapsamaktadir; 480 nm ile 1100
nm dalga boylar arasinda 2018 farkli spektral bantta noktasal
olarak veri toplayabilen bir spektrometreye sahiptir.

Olgiimden 6nce beyaz renge uygun olarak spektral bant
kalibrasyonu yapmak i¢in beyaz bir referans panel
kullanilmaktadir. Tripod, kameray1 sabitlemek ve titresimleri
azaltmak icin kullanilmaktadir. Olgiimler supin pozisyonda
yatan yenidogandan 50 cm uzakliktan alinmaktadir. Kamera
agist 45 derece olarak belirlenmektedir. Sonug olarak kamera
her bir nokta i¢in 2018 dalga boyunda veri toplamaktadir.

Kamera noktasal veri topladigi icin elde edilen verilerin
boyutu 1x1x2018 boyutundadir. Uzamsal anlamda boyutu
genisletmek icin farkli noktalardan dl¢timler alinmis ve bu
Olgiimler birlestirilmistir. Toplamda bir yenidogan i¢in 100
farkli noktadan veriler alinarak 10x10x2018 hiperspektral veri
kiipleri olusturulmustur. Bir bebegin spektral imzalar1 saglik
durumuna gore (hasta veya saglikli) farkli noktalarda benzer
Ozellikler gosterdigi igin verilerin birlestirilmesi sorun teskil
etmemektedir. Bu sayede hacimsel veriler olusturulmustur.

Bu ¢alisma i¢in toplamda 220 HSG verisi kullanilmistir. Bu
verilerin 110'u hasta yenidoganlara aitken, diger 110'u ise
kontrol grubuna aittir. Hasta verileri i¢cinde 37 tanesi AORT
damarinin daralmasi veya sikismasi sonucu meydana gelen
AORT koarktasyonu hastaligina, 27 tanesi ¢esitli sebeplerden
kaynaklanan akciger ¢okmesi sonucu olusan pndmotoraks
hastaligina, ve 46 tanesi akcigerlerin yeterince gelismemesi
nedeniyle ortaya ¢ikan solunum sikintisi olan respiratuar
distres sendromu hastaligina aittir. Bu hastaliklarin tamaminin
govde bolgesinde olustugu dikkate alinarak, daha dogru bir
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karsilastirma yapmak amaciyla kontrol grubuna ait HSG
verileri de ayn1 bolgelerden alinan verilerden olusmaktadir.

Sekil 2, 6rnek bir saglikli yenidogan ve bir hasta yenidogan
icin elde edilen tim spektrumlari ve bu spektrumlarin
ortalamalarin1 gostermektedir. Bu spektral imzalar, her bir
pikselin farkli dalga boylar1 altindaki spektral degerlerini
temsil etmek amaciyla olusturulmustur [33]. Bu imzalardaki
spektral bilgiler kullanilarak uygulamalar gerceklestirilmistir.

Spektral imzalar incelendiginde, numuneden yansiyan
1s1gmn  performansinin 500nm'nin  altinda ve 1000nm'nin
iizerinde diisik oldugu gozlemlenmistir. Bu nedenle, 500-
1000nm araligimmin disindaki spektrumlar sadece giiriiltii
igerirken, bu araliktaki spektrumlar yenidoganlarin saglk
durumuyla ilgilidir. Bu nedenle, 500-1000nm arahgindaki
1538 spektrum analize dahil edilmistir. Ayrica, veri kesinligini
artrmak i¢in her spektrum Savitzky-Golay [34] filtresi
kullanmilarak ~ yumusatilmistir.  Bu  filtre,  verisetindeki
dalgalanmalart azaltmak i¢in kullanilir ve verilerin
diizgiinlestirilmesine yardimct olur. Sonug olarak, spektrum
verileri daha kesin ve giivenilir hale getirilmistir.

C. Boyut Indirgeme Yontemleri

Biiyiik ve karmagik bir HSG veri kiimesini daha
yonetilebilir ve islenebilir hale getirmek amaciyla, HSG veri
isleme ve analizi sirasinda kanal boyutunu azaltma islemi
uygulanmstir. Hiperspektral goriintiiler, genellikle yiizlerce
veya binlerce dar bant spektral kanaldan olusur ve bu biiyiik
veri kiimesini iglemek zorlastirabilir. Kanal boyutu azaltma,
veriyi daha verimli hale getirmek amaciyla bu g¢alismada
cesitli boyut indirgeme yontemleri kullanilmistir.

Temel Bilesenler Analizi (Principal component analysis,
TBA):

TBA, cok boyutlu verilerin boyutunu azaltmak ve temel
varyasyonlar1 ortaya ¢ikarmak i¢in kullanilan istatistiksel bir
yontemdir. TBA, asagidaki adimlarla agiklanabilir:

Veri Hazirh@i: Hiperspektral veriler bir veri matrisi olarak
temsil edildigi digiiniiliirse bu matris, her piksel i¢in spektral
bantlarin yan yana dizilmesiyle olusturulur. Ornegin, m piksel
ve n spektral bant varsa, veri matrisi X su sekildedir:

xll X12 xln

X X e X
x=|7o €))

Xm1  Xm2 Xmn
Ortalama  Merkezilestirme: Her  spektral  bandin
ortalamasin1  ¢ikararak  verilerin  merkezilestirilmesi

gerekmektedir. Bu islem, her bir 6zellik veya spektral bant i¢in
yapilir. Ornegin, bir spektral bandin ortalamasi j icin su

sekildedir:
1 m
xX; = — X
] mzi=1 Y

Ortalama merkezilestirme sonucunda, her spektral bandin
ortalamas sifir olur.

Kovaryans Matrisinin Hesaplanmasi: Kovaryans matrisi,
hiperspektral ~ verilerin varyansini  ve  korelasyonunu
hesaplamak i¢in kullanilir. Kovaryans matrisi X su sekildedir:

@)

Z—lXTX 3
== 3

Tim spektrumlar

Ortalama spektrumlar

Yogunluk (%)
Yogunluk (%) P

00 70 0 90 60 700 80 %0 1000
Dalga boyu (nm) Dalga boyu (nm)

(a)

Tim spektrumlar Ortalama spektrumlar

Yogunluk (%)
Yogunluk (%)

&0 70 80 %0 1000 100 1200
Dalga boyu (nm)

Dalga boyu (nm)

(b)

Sekil 2. Ornek spektral imzalar ve bu imzalarin ortalamalari; (a) saglikli ve
(b) hasta.

Burada, ¥ kovaryans matrisini, X veri matrisini ve T
transpozunu temsil etmektedir.

Ozdeger ve Ozvektorlerin Hesaplanmasi: Kovaryans
matrisinin dzdegerleri ve 6zvektorleri hesaplanir. Ozdegerler
biiylikten kii¢iige siralanir ve ilgilenilen ilk 6zdeger ve karsilik
gelen dzvektorler secilir. Bu 6zdegerler ve 6zvektorler, temel
bilesenlerin hesaplanmasina yardimci olur.

Temel Bilesenlerin Hesaplanmasi: Segilen 6zvektorler
kullanilarak temel bilesenler hesaplanir. Temel bilesenler, yeni
bir boyutlu uzayda verilerin temsili olarak kullanilabilir.

Z=XU €)]
Burada, U 6zvektor matrisini ve Z temel bilesenler matrisini
temsil eder.

TBA, HSG verilerin boyutunu azaltmak ve verideki temel
yapilara odaklanmak i¢in kullanilir. Temel bilesenler, veriyi
daha az boyutta temsil ederken 6nemli bilgileri korumaktadir.
Bu, veri analizi ve siniflandirma gibi uygulamalarda kullanigh
olmaktadir.

Bagimsiz  Bilesenler Analizi
Analysis, BBA):

BBA Modeli: BBA, veriyi bagimsiz bilesenlere ayirmayi
amaglayan bir modeldir. BBA ile, spektral boyutu korumak ve
bagimsiz bilesenleri ¢ikarmak icin asagidaki matematiksel
model kullanilir:

(Independent Component

X=AS (5)

Burada X hiperspektral veri matrisini, A karisim matrisini ve S
bagimsiz bilesen matrisini temsil eder.

Amag Fonksiyonu: BBA, bir amag fonksiyonunu optimize
etmek amactyla calisir. Amag fonksiyonu, verinin bagimsiz
bilesenlere nasil ayrildigini 6lger. Tipik olarak, amag
fonksiyonu, bagimsiz bilesenlerin negatif log olasilik
yogunlugunu maksimize etmeye ¢aligir.

Optimizasyon: BBA'nin temel hedefi, amag¢ fonksiyonunu
optimize ederek karisim matrisini (A) ve bagimsiz bilegen
matrisini  (S) hesaplamaktir. Bu optimizasyon islemi
genellikle gradyan inis gibi iteratif bir yontem kullanilarak
gerceklestirilir. Optimizasyon islemi sonucunda, bagimsiz
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bilesenler (S) hesaplanir ve verinin spektral boyutu
korunurken verinin yapilaria dayali bagimsiz bilesenler elde
edilir.

Bu sekilde BBA, hiperspektral verilerin spektral boyutunu
korurken veriyi bagimsiz bilesenlere ayirmak ve verinin
yapilarini incelemek i¢in kullanilir.

Tekil Deger Ayrismast (Singular Value Decomposition, TDA):

TDA, bir matrisi {i¢ ayr1 matrise ayiran matematiksel bir
islemdir. Veri matrisi TDA ile asagidaki sekilde
ayristirtlabilir:

X=uzv" (6)
X: hiperspektral veri matrisini ifade eder.

U: m X m boyutunda bir matristir ve bu matrisin siitunlari,
veri matrisinin satirlarina gére temsil edilen temel bilesenleri
igerir.

2. m X n boyutunda bir matristir ve bu matrisin gapraz iist
tiggeni, tekil degerleri igerir.

VT: n X n boyutunda bir matristir ve bu matrisin siitunlari,
veri matrisinin siitunlarina gore temsil edilen temel bilesenleri
igerir.

Spektral Boyutun Korunmasi: TDA'nin 6nemli bir 6zelligi,
tekil degerlerin biiyiikten kiigiige siralanmis olmasidir.
Dolayisiyla, daha az sayida tekil degeri (yani, azaltilmig
boyutta) kullanarak veri temsil edilebilir. Bu sekilde, spektral
boyut korunurken, veri daha diisiik boyutlu bir temsille analiz
edilebilir.

Azaltilmis Boyutta Yeniden Insa: Ilgilenilen azaltilmis
boyut sayisina gore tekil degerler ve ilgili siitunlar (U ve V)
secilir. Bu azaltilmig temel bilesenler kullanilarak orijinal veri
yeniden insa edilebilir:

X'= UkszkT ™)
Burada, k azaltilmis boyut sayisini temsil eder.

TDA, spektral boyutun korundugu ve uzamsal boyutta
herhangi bir degisiklik yapilmadigi i¢in HSG verilerinin
analizi i¢in kullanigh bir yontemdir. Azaltilmis boyutta veri
temsili, giriltiiniin azaltilmas1 ve veri analizi agisindan
avantajlar sunmaktadir.

t-Dagiilmis  Stokastik  Komsu  Gémme  (¢-Distributed
Stochastic Neighbor Embedding, t-SKG):

t-SKG Modeli: t-SKG, yiiksek boyutlu verileri diisiik
boyutlu bir uzaya indirgemek i¢in kullanilan bir dogrusal
olmayan boyut indirgeme yontemidir. t-SKG i¢in su adimlar
takip edilir:

a. Ilk olarak, benzerlik matrisi P olusturulur. P matrisi,
verinin benzerliklerini yansitir ve gogunlukla Gaussian olasilik

yogunlugu kullanilarak hesaplanir:

2
_Nzi=zll

2
e 20}

bij = 8

_lxg—xgell?

Ykzil 20

Burada, p;; iki nokta x; ve x; arasindaki benzerligi temsil eder
ve g; benzerlik 6l¢egi olarak kullanilir.

b. Ardindan, diisiik boyutlu veriyi temsil eden bir benzerlik
matrisi Q olusturulur. Q matrisi, diisiik boyutlu uzayda
noktalar arasindaki benzerligi temsil eder:

a4 [ly: —}’j”Z)_1
U =S A+ 1y =yl

Burada, g;; iki nokta y; ve y; arasindaki benzerligi temsil eder.

Amag¢ Fonksiyonu: t-SKG, benzerlik matrislerinin
benzerliklerini en iyi sekilde korumaya calisir. Bu amag
fonksiyonu, Kullback-Leibler (KL) diverjansini minimize
etmeyi amaglar:

i~j qij

Burada, € amag fonksiyonunu temsil eder.

Optimizasyon: t-SKG, amag fonksiyonunu optimize ederek
diisiik boyutlu temsili bulur. Genellikle gradyan inis veya
diger iteratif yontemler kullanilir. Optimizasyon iglemi
sonucunda, diisiik boyutlu temsili (y;) hesaplanir ve verinin
spektral boyutu korunurken veri, diisiik boyutlu uzamsal
temsilde temsil edilir.

t-SKG, verinin benzerliklerini koruyarak yiiksek boyutlu
veriyi diisiik boyutlu uzamsal temsilde ifade etmek igin
kullanilir. Bu sekilde verinin yapisini daha iyi anlamak ve
gorsellestirmek i¢in faydalidir.

Yerel Dogrusal Gémme (Locally Linear Embedding, YDG):

YDG Algoritmasi: YDG, veriyi yakindaki noktalarin lokal
dogrusal iliskilerini koruyacak sekilde diisiik boyutlu bir uzaya
cekmek icin kullanilir. Bu islemi gerceklestirmek igin
asagidaki adimlar takip eder (X: Giris HSG verisi):

a. Komsu Noktalarin Bulunmasi: Her pikselin, yakinindaki
komsu pikselleri belirlemek icin bir komsuluk grafigi
olusturulur.

b. Agirlik Matrisinin Olusturulmasi: Her piksel, komsu
piksellere olan uzakliklara gore bir agirlik matrisi hesaplar. Bu
agirliklar, her bir pikselin komsulariyla olan yerel dogrusal
iligkisini yansitir.

c. Diisiik Boyutlu Temsilin Hesaplanmasi: Agirlik matrisi
ve veri matrisi kullanilarak diisiik boyutlu temsil hesaplanir.
Genellikle en kiigiik 6zdegerlere karsilik gelen 6zvektorler
kullanilir.

d. Sonuglarin Yeniden insa Edilmesi: Diisiik boyutlu temsil
kullanilarak, her pikselin yeniden insa edilmis uzamsal temsili
hesaplanir.

Azaltilmis Boyutta Yeniden Insa: YDG'nin sonucu olarak,
her pikselin azaltilmig boyutta temsili ve bu temsili kullanarak
uzamsal yeniden insa edilmis temsili vardir.

8)

)

X' = [xg, x5, e, X (10)
Burada, X' azaltilmis boyutta veriyi temsil eder.

YDG, hiperspektral verilerin spektral boyutunu korurken
uzamsal boyutta azaltilmasina yardimeir olur. Azaltilmis
boyutta temsil, veriyi daha anlamli ve indirgenmis boyutta
analiz etmek i¢in kullanilabilir.

Negatif olmayan Matris Ayrisimi  (Non-negative Matrix
Factorization, NOMA):

NOMA, spektral boyutun korundugu ve yalnizca verinin
spektral bilesenlerinin yaklagik bir temsili olan iki matrisin
carpanlarinin hesaplandigi bir dizi adimdan olusur. NOMA
adimlar1 asagidaki gibidir:
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Sekil 3. Hem uzamsal hem de spektral 6zellikleri ¢ikarmak i¢in 3B konvoliisyon katmanlarina sahip 3B-ESA modeli.

NOMA Modeli: NOMA, veri matrisini iki pozitif matris
olan W ve H ile ¢arpanlarini ayristirmaya dayali bir modeldir.
Bu carpanlar, spektral bilesenlerin temsili olarak kullanilir.

X ~WH (11D
Burada, W spektral bilesenleri igeren matrisi, ve H karigim
katsayilarini igeren matrisi temsil eder. Her iki matris de
yalnizca pozitif degerler icermelidir.

Amac¢ Fonksiyonu: NOMA, bir amag¢ fonksiyonunu
minimize etmek amaciyla calisir. Tipik olarak, bu amag
fonksiyonu, verinin orijinal matrise ne kadar iyi yaklagildigim
Olcer ve asagidaki gibi tanimlanir:

Il X — WH |2 (12)
Burada, || X — WH |I> normu hesaplar. Amag, bu hatay
minimize ederek W ve H matrislerini bulmaktir.

Optimizasyon: NOMA'nin bir¢ok varyasyonu vardir ve
genellikle bu amag¢ fonksiyonunu optimize etmek icin farkl
yontemler kullamilir. Tipik olarak, bu, bir iteratif yaklasim
gerektirir, ve baglangic matrisleri W ve H genellikle rastgele
secilir ve ardigik iterasyonlarla giincellenir. Optimizasyon
islemi sonucunda, W ve H matrisleri hesaplamr. W matrisi
spektral bilesenleri igerirken, H matrisi her piksel i¢in karigim
katsayilarin1 igerir. Spektral boyut degismez, sadece bu
boyuttaki verinin temsilinin daha diisiik boyutlu matrisler W
ve H ile yapildig: bir sekilde yaklagik hale gelir.

NOMA, spektral boyutun korunmasi gerektigi durumlarda
hiperspektral ~verilerin boyutsal azaltma ve temsilini
gelistirmek i¢in yaygin olarak kullanilan bir tekniktir.

Spektral Gomme (Spectral Embedding, SG)

SG Modeli: SG, veriyi diisiik boyutlu uzamsal temsile
doniistiirmek i¢in spektral boliinme yontemlerini kullanir. SG
icin asagidaki adimlar takip edilir:

a. Ilk olarak, bir benzerlik matrisi W olusturulur. Bu matris,
verinin benzerliklerini yansitir ve genellikle komsuluk
bilgilerini igerir. Ornegin, W matrisi, iki nokta x; ve x;
arasindaki benzerligi dlgcen degerleri igerebilir.

b. Ardindan, derece matrisi D olusturulur. Bu matris, her bir
noktanin toplam benzerliklerini igerir:

Dii:ZW
J

c. Laplacian matrisi L hesaplamr. Bu matris, L. = D — W
olarak hesaplanr.

(12)

d. L matrisinin en kiigiik 6zdegerlerine ve bu 6zdegerlere
karsilik gelen 6zvektorlere bakilir. Genellikle en kiiciik k
Ozdeger ve bu 6zdegerlere karsilik gelen 6zvektorler segilir.

e. Secilen 0Ozdegerlere karsilik gelen &zvektorler
kullanilarak diisiik boyutlu temsili (Y) hesaplanir:

i y3 Vi
y=|t v v (13)
ly{” v yﬁ”J

Bu islem sonucunda, Y matrisi HSG verinin spektral
boyutunu koruyarak diisiik boyutlu bir uzamsal temsili saglar.
Yani, uzamsal boyut degismezken, veri spektral boyutunda
azaltilmis boyutta temsil edilir.

SG, hiperspektral verileri diisik boyutlu uzamsal
temsillerde temsil etmek igin kullanilabilir ve bu sayede
verinin yapisint daha iyi anlamak ve analiz etmek igin
faydalidir.

Yukarida belirtilen boyut indirgeme yontemleri, HSG
verilerinin benzerliklerini korumak ve diisiik boyutlu bir
temsilini elde etmek amaciyla kullanilmaktadir. Bu
yontemlerin bir kismu lineer yontemlerken (TBA, NOMA,
TDA ve BBA), bir kismi ise lineer olmayan yodntemlerdir
(YDG, SG ve t-SKG). Bu yontemlerin uygulanmasi
sonucunda HSG verilerinin boyutu indirgenmis ve bu
indirgenmis veriler ile siniflandirma uygulamasi yapilarak en
iyl yontemin belirlenmesi amaglanmistir. Siniflandirma iglemi
icin 3B-ESA yontemi kullanilmigtir.

D. 3B-ESA Modeli

Bu caligmada, hem uzamsal hem de spektral bilgilere
erismek amaciyla 3B-ESA modeli kullanilmistir. 3B
konvoliisyon islemi, hacimsel HSG verilerine 3B ¢ekirdeklerle

uygulanmistir. Bu  yontem, 3B 0zellik haritalarinin
olusturulmasina imkan tamms ve spektral bilgilerin
yakalanmasint  saglamistir. 3B konvoliisyon isleminin

matematiksel karsilig1 agagidaki gibidir:

—-1B;—1H;—1W;—

(e Yy

m=0 b=0 h=0 w=

Jhwb o, (et ) (y+w)(z+b)
ym (l 1)m

) (14)

Burada v, dzellik haritasindaki ¢ikt1 degiskenini ifade eder.
B, H, W verinin sirasiyla spektral ve uzamsal boyutlar boyunca
filtrenin boyutunu temsil eder. (b, h, w) filtre endeksleridir ve
z,x,y sirastyla 2 uzamsal 1 spektral boyuta karsilik gelen
6zellik haritasinin dizinleridir. k, filtre parametreleri anlamina
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Tablo 2. 3B-ESA modelinin ayrintili katman 6zeti.

Katman Tiirii Boysl;zll:silltre ?gg;(‘g?%%ﬂ Cikis Sekli Diger Parametreler
Giris Katmant WxHxB - (10x10x16) -
Konvoliisyon Katmani 1 3x3x3 (8 adet) RelLU (5x5x8) Sam:;;i‘i?;nmga’l ('\gilg(g] um
Konvoliisyon Katmani 2 3x3x3 (16 adet) RelLU (3x3x4) Saml—?as)/i(itlj;nmga’l ('\gilg(g] um
Konvoliisyon Katmani 3 3x3x3 (32 adet) RelLU (2x2x2) Saml—?as)/i(itlj;nmga’l ('\gilg(g] um
Tam Bagh Katman 1 128 RelLU (128) Unutturma (0.4)
Tam Bagh Katman 2 32 ReLU (32) Unutturma (0.4)
Tam Bagl Katman 3 16 RelLU (16) Unutturma (0.4)
Cikis Katmani c® Sigmoid 2) -

gelir. (i, j, m) sirastyla girig katmani, ¢ikis katmani ve 6zellik
haritasinin dizinleridir. M, 6zellik haritalarinin sayisidir,

dolayistyla M;, i. katmanmindaki 6zellik haritalarmin sayisi
anlamina gelir. r, bias terimidir.

Bu ¢aligmada, daha onceki aragtirmamizda gelistirdigimiz
etkili bir 3B-ESA modeli kullanilmistir [35]. Bu model,
hacimsel neonatal hiperspektral veriler i¢in basarili sonuglar
elde etmistir. 3B-ESA yapis1, Sekil 3'te gosterilmistir. ilk
bagta, HSG giris verilerinin boyutu W x H x S olarak temsil
edilmistir. Burada W ve H, uzamsal boyutlar ifade ederken S,
spektral boyutu belirtmektedir. Verilerin uzamsal boyutlari
W = H = 10'dur. Baglangicta 500-1000nm arasinda segilen
1538 spektrumdan olusan bir spektral boyut mevcuttur. Ancak
tim spektrumlar kullanilmamis, boyut indirgeme yontemleri
kullanilarak spektral boyut B'ye indirgenmistir. Daha 6nceki
calismamizda bir dizi temel bilesen degeri ile deneyler
gerceklestirilmis ve en iyi sonuca temel bilesen sayist 16
oldugunda ulagilmistir [35]. Bu nedenle bu ¢alismada B degeri
16 olarak kabul edilmistir.

Modelin geri kalan kisminda toplam ii¢ konvoliisyon
katmani kullanilmistir ve tiim konvoliisyon islemlerine 6zgii
olarak "same padding" (aym boyutta sonug¢ {iretme)
uygulanmustir. Ik konvoliisyon katmaninda 3x3x3 boyutunda
8 filtre, ikinci konvoliisyon katmaninda 3x3x3 boyutunda 16
filtre ve son konvoliisyon katmaminda 3x3x3 boyutunda 32
filtre kullanilarak 6zellik haritalart olusturulmustur. Ayrica,
her bir konvolisyon katmanmin ardindan boyutu azaltmak
amaciyla 2x2x2 boyutunda maksimum havuzlama katmani
kullanilmistir. Daha sonra, veriler, tam bagh katmanlara girdi
olarak sunulmak iizere tek boyutlu tensorlere doniistiiriilmiis
ve diizlestirme islemi uygulanmustir. Diizlestirme isleminden
sonra, eklenen ilk tam bagli katman 128 noron, ikinci katman
32 ndron ve i¢ilincii katman 16 ndéron icermektedir. Ayrica,
¢ikis katmaminda € = 2 noron kullanilarak simif tahmini
sigmoid fonksiyonu ile gergeklestirilmistir. Tiim tam bagh
katmanlarindan sonra unutturma katmanlarn kullanilmig ve
unutturma degerleri 0.4 olarak ayarlanmigtir. Ayrica modele
ait katman 6zeti Tablo 2’de ayrintili olarak verilmistir.

E. Performans Degerlendirme Olgiitleri

Bu c¢alismada elde edilen sonuglari degerlendirmek igin
¢esitli performans dergerlendirme Slgiitleri kullanilmistir. Bu
Olciitler agsagida detaylandirilmustir.

Genel Dogruluk (GD): GD, dogru tahminlerin toplam veri
sayisina oranidir.

(DP + DN)

D =
G (DP + DN + YP + YN)

(15)

DP (Dogru Pozitif): Dogru pozitif tahmin sayist.
DN (Dogru Negatif): Dogru negatif tahmin sayis.
YP (Yanlis Pozitif): Yanlig pozitif tahmin sayis.
YN (Yanlis Negatif): Yanlis negatif tahmin sayis.

Duyarhilik (Recall veya Dogru Pozitif Orani): Duyarlilik,
gercek pozitiflerin toplam pozitif sayisina oranidir.

DP

Duyarllllk = m

(16)

Kesinlik  (Precision veya Pozitif Tahmin Degeri):
Kesinlik, gergcek pozitiflerin toplam pozitif tahmin
say1sina oranidir.

Kesinlik = ——" 17
eSMiE =P + vP) an

F-1 Skor: F-1 Skoru, Duyarlilik ve Kesinlik degerlerinin
harmonik ortalamasidir ve bir denge Olgiisii olarak
kullanilir.

F_ 1Sk ) (Kesinlik * Duyarlilik) 18
- — 7
or (Kesinlik + Duyarlilik) (18)

Kappa (Cohen's Kappa): Kappa, iki farkli teshis
arasindaki tutarlilign degerlendirmek i¢in medikal
uygulamalarda siklikla kullanilan bir tekniktir [36]. Bu
teknik kullanilarak iki farkli olasilik hesaplanmistir; P,
gozlenen dogruluk, P. ise bu durumun gerceklesme
olasihigidir. Bu calismada, esit sayida test verisi
kullanildigindan P, %50 olarak alinmustir.

Py — P,
_PC

Kappa = (19)
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Tablo 3. Deneysel Sonuglar. En iyi sonuglar koyu renkle gosterilmistir.

Performans degerlendirme metrikleri
Yontem
GD Duyarhlik Kesinlik F-1 Skor Kappa AUC DRT (sn)
BBA 0.84 0.88 0.82 0.85 0.67 0.80 34.09
YDG 0.89 0.96 0.84 0.90 0.78 0.96 5.93
NOMA 0.90 0.93 0.90 0.91 0.81 0.95 4.73
TBA 0.90 0.90 0.91 0.90 0.81 1.00 1.78
SG 0.85 0.88 0.83 0.85 0.70 0.94 3.16
TDA 0.84 0.88 0.83 0.85 0.68 0.93 1.71
t-SKG 0.89 0.88 0.90 0.89 0.78 0.95 44.43
e  ROC Egrisi (Receiver Operating Characteristic Curve): ROC Egrisi
ROC egrisi, smiflandirma modelinin farklt kesme i
noktalarinda duyarlilik (recall) ve 6zgiillik (specificity) | ,/'
arasindaki iliskiyi gosteren bir egridir. Bu, modelin e
performansinin bir gorsellestirmesidir. e //
e AUC: AUC degeri, ROC egrisinin altindaki alani ifade gL I
eder ve bir siniflandirma modelinin performansini tek bir B ,/'
sayisal degerle dlger. AUC degeri O ile 1 arasinda olur, 1 a S
'3 1 111 5 & 4 2% TBA (AUC = 1.00)
miikemmel bir siniflandirma modelini temsil eder. g0 | e oy 0
e Boyut Indirgeme Siiresi (Dimensional Reduction Time, // ﬁ;’g”’(‘,jjé’i;;’;s’
DRT): Boyut indirgeme yontemlerinin uygulanmasi igin 02 // — SG (AUC = 0.94)
gereken siireyi ifade eder. Yani, HSG verilerinin 5 = Ei.’ﬁ fﬁﬁﬁiﬁzﬁ;
boyutunun azaltilmasi igin gegen siireye karsilik gelir. 00 O' A = - - -

I11. DENEYSEL SONUCLAR VE ANALIZ

Deneyler igin toplamda 220 neonatal HSG verisi
kullanilmistir. Bu veriler, 110 hasta ve 110 saglikli bireye
aittir. Tlk asamada, giiriiltii igermeyen 500-1000nm dalga boyu
araligindaki 1538 spektrum ele alinmistir. Daha sonra boyut
indirgeme yontemleri kullanilarak spektral boyut 16'ya
indirgenmis ve bu veriler 3B-ESA modeline girdi olarak
verilmistir. 3B-ESA modeli, Adam optimizer kullanilarak
egitilmis ve veriler aga pargalar halinde gonderilmistir. Grup
boyutu (batch size) burada 64 olarak belirlenmistir.
Baslangicta ogrenme orami (learning rate) 0.001 olarak
almmus ve 6grenme hizini azaltmak igin 107° biiyiikliigiinde
bir bozunma (decay) degeri belirlenmistir. Kategorik ¢apraz
entropi, kayip fonksiyonu olarak se¢ilmis ve tiim modeller 100
epoch boyunca egitilmistir. Modellerin genelleme yetenegini
artirmak amaciyla K katlamali ¢apraz dogrulama yodntemi
kullanilmistir. Bu baglamda, K degeri 5 olarak belirlenmis ve
degerlendirmeler bu dogrultuda gergeklestirilmistir. Sonuglart
degerlendirmek i¢in onceki bolimde agiklanan performans
metrikleri kullanilmistir.

Bu calismada, veri 6n isleme ve model egitim islemleri, 64
GB RAM'e sahip bir is istasyonunda bulunan NVIDIA
GeForce GTX 1080 Ti {iizerinde gerceklestirilmistir. Veri
olusturma, bilgi iceren spektrumlarin tanimlanmasi ve
Savitzky-Golay filtresi gibi 6n igsleme adimlann MATLAB
2022b kullanilarak gerceklestirilmigtir. Boyut indirgeme
islemleri Scikit-learn 1.0.2 kullanilarak yapilmis, model
egitimi ve testi ise Python 3.9.13 ve Keras 2.10.0 kiitiiphanesi
kullanilarak ~ TensorFlow  2.10.0 arka  ucu ile
gergeklestirilmistir.

Yanlis Pozitif Orani

Sekil 4. ROC egrisi ve AUC degerleri.

Tablo 3'te sunulan deneysel sonuglara gore, GD (Genel
Dogruluk) oranlarina gore en iyi sonuclarin TBA ve NOMA
yontemleri kullanilarak elde edildigi gézlenmektedir. Diger
performans metriklerine bakildiginda, Duyarlilik degerinin
YDG yontemi ile en yiiksek oldugu, Kesinlik ve F-1 skor i¢in
ise sirasiyla TBA ve NOMA yontemlerinin en iyi sonuglart
verdigi goriilmektedir. Duyarhlik degeri, hasta olanlarin dogru
bir sekilde smiflandirilmasim gosterdigi igin YDG'nin diger
yontemlere gore daha etkileyici sonuglar vermesi 6nemlidir.
iki sinifli uygulamalar 6zelinde énemli bir metrik olan Kappa
degeri icin ise yine TBA ve NOMA yontemlerinin en iyi
sonuglart verdigi goriilmektedir.

DP ve YP arasindaki iliskiyi 6lgmek i¢cin AUC degerlerine
bakildiginda, TBA'nin 1.0 oraniyla en iyi performansi
gosterdigi belirlenmistir (ROC egrisi Sekil 4’te verilmistir).
Bunun sonucu olarak, smiflarin en dogru bir sekilde tahmin
edildigi yontemin TBA oldugu tespit edilmistir. Veri
boyutlarinin ayni1 olmasi nedeniyle tiim yontemler i¢in egitim
ve test siireleri oldukg¢a benzerdir, sirastyla 0.13 sn ve 0.087
sn. Ancak boyut indirgeme i¢in gecen siireler (DRT) arasinda
farklar bulunmaktadir. TDA kullanilarak en hizli boyut
indirme islemine ulasilsa da diisiik basar1 oranlarina sahiptir.
TBA siiresi de TDA'ya oldukga yakindir. Her iki yontem de
veri analizi, model egitimi ve tahmin siireclerini hizlandirmak
icin ¢ok kisa bir siirede boyut indirme islemini tamamlar.
TBAMNm ve TDAnin hizli boyut indirme siirelerine sahip
olmalarinin sebebi, her ikisinin de lineer metotlar olmalaridir.
Ayrica TBA'nin, temel bilesenleri ve dogrusal doniistimii hizl
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bir sekilde hesaplayabilmesi, veri varyansini koruyabilmesi ve
matematiksel olarak basit ve tekrarlanabilir bir yontem olmasi,
boyut indirme goérevini hizli bir sekilde tamamlamasina olanak
tanir. Boyut indirme i¢in en uzun siireye sahip yontem ise t-
SKG yontemidir. Tiim metrikler degerlendirildiginde, en iyi
sonuglarin TBA ile elde edildigi gortilmektedir.

Genel bir degerlendirme yapildiginda, en iyi sonuglarin
lineer iki yontem (TBA ve NOMA) kullanilarak elde edildigi
goriilse de, en diisiik sonuglarin yine lineer iki yontem (BBA
ve TDA) kullanilarak elde edildigi gozlemlenmektedir. Bu
nedenle, tim lineer boyut indirgeme yontemlerinin HSG
verileri i¢in bagarili sonuglar verecegi sonucuna varilamaz.
Yontem secimi probleme 06zgiidir ve verisetinin &zel
gereksinimlerine bagl olarak degisebilir.

IV. SONUC

Bu ¢alismanin temel amaci, neonatal hiperspektral goriintii
siniflandirmasinda boyut indirgeme yontemlerinin etkinligini
3B-ESA yontemi ile karsilastirmaktir. Toplam 220 neonatal

HSG verisi kullamlarak gergeklestirilen deneyler, bu kritik
medikal uygulama i¢in en uygun boyut indirgeme
yontemlerinin tespit edilmesine yardimei olmustur.

Sonuglar, dogrusal boyut indirgeme yontemlerinden biri
olan TBA'min diger yontemlerle kargilastirildiginda en iyi
performans: verdigini gostermektedir. Boyut indirgeme
islemleri, secilen yonteme bagli olarak farkli siirelerde
tamamlanmaktadir. TBA, boyut indirgeme siiresi agisindan
oldukga hizlidir, bu da anlamli spektral 6zelliklerin daha kisa
bir siirede elde edilebilecegi anlamina gelir. Ayrica, TBA'nin
AUC degerlerine dayali olarak en iyi performansi gosterdigi
ve smiflarin en dogru sekilde tahmin edildigi sonucuna
varilmistir.

Sonug olarak, bu ¢alisma, neonatal hiperspektral goriinti
siiflandirmasinda basarili sonuglar elde etmek igin farkl
boyut  indirgeme  yontemlerinin  kullanilabilecegini
gostermektedir. Ancak, hangi yontemin secilecegi, veriseti ve
ozel gereksinimlere bagli olarak degisebilir. Bu sonuglar,
neonatal tip alaninda spektral goriintii analizi konusundaki
ilerlemeleri desteklemekte ve klinik uygulamalarda potansiyel
faydalar sunmaktadir.
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Tiirk¢e Ozet — Bu galisma, diyabet hastaliginin akciger dokusu iizerindeki etkilerini incelemek amaciyla ratlarda bir diyabet
modeli kullanarak histopatolojik goriintiilerin analiz ve siniflandirilmasini hedeflemektedir. Caligmanin baslangicinda, kontrol
ve Streptozotosin (STZ) ile diyabetik gruplar olugturulmustur. Akciger dokusundaki degisiklikleri incelemek icin kaspaz
immunohistokimyasal boyama kullanilmustir. Goriintiilerden Yerel ikili Oriintiiler (Local Binary Pattern, LBP) ve Gri Seviye Es
Olusum Matrisi (Gray-Level Co-Occurrence Matrix, GLCM) gibi 6zellikler elde edilmistir. Bu 6zellikler ile diyabetin akciger
dokusuna etkilerini analiz etmek amaciyla histopatolojik goriintiiler analiz edilmistir . Daha sonra, Lasso yontemi ile en 6nemli
ozellikler segilmis ve kullamilmustir. Elde edilen 6zellikler, Destek Vektor Makinesi (Support Vector Machine, SVM), K-en
Yakin Komsu (K-nearest neighbors, KNN), Yapay Sinir Aglar1 (YSA) ve Karar Agaci (Decision Tree, DT) gibi dort farkh
yontemi ile simiflandinlmistir. Bu yontemler, goriintiilerin siniflandirilmasinda kullamlmis ve goriintiilerde siniflandirma
sonuglart elde edilmistir. Kirmizi ve mavi kanallardan elde edilen goriintiiler ile en iyi siniflandirma performansi sirasiyla
%91.08 ve %93.87 dogruluk oranlartyla YSA smiflandiricisiyla elde edilirken, yesil kanaldan elde edilen goriintiiler ile en
yiiksek dogruluk oram %87.15 olarak SVM smuflandiricisiyla elde edilmistir. Bu sonuglara gore, histopatolojik goriintii analizi
yoluyla diyabetin akciger dokularina etkisini objektif bir sekilde degerlendirmek icin LBP, GLCM 6zellikleri ve makine 6grenme
algoritmalarindan olusan simiflandirma modelinin 6nemli bir potansiyele sahip oldugu goriilmektedir.

Anahtar Kelimeler — Diyabet Hastaligi, Streptozotosin, GLCM, LBP, SVM, KNN, DT, YSA

Aunf: Sentiirk, T., Latifoglu, F., Bolat, D., Yay, A., Baran, M., (2023). Histopatolojik Goriintiilerle Diyabetin Akciger
Dokusundaki Etkisinin Stiflandirilmasi: LBP ve GLCM Ozellikleri ile Bir Karsilastirma Calismasi. Bilissel Modeller ve
Yapay Zeka Konferansi, 7(2): 84-89.

Classification of the Effects of Diabetes on Lung Tissue with
Histopathological Images: A Comparative Study Using LBP and
GLCM Features

Extended Abstract

This study aims to analyze and classify histopathological images using a rat model of diabetes to examine the effects of diabetes
on lung tissue. At the beginning of the study, control and diabetic groups were established using Streptozotocin (STZ). Caspase
immunohistochemical staining was used to examine changes in lung tissue. Features such as Local Binary Patterns (LBP) and
Gray-Level Co-Occurrence Matrix (GLCM) were extracted from the images. These features were analyzed to assess the impact
of diabetes on lung tissue. Subsequently, the most important features were selected and used with the Lasso method. The obtained
features were classified using four different methods: Support Vector Machine (SVM), K-nearest neighbors (KNN), Artificial
Neural Networks (ANN), and Decision Tree (DT). These methods were used for image classification, and classification results
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were obtained. The best classification performance was achieved with images obtained from the red and blue channels, with
accuracy rates of %91.08 and %93.87 using the ANN classifier, while images obtained from the green channel yielded the highest
accuracy rate of %87.15 with the SVM classifier. According to these results, it is evident that a classification model comprising
LBP, GLCM features, and machine learning algorithms has significant potential for objectively assessing the impact of diabetes

on lung tissues through histopathological image analysis.

Keywords — Diabetes Mellitus, Streptozotocin, GLCM, LBP, SVM, KNN, DT, ANN
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l. GIRIS

Diyabet hastaligt (Diabetes mellitus, DM), insiilin
yetersizligi (Tip 1) veya direnci (Tip 2) sonucunda olusan
metabolik bozukluklara neden olan, kronik hiperglisemi ile
karakterize bir endokrin hastaligidir [1]. Diinya genelindeki
insanlarin yaklagik %90-95'i Tip 2 DM hastasidir [2]. Bu
hastalik 6liimlere neden olabilir ve ayni zamanda yiiksek
plazma glikozu artisina bagl olarak retinopatiler, ndropatiler,
nefropatiler ve akcigerdeki kiiciik kan damarlarmin tahrip
edilmesi  gibi  mikrovaskiiler =~ ve  makrovaskiiler
komplikasyonlara yol agar [3], [4]. DM hastalarinin belli
cogunlugunda da kronik obstriiktif akciger hastaligi, pulmoner
fibroz ve astim riski yliksektir. Ayrica akciger kapasitesinin
azaldig1 ve pulmoner disfonksiyonun gelistigi tespit edilmigtir
[5]. Akcigerlerdeki bu islev bozuklugu ventilasyonun
bozulmasina ve hipoksiye yol agabilir. Hipoksi ayn1 zamanda
iltihaplanma, oksidatif stres ve organlarda hasara neden
olabilir.

Tibbi teshis ve hastaligin etkilerini incelemek igin
hastalardan plazma glukoz konsantrasyonu, diyastolik kan
basinci, triceps deri kiviim kalinligi, serum insiilini, viicut
kiitlesi, yas vb. veriler alinmaktadir [6]. Bu verilerin analizi ve
degerlendirilmesi, hekimler tarafindan manuel olarak uzun
stirebilir ve bazen yanlis gdzlemlere ve yargilara yol agabilir
[7]. Bu nedenle klinik ve fiziksel verilere dayali yapay zeka
teknikleri, goriintii isleme ve derin 6grenme gibi ileri teknoloji
ve yazilim tabanl ¢esitli programlarin kullanimi 6nemlidir.

Literatiirdeki son c¢alismalar, ozellikle diyabet teshisine
odaklanmig gibi goériinmektedir. Bu calismalarda genellikle
histopatolojik goriintiiler kullanilarak yapay zeka teknikleriyle
siiflandirma ¢aligmalart yapilmistir.

Kannadasan ve ark. [8], diyabet verilerini siniflandirmak
icin y1ginlastirilmis otokodlayicilart kullanarak bir derin sinir
ag1 onerdiler. Onerilen bu model, yiginlastirilmis
otokodlayicilarla birlestirilmis softmax siniflandiriciyr Pima
Indian diyabet veri kiimesi tizerinde kullanmistir. Bu model,
literatiirdeki ~ diger  birgok  sinir ag  yaklasimiyla
karsilastirildiginda %86.26 dogruluk oramiyla daha iyi bir
performans  sergiledigi  goriilmiistiir. Ayrica modelin
hassasiyet degeri %90.66 ve duyarliik degeri %87.92
saglamistir.

Heydari ve ark. [9] c¢alismasinda, diyabet siniflandirmasi
icin ¢esitli ¢coklu siniflandirma algoritmalar: karsilastirilmastir.
Kullanilan veri seti, Tip 2 diyabet icin taranan 2536 vaka
icermektedir ve farkli algoritmalarin performanst test
edilmistir. En iyi performans %97,44 ile yapay sinir agindan
(YSA) elde edilmisti. SVM, KNN, DT ve Bayes
siniflandiricilan sirastyla %81.19, %90.85, %95.03 ve %91.60
dogruluk oranlarina sahiptir.

Yurttakal ve ark. [10] ¢alismasinda, sican bdbregi
histopatoloji goriintiilerini kullanarak diyabetes mellitusun
otomatik tespiti i¢in transfer 6grenmeye dayali bir evrigimli
sinir ag1 modeli onerilmistir. Model, diyabetin neden oldugu
yapisal degisiklikleri 6zellikle glomeriil ve bdbregin diger
bolgelerinde simiile etmektedir. Elde edilen sonuglara gore,
onerilen model %97.5 dogruluk oram elde etmistir. Onerilen
modelin histopatoloji goriintiilerini hizli ve dogru bir gekilde
siniflandirilabilmesi ve patologlara kritik durumlarda ikinci bir
okuyucu olarak yardimci olabilmesi konusunda 6nemi ortaya
konmustur.

Harman [11], Pima Indian Diyabet veri seti {izerinde erken
dénemde DM teshisini koymaya yonelik Naive Bayes ve SVM
algoritmalarini kullanarak bir ¢alisma yapmistir. Siiflandirict
performansini artirmak igin veri standardizasyonu ve eksik
verilerin yeniden yapilandirilmasi gibi 6n isleme adimlar
uygulamistir. Ayrica sinif dengesizligi problemi i¢in Sentetik
Azimlik Asiri-Ornekleme (SMOTE) teknigini kullanmistir. Bu
yontemlerin kullanilmasiyla SVM, %90 dogruluk oraniyla en
iyl sonucu vermistir.

Bagka bir calismada [12], Rastgele Orman, Gradyan
Arttirma, KNN, Derin Sinir Aglart ve Oylama topluluk
smiflandiricist ile olusturulan modellerin performanslari,
disarida tutma ve 5-kat c¢apraz dogrulama yontemleri
kullanilarak gercek zamanli DM erken teshisine yonelik olarak
test edilmistir. Bu ¢alisma, 200 negatif ve 320 pozitif 6rnek
iceren bir veri seti lizerinde yapilmistir. Oylama toplulugu
siniflandiricist, %100'liik bir siniflandirma dogrulugu ve 5 kat
capraz dogrulamali ortalama %97.31'lik bir simiflandirma
dogrulugu ile en iyi performansi gostermistir.

DM'hnin uzun vadeli etkileri, insan viicudunda ¢esitli
hasarlara, organ yetmezliklerine, 6zellikle goz, bobrek, kalp ve
damar hasarlarina neden olabilir. Tarihi ve ark. [13], deneysel
diyabet olusturulan sican  beyin dokusunda irisin
immiinreaktivitesi lizerine enalaprilin (EN) etkilerini
incelemistir. Calismada DM, DM+EN ve kontrol gruplarn
kullanilarak, irisin immiinreaktivitesinin incelenmis ve EN'nin
diyabetik beyin hasarina karst etkili oldugu sonucuna
varilmistir.

Literatiirden gorildiigii gibi, DM'nin siniflandirilmasi
tizerine bir¢ok ¢aligma yapilmis olsada, spesifik olarak dokular
iizerindeki etkilerini incelemeye yonelik ve akciger dokusu
iizerindeki STZ'nin etkilerini belirleyen bir ¢alisma heniiz
bulunmamaktadir.

Bu calisma, sicanlarda bir diyabet modeli olusturarak bu
durumun akciger dokusundaki etkilerini incelemeyi
amaglamaktadir. Histopatolojik goriintiilerdeki degisiklikleri
analiz etmek ve simiflandirmak amaciyla kaspaz
immunohistokimyasal boyama ile Kontrol (saglikli) ve STZ
ile diyabetik rat modeli veri gruplart olusturulmustur. Elde
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edilen goriintiilerin LBP ve GLCM &zellikleri ¢ikarilmistir. Bu
Ozniteliklerin siniflandirilmasi i¢in SVM, KNN, YSA ve DT
algoritmalart gibi 4 farkli makine Ogrenme algoritmasi
uygulanmis ve gruplar arasi farkliliklar analiz edilmistir.
Boylece literatiirde ilk kez DM'nin akciger dokularina olan
etkilerini incelemek amaciyla kaspas immunohistokimya
goriintiilerinin LBP ve GLCM ozellikleri ile analizi ve
siniflandiriimasi yapilmistir.

Il. MATERYAL VE METHOD

A. Veri Seti

Erciyes Universitesi Deney Hayvanlan Etik Kurulu
tarafindan onaylanan (Karar numarasi: 19/004) mevcut
¢alisma protokolii, daha dnce ¢iftlesmemis {i¢ aylik, saglikli 14
yetiskin (8-10 haftalik) Wistar albino disi sigandan olusan bir
grup tarafindan iretilmistir. Bu siganlar rastgele iki gruba
ayrilmistir; her biri yedi sigan igeren Kontrol ve STZ
gruplarina ayrilmigtir. Diyabet modeli olusturulan STZ
grubundaki siganlar, bir gece a¢ birakildiktan sonra sitrat
tamponunda taze hazirlanmisg tek bir doz STZ (Sigma-Aldrich,
St. Louis, MO, ABD) (0.1 M, Ph 4) intraperitoneal (ip) olarak
enjekte edilirken, kontrol grubundaki siganlara esit miktarda
sadece sitrat tamponu uygulanmistir. Hem kontrol hem de STZ
gruplart  aktif kaspaz-3 immunohistokimyasal boyama
yontemi ile boyandi. Islem sirasinda rastgele 14 sican
tizerinden, 7 alan segilerek 49 adet STZ ve 49 adet kontrol
grubu elde edilmigtir. Gorlntiilerin anlagilirlign (netligi,
gorintirliigii) agisindan Kontrol grubundan rastgele segilen 2
goruntii daha eklenerek 51 adet kontrol grubu olusturularak
siiflandirma ¢alismasinda  kullanildi. Bu  goriintiilerin
boyutlar1 3072x4080 idi ve goriintii sayisini artirmak amactyla
tiim goriintiiler, her bir goriintiiden 9 adet goriintii pargasi elde
etmek i¢cin 1024x1360 olarak boliindii. Sekil 1'de gosterildigi
gibi her bir goriintii pargasi olusturuldu.

vl e 1B
AR

I e
~ N
B

Sekil. 1. (Ust) Kontrol grubu — (Alt) STZ grubu 6rnek gériintiileri

B. Oznitelik Cikarimlar

- Yerel Ikili Oriintiiler (Local Binary Pattern, LBP)

LBP operatorii, gri seviyeden bagimsiz olan bir doku
Olclimii yontemidir. Bu yontem ile goriintiiniin her pikseli i¢in
birler ve sifirlardan olusan etiketler verilir. Bu etiketler merkez
pikselin NxN komsulugundaki piksellerin karsilastirilmastyla
olusur. Bu operatdriin en onemli ozelligi ise parlaklik
degisimlerine karsi dayanikli olmasidir. Genel olarak LBPP,R

ti¢ farkl dairesel komsulukla tanimlanabilir. P komsu sayisini,
R ise drnekleme yarigapimi temsil etmektedir. Kullandigimiz
LBP operatorleri sekil 2° de gosterilmektedir [14], [15].

LBP formiilii denklem 1°deki gibi ifade edilir ;

P-1

LBPpp(x.) = Z u(xp —x.)xP

P=0

uiy)={1,y=0 0,y<0}

&

P=ER=1

M)

Sekil 2. Kullanilan dairesel LBPp g operatorleri

Burada Xc iiretilen merkez pikseli, Xp, Xc¢’ nin komsularini,
R komsularin merkez piksele olan uzakligim, P ise isleme
giren komsu sayisini ifade etmektedir.

Bu calismada LBPg; operatorii kullanilarak 3 x 3’ liik
matrisler ile komsuluk analizleri yapilacaktir.

- Gri Seviye Es Olusum Matrisi (Gray-Level Co-
Occurrence Matrix, GLCM)

GLCM metodu, farkli dokularin siniflandirilmasi i¢in Haralick
ve ekibinin gelistirdigi, piksel tabanli bir goriinti isleme
yontemidir [16]. Bu yontem, goriintiiden 6znitelik elde etmek
icin pikseller arasmdaki iligskiyi kullamr. GLCM matrisini
olusturmak icin, pikseller arasindaki uzaklik (D), piksellerin
acist (0°, 45° 90° ve 135° = 0), ve gri ton seviye sayisi
(maksimum 256) gibi parametreler temel aliir [17]-[19].
Haralick ve digerleri tarafindan tamimlanan 14 farkli doku
Ozelligi, goriintii analizi i¢in kullanilmistir. Bu &zellikler
arasinda homojenlik, entropi, enerji, kontrast gibi degerler
bulunur [20] Bu ¢aligmada, pikseller arasindaki uzaklik bir
birim, y6nlendirme agisi olarak ise 0° se¢ilmis ve Haralick
Ozellikleri arasindan kontrast, korelasyon, homojenlik ve
enerji hesaplanmigtir [21]. Enerji, Denklem 2' de gosterildigi
gibi hesaplanir ve GLCM'den elde edilen enerji, gériintiiniin
homojenligini gosteren bir 6zniteliktir [22].

@

Kontrast ozelligi goriintiide bulunan yerel degisimlerin
seviyesine dair bilgi vermektedir. Denklem 3’ deki sekilde
ifade edilir [22].

Enerji = %;;p};

©)

Homojenlik, GLCM’ deki elemanlar ve capraz sekilde
olusacak olan elemanlarin dagilimina yakinligin1 denklem 4’
deki gibi 6lgmektedir [22].

Kontrast = X;;|i — j|*p; ;
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- Pij
Homojenlik = %;; —2-
S 1+i-j|

(4)

Korelasyon o6zelligi piksel ve komsusunun birbirleriyle ne
kadar iligkili olduguna dair bilgi vermektedir. Denklem 5 ile
ifade edilmektedir. Bu denklemdeki u ortalamayi, o standart
sapmayr ve P ise indislerin belirttigi GLCM elemanin
gostermektedir [22].

Di,j—HxHx

Korelasyon = 7
Ox—0y

ij (®)
Boylece her bir goriintiiden 59 adet LBP ve 4 adet GLCM
olmak iizere toplam 63 adet ozellik ¢ikarilmistir. Bu
ozelliklerden en dnemlilerini segmek amactyla Lasso yontemi
kullanmilmustir.  Lasso, regresyon katsayilarimi  sifira
yaklastirarak (bazi katsayilari tamamen sifir yapar) 6zellik
sec¢imi yapar. Hem modeli daha az karmasik hale getirir hemde
gereksiz veya etkisiz Ozellikleri modelden ¢ikarilmasina
olanak saglar [23]. Bu ¢aligmada lasso yontemi ile 6zellikler
random segilerek simflandirma ¢alismasinda kullanilmustir,

C. Swiflandirma Yontemleri

Elde edilen 6znitelikler, bu ¢alismada dort adet siniflandirma
yontemi ile simiflandiriimugtir.

- Destek Vektor Makinesi (Support Vector Machine,
SVM)

SVM, smiflandirma yapilirken siniflart birbirinden ayiracak
olan optimal ayirma hiper diizleminin elde edilmesini
amagclayan veri odakli arastirma alanlarinda sik¢a kullanilan
makine Ogrenme yaklagimudir [24], [25]. Bu amag
dogrultusunda farkli siniflara ait destek vektorleri arasindaki
uzaklik maksimize etmektedir. Bu yontem ile iki veri siifim
en iyi sekilde ayirt etmek icin karar simrlar1 veya hiper
diizlemler belirlenir. Dogrusal olmayan bir veri kiimesinde,
SVM' ler dogrusal bir hiper diizlem ¢izemez. Bu nedenle
¢ekirdek numaralan kullanilmaktadir.

- K-en yakin komsu (K-Nearest Neighbors, KNN)

KNN, siniflandirma yapilacak verilerin 6grenme kiimesindeki
normal davranis verilerine benzerliklerini hesaplayarak; en
yakin oldugunu diisiindiigi k verinin ortalamasiyla,
belirlenerek esik degere gore siniflara atan parametrik
olmayan bir simiflandirma yontemidir [26]. Kullanilan k degeri
smiflandirma yapilacak olan verinin kag veri ile yakinhigini
belirlememizi saglamaktadir.

- Yapay Sinir Aglar (YSA)

YSA, insan beyninin iglemlerini taklit ederek néronlardan
olugan basit islem birimlerinin baglantilarin1 kullanan bir tiir
yapay zeka sistemidir [26]. Yapay sinir aglan, girdiler,
agirliklar, toplam fonksiyonlar, aktivasyon fonksiyonlar1 ve
ciktilardan olusur. YSA'daki amag, agirlik degerlerini en
uygun hale getirmektir. Bu amagla girdi degerleri ile beklenen
ciktilar1 karsilagtirarak esik hata degerine ulasilmamigsa
agirlik degerleri tekrar gilincellenir ve hatayr minimize etmek
icin ¢aba harcamr. Sekil 3' te bir yapay sinir ag1 bilesenleri
verilmistir.

X w2 AKTIVASYON
2 FONKSIYONU
X
_ <3 E 2 «F » CIKTI
" v
- W AGIRLIKLAR

Sekil 3. YSA’ya ait bir algilayicinin temel yapisi

- Karar agaci (Decision Tree, DT)

DT, bagimsiz degisken kiimesinin degerlerini kullanarak bir
bagimli degiskenin degerini tahmin etmek i¢in kullanilan iki
yonlil boliinmils bir mantiksal modeldir [27]. Her dal, kdke
baglt olarak diigiimlere baglanir. Verideki her bir 6znitelik,
smiflandirma sonrasinda agagtaki diiglim noktalarini temsil
eder. Her yaprak, bir smifi temsil ederken agacin yapisi
arasinda kalan diigiim noktalart siniflandirma kurallar1 olarak
kabul edilir [28].

Kullanilan ~ smiflandirma modellerinin  performansini
degerlendirmek icin karmasiklik matrisi (confusion matrix)
kullanilmistir [28]. Bu matris, dogru pozitif (True Positive-
TP), dogru negatif (True Negative-TN), yanlis pozitif (False
Positive-FP) ve yanls negatif (False Negative-FN) olmak
lizere dort temel kategoriyi igerir. Mevcut verilerle tahmin
edilen verilerin kargilagtirilmasi ile hassasiyet (kesinlik,
precision), duyarlilik (sensitivity), F1 skoru (F1 score) ve
dogruluk (accuracy) ve 6zgiinliik (specificity) gibi kavramlar
hesaplanmaktadir. Karmagiklik matrisi ile elde edilen degerler
[29] asagida verildigi gibi hesaplanir.

TP+TN
TP+ FP+TN+FN

Dogruluk (Accuracy) =

o TP
Duyarlilik (Sensitivity) = TPTFN
H et (Precision) = TP
assastyet (Precision) = TP T FP

2 * Kesinlik * Duyarlilik

F1Skor (f1score) = == Duyarlilik
Ozgiinliik (Specificity) = d
zgunlik (Specificity) = TN + FP

111.SONUCLAR

Onerilen ¢alismada, her bir goriintiiniin, kirmiz1, yesil ve
mavi (Red, Green, Blue - RGB) olmak iizere 3 kanali da
inceleyerek LBP ve GLCM yontemleriyle 0Oznitelik
cikarilmigtir. Daha sonra bu oOznitelikler, 4 farkli makine
O0grenmesi yontemi (YSA, DT, SVM ve KNN) ile
siiflandirilmistir.  Yontemlerin - smiflandirma  sonuglari,
Dogruluk (Accuracy), Hassasiyet (Precision), F1 skor (F1
score) ve Ogzgiinlik (Specificity) metrikleri ile
degerlendirilmis ve sonuglar Tablo 1, Tablo 2 ve Tablo 3'te
sunulmustur.

Tablo 1'de kirmizi kanal goriintiilerin, Tablo 2'de yesil kanal
goriintiilerin, ve Tablo 3'te mavi kanal gorintiilerin
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siniflandirilmast  sonucu hesaplanan performans degerleri
verilmistir.

Tablo 1. Kirmizi Kanal igin

Dogruluk | Hassasiyet | Ozgiinliik | F1 Skor

DT 0.6737 0,64 0.6622 0.6472

KNN 0.8498 0.8378 0.6644 0.7710

SVM 0.8899 0.82 0.8022 0.8128

YSA 0.9108 0.8244 0.8222 0.8235
Tablo 2. Yesil Kanal i¢in

Dogruluk | Hassasiyet | Ozgiinliik | F1 Skor

DT 0.6735 0,6400 0.6111 0.6309

KNN 0.7240 0.7044 0.6622 0.6899

SVM 0.8718 0.7889 0.7933 0.7906

YSA 0.8693 0.7978 0.7844 0.7925
Tablo 3. Mavi Kanal i¢in

Dogruluk | Hassasiyet | Ozgiinliik | F1 Skor

DT 0.7623 0,7089 0.6911 0.7026

KNN 0.8959 0.9600 0.7133 0.8546

SVM 0.9302 0.9044 0.8489 0.8800

YSA 0.9387 0.8556 0.8533 0.8546

Tablo 1° den kirimizi kanal ve Tablo 3’ ten mavi kanal i¢in
en iyi siniflandirma performansim YSA ile elde edildigi, Tablo
2’ den ise yesil kanal igin en iyi performansinin SVM ile elde
edildigi goriilmektedir.

IV. TARTISMA

Yapilan ¢aligmada, diyabetin akciger dokularinda
olusturdugu hasarin siniflandirilabilmesi amaciyla LBP ve
GLCM yontemleriyle elde edilen ozellikler arasindan Lasso
yontemi ile en Onemli olanlann kullanarak makine
ogrenmesiyle simflandirma yapilmistir. Boylece seker
hastaliginin akciger dokularina olan etkisi objektif bir sekilde
analiz edilmistir. Siniflandirma ydntemleri ile elde edilen
sonuglar, RGB renk uzayinin her kanali i¢in ayrn ayn
hesaplanan performans parametreleri ile degerlendirilmistir.

Tablo 1'de RGB renk uzaynin kirmizi kanali i¢in elde edilen
goriintiilerin siniflandirma  sonuglart incelendiginde, en iyi
smiflandirma  performansinin = YSA ile elde edildigi
goriilmektedir. YSA kullanildiginda %91.08
dogruluk, %82.44 hassasiyet, %82.22 6zgiinliik ve %82.35 f1
skoru elde edilmistir.

Tablo 2'de ise yesil kanal i¢cin elde edilen goriintiilerin
smiflandirma  sonuglari  degerlendirildiginde, en 1iyi
smiflandirma performansim  %87.15 dogruluk ile SVM
kullanarak elde edildigi goriilmiistiir. Diger performans
metriklerinin %78.89 hassasiyet, %79.33 6zgiinliik ve %79.06
f1 skoru oldugu gézlemlenmistir.

RGB renk wuzaymin mavi kanali i¢cin en iyi
performanst %93.87 dogruluk, %85.56 hassasiyet, %85.33
Ozgiinlikk ve %85.46 f1 skor ile YSA saglamistir.

V. SONUC

Yapilan calismada, kaspaz immunohistokimya
goriintiilerinin LBP ve GLCM 6zelliklerinin diyabetin akciger
dokularindaki etkilerini objektif olarak analiz etmede etkili bir
yol oldugunu gosterilmektedir. Caligma, RGB renk uzaymin
farkli kanallar1 (kirmizi, yesil ve mavi) igin farkli siniflandirma
yontemlerini degerlendirmis ve en iyi performansin YSA ve
SVM ile elde edildigi bulunmustur.

Bu sonuglar, diyabetin akciger dokularma olan etkilerini
degerlendirmenin, goriintii isleme ve makine Ogrenme
tekniklerini  kullanarak daha iyi bir performans ile
gerceklestirilebilecegini gostermektedir. Ozellikle YSA ve
SVM gibi makine 6grenme yontemlerinin, bu tiir analizlerde
yiiksek dogruluk ve hassasiyet saglayabilicegi goriilmiistiir.
Gelecek ¢alismalarda farkli boyama teknikleriyle elde edilmis
goriintiiler iizerinde renk uzaylart (CMYK, HSV, XYZ vb. )
uygulanarak derin 6grenme metoduyla simiflandirilmasi
planlanmustir.
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zamanda makalenin yazimma ve gozden gecirilmesine de
katkida bulundular. Tiim yazarlar aktif bir sekilde aragtirmanin
sekillendirilmesine katki sagladilar ve makalenin nihai
versiyonunu onayladilar.
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Ozet —Insansiz Hava Araglar1 (IHA) icin anomali tespiti 6nemli bir arastirma alani olmustur. Anormallikleri tespit etme
tekniklerinden biri, geleneksel Makine Ogrenimi (ML) algoritmalarim1 uygulamaktir, ancak geleneksel ML yaklasimlari,
ozellikle uzun vadeli bagimli noktalardaki anormallikleri tespit edemez. Bu calisma, THA sistem cagrilarinin zaman
serisindeki anormallikleri tespit etmek i¢in Uzun Kisa Siireli Bellek (LSTM) yontemini kullanir. Bunu yapmak i¢in, LSTM
ag1, bir IHA sistemindeki olaylarin zaman araliklarindaki verilerin uzun vadeli bagimliliklarin1 grenmek igin birbiriyle
calisan birden fazla LSTM hiicresinden olusur. Bu makalede kullamilan veri seti, sistem ¢agrilarinin sirasini ve tiiriind,
sistem cagrist olaylarinin zaman damgalarini, islem kimliklerini ve istege bagl argiimanlari igeren bir [HA'dan sistem
cagrist olaylarindan toplanmistir. LSTM teknigi ile derinlemesine modern bir siber tehdit analizi saglamay1 amagladigimiz
icin veri seti bu ¢alismanin amacina uygun bir veri setidir. Deneysel sonuglar, LSTM tekniginin sistem ¢agrilarinin zaman
serisindeki anormallikleri tespit etmedeki iistiin performansini kanitliyor.

Anahtar Kelimeler —LSTM, Anormallik tespiti, Insansiz hava araci, Derin 6grenme, Sistem ¢agris

Aunf: Akkuzu Kaya, G., Yildiz, M. (2023). Gomiilii Sistemlerde LSTM Kullanimi ile Zaman Serisi Anormallik Tespiti Journal
of Multidisciplinary Studies and Innovative Technologies, 7(2): 90-96.

Time Series Anomaly Detection Embedded Systems By Using
LSTM

Extended Abstract

Anomaly detection for Unmanned Aerial Vehicles (UAVs) has been an important research area. One of the techniques to
detect anomalies is to apply traditional Machine Learning (ML) algorithms however traditional ML approaches could not
detect anomalies especially long-term dependent points. This study uses the Long Short-Term Memory (LSTM) method to
detect anomalies on time series of UAV systemcalls. To do so, the LSTM network is comprised of multiple LSTM cells
that work with each other to learn the long-term dependencies of the data in the timestamps of events in a UAV system.
The dataset used in this paper, systemcall events from a UAV which includes the order and type of system calls, timestamps
of the system call events, process IDs and optional arguments. The dataset is a suitable for the aim of this study as we aim
to provide a depth modern cyber threat analysis with LSTM technique. The experimental results prove the superior
performance of LSTM technique to detect anomalies on time series of system calls.

Keywords — LSTM, Anomaly detection, UAV, System calls, Deep learning

Citation: Akkuzu Kaya, G., Yildiz, M. (2023). Time Series Anomaly Detection Embedded Systems By Using LSTM, Journal
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I. GIRIS bilyiik olglide arttmustir.  Bu  sistemler, bilinen ve
kesfedilmemis birgok saldirilara karsi olduk¢a hassastir. Bu
sistemlerden en giivenlisi havacilik sistemleri olarak bilinir.
Havacilik sistemleri en giivenli ve minimum yazilimsal
saldirt yapilabilecek sistemler iken giiniimiizde islevselligi

Siber tehditler ve koti niyetli saldirilar son yillarda bilgi
teknolojileri sirketleri basta olmak iizere, finans, enerji,
havacilik ve saglik sektorlerine kadar ¢ok sayida alana yonelik
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arttirarak maliyeti diislirmek i¢in gerceklestirilen islemler hava
araglarimin sistemlerini de yazilimsal saldirilara savunmasiz
hale getirmistir. Bir hava aracinin kapasitesini hava durumu
verisi giincellemesi i¢in arttirmak veya kritik platformlar
iizerindeki fonksiyonelligi artirmak gibi islemler saldiriya
sebep olan islemlere 6rnek gosterilebilir [1]. Gelismis saldir
teknikleri ile en gilivenli domain alanina sahip havacilik
sistemlerinin de giivenliginin tehdit altinda oldugu yapilan
arastirmalar ile gosterilmistir [2, 3]. Saldirilar veya sapmalar
anormallik ya da izinsiz giris (intrusion) olarak
siniflandirdlmistir [4]. Anormallik tespiti ile izinsiz giris
birbirlerinden farkl1 yapilar ve tekniklerdir. izinsiz giris tespit
teknikleri, kesfedilen anormalliklerin imzalarmi saklayarak
kotiiye kullanim davranigint tespit etmek i¢in imzalarm
kullanimina dayanirken, anormallik tespit modelleri, bilinen
standart Ozellikleri kullanarak profiller olusturur ve
olusturulan profillerden herhangi bir sapmay1 anormal olarak
etiketler [5]. Imza-tabanli yaklasimlarin en agik ve belirgin
problemi  yalnizca  gozlemlenmis izlerin  tespitinin
gergeklestirilmesidir. Her iki sinif problemleri i¢in uygulanan
aykirnt deger tespit teknikleri, beklenen davraniglara uyum
saglamayan kaliplart kesfetme problemini ¢dzmeye calisir.
Gomiilil sistemlerdeki en yaygin olarak yapilan saldirilar, ag
tabanli (NIDS) ve ana bilgisayar tabanli (HIDS) saldirilar
olmak iizere ikiye ayrilir. Ag saldin sistemleri (NIDS), gelen
ag trafigini analiz eden sistemleri icerirken ana bilgisayar
tabanli saldir1 (HIDS) sistemleri isletim sistemleri dosyalarini
izleyen sistemleri igerir.

Bu tespit sistemleri, normal sistem davranislarindan
modeller 06grenerek tehdit olusturabilecek davramslar
algilayabilirler. Ana bilgisayar tabanli sistemlerde, sistem
cagrist uygulamalarin isletim sistemine girmesinin tek
yoludur. Bu sebeple, HIDS’te yeni saldirilarin tespit edilmesi
icin gelistirilecek modelleri egitmek icin sistem ¢agrisi
dizilerini iceren farkli veri kiimeleri kullanilir [6]. Omegin
DARPA, ag tabanli saldir1 tespiti i¢in kullanilan yaygin veri
kiimelerinden biridir [7]. Diger gomiili sistem ¢agrilar1 verisi
igeren erisime agik veri setleri NGIDS-DS [8], ADFA-LDI[9],
NSL-KDD ve KDD99 [10], CIC-IDS 2018 [11] ve PLAID
[12] olarak siralanabilir. Bu veri kiimeleri, gomiilii sistem
verisi igeren erisime agik veri kiimeleri olduklari i¢in birgok
arastirmada kullanilmiglardir ve bu veri kiimelerinin ortak
ozellgi ag tabanli gomiilii sistemlere ait veri kiimleri
olmalaridir. Bu ¢aligmada, ana bilgisayar tabanl (host-based)
Ezeme ve arkadaglar tarafindan toplanan hava aracmna ait
sistem ¢agrilari, zaman bilgisi ve sistem ¢agrilarina ait farkl
oOzellikleri igeren veri seti kullanilmustir [13].

Ezeme ve arkadaslari, anormallik tespit tekniklerinden
kiimelenme teknigini insansiz hava araci gomiilii sistem
¢ekirdek  durumlarindaki ~ anormallik  tespiti  igin
kullanmisglardir [14]. Kiimelemeye dayali tekniklerin ana fikri,
verilen verilerden aykiri degerleri tespit etmek igin standart
kiimeleme tekniklerinin uygulanmasidir. Aykir1 degerler,

herhangi bir biiyiik veya yogun kiimenin i¢inde veya yakininda
olmayan gozlemler olarak kabul edilir [15].

Il. MATERYAL VE METOT

A. LSTM

LSTM (Long Short-Term Memory), tekrarlayan sinir
aglariin bir uzantist ve uzun kisa siireli hafiza olarak kabul
edilir. Tekrarlayan sinir aglari, dnceki bilgilerin belirli bir
noktada mevcut is i¢in kullanilmasina olanak saglayan kisa
stireli bellek yetenegine sahiptirler. Tekrarlayan sinir
aglarindan genisletilmis LSTM mimarisi, mevcut sinir
diiglimii i¢in Onceki biitiin bilgilerin bir listesinin mevcut
oldugu “uzun siireli bellek” yetenegine sahiptir. En yaygin
olan LSTM mimarisi; bir hiicre, giris kapisi, bir ¢ikis kapisi ve
bir unutma kapisindan olusur.

Forget gate olarak bilinen unutma kapisinin amaci; hem
onceki gizli katman verileri hem de yeni girdi verileri ele
alindiginda, hangi bitlerin verilerinin yararli olduguna karar
vermektir. Eger veri faydali ise; sigmoid fonksiyonu
kullanarak 1 e yakin bir deger iiretir, aksi halde ise 0 ayakin
deger iiretir.

Giris kapisi, iki katlh amaca sahiptir. Birincisi, yeni veri
veya Onceki gizli katman durum verisinin hiicre durumunda
tutulup tutulmayacaginin deger olup olmadigini kontrol eder.
Eger kayda deger veri var ise; hangi yeni verilerin
eklenecegine de ikinci amag hizmet eder.

Cikis kapisinin temel amaci ise, yeni gizli duruma ihtiyag
olup olmadigina karar vermektir. (Her bir kapi igin kullanilan
matematiksel formiiller i¢in [20]).

B. Metot

Sekil 1’de bu ¢alismanin tamamlanmasi i¢in izlenen yol ve
adimlar verilmistir. Veri kiimesi tiizerinde analiz islemi
gerceklestirmek igin orjinal veri setinde; veri setinin model
egitimi ve anormallik tespiti i¢in uygun hale getirilmesi
amaciyla cesitli diizenlemeler ve degisiklikler yapildi. Veri
seti lizerinde hexadecimal (onaltilik tabandaki) degerler
decimal (onluk taban) degerlere doniistiiriildii. Bunu saglamak
icin "fun" yardimci islev tanimlandi ve apply yoOntemi
kullanilarak SystemCallID siitunu {izerine uygulandi. Boylece,
SystemCallID siitunu orjinal veri setindeki onaltilik sistem
temsiliyle tutulan degerlerden ondalik sistem temsiline
doniistiiriildii. Veri setindeki zaman farklarimi hesaplama ve
yeni bir siitun eklemek i¢in "Timestamp" siitunu kullanildi.
Zaman farki hesaplamalari igin diff() fonksiyonu kullanildi ve
elde edilen farklar "TimeDiff" adli yeni bir siitunda saklandu.
Veri setinin 6lgeklendirilmesi igin MinMaxScaler kullanildi.
TimeDiff siitunu dl¢eklendirilerek "ScaledTimeDiff" adli yeni
bir siitun olusturuldu. Olgeklendirme islemi, verilerin farkl
Olgeklerde olmamasini ve modelin daha iyi performans
gostermesini saglamak i¢in olusturuldu.
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Syscalldata Veri Kimesi

Veri Kimesi On-igleme

Onaltilik deger-
onluk degere
donusturme

Sistem cagrisinin
aktif oldugu veri
satirlarinin secimi

Python programlama
dili
{fun,
apply}

TimeSeries
Generator
Anormal
> LSTM »  Durumlarin
|saretiemesi

Veri setinin istenmeyen

ozelliklerden arindiriimasi

b

Python programlama

dili

MinMax Scaller

Sekil 1. Metot Akis diyagrami (Flowchart)

C. Veri Seti

Page numbers, headers and footers must not be used.

Bu c¢alismada kullanilan veri seti Ezeme ve arkadaslari
tarafindan bir insanisz hava araci sistemi simiile edilerek
toplanmistir [21]. Veri setindeki verilere iliskin detaylarin
ornekleri soyledir;

Normal Profil: Bu profildeki (moddaki) veri drnekleri elde
edilirken THA uygulamasi, herhangi bir dahili veya harici
enjeksiyon veya kesinti olmaksizin ¢aligtirilmustir.

Delay profil: Bu profildeki veri ornekleri, denetleyicinin
zaman zaman uygulamanin parametrelerini algilamada
gecikmeye zorlamasiyla ve hesaplama acisindan pahali
islemler olusturulmasiyla elde edilmektedir. Bu pahali sapma
hesaplamalari, IHA  sensorlerinin  varsayilldigi  gibi
sorgulanmamasina neden olur. Bu nedenle, IHA hedef, seyir
ve irtifa ile ilgili parametreleri ayarlamak icin miicadele
ederken kararsizlik yasamaktadir. Bu gorevler, olusturulan
sistem c¢agrilarinin  tiirlini  ve sirasint  etkiler, ¢iinkil
yuritiilmesi, Normal profili takip edebilen veya etmeyebilen
bilinen veya bilinmeyen sistem ¢agrilarinin olusturulmasina
yol agar. Bu profil, normal durum geri yiiklenemediginde
IHA’nin ¢ékmesine neden oldugu icin gizli olmayan bir saldiri
ornegidir. Bu profildeki veri ornekleri, Pseudo-Random
profilindeki oOrneklerden daha az karmasiktir, ¢iinkii gizli
olmayan yapiya sahiptirler.

Pseudo-Random Profile: Bu profildeki veri 6rnekleri, saldiri
senaryolarinin karmagsiklig1 arttirilarak ve gizli operasyona
dayal1 bir anomali olusturularak, sézde rastgele araliklarla
[HA’nmin durumlarni ve parametrelerini bir UDP soketi
araciligiyla sizdiran bir islem ile elde edilmektedir. Veri
ornekleri elde edilirken, IHA’y1 ¢okertmeyen, ancak baska
amaglar icin etkinligini izleyen gizli operasyon taklit
edilmektedir. Boylece THA uygulamasii izleme siirecinde,
sistem cagrilarinin sirasi, tiirli ve argiiman yapisi agisindan
farkli olabilecek baz1 sistem ¢agrilar1 {retilir. Delay

profilinden farkli olarak, bu profil gizli modda cahsir ve THA
kontrol uygulamasinin ¢cokmesine yol agmaz.

D. Veri On Isleme

Sekil 2’de normal profile ait ham verilere ait ilk satirlar
ornek olarak gosterilmektedir. Bu sekilde, ilk slitunda zaman
damgasi, ikinci siitunda iglemin tiirii, Gi¢iincii siitunda islemin
ID’si ve diger siitunlarda opsiyonel argiimanlar temsil
edilmektedir.

|455697 , SYSCALL,0x53,0x7ffd4d46126,0x1ff,0x0, 0x8080808080808080L , 0x0, 0x0, 0x1861000

455714, SYSRET,0x1f861000

455714, SYSCALL,@xe7,0x0,0x0,0x7ffd4d461288, 0x8080808080808080L , 0B, 0x0, 6x11861000

455724, SYSCALL,0xf,0x11,0x7ffc2f478¢70,0x7ffc2f478b40,0x0,0x0,0x0,0x1d491000
455724, SYSRET,0x1d491000

455724, SYSCALL,0x10,0xa,0x5410,0x7ffc2f4790bc, 0x0,0x0, 0x0, 0x1d491000

455724, SYSRET,0x1d491000

Sekil 2. Normal profilin ham verilerine ait ilk satirlar

Veri 6n isleme asamasinda, normal, delay ve pseudo-
random 6rneklerinin ham giinliik dosyalar islenmistir. Veri 6n
isleme asamasinda ilk olarak, SYSRET klasoriinii temsil eden
satirlar silinmistir. Daha sonra, zaman damgalar tek kalacak
sekilde, diger siitundaki bilgiler silinmistir. Sekil 3’te veri
kiimesinin 6n isleme asamasindan sonra kullanilan bir 6rnegi

verilmistir

Timestamp Type SystemCallID TimeDiff
8 455697 SYSCALL 83 8.8
2 455714 SYSCALL 231 17.8
3 455724 SYSCALL 15 16.8
5 455724 SYSCALL 16 8.0
7 455725 SYSCALL 4 1.8
9 455726 SYSCALL 4 1.8
11 455726 SYSCALL 4 8.8
13 455728 SYSCALL 4 2.8
15 455728 SYSCALL 14 8.8
17 455728 SYSCALL 57 8.8

Sekil 3. Veri Kiimesi On Isleme Sonras1 Ornegi

Sekil 4’de kullanilan LSTM (Long short-term memory)
metodunun egitim tablusonun bir 6rnegi verilmistir. LSTM
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metodu bilgileri uzun siire hatirlama yeteneginden dolay1 uzun
vadeli bagimlilikli problemleri ¢6zmede oldukga basarili bir
tekniktir. Bu sebeple, LSTM birgok zaman analizli
calismalarda yaygin olarak uygulanmis ve oldukga yiiksek
basar elde etmistir [16-18]. Sekil 4° de verilen LSTM modeli
igin;

Python keras kiitiiphanesi kullanilarak Sequential modeli
kullanimi1

LSTM katmani 128 hiicre icermektedir

Input_shape parametresi modelin girdi boyutunu belirtir.
Lookback kismi modelin gegmis verilere bakma siiresini
belirten kisimdir

Dropout katmani modelin ikinci katmanidir. Dropout,
egitim sirasinda rastgele bir kisim ndronlari etkisiz hale
getirerek asir1 uyum (overfitting) sorununu azaltmaya
yardimct olur. Dropout katmaninin rate parametresi, etkisiz
hale getirilecek néron oramini belirtir ve burada %20 olarak
ayarlanmuistir.

Modelin figlincii katmani RepeatVector katmanidir. Bu
katman, 6nceki LSTM katmaninin ¢iktilarini bir zaman dizisi
olarak tekrarlar ve giris boyutunu (None, 1, 128) olarak
degistirir.

Dordiincii  katmanda, retur sequences=True olarak
ayarlanarak bu katmanin ¢iktisinin bir zaman dizisi olarak
donmesi saglanmigtir.

Besinci katman yine bir Dropout katmanidir ve
parametreleri ilk Dropout katmaniyla aynidir. Altinc1 ve son
katman TimeDistributed katmanidir. Bu katman, tam bagh bir
(dense) katmandir ve ¢ikti boyutunu (None, 1, 1) olarak
degistirir. Bu, her zaman adim1 i¢in ayn bir ¢ikt1 degeri elde
etmemizi saglar.

Modelin kaybin1 ve optimize ediciyi belirlemek igin
compile yontemi kullanildi. Burada kayip fonksiyonu olarak
ortalama karesel hata (mean squared error - MSE) kullanildi.

Model, fit yontemi kullanilarak egitildi: train gen ve
val gen veri flretecleri, egitim ve dogrulama verilerini
saglamak icin kullanildi. epochs parametresi 10 olarak
ayarlanmistir. batch size parametresi burada 32 olarak
ayarlanmistir.  callbacks parametresi, egitim sirasinda
kullanilan geri ¢agr islevlerini belirtir ve bu g¢alismada
EarlyStopping geri ¢agrist kullanildi. Bu geri ¢agri, val loss
degerinin 3 dénem boyunca iyilesmedigi durumlarda egitimi
durdurur ve agiri uyumu Onlemeye yardimer olur. shuffle
parametresi, veri setinin her donemde kanstirilip
karistirilmayacagini belirtir, burada False olarak ayarlanmistir,
yani veri seti her donemde karistirilmayacaktir. Egitim
sirasinda her donemdeki kayip (loss) ve dogrulama kaybi
(val_loss) degerleri ¢ikti olarak goriintiilenir. Model egitim
asamasi toplamda 10 donem asamasindan olusmaktadir. Her
bir dénem igin egitim kaybi, dogrulama kayb1 ve gecen siire

goriintiilendi. Ciinkii  bu  degerler; modelin yapisi,
katmanalarin ¢ikt1 sekilllerini ve egitim siirecindeki kayip
degerlerini gosterir. Sekilde yer alan "Param #" ifadesi, her bir
katmandaki toplam parametre sayisimt temsil eder.
Parametreler, modelin egitim sirasinda 6grenmesi gereken
agirliklart ve bias degerlerini ifade eder. Daha fazla parametre
genellikle daha karmasik bir modelin oldugunu gosterir. "Total
params" ifadesi, tiim katmanlardaki toplam parametre sayisini
gosterir. Bu, modelin toplamda kag¢ parametreye sahip
oldugunu belirtir. "Trainable params" ifadesi, egitilebilir
(trainable) parametrelerin sayisini gosterir. Bu, modelin egitim
sirasinda optimize edilecek ve gilincellenecek parametrelerdir.
"Non-trainable params" ifadesi ise egitilmeyen (non-trainable)
parametrelerin sayisini gosterir. Bu, 6nceden egitilmis veya
dondurulmus agirhiklar gibi, egitim sirasinda
giincellenmeyecek parametrelerdir. Bu durumda, 0 oldugunu
goriiyoruz, yani modelde  egitilmeyen  parametre
bulunmamaktadir. Bu parametreler, modelin karmagikligini ve
egitilebilir agirliklarin sayisimi gosterir. Daha fazla parametre
genellikle daha fazla esneklik saglar, ancak aym zamanda daha
fazla veri ve hesaplama giicii gerektirebilir.

Model: "sequential”

Layer (type) Qutput Shape Param #
1stm (LSTM) (None, 128) 66568
dropout (Dropout) (Nene, 128) 5]
repeat_vector (RepeatVector (Mone, 1, 128) 5]

)

1stm_1 (LSTM) (None, 1, 128) 131584
dropout_1 (Dropout) (None, 1, 128) 5]
time_distributed (TimeDistr (Mone, 1, 1) 129

ibuted)

Total params: 198,273
Trainable params: 198,273
Non-trainable params: @

Sekil 4. LSTM Egitim Ornegi

I1l. DENEYSEL SONUCLAR

Sekil 5, egitim ve dogrulama veri kiimeleri i¢in Ortalama
Mutlak Hata (MAE) Kkayiplarii  histogram  olarak
gorsellestirilmesidir. Bu sekilde, MAE kaybinin dagilimini ve
Ornek sayisini gosterme amaclanmistir. Verilen histogram
grafiklerinden biri egitim veri kiimesi MAE kayiplarimi, digeri
dogrulama veri kiimesi MAE kayiplarini temsil etmektedir.
Sekilde verilen ¢ikti; egitim ve dogrulama veri kiimelerindeki
MAE kaybinin dagilhmimi karsilastirmak ve birbirleriyle
iliskilendirmek icin kullamilabilir. Ornegin, egitim ve
dogrulama MAE kayiplart arasindaki benzerlikleri veya
farkliliklar1 gormek gibi islem i¢in kullanilabilir.
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Sekil 5. LSTM MSE degerleri

Anormallik tespiti i¢in, modelin tahminleri ile gergek
degerler arasindaki hata metriklerini kullanarak esik deger
¢ikarildi. Bunun i¢in izlenen adimlar soyedir;

- Veri setindeki tlim zaman adimlarinikapsayan girdi ve
hedef zaman serisi i¢in TimeseriesGenerator olusturuldu

- Veri kiimesindeki veriler i¢in tahminleme islemi
gerceklestildi

Esik deger, veri setindeki zaman serisinin normal veya
anormal olup olmadigini belirlemek i¢in kullanmildi. Veri
setindeki tahminler; esik degerden saptigr durumlar anormal

noktalar dgier surumlar ise normal durumlar olarak kabul
edildi.

Sekil 6’da esik deger kirmiz ¢izgi ile gdsterilmistir. Tahmin
edilen degerler ve gercek degerler arasindaki sapma miktari bu
sekil ile agikga goriilebilir. Esik deger bize; tahmin edilen
verilerin gercek degerlerden ne kadar uzakta oldugunu
gosterir. Ayrica, tahmin edilen degerlerin kabul edilebilirlik
sinir degerleri esik deger ile belirlenebilir. Veri setindeki
degerler, esik deger altinda veya esik deger istiinde ise
anormal noktalar isaretlendi.

L0

08

0.5

0.4

Olgeklendinimey Zaman Farks

0.z

—— Zaman Farklan
Tahminler
—— Egik Dedger

0.0

o 200000

400000

T
600000 BODODO

Sekil 6. Esik deger ve veri kiimesindeki dagilimi

Veri kiimesi iizerinde LSTM metodu uygulandiktan sonra
anormal noktalarin gosterimi islemi Sekil 7°te gosterilmistir.
Zaman farklan (gercek degerler) mavi renkli ¢izgi ve tahmin
edilen degerler sar1 renkli ¢izgi ile gosterilmistir. Esik deger
yatay bir ¢izgi ile gosterilerek, kabul edilebilir stahminleme
sinirmni temsil etmektedir. Anormallikleri gostermek igin her

bir anormallige karsilik gelen zaman adimlarinda dikey
cizgiler cizilmistir. Bu ¢izgiler, tahminlerin esik degerini astig1
veya altina diistiigii noktalart gostermektedir. Sekil tizerindeki
dikey olarak goriilen c¢izgiler, anormalligin net bir sekilde
tespit edildigi noktalart gdsterirler. Sistem ¢agrilar: arasindaki
zaman farklarinin beklenen desenlerden sapmasi durumunda
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ortaya ¢ikan noktalar anormallik olarak isaretlenmistir. Bu
grafik, anormalliklerin gorsel olarak isaretlenmesi, sistem
giivenligi uzmanlarina veya analistlere olaylar1 inceleme ve

midahale etme konusunda

bir rehber saglamak igin

kullanilabilir.
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Sekil 7. Veri kiimesi iizerinde anormal noktalarin gosterimi

IV.SONUC

Bir sistemdeki normal disi davraniglarin veya noktalarin
tespit edilmesi anormallik tespit teknikleri, uygulanarak
gerceklestirilmektedir.  Geleneksel ~Makine  Ogrenmesi
tekniklerinin uzun vadeli bagimli noktalardaki anormallikleri
tespit etmesindeki yetersizliklerinden dolayr derin 6grenme
teknikleri glinimiizde daha basarili sonuglar tiretmektedirler.
Bu calisma, derin 6grenme tekniklerinde LSTM teknigini
kullanarak , THA sistem ¢agrilariin zaman serisindeki
anormallikleri tespit etmeyi hedeflemistir.

Kullanilan veri seti IHA sistem cagr1 bilgilerini soyle ki;
sistem ¢agri1 zaman damgasi, sistem ¢agrisinin durumu (onay
veya ret) ve opsiyonel argiimanlarini icermektedir. Veri 6n
isleme asamasinda, normal, delay ve pseudo-random
orneklerinin ham giinlikk dosyalari iglenmistir. Veri seti 6n
isleme asamasindan gegirildikten sonra Python programlama
dili kullamlarak LSTM teknigi uygulandi. LSTM teknigi ile
derinlemesine modern bir siber tehdit analizi saglamay1
amacladigimiz i¢in veri seti bu ¢aligmanin amacina uygun bir
veri setidir. Deneysel sonuglar, LSTM tekniginin sistem
¢agrilariin zaman serisindeki anormallikleri tespit etmedeki
iistiin performansini kanitladi.
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