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amaglamaktadir. Bu ozellikler, egitim sayisini, dnceki yil derecelendirmelerini, hizmet siiresini, kazanilan
odiilleri ve ortalama egitim puanini icermekle birlikte bunlarla sinwrl degildir. Calismanin amaci,
kuruluslarn bilingli terfi kararlart almalary igin giivenli bir arag saglamak ve bu ¢ergevenin diger tahmin
problemlerine genellestirilebilecegini gostermektir. Deneysel sonuglar XGBoost modelinin dogruluk
agisindan en verimli model oldugunu géstermektedir. XGBoost, %94 dogruluk ve ROC AUC, %94
duyarlilik ve %94 hassasiyetle bellek kullanimi verimliligi, dogruluk ve ¢alisma siiresi agisindan iistiin
bir algoritma olarak kabul edilmektedir.

Anahtar Kglimeler: Cahgan Terfisi, Calisan Terfi Tahmin Cergevesi, XGBoost, Makine Ogrenimi,
Denetimli Ogrenme.

Abstract

Promotion is a tool to motivate employees to improve themselves and take on the burden and
responsibility of the position assigned to them. Due to the fairness and measurability of promotions
conducted by traditional methods needing to be quantifiable, different methods are required. In recent
years, with the widespread use of information systems in companies, much information, such as
performance data of employees, has started to be stored digitally. Additionally, with the development of
data sciences and their application in many fields, machine learning and artificial intelligence algorithms
in evaluating this data have become widespread. This study aims to establish a robust framework to
predict employee promotions based on various features. These features include but are not limited to the
number of training sessions attended, previous year ratings, tenure, awards received, and average
training scores. The study aims to provide organizations with a reliable tool to make informed promotion
decisions and demonstrate that this framework can be generalized to other prediction problems.
Experimental results show that the XGBoost model is the most efficient in terms of accuracy. XGBoost is
considered a superior algorithm with 94% accuracy, 94% ROC AUC, 94% sensitivity, and 94%
precision, excelling in memory usage efficiency, accuracy, and runtime.

Keywords: Employee Promotion, Prediction, XGBoost, Machine Learning, Supervised Learning.

Atif/ to Cite (APA): lbrir, Y.A. and Cavur, M. (2024). Forecasting Employees’ Promotion Based on Personal Indicators by Using a
Machine Learning Algorithm. International Journal of Management Information Systems and Computer Science, 8(2), 75-98. DOI:
10.33461/uybisbbd.1471499

1 Kadir Has University, Management Information System Department, yasmineaya.ibrir@stu.khas.edu.tr, Istanbul,

Tirkiye.

2 Dr. Kadir Has University, Management Information System Department, mahmut.cavur@khas.edu.tr, Istanbul,

Tiirkiye.

75


https://orcid.org/0000-0002-4109-6497
https://orcid.org/0000-0002-1256-2700

Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 75-98 and Computer Science, 2024, 8(2): 75-98

1. INTRODUCTION

Promotion is regarded as one of the most important issues in any organization because it is
essential for administrative development and a means of motivating employees to pursue self-
development. Promotion has always been an important research point in several areas, including
human development. Nowadays, many organizations need help with job promotion and professional
stability. The ability of institutions to achieve their goals depends largely on the extent to which the
administration succeeds in providing sufficient satisfaction and setting up a promotion program
according to objective criteria that permit achieving organizational effectiveness. Businesses must be
able to forecast what will happen to their client base and staff so that they can take appropriate actions
before the "promotion” process. The term "promotion™ is defined as a means of an employee's career
advancement and development and is linked to the employee's level of performance.

The issue that this study attempts to solve is the difficulty organizations have in accurately
forecasting and overseeing employee promotions. Promotions may cause unhappiness and
inefficiency without an impartial and reliable prediction framework, which lowers employee morale
and corporate performance. Therefore, we clarify how machine learning (ML) models enhance the
ability of enterprises to forecast employee promotions. Not only the type of ML but also the
parameters are critical to predicting the promotions. Therefore, defining, deciding and explaining
those parameters affecting the promotions is essential. Finally, choosing, adopting, and/or developing
ML algorithms for promotion prediction is necessary. Compared to conventional techniques,
machine learning models may greatly improve the accuracy of employee promotion forecasts.
Reliability, years of service, practical efficiency, and credentials are important indicators of when an
individual will be promoted. The models' forecast accuracy will increase with new criteria like total
score, work percentage, and years to retirement. Since there can be one or more machine learning
models that perform better in terms of prediction accuracy and reliability than the baseline models
among the numerous models, we selected and adopted several ML algorithms to compare their
performances with several metrics.

In this thesis study, we aimed to set up a robust framework that can be used and generalized to
predict problems in the business, not just the problem of predicting employee promotion. Employees
are promoted based on their practical efficiency and loyalty in performing their jobs, as well as their
years of service and qualifications. The essential idea is to promote the right man to the right place,
thus being the path to success for the company. We believe that our framework can be successfully
used in choosing the appropriate employee according to the organizational hierarchy without fraud
or prior knowledge. The primary goal of the learning models is to anticipate the individual's
promotion within a particular period reliably. We will reward workers based on their performance
and workplace behavior, utilizing these aspects from the HR Analytics Vidhya data. We create a
framework for predicting employee promotion using machine learning algorithms. We chose existing
features and added new several features, including total score, work fraction, work start year, years
remaining to retire, and performance. We compare the experimental results with different baseline
models using evaluation performance metrics.

2. RELATED WORKS
This section outlines the related research on predicting employee advancement and turnover.
2.1. Predicting Employee Promotion

Employee promotion refers to an employee's upward progress within the organization to a new
or higher job position, tasks, and responsibilities. Promotion is an important step in the life cycle of
both employees and organizations. Choosing the correct candidate for promotion at the right moment
is a critical issue. According to many studies, several strategies rely on machine learning to overcome
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real-world challenges, particularly in human resource management, and employee promotion is one
of them.

Managers spend a great deal of time recruiting capable employees. Promotion is an issue that
both businesses and employees are concerned about. On the one hand, promotion is a strategy used
by businesses to pick exceptional people and boost their competitiveness. Employee promotion,
systems, and organizational performance have a good relationship (Chen, Hsu and Wu, 2012). On the
other hand, advancement prospects have a higher impact on employee performance, as do leadership,
job promotion, and work environment. These components work together to improve employee
performance (Febrina, 2017). It is regarded as an excellent policy to replace gaps in higher-level
positions through internal promotions since such advancements give encouragement and motivation
to employees while also removing sentiments of stagnation and discontent (Li et al., 2021).

According to certain research, internal promotion in organizations is influenced by a variety of
factors, including age ( Li et al., 2021; Long et al., 2018; Machado and Portela, 2021) gender,
education background (Jantan and Hamdan, 2010; Long et al., 2018), and job experience (De Pater
et al., 2009; Long et al., 2018). Categorization is one of the most important tasks in data mining,
which is used to extract knowledge from massive amounts of data. This technique is frequently
utilized in a variety of sectors, although it has received less attention in HRM. Using an employee's
performance data, an experiment was carried out to illustrate the practicality of recommended
classification techniques (Jantan and Hamdan, 2010).

Higher compensation is always followed by a job promotion and increased experience in
problem-solving, loyalty, honesty, and responsibility at work, according to Febrina's (2017) research.
Based on his findings, it is possible to infer that leadership, job advancement, and job environment
all positively and substantially influence staff performance at the bank. These components work
together to improve employee performance (Febrina, 2017).

Businesses must prioritize human capital in the age of big data and Industry 4.0. Liu and
colleagues (2019) emphasize that people should work in various places and divisions to broaden their
experiences. Working in jobs where mobility is more reliable, resources are available, or experience
is accessible can help the worker advance. Their study used supervised learning to predict staff
advancement and build models using logistic regression, random forests, and AdaBoost. In the end,
RF performs better and has a reasonable time consumption (Liu et al., 2019).

Long and colleagues (2018) have used machine learning to predict employee advancement
using data from a Chinese state-owned firm. Two types of features were created based on five
methodologies by extracting personal basic information and position information from this data.
Using correlation analysis, they validate the efficiency of attributes in estimating employee
advancement. According to the findings of the study, the influence of post features on promotion is
stronger than that of personal basic characteristics (Long et al., 2018).

Job classifications are frequently established using the k-means clustering technique, which is
a common method of job classification establishment. Sarker (2018) and colleagues used a decision
tree algorithm to swiftly identify employees and make suitable decisions. Employees are divided into
three groups based on their level of performance. According to the results, support vector machines
outperform the other classifiers in terms of accuracy (Sarker et al., 2018).

Although substantial progress has been made using big data analytic technologies in human
resource management, research on the mining of promotion characteristics is limited, and further
research is needed. Thus, using data from Analytics Vidhya, we build various promotion attributes
and predict using machine learning methods.

2.2. Predicting Employee Turnover

Employee turnover is seen as a critical issue for all firms. To address this issue, organizations
are now relying on machine learning approaches to forecast employee turnover. Employee turnover
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can be viewed as a defacement of the organization's intellectual capital. The literature study focuses
on the strategies and techniques provided by various researchers for forecasting employee attrition.

A team of researchers has proposed a new model for forecasting employee attrition based on
machine learning using XGBoost. It is recognized as a superior algorithm in terms of memory use
efficiency, accuracy, and running time. The model provided in this research has a very low rate of
less than 30% and an accuracy of around 90%. A total of 14 factors have a greater effect on the
attrition rate than any other component - frozen Promotions and Salary Hikes, Imbalance of Work-
Life, Employee Misalignment, Unsuitable Behavior, and Inadequate Professional Skills (Jain and
Nayyar, 2018).

In this study1, various machine learning techniques have been implemented DT, RF, and SVM,
it is possible to infer that RF outperforms. In the case of employee attrition, an estimate was made as
to whether a person would quit the organization. Using this approach, the business may choose the
individuals who have the highest likelihood of leaving the organization and then provide them with
specific incentives (Jain, Jain and Pamula, 2020).

In another study, a strategy for selecting features to reduce the dimension of the feature space
was described. The recommended feature selection improves the predictor's performance. This paper
offers a three-stage method for constructing an accurate employee attrition prediction model. The
parameters of the logistic regression model are validated by assessing their fluctuations when trained
through several bootstraps. The results suggest that the "max-out” feature selection strategy improves
the F1-score performance metric (Najafi-Zangeneh et al., 2021).

A research study insists that employee turnover in the IT industry is significant. Often, their
early attrition is the result of company-related or personal concerns. A correlation matrix in the form
of a heatmap was developed to determine the essential factors that may affect the attrition rate. The
Random Forest classifier was revealed to be the best model for predicting IT staff attrition
(Bandyopadhyay and Jadhav, 2021).

Employee promotions are a crucial component of keeping a motivated and skilled workforce.
Prior to the "promotion™ process, firms must be able to predict what will happen to their client base
and workforce. With machine learning, we may identify employees who are most likely to be
promoted based on prior data such as degree, experience, age, ratings, and overall score, using
primarily the XGBoost model and other models. This framework can be used and generalized to all
prediction problems, not just our problem of predicting employee promotion.

We believe that, without fraud or prior information, our approach may be effectively utilized to
select the proper individual according to the organizational hierarchy. We consider several elements,
including traditional employee traits and work history. Favoritism and family must be excluded from
these accounts to prevent the problem from being passed on to someone else.

3. MATERIAL AND METHOD
3.1. Data Description

Analytics Vidhya Data Analysis provided the data (Table 1) used in this study. The dataset has
14 characteristics 54808 records for train data and 23490 records for test data. Not all the 14 features
are considered in our work for employees' predictions of promotions. We will choose the relevant
aspects and add new ones that impact the employee's promotion as an important indication for the
promotion process. Data exploration is a two-step process that involves identifying the data type and
category of the variables used to make up an empirical data set.

The dataset contains a target feature identified by the variable that is promoted. "No™ denotes
an employee who did not receive the promotion, and "Yes" represents an employee who did. If this
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training process is repeated over time and conducted on relevant samples, the predictions generated
in the output will be more accurate.

In this paper, we explore the Analytics Vidhya dataset step-by-step. The methodologies of
variable identification, univariate analysis, bivariate analysis, and multivariable analysis were applied

to the Data Exploration phase of the data processing process for the first time.

Table 1: Attributes description and identification

. — Variable Type of
Attributes Description Data Type Category Variable
Employee ID Unique 1D for the employee Numeric Continuous Predictor
Department Department of the employee Character Categorical Predictor
Region Region of employment (unordered) Character Categorical Predictor
Education Educational level Character Categorical Predictor
Gender Gender of the employee Character Categorical Predictor
Ehe;l;;ment Channel of recruitment for the employee Character Categorical Predictor
No. of No of other trainings were completed in
trainin the previous year Numeric Categorical Predictor

9 on soft skills, technical skills, etc.
Age Age of the employee Numeric Continuous  Predictor
Previous Employee rating in the prior year Numeric Categorical Predictor
year rating ploy! g priory g
sLeerT/?cEZ of Length of service in years Numeric Continuous Predictor
Awards won If awards were won during the previous Numeric Categorical Predictor
year, then 1 else 0
Avg training score The average score In current training Numeric Continuous  Predictor
evaluations
If the percentage of KPIs . . .
0,
KP1s met >80% (Key Performance Indicators) >80%, then 1, else 0 Numeric Categorical Predictor
Is promoted (Target_) Recommended for Numeric Categorical Tar_get
promotion variable

3.2. Descriptive Statistics

3.2.1.Uni-variate analysis

Univariate analysis is the most basic type of statistical analysis. Continuous and categorical
variables are investigated in the univariate analysis. We investigated various techniques and statistical
measures for categorical and continuous variables individually. Several statistical metrics and
visualization approaches describe this type of relationship.

We constructed the descriptive statistics of the dataset. We considered the following variables:
count, mean, standard deviation (std), minimum and maximum values (min/max), and
25%/50%/75% 95% percentile. Hata! Basvuru kaynag bulunamadi. is an excerpt from the full d
ataset.

Count
The count of a dataset is simply the number of observations, denoted as n.

Count =n (1)
Mean

A dataset's mean (average) is the sum of all observations divided by the number of observations.
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Mean (u) = %Zélxi )

where X; represents each observation in the dataset.
Standard Deviation (Std)

The standard deviation measures the amount of variation or dispersion in a dataset.

Standard Deviation (o) (3)
1 n
= [— =1(x; — )2
- Zi (x; — 1)
where p is the mean of the dataset.

Minimum and Maximum Values (Min/Max)

The minimum value is the smallest observation in the dataset, and the maximum value is the largest
observation in the dataset.

Minimum = min(xy, x5, ....., X,) 4)
Maximum = max(xy, X5, e, Xp) (5)
Percentiles (25%, 50%, 75%, 95%0)
Percentiles are values below which a certain percentage of observations in a dataset fall.

o 25" Percentile (First Quartile, Q1): The value below 25% of the observations falls.

Q1 = Py (6)

e 50" Percentile (Median, Q2): The value below 50% of the observations falls.
Q2 = Py (7)

e 75" Percentile (Third Quartile, Q3): The value below 75% of the observations falls.
Q3 = P (8)

Figure 1 represents the bar chart of the variables; these are the value ranges of all features.
Every feature has a different distribution of values. We looked at each one independently to get a
better and deeper understanding of the characteristics.

Using machine learning models with imbalanced classes often leads to very poor results that
are completely biased towards the class having a higher distribution. Clearly, the data needs to be
balanced; a 91% and 9% ratio between promoted and non-promoted employees is very unbalanced.
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Figure 1: Numeric features distribution
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Figure 2: Is Promoted Distribution
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3.2.2. Bi-variate analysis

In this section, we examine variables at a predetermined significance threshold. Bivariate
analysis may be used for any grouping of absolute, categorical, and continuous variables. During the
analytic process, many strategies are utilized to manage these groups. The following are some
examples of the specific combinations that are possible.

e Gender versus Employee Promoted
According to Hata! Bagvuru kaynagi bulunamadi., male employees are promoted at a higher r
ate than female employees. Furthermore, male employees continue to be promoted more than female

ones. As previously stated, women are in the minority, but when it comes to promotion, they compete
head-to-head with their male counterparts.
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Figure 3: Gender versus Employee Promoted a) in number, b) in percentage
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3.2.3. Multivariate analysis

Multivariate analysis is based on multivariate statistics concepts, simultaneously involving
observing and analyzing several statistical result variables. First, we will examine the association
between the numerical columns using the Correlation Heatmap.
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Figure 4: Correlation Heat map
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KPIs and the previous year's ratings are correlated to some degree, implying some relationship.
However, we will do feature engineering before modeling to avoid multicollinearity. This heatmap
shows the correlation between the columns, which is highly beneficial for regression issues.

3.3. Data Visualizations

In this part, data visualization is conducted on continuous and categorical variables to
understand the link between these variables and our objective variables. Graphs are the most effective
way to comprehend the behavior of characteristics and the relationships between them. Here is one
example:

e Gender with Department and Promotion

Hata! Basvuru kaynag bulunamadi. shows the gender breakdown by department and p
romotion. This figure represents the distribution of females and males in the department section.
There are varying percentages in the departments, and for females, there are higher promotions in the
two departments of analytics and procurement. Unlike males, technology and analytics are the two
sections with the highest percentages.
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Figure 5: Gender with Department and Promotion
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3.4. Machine Learning Algorithms

Machine learning is a branch of computer science with significant links to statistics and
optimization. In this thesis, we use supervised learning approaches for binary classification. The
experiment is carried out within the Scikit-learn library, and the code is written in Python using
supervised algorithms.

3.4.1. XGBoost

XGBoost is a boosted tree approach based on the gradient boosting principle. 1t employs more
precise approximations by applying second-order gradients and enhanced regularization. It is a fast
approach based on parallel tree creation that is designed to be fault-resistant in a distributed situation
(Jain and Nayyar, 2018).The classifier accepts data in the form of DMatrix (Saradhi and Palshikar,
2011). During the research, the following characteristics were investigated and incorporated(9):

ob®=) Log+y aG)
where:

o 0 represents the parameters of the model.

o L isthe loss function (e.g., mean squared error for regression, log loss for classification).
« yiis the true value of the i-th instance.

e . is the predicted value of the i-th instance.

e Q(fp) is the regularization term for the k-th tree.

e nisthe number of instances.

e Kiis the number of trees

Regularization: This is the primary advantage of XGBoost. It also aids in reducing overfitting.
This technique is used in linear and tree-based models to prevent overfitting (Aarshay, 2020).

Parallel Processing: XGBoost uses parallel processing and is much quicker than GBM.
XGBoost now supports the Hadoop implementation (Aarshay, 2020).
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High Flexibility: Custom optimization targets and assessment criteria can be defined by users
in XGBoost. This gives the model a new dimension, and there are no restrictions on what we may
accomplish (Aarshay, 2020).

XGBoost has a procedure for dealing with missing values. The user must offer a value that
differs from the other observations and pass it as a parameter. It tries different things and learns which
path to follow for missing values in the future (Aarshay, 2020).

Tree Pruning: When a GBM encounters a negative loss in the split, it will cease dividing the
node. On the other hand, XGBoost divides up to the max depth set before pruning the tree backwards
and removing splits beyond which no positive benefit is obtained (Aarshay, 2020).

Cross-validation is supported by XGBoost at each iteration of the boosting process, making it
straightforward to acquire the precise optimal number of boosting rounds in a single run. In contrast
to GBM, we must execute a grid search, and only a restricted number of parameters may be examined
(Aarshay, 2020).

Sklearn allows users to begin training an XGBoost model from the previous run's last iteration
- this can be a substantial benefit in some situations. This capability is also available in the GBM
implementation of sklearn, so they are on the same page (Aarshay, 2020).

3.4.2. Random Forest (RF)

Random Forest is a classifier that uses several decision trees on different subgroups of a given
dataset and averages them to enhance the predicted accuracy. The larger the number of trees in the
forest, the higher the accuracy and the lower the risk of overfitting (Jaiswal, 2022).

where pi is the proportion of instances of class i at node t.

c
Gini(t) = 1 — Z p? (10)
i=1
3.4.3. Decision Tree (DT)

A decision tree chart may help us examine alternatives and their outcomes before committing
to a solution. It provides a stylized universe where we may play out a sequence of actions and see
where they go without devoting unnecessary real-world time and resources (Jaiswal, 2022).

where pi is the proportion of instances of class i at node t.

Gini(t) = 1 — ZC P? (11)
i=1

3.4.4. Logistic Regression (LR)

Logistic Regression is an important machine learning technique because it can offer
probabilities and classify new data using continuous and discrete datasets. It seeks to calculate the
likelihood that the output variable belongs to a certain class. Logistic Regression may be used to
categorize observations using many forms of data and can quickly discover the most efficient factors
for classification (Jaiswal, 2022).

The sigmoid function transforms the linear combination of inputs into a probability value between 0
and 1.

1 (12)
1+e2

o(z) =
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where:

e o(z) is the sigmoid function.
e zisthe linear combination of inputs.

3.4.5. AdaBoost

AdaBoost is a classifier that uses ensemble boosting to improve classifier accuracy. The
AdaBoost classifier creates a strong classifier by merging numerous low-performing classifiers.
AdaBoost's main assumption is to build classifier weights and train the data sample in each iteration
(Navlani, 2022).

1
WD) = — 1)

where:

« wi¥ is the initial weight for the i-th instance.
e mis the total number of training instances.

3.4.6. Gradient Boosting

One of the most successful machine learning algorithms is the gradient boosting strategy.
Gradient Boosting's distinguishing feature is that it instead fits a new predictor to the residual errors
created by the preceding prediction (Tarbani, 2021), rather than fitting an algorithm to the data at
each iteration.

RO =argming y. 1) 09

where:

e Fo(x) is the initial prediction.
o L(yi,y) is the loss function for the iii-th instance.
 yiis the true label of the i-th instance.

3.5. Methodology

Our methodology is mainly composed of five phases: Input Data (which includes Data
Understanding & Visualizing), Data Pre-processing (which provides for Data Cleaning, Data
Preparing, & Data Splitting), Data Manipulation (which provides for Data Preprocessing and
Manipulation), Data Modeling, and Data Evaluation (Fine & Tune). Hata! Basvuru kaynagi b
ulunamadi. depicts a high-level overview. The following sections go through the specifics of each
step. At the outset, the dataset will be described.
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Figure 6: The general structure of the proposed employee promotion prediction framework
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To give some brief explanations about the implementation of our study, algorithms are used
through the Scikit-learn library, and the experiment is carried out within Python. These phases are
described as follows:

Input Data: Data Understanding & Visualizing

We use publicly available data provided by Analytics Vidhya Data Analysis. This dataset has
14 characteristics 54808 records for train data and 23490 for test data. We will choose the relevant
aspects and add new ones that impact the employees’ promotion as an important indication of the
promotion process. More details of the dataset were explained in the Background section.

Data Pre-processing: Data Cleaning, Data Preparing & Data Splitting

The data preparation stage is critical for our investigation to acquire clean and usable data.
There were instances in the raw data that were not appropriate. This was due to mistakes and
abnormalities that had to be removed. Data cleaning and filling-in of missing values in the dataset
were conducted. Analysis of the dataset is critical for our investigation to acquire clean and usable
data. Treating missing values is important in any machine learning model's creation. Various reasons,
such as incomplete forms, unavailable values, data entry errors, and data loss, can cause missing
values. We do not have to delete any missing values; we can impute the values using mean, median,
and mode.
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Extracting features from raw data using domain expertise and data mining tools is known as
"feature engineering.” Feature engineering may be thought of as applied machine learning. Many in
the industry believe it to be the most crucial step in improving model performance. It involves
removing unnecessary columns, binning the numerical and categorical features, and aggregating
some features.

Aggregating Multiple Features:

The variables need to be categorized so that the impact of making groupings can be seen more
clearly. Many of the variables are either continuous in nature or have many discrete values that peak
at specific places. New features—such as Metric of sum, Total score, Work fraction, Work start year,
Years remaining to retire, and Performance—are calculated because of the following assumptions:

The metric of sum: this feature is the sum of awards won, KPIs met, and the previous year's
rating.

Total score: training and workshops are essential for employees since they are conducted to
help employees grow their skills. These training ratings assist the organization in determining whether
staff are progressing. The columns "number of trainings” and "average training score" describe the
number of company-organized workshops and training the employee attended and the average
training score. The total score field is numeric and on the ratio scale. The goal is to see whether there
are any correlations between the total score and the "is promoted" column. The total score column is
separated into three bins (categories) for this purpose: Low (65 or below), Mediocre (65 to 145
points), and High (145 or higher).

Work fraction: this new feature was created to represent the fraction of work done with their
age.

Work start year: this was another feature that represents the starting age of the employee.

Years remaining to retire: this is another new feature representing the remaining years for the
employee until retirement.

Performance: For ease of analysis, KPIs_met and awards_won are combined into a single-
column performance using the any() function. Any employee who has either won an award or has
met KPIs has shown good performance. Most employees who were promoted demonstrated excellent
performance, but those who were not promoted had a high rate of non-performance. Many employees
who have worked hard yet have not been promoted. This might be related to a variety of different
factors and provides a solid reason to investigate the other aspects as well.

Binning the Numerical and Categorical Features:

To perform well in this phase, we combine the levels of 'no_of trainings', which has fewer
observations in train and test data. For the age feature, we bin ‘age’ data into groups (every five years
as a bin).

Removing Unnecessary Features:

In the next stage of training, we will delete some of the columns that are not relevant for
forecasting promotions. In addition, we will encrypt our object data and convert it to numeric form
for the machine learning model to accept it. Categorical variables are well-known for hiding and
masking important information in data collection. It is critical to understand how to cope in such
situations. Otherwise, we lose out on discovering the most essential variables in a model. The train-
test split is a method of assessing the performance of a machine learning system. It may be used for
supervised learning and classification or regression tasks.

By eliminating the target column from the data, we store the target variable in y and the
remainder of the columns in x. The Label Encoder will then encode the Department, Gender, and
Number of Training Columns.
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When creating a predictive model, the first and most critical phases in constructing our model
should be feature selection and data cleansing. To conduct research, the dataset must contain many
characteristics that impact employee advancement directly or indirectly. Irrelevant attributes in our
data can reduce model accuracy and cause our model to train based on irrelevant information.

Machine learning feature selection strategies may be roughly categorized into the following.
Wrapper, filter, and intrinsic supervised techniques are the three types of supervised methods. Using
the model’s feature importance attribute, we can determine the feature importance of each feature in
our dataset. We will use SelectKBest to extract the top features from the dataset.

Figure 7: Feature importance and scores
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We next wrap the model in a SelectFromModel instance using the feature importance derived
from our training dataset. This is used to pick features on our training dataset, train a model using the
XGBoost classifier using the selected subset of features, and then assess the model on the test set
using the same feature selection strategy. We may test several thresholds for picking features based
on feature relevance for interest. The feature importance of each input variable allows us to rank each
subset of features in order of significance, starting with all features and ending with the most
significant feature (Brownlee, 2022). According to the results of this procedure, ‘department,’
‘education,’ and ‘gender’ are omitted. These are necessarily the least important features for promotion
prediction in our model. From the above conclusions, it can be stated with confidence that no factor
alone is responsible for the promotion of an employee.

Table 2: Factors considered for predictive modeling

Factors considered for predictive modeling
no_of _trainings

previous_year_rating

length of service’

KPIs_met

awards_won

avg_training_scor
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sum_metric

total score

work_fraction
work_start_year
years_remaining_to_retire
Performance

age_group

Data Manipulation: Preprocessing and Manipulate Data

Machine learning algorithms perform best when the number of samples in each class is about
equal. This is because most algorithms are intended to enhance accuracy while minimizing mistakes.
A class imbalance develops when observation in one class exceeds observation in other courses. They
are often divided into two classes: the majority (negative) class and the minority (positive) class.

Resampling is a nonparametric statistical inference approach. Several statistical methods are
available for resampling data, including oversampling and undersampling. The Synthetic Minority
Oversampling Technique (SMOTE) oversamples the minority class by manufacturing "synthetic"
cases rather than oversampling using replacement. After balancing the data, we are
separating/splitting the entire dataset into training and testing data. Feature scaling is a strategy for
lowering the values of all the independent characteristics of the dataset on the same scale. It is also
known as data normalization and is performed during the data preparation step (SagarDhandare,
2022).

There must be a clear rule to determine when to normalize or standardize our data. We,
therefore, have decent performance using standardization rather than normalization. It is best to fit
the scaler to the training data before using it to change the testing data. This prevents data leaks during
the model testing procedure.

Data Modeling

Classification has two separate implications in machine learning. Multiple predictive models
such as XGBoost, Random Forest, Decision Tree, Logistic Regression, AdaBoost, and Gradient
Boosting were applied in this scenario. The objective is to find the best classifier for the problem
under consideration. Each classifier must be trained on the feature set, and the classifier with the best
classification results is used to forecast. The original dataset was partitioned into two portions with
an 80:20 ratio—one for training and another for testing.

Data Evaluation (fine & tune)

The data mentioned above set includes features such as "performance”, "no_of training",
"previous_year_rating”, and so on. Based on these values, the learning algorithm will anticipate
whether the employee will be promoted to the organization. A typical confusion matrix may
determine the number of cases properly categorized by a model. The confusion matrix visualizes a
classifier's performance, providing a complete analysis with data on the number of true positives,
false positives, true negatives, and false negatives. A classification report would show the model's
accuracy, recall, Roc, AOC, and F1-Score. Precision and recall are based on the measure of relevance,
with precision being the proportion of relevant samples found among the retrieved samples. When
the datasets are divided, it is critical to maintain the same distribution of target variables across both
the training and test datasets.

TP + TN (15)
TP+ TN + FP + FN

Accuracy =

where:
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e TP = True Positives
e TN = True Negatives
o FP = False Positives
o FN = False Negatives

.. TP (16)
Precision = TP+ FP
TP 17)
Recall = TP+ FN
Precision X Recall (18)

F1 — Score = 2 X

Precision + Recall

The goal "is_promoted" attribute is a binary variable with 91% "No" and 9% "Yes", with both
datasets retaining the same percentage after splitting. The classifiers are assessed using the evaluation
criteria in order to choose the best model for the issue (Jain, Jain and Pamula, 2020).

Cross-validation is a strategy for preventing over-fitting and simplifying the model. This
research utilized a five-fold CV. The training-set was randomly divided into five parts (k), with one
serving as a validation-set and the other k-1s serving as training-sets. Each iteration used a different
section as the validation set, and the average prediction error was calculated by averaging the average
errors from both sets.

XGBoost is a powerful machine learning method, particularly in terms of speed and accuracy.
A grid search must be performed for all relevant model parameters before hyper-parameter
adjustment is required. There are numerous settings, especially in the case of XGBoast, and it may
be CPU-expensive at times (Aarshay, 2020). XGBoost settings have been classified into three groups
by the creators of XGBoost (Aarshay, 2020):

General parameters: Direct the overall operation.
Booster parameters: Direct the specific booster (tree/regression) at each stage.
Learning Task Parameters: Direct the optimization process.

The next step is using a general approach for parameter tuning. The various steps to be
performed are:

Selecting a fast-learning rate: Generally, a learning rate of 0.1 is adequate, although values
ranging from 0.05 to 0.3 should suffice for various problems. Determine the best number of trees to
use for this learning rate. XGBoost has a very handy function called "cv" that does cross-validation
at each boosting iteration, delivering the optimum number of trees needed. In our study, the
learning_rate is fixed to 0.1 and cv to 5.

Tree-specific parameters (max depth, min child weight, gamma, subsample, colsample by tree)
should be fine-tuned for the chosen learning rate and number of trees. Here, after many iterations and
tuning with changing in different values and looking at the performance, we finally fixed these values:
max_depth=4, min_child_weight=6, gamma=0.1, subsample=0.8, colsample_bytree=0.8.

Regularization settings (lambda, reg_alpha=0.01) for XGBoost can be adjusted to minimize
model complexity and improve performance.

'scale pos weight' is one of the most critical factors people frequently overlook when dealing
with an unbalanced dataset. This parameter should be fine-tuned with caution since it may result in
overfitting the data.
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4. RESULTS AND DISCUSSIONS

This phase assessed the suitability of the models used. But first and foremost, we had to select
the appropriate variables for our work. Hence, as we mentioned earlier in section 3 about the
importance of choosing the feature, we will display the results and emphasize using the XGBoost
classifier in selecting those features because we deemed it more important. In our scenario, we train
and test an XGBoost model on the whole training and test datasets.

Table 3. Evaluation procedure with several selected features

Threshold Features Number Accuracy
0.414 n=1 77.28%
0.150 n=2 77.28%
0.073 n=3 77.63%
0.073 n=4 78.66%
0.070 n=5 80.11%
0.040 n=6 80.08%
0.037 n=7 83.68%
0.026 n=8 84.04%
0.024 n=9 83.87%
0.018 n=10 83.92%
0.018 n=11 84.10%
0.014 n=12 83.93%
0.013 n=13 83.96%
0.012 n=14 84.16%
0.012 n =15 84.19%
0.006 n =16 84.21%

Table 3 demonstrates that the model's performance typically improves as the number of selected
characteristics increases, starting with feature number seven, which has an accuracy of 83.68%. This
problem has a trade-off between features and test set accuracy. We could decide to take a complex
model (larger attributes such as n = 13) and accept a modest decrease in estimated accuracy from
84.21 percent to 83.96%, which is likely to be more useful based on the importance of the variables
used, and, of course, the accuracy will improve more using grid search as the model evaluation
scheme.

Following that, after selecting the 13 features to be used in the model, but this is insufficient
for us, the next phase is to run the model and compare the results without the features that correlate,
such as length of service and age being highly associated, as we discovered earlier in section 3. It can
also be noticed that KPIs and previous year's ratings are correlated to some extent, signaling some
linkage. Thus, we eliminate those two characteristics of age and KPIs to avoid multicollinearity. As
a result, the following ten characteristics will be used in running the six models: 'the number of
trainings', ‘previous year rating’, 'length of service', 'awards won', ‘avg training score’, 'sum metric,
'total score', ‘work fraction', 'work start year', and 'years remaining.

Comparing the results, clearly seen that having high accuracy with the 13 features rather than
ten features. Therefore, we decided to choose 13 features to be employed in the model. Hence, the
outcomes of the prediction phase judgments were initially gathered in the relative “"confusion matrix,"
without using a grid search and then a grid search for each method. This is a matrix in which the
classifier's predicted values are given in the columns, and the actual values of each instance of the
test set are shown in the rows. To start with the performance evaluation, we used the confusion matrix
to generate a set of essential metrics to quantify the efficiency of each algorithm: accuracy, precision,
recall, and F1-score.

Table 4 summarizes these measures, which are based on the number of mistakes and accurate
responses generated by the classifier.

92



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 75-98 and Computer Science, 2024, 8(2): 75-98

Table 4. Evaluation metrics with default parameters of different classifiers

Classifiers Accuracy Precision Recall F1-score ROC AUC
Logistic Regression 0.88% 0.88% 0.88% 0.87% 0.87%
Decision Tree 0.92% 0.91% 0.91% 0.91% 0.91%
Random Forest 0.93% 0.92% 0.92% 0.92% 0.92%
AdaBoost 0.80% 0.79% 0.79% 0.79% 0.79%
Gradient Boosting 0.82% 0.82% 0.82% 0.82% 0.82%
XGBoost 0.82% 0.77% 0.77% 0.77% 0.77%

The results of this experiment revealed that all the classifiers had acceptable accuracy, which
is greater than 80%. In many situations, this level of accuracy is seen as adequate. The dataset yielded
acceptable models for this experiment's specified classification techniques. The model's accuracy is
used to select the most acceptable classifier for the dataset to choose the appropriate classifier. As
demonstrated in

Table 4, the Random Forest classifier has the best accuracy, with 93%, the highest among the
chosen classifiers. Similarly, compared to other classifiers, Random Forest scores well on metrics
such as precision or recall, F-Measure, and ROC AUC. However, the AdaBoost Classifier model is
less accurate than others, with just over 80% accuracy. With 92% accuracy, the decision tree also
performed well. Hata! Basvuru kaynagi bulunamadi. shows the same conclusion in terms of the R
OC AUC graph. According to Hata! Basvuru kaynag bulunamadi., the random forest has the
highest average precision, i.e., true positive rate.

Figure 8: Default parameters of different classifiers for a) ROC b) Precision-Recall Curve
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The accuracy of DT and RF is substantially higher, and these classifiers may be used to forecast
whether an individual will be promoted within the organization. However, in our research, we will
focus more on the XGBoost classifier because it is the uniqueness of our study and the first time using
this classifier to forecast such a problem; thus, we will use grid search to improve the accuracy of
XGBoost beyond 82%.

Considering model hyper-parameters impact performance, we alter the parameters of five
models using grid search and cross-validation, with a heavy emphasis on the XGBoost classifier. The
basic concept behind this approach is to select numerous parameter combinations in advance and run
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cross-validation for each set of parameters to discover the ideal parameter combination for XGBoost
using five-fold cross-validation.

Classifiers Accuracy Precision Recall F1-score ROC AUC
Logistic Regression 0.88% 0.883% 0.8832% 0.88% 0.8835%
Decision Tree 0.92% 0.91% 0.91% 0.91% 0.91%
Random Forest 0.93% 0.933% 0.9328% 0.93% 0.9327%
Gradient Boosting 0.86% 0.858% 0.8582% 0.86% 0.8582%
XGBoost 0.94% 0.94% 0.94% 0.9398% 0.9397%
and

Table 5Hata! Basvuru kaynagi bulunamadi.Hata! Basvuru kaynag bulunamadi. show that
the XGBoost model outperforms other models in terms of decile performance. It also consistently
outperforms a random estimate, with XGBoost outperforming Random Forest. In terms of accuracy,
memory consumption, and time-consuming, the XGBoost classifier surpasses the other classifiers.

Table 5. Evaluation metrics with GridSearch parameters of different classifiers

Classifiers Accuracy Precision Recall F1-score ROC AUC
Logistic Regression 0.88% 0.883% 0.8832% 0.88% 0.8835%
Decision Tree 0.92% 0.91% 0.91% 0.91% 0.91%
Random Forest 0.93% 0.933% 0.9328% 0.93% 0.9327%
Gradient Boosting 0.86% 0.858% 0.8582% 0.86% 0.8582%
XGBoost 0.94% 0.94% 0.94% 0.9398% 0.9397%

Figure 9: Result with GridSerach parameters of different classifiers for a) ROC b) Precision-Recall Curve

ROC Curve with GridSearch Parameters Precision-Recall Curve with GridSearch Parameters
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As the results show, while random forests rely on their randomization steps to help them achieve
higher generalization, more is needed to prevent over-fitting in this scenario. On the other hand,
XGBoost attempts to create new trees that complement the existing ones. Boosting improves training
for difficult-to-classify data points. Another significant thing to consider is the over-fitting
experienced by classifiers other than XGBoost, notwithstanding regularization or the addition of
randomness. Because of its superior intrinsic regularization, XGBoost solves this issue and works
wonderfully in our scenario.
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The XGBoost classifier is also designed to be fault-tolerant in a distributed setting and is
optimized for fast, parallel tree construction. The XGBoost classifier accepts DMatrix data. DMatrix
is an XGBoost internal data structure designed for memory economy and training speed. DMatrixes
were created here by combining numpy arrays containing features and classes. Due to those reasons,
the XGBoost classifier was selected as the best classifier for the dataset.

Figure 10: Final accuracy of the classifiers

Accuracy

Furthermore, XGBoost surpasses the competition, and its time consumption is reasonable. As
a result, the XGBoost classifier, based on 13 features, is chosen as the final prediction model, with
accuracy and AUC of 94.036%, a recall of 94%, and a precision of 94%. It outperformed the baseline
model in terms of accuracy, increasing it by up to 94%, as shown in

Classifiers Accuracy Precision Recall F1-score ROC AUC
Logistic Regression 0.88% 0.883% 0.8832% 0.88% 0.8835%
Decision Tree 0.92% 0.91% 0.91% 0.91% 0.91%
Random Forest 0.93% 0.933% 0.9328% 0.93% 0.9327%
Gradient Boosting 0.86% 0.858% 0.8582% 0.86% 0.8582%
XGBoost 0.94% 0.94% 0.94% 0.9398% 0.9397%

In a comparable study conducted by Analytics Vydha, the participant rated first (faizankshaikh,
2022) received an accuracy of 92.88%, a recall of 42.13%, and a precision of 63.13% for promotion
prediction, with a synthesized value (F1 score) of roughly 50.54% (faizankshaikh, 2022) whereas that
of our experiment was 93.98%. Similarly, in the realm of employee turnover, papers (Punnoose and
Ajit, 2016; Jain and Nayyar, 2018; Yedida et al., 2018) used the XGboost classifier to obtain accuracy
values of 88%, 89%, and 90%, respectively. As a result, the suggested framework and technique
perform well and are equal to the other published methods.

5. CONCLUSION

In this thesis, we attempt to forecast whether an employee will be promoted at their present
company. To solve this categorization problem, we employ supervised machine learning methods.
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Our approach's primary contributions are the application of machine learning algorithms and a
framework for forecasting employee promotion.

XGBoost is recognized as a superior algorithm in terms of memory use efficiency, accuracy,
and running time, with an accuracy and ROC AUC of 0.94036%, a recall of 0.94%, and a precision
of 0.94%. It is a robust and scalable approach for handling all types of noise from large data sets.
The suggested automated predictor's results show that the important promotion factors are average
training score, number of training, total score, and performance.

The data analysis results constitute a beginning point for creating increasingly efficient
employee promotion classifiers. Using extra datasets or simply updating them regularly, feature
engineering to uncover new relevant qualities in the dataset and the availability of more information.
Management may use this project to estimate the likelihood of promotion, allowing managers to
choose the best conditions for someone to be promoted.

We want to deploy the suggested model in real-world firms soon so that organizations may
learn about employee promotion variables. The study can be expanded by integrating features such
as Scope of Development, Views on Workload Distribution, Career Goal Discussion, and Issues of
Unhealthy Work Ethics. For example, we can estimate promotion speed or investigate whether a
promoted person is qualified for a higher-level role and then provide appropriate management
recommendations. It is advised to examine the use of deep learning models for forecasting promotion.
A well-designed network with enough hidden layers may enhance accuracy, but scalability and
practical implementation must also be considered. Instead of eliminating the region column, we may
divide the 32 columns into two sections. We may also eliminate the gender column because there is
only a small difference in the likelihood of males and females receiving a promotion..
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Oz

Gegmigten giintimiize sifreleme, pek ¢cok uygulamada kullanilan farkly yéntemleriyle biiyiik bir evrim
gecirmistiv.  Giiglii sifreleme algoritmalarimin zaman icerisindeki geligimi, dijital iletisimde
gilivenligi saglayan A¢ik Anahtar Altyapisini olugturmugstur. Bu altyapinin énemli bir bilegeni olan
dijital imzalama giiniimiizde yaygin olarak kullaniimaktadir ve verinin dogrulugunu, biitiinltigiinii
ve giivenilirligini énemli 6l¢iide saglamaktadir. Bu calismada dijital imzalama yontemlerinin,
glintimiiz  siber giivenlik diinyasinda, zararli yazilimlarin giivenilirligi iizerindeki etkisi
degerlendirilmektedir. Zararli yazilimlarin etkileri ve sonuglar: her gecen giin artmakta olup,
yaygin olarak kullanilan e-imza ve dijital sertifikalar da bu etkileri artirabilmektedir. Bu baglamda
calisma, farkli yontemlerle olusturulan érneklere dijital imzalama uygulanarak, zararl yazilimlarin
giivenilirlik dlgiitlerinin karsitlastirmasint icermektedir. Testler sonucunda imzali olan zararl
uygulamalarin imzasiz olan zararl uygulamalara gore daha diisiik olasilikla giivenlik sistemlerine
yakalandiklar: 6lgiilmiistiir. Ozetle arastirma, dijital imzalamanin zararli yazihmlarin yayilimini ne
olciide etkiledigini ortaya koymayi ve siber giivenlik onlemlerinin gelistirilmesine katki saglamayt
amaglamaktadtr.

Anahtar Kelimeler: A¢ik Anahtar Altyapisi, Dijital Imza, Sifreleme, Zararl Yazilim.

Abstract

From past to present, cryptography has undergone a significant evolution from past to present, with
various methods used in many applications. The development of strong encryption algorithms over
time has established the Public Key Infrastructure, which ensures security in digital communication.
A key component of this infrastructure, digital signing, is widely used today and plays a crucial role
in ensuring the accuracy, integrity, and reliability of data. This study evaluates the impact of digital
signing methods on the reliability of malware in the context of today's cybersecurity landscape. The
effects and consequences of malware are increasing day by day, and commonly used e-signatures
and digital certificates may also exacerbate these impacts. In this context, the study includes a
comparison of the reliability metrics of malware by applying digital signing to examples created
using different methods. Tests have shown that signed malware applications are less likely to be
detected by security systems compared to unsigned ones. In summary, this research aims to reveal
the extent to which digital signing affects the spread of malware and to contribute to the development
of cybersecurity measures.

Keywords: Public Key Infrastructure, Digital Signature, Cryptography, Malware.
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1. GIRIS

Acik anahtar altyapisinin dijital iletisimde glivenligi saglamadaki rolii bilisim diinyasinda
etkindir. Ag¢ik anahtar altyapisinin temel Ozelligi, veri transferi sirasinda farkli sifreleme
yontemleriyle gizliligi saglamadaki kritik 6nemidir. Giiclii sifreleme yontemleri ve dijital imzalama
teknikleri, kullanicilarin verilerini korurken ayni zamanda kimlik dogrulamasi da saglarlar (Stallings,
2017). Acik anahtar altyapisinin ¢evrimigi aligveris, bankacilik islemleri, e-posta giivenligi ya da
kimlik dogrulama gibi farkli uygulama alanlarinda kullanilmasi, kullanict  verilerini
cesitlendirmektedir. Bu cesitlilik dogrultusunda verilerin korunmasindaki onem ve Oncelik de
artmaktadir. Bu baglamda, acik anahtar altyapisinin dijital imzalama ile baglantisi da Snemli
olmaktadir. Dijital imzalama, herhangi bir belgenin veya iletisimin kimlik dogrulugunu, biitiinliigiinii
ve orijinalligini saglamada kullanilmaktadir (Garfinkel & Spafford, 2002). Bdylece farkl tipteki
verinin korunmasi ve giivenilirligi saglanarak zararli yazilimlar tespit edilebilir ve 6nlenebilir.

Acik anahtar altyapist ve dijital imzalamanin zararli yazilimlar iizerindeki -etkileri
incelendiginde, bu teknolojilerin siber giivenlikte ne kadar kritik olduklar1 goriiliir. A¢ik anahtar
altyapisi dijital imzalama ile verileri biitlinlestirir; kimlik dogrulamasi yaparak giivenli iletisimi
destekler. Buna ragmen, 6zel anahtarin kotii niyetli saldirganlarin eline geg¢mesiyle giivenlik
onlemleri zararli yazilima doniismekte, dosyanin giivenli bir sekilde imzalandig1 ve giivenilir bir
kaynaktan geldigi izlenimi yaratilmaktadir (Mike & Davis, 2021). Bu nedenle alinan giivenlik
yontemleri arastirilmali, mevcut yontemlerle nasil birlestirilebilecegi ve siber tehditlerin siirekli
degisen yapisina nasil uyarlanabilecegi bilinmelidir.

Siber saldirilarin yayginlagsmasiyla birlikte, agik anahtar altyapist ve dijital imzalama
teknolojileri, siber giivenlik uzmanlarinin ve kuruluslarin verilerini korumada ve siber saldirilara
karst direngli olmalarinda 6nemlidir. Bunlar, stirekli olarak gelistirilen ve mevcut yontemlerin
tyilestirildigi dinamik alanlardir. A¢ik anahtar altyapisindaki zararli yazilimlarin kétiiye kullanilmasi
ve bu baglamda ortaya ¢ikan giivenlik agiklarinin etkileri giderek artmaktadir. Bu ¢alisma, bu sorunu
derinlemesine incelemek, agik anahtar altyapisinin giivenligini artirmak ve zararl yazilimlarin tespit
edilmesi i¢in etkili ¢oziimler sunmay1 amaglamaktadir. Boylece bilgi glivenligi alanindaki diger
aragtirmalar i¢in de bir 6n ¢alisma niteligi tasimaktadir. Calismada 6zetle, kars1 baglant1 saglamaya
yarayan farkli zararli yazilimlar iizerinden giivenlik sistemlerine yakalanma durumlan
arastirilmaktadir. Dijital imzalama, ilk olarak netcat® .exe adli araca ve kullanimi acik olan
msfvenom* adli aracin zararl islemini sifreleme uygulanarak gergeklestirilmistir. Yapilan testler
sonunda imzali zararli uygulamalarin imzasiz zararli uygulamalara gore giivenlik sistemleri
tarafindan yakalanma olasiliklarinin daha diisiik oldugu sonucu ¢ikarilmistir.

1.1 Gecmisten Giiniimiize Onemli Siber Saldirilar

Siber saldirilar, dijital ¢agin en biiyiik tehditlerinden biri olarak ortaya ¢ikmistir. Bu tiir
saldirilar, bilgi giivenligini tehlikeye atarak bireyler ve kurumlar i¢in ciddi riskler olusturur. Tarihsel
olarak, ¢esitli siber saldirilar bilgisayar sistemlerini ve aglarin1 hedef almis, giivenlik agiklarindan
yararlanarak veri ¢almig veya sistemleri islemez hale getirmistir.

Tablo1’de uluslararas: dlgekte biiyiik etki yaratan siber saldirilar verilmekte ve bunlarla ilgili
aciklamalar yapilmaktadir. Her bir saldir1  ait oldugu sektorii farkli sekilde etkilemistir.

3 Netcat, TCP ve UDP protokollerini kullanarak ag baglantilar1 iizerinde veri okuma ve yazma islemleri gergeklestiren bir komut
satir1 aracidir.

4 Msfvenom, Metasploit Framework'iin bir pargasi olan ve zararli yazilim olusturmak, cesitli kod yiiklerini ve kod ¢eviricilerini
birlestirmek igin kullanilan bir komut satir1 aracidir.
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Tablo 1: Tarihteki Onemli Siber Saldirilar

Isim Aciklama Kaynak
. Internet'in erken donemlerinde diinya 6lgeginde bilgisayar aglarin
gggré)s Solucant etkileyen ilk biiyiik saldiridir. Spafford, 1988
Bilgisayar sistemlerindeki giivenlik agiklarindan yayilmistir.
Sony Pictures Sirketlerin giivenlik 6nlemlerini giiglendirmesi gerektigine iligskin Peterson. 2014
Siber Saldiris1 bir uyar niteligindeydi ve siber saldirilarin isletmelerin itibarlarina '
(2014) olasi zararlarini yansitmaktaydi.
[ran’in niikleer programini hedef alarak engellemeye calisan ve
Stuxnet  Saldirisi devletler arasinda bir siber savas baglatabilecek giicteki karmasik Zetter, 2014
(2010) o
bir siber saldiridir.
Biiyiik 6lcekli bir fidye yazilimi saldirisidir; EternalBlue isimli bir Greenber
WannaCry (2017) giivenlik agigindan yararlanarak bilgisayar sistemlerini kilitlemis 9
L 2017
ve kuruluslardan fidye talep etmistir.
Moonlight Maze ~ Amerikan savunma ve istihbarat aglarina erismistir. DOneminin Haizler 2017
(1996-1998) en karmagik ve etkili siber casusluk saldirisidir. ’
Melissa Viriisii ?-postg kpllamcllarlm etkilemigtir. Bilgisayar sistemlerinde |
(1999) onemli veri kaylplarlng ve performans sorunlarina yol agmaistir. Taylor, 2020
e-posta giivenliginde ciddi farkindaliklara neden olmustur.
Fidye yazilimi olarak baglamis, daha sonra bir siber sabotaj olayina
NotPetya saldiris1 dontismiistiir. Baslangigta Ukrayna'daki kuruluslari hedef alan bu (Fayi, 2018)

(2016) saldiri, diinya 6lgeginde pek c¢ok bilgisayari etkilemis ve biiylik
krize neden olmustur.

Colonial  Pipeline D.a.rk81d'e ﬁdye yazilimi ile .e.tkISI fll‘ifll’la alfilgl tl}m opera.syonl‘arl Robertson &
kilitlemistir. Bu saldir1, enerji sektoriinde siber giivenlik risklerine

Saldiris1 (2021)

iliskin endiseleri arttirmistir. Turton, 2021)

Bilgisayar aglarina sizarak kotii amagli e-postalar gonderen ise
botnet agidir. Bankalarin bilgilerini ¢alan, fidye yazilimlar indiren
ve pek ¢ok zararli eylemde bulunmus ve pek ¢ok kurulus i¢in ciddi
giivenlik riski olusturmustur.

Bilgisayar korsanlarinin Aralik 2023 sonlarinda sistemlere girdigi
bir operasyondur. Saldirganlar, kritik kisisel bilgileri ve bazi
sirkete ait belgeleri ele gecirmislerdir.

Emotet Saldirist Europol, 2021

AnyDesk Saldirisi

(2024) Sporx, 2024

Saldirilarda kullanilan dosyalar iizerinde giivenlik Onlemleri alinmasina ragmen, sizdiklari
sistemlerde goriinmeden hareket etmeleri sonucunda zararli yazilimlarin timii hedefine ulagsmistir.
Bunun nedeni, sasirtma, morfizm, sifreleme, enjeksiyon gibi yontemlerin kullanilmis olmasidir.
Sasirtma yontemi, giivenlik ¢dziimlerinin tespit edilmesi islemini gii¢lestirir. Ornegin, 6lii ya da
onemsiz bir kod eklenmesiyle, yeniden kayit atama ya da talimat degisikligi yapilabilir (Balakrishnan
& Schulze, 2005). Morfizm, 6zellikle polimorfik viriisler olarak, sinirsiz sayida farkli sifre ¢oziicii
olusturarak analizi zorlastirmay1 amaclayan karmasik bir tekniktir. Polimorfik virisler, sifre ¢cozme
kodunun goriiniimiinii kopyaladik¢a degistirmek tlizere ¢ok sayida gizleme teknigi kullanir (Rad ve
digerleri, 2012). Sifreleme, zararli uygulamanin ikili sistemde sifrelenmesidir; uygulamanin
caligabilmesi icin ¢alismadan Once tekrar desifre edilerek yiiklenmesi gerekir (Tasiopoulos &
Katsikas, 2014). DLL dosyalar c¢ift tiklama ile dogrudan ¢alismadig i¢in, DLL formatindaki kotii
amach bir kod derlendiginde dogrudan ¢alismayacaktir. Bu dosyanin ¢alismasi igin explorer.exe gibi
bir platformda ana bilgisayar tarafindan  yiikleniyor gibi ¢alistirilmasi1 gerekir; boylece zararlh

101



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 99-109 and Computer Science, 2024, 8(2): 99-109

uygulama saldirgan tarafindan gizlenir (Monnappa, 2018). Bir baska zararli uygulama olan islem
enjeksiyonu, kotlii amagh bir islemi bagka bir islemin bellek alaninda c¢alistirarak uygulamayi
gizlemek amaciyla kullanilan bir yontemdir. Enjekte edilen islem, ana bilgisayarin yetkilerini ele
gecirir (Balaoura, 2018).

Calismanin sonraki bdliimiinde agik anahtar altyapisi ile ilgili temel tanimlamalar, karma
fonksiyonlar1 ve dijital imzalama altyapisi ile acik anahtar altyapisi giivenligi anlatimlarini
icermektedir. Boliim 3’ de ise, zararli yazilimlarin giivenilir sertifikalarla imzalanmasinin nasil
gerceklestirildigi  6rneklerle karsilagtirarak anlatilmaktadir. Sonug¢ Boliimiinde ise, dijital imza
yontemlerinin ve giivenlik ¢6ziimlerinin kullaniminin masaiistii uygulamalarinin giivenilirligini
arttirmadaki etkisi 6zetlenmektedir.

2. ACIK ANAHTAR YAPISI

Internet {izerinde giivenli iletisim ve veri paylasiminin énemi giiniimiizde giderek artmaktadur.
Acik anahtar altyapist ise hem kimlik dogrulugunu, gizliligi, veri biitlinliiglinii saglamada kritik bir
rol oynamakta hem de dijital sertifikalarin, dijital imzalarin ve sifreleme anahtarlarinin giivenilir
dagitimin1 ve yonetimini saglamaktadir. Ac¢ik anahtar altyapisinin ¢alisma ilkesi temel olarak her
kullanicinin agik ve 6zel anahtar seklinde bir ¢ift anahtara sahip olmasidir. A¢ik anahtar genel olarak
erisilebilir ve diger kullanicilarla paylasilabilir. Ozel anahtar ise sadece kullanicisina ézeldir ve gizli
tutulmalidir. Bu anahtar ¢iftleri, agik anahtar altyapisinin giivenli iletisimi saglamadaki ¢atisini
olusturur.

Acik anahtar altyapist ve dijital imzalamada verilerin dogrulugu i¢in karma fonksiyonlari
onemli yer tutar. Karma fonksiyonlari, verilerin benzersiz bir diziye doniistiiriilmesini saglarlar.
Ayrica veriyi sabit boyutlu bir ¢iktiya doniistiiren matematiksel islevlerdir. Bu islevler, girdinin
boyutu ne olursa olsun, genellikle sabit bir boyutta bir ¢ikt1 iiretir. Karma fonksiyonlar1 genellikle bir
dizi rastgele karakterden olusur ve girdinin herhangi bir degisikliginde bile farkli bir deger iiretilir.
Oncelikle, dosyanin veya veri blogunun karma degeri hesaplanir. Daha sonra, veri veya dosyanin
degistirilmediginden emin olmak i¢in bu deger yeniden hesaplanir. Iki karma degeri eslesirse, verinin
degistirilmedigi dogrulanir. Iki karma degeri eslesmiyor ise veri degistirilmistir (Paar & Pelzl, 2010).

Dijital imzalama, bir belgenin veya iletisimin dogrulugunu, biitlinliiglinii ve orijinalligini
dogrulamada kullanilir. Bu siiregte, belgeyi imzalayan kisinin kimligi dogrulanir ve belgenin imzali
oldugu ve degistirilmedigi garanti altina alinir. Dijital imzalama genellikle internet {izerindeki giivenli
baglantilarda, e-postalarda veya sifrelemelerde kullanilir. Dijital sertifika ile internet ortaminda
kimlik dogrulanmis olur; bir belge imzalandiginda, imzalayan taraf belgenin igerigini bilmekle
birlikte kendisine ait oldugunun onayini vermis ve kendisi tarafindan yollandigini belirtmis olur
(Nash ve digerleri, 2001).

Dijital imzalama islemi, genellikle {i¢ temel adimdan olusur: karma degeri hesaplama, sifreleme
ve dogrulama. Ilk adimda, belgenin karma degeri hesaplanir. Bu, belgenin biitiinliigiinii ve
orijinalligini dogrulamak i¢in kullanilir. ikinci adimda, belgenin karma degeri simetrik veya asimetrik
sifreleme yontemlerinden biriyle sifrelenir. Simetrik sifrelemede, verinin sifrelenmesi ve ¢oziilmesi
icin ayn1 anahtar kullanilir. Bu yontem hizlidir ve verimli bir sekilde islem yapar, ancak anahtarin
giivenligini saglamak kritik 6neme sahiptir. Asimetrik sifrelemede ise, verinin sifrelenmesi ve
coziilmesi icin iki farkli anahtar kullanilir: biri agik anahtar ve digeri 6zel anahtar. Bu yontem,
anahtarlarin giivenligini saglasa da islem siireci daha karmasiktir. Uciincii adimda, alici, belgenin
karma degerini ve imza olarak alinan sifrelenmis karma degerini acik anahtartyla ¢ézer ve bu iki
degeri karsilastirir. Eslesme durumunda, belgeyi imzalayan kisi ve belgenin biitiinliigii dogrulanmis
olur. Iki degerin eslesmemesi durumunda verinin degistirildigi kabul edilir ve alic1 taraf bu durum ile
ilgili olarak bilgilendirilir.
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Ozellikle ¢evrimici islemler ve iletisimlerde, dijital imzalama ve karma fonksiyonlari, verilerin
giivenligini saglamada temel 6nlemler olarak kabul edilmektedir.

2.1. Acik Anahtar Altyapis1 Giivenligi

Acik anahtar altyapisi, dijital iletisimde giivenligi saglamak i¢in yaygin olarak kullanilan bir
sistemdir. Dijital sertifikalar, dijital imzalar ve sifreleme anahtarlarinin giivenilir dagitimi ve
ydnetimini saglamasina ragmen, acik anahtar altyapisinin bazi zayif noktalar1 vardir. Ilki, giivenilirlik
ve kimlik dogrulama sorunudur. Ac¢ik anahtar altyapisi, genellikle bir {igiincii tarafin gilivenilirligini
gerektirir. Ama bu garanti degildir ve saldirganlar tarafindan hedef alinabilirler. Boylece, sertifika
yetkilileri veya sertifika dagitimu ile agik anahtar altyapisi bilesenlerinin giivenligi zayiflar. Bir baska
zayif nokta da anahtar yonetimidir. Anahtarlarin giivenligi saglanmadiginda, sifreleme anahtarlarinin
ele gegirilmesi veya kotii niyetli kullanimi gibi riskler ortaya ¢ikabilir. Anahtar yonetimi, dikkatli bir
sekilde yapilmali ve anahtarlarin giivenligi i¢in siki giivenlik onlemleri alinmalidir. Diger taraftan,
yanlig algoritmalarin veya zayif parametrelerin kullanilmast da kriptografik gilivenligi tehlikeye
atabilir. Giivenilmeyen ve zayif kimlik dogrulama siirecleri ¢ok faktorlii kimlik dogrulamalarla
saglamlagtirilmalidir. Saldirganlar, sosyal miihendislik taktikleri ile sisteme sizabilirler ve
kullanicilar1 manipiile ederek kimlik bilgilerini ele gegirebilirler (Klimburg-Witjes&Wentland,
2021). Hatta fiziksel erisim ile anahtarlar1 veya cihazlar1 calabilirler insan faktorii de agik anahtar
altyapisini etkileyebilir. Giiglii sifrelerin kullanilmamasi, anahtarlarin korunmasinda dikkatsizlik,
giivenli olmayan aglarda iletisim, giincellenmemis yazilimlar gibi pek ¢ok etken, insan hatalarindan
kaynakli olarak agik anahtar altyapisinin giivenligini tehlikeye sokmaktadir.

3. ZARARLI YAZILIMLARIN GUVENILIR SERTIiFIKALARLA iMZALANMASI

Zararli yazilimlarin giivenilir sertifikalarla imzalanmasi, yazilimin giivenli oldugu anlamina
gelmez. Aksine, bu tiir yazilimlar kétiiye kullanilarak kullanicilart ve sistem yoneticilerini yaniltabilir
ve glivenlik riski dogurabilir. Buna ragmen, glivenilir sertifikalarla imzalanmig yazilimlar, kisiler ve
giivenlik yazilimlar tarafindan daha giivenilir kabul edilir. Boylece kullanicilar ve sistem yoneticileri
yaniltilarak giivenlik yazilimlari atlatilabilir. Zararli yazilim gelistiricileri, sahte veya ¢alinti
sertifikalar kullanarak yazilimlarin1 imzalayabilirler. Bu nedenle, giivenilir sertifikaya sahip bir
yazilim bile kotli amagli olabilir. Diger bir ifade ile, zararli bir yazilim giivenilir sertifikalarla
imzalanarak giivenlik dnlemlerini atlatarak sisteme sizabilir. Bu durumda sistem, veri kaybi, kimlik
hirsizlig1, finansal kayip ve daha bir¢ok soruna agik hale gelir.

Zararli yazilimlarin giivenilir sertifikalarla imzalanarak giivenilirlik saglama girigimi biiytik bir
risktir. Giivenilir sertifikalar, genellikle giivenilir oldugu diisiiniilen ve sertifika yetkilileri tarafindan
onaylanan kuruluslar tarafindan saglanir. Ancak, kotli niyetli aktorler bu sertifikalar1 kotiye
kullanarak zararli yazilimlari imzalamak ve yaymak i¢in giivenilirlik algisini suistimal edebilirler.

3.1. Zararh Yazihhm Uygulamasi

Bu boliimde, ilk olarak nc.exe uygulamasi ve sifreleme uygulanmis msfvenom araci ile
olusturulan k&tii amach yiik kullanilarak, dijital imza yontemiyle zararli yazilimlarin giivenilirlik
algisinin arttirmasina yonelik bir uygulama yapilmaktadir. Genellikle sizma testleri ve giivenlik acig1
uygulamalariyla kotli amacl zararli yazilimlar olusturularak hedef sistemlere saldir1 gergeklestirilir.
Bu yazilimlar hem farkl isletim sistemleri ve platformlar tarafindan desteklenir, hem de dosyanin
baz1 ozellikleri 6zellestirilerek farkli modiillerle birlikte kullanilip etkilerini arttirilabilir. nc.exe gibi
araglar, ¢esitli glivenlik aciklar1 ve kotii amagli yazilimlar i¢in potansiyel bir kullanim alan1 saglarlar;
ayrica ag trafigini yonlendirme ve degistirme yeteneklerine sahiptirler. Calismada nc.exe’nin karsi
baglant1 saglama 6zelligi kullanilmaktadir. Msfvenom araci ile olusturulan koétii amagh yiikte karsi
baglant1 saglama 6zelligine gore hazirlanmistir. Boylece saldir1 vektorii ve etkisi ayni, fakat yontem
ve hazirlanisi farkli olan iki uygulamanin giivenlik sistemleri tizerindeki etkisi karsilastirilmaktadir.
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Dijital imzalama i¢in gerekli olan sertifika anahtar1 OpenSSL araci kullanilarak Sekil 1’de
olusturulmustur (Kili, 2019). OpenSSL, ¢esitli kriptografik islemleri gerceklestirmek i¢in kullanilan,
giivenli iletisim ve veri sifrelemesi saglamak icin yaygin olarak tercih edilen ve genis bir topluluk
destegi olan bir aragtir. Sekil 2°de ise, sertifika talebi ve 6zel anahtar ile X.509 standartlarina uygun
sertifika goriilmektedir. X.509 standardi, dijital sertifikalarin olusturulmasi ve yonetilmesi igin
yaygin olarak kullanilan bir standart olmakla birlikte kimlik dogrulama, sifreleme ve dijital imzalama
gibi gilivenlik islevlerini saglamada giivenilir bir yap1 sunar. X.509, acik anahtar altyapist i¢inde
diinya ¢apinda kullanilan, iyi belgelenmis ve test edilmis bir standarttir.

genpkey -algorit RSA -out ca
B o o o B ko S S S RUNCRA

365 -key ca.key -out ca.crt

enter information that will be incorporated
o request.
t you are about to enter is what is called a Distinguished Name or a DN.
e guite a few fields but you can 1
For some fields there will be a default value,
If you enter ".°, the field will be left blank.

code) [AU]:
(full name)} [Some-State]:

y Ltd]:
onal y [
Common MName (e.g. serve YOUR name) []:
Email Address [

Sekil 2: Sertifika Talebi ve Sertifika Olusturma

Sekil 3’te sertifika ve 6zel anahtar kullanilarak “osslsigncode” araci ile “nc.exe” dosyasinin
“ncsign.exe” ad1 altinda imzal1 hali goriilmektedir.

igncode rts ca.crt  -key ca.key -t http://timestamp.comodoca.com/authenticode -in nc.exe -out ncsign.exe
Enter PEM pass ph

Succeeded

Sekil 3: imzalama Adimi

Imzal1 “ncsign.exe” dosyasidaki imza bilgileri ve Sekil 1°deki sertifika talebine ait bilgiler
Sekil 4°de goriilebilir.
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Genel Uyumiukik Diital Imzalar  Aynntlar  Onosks SGramier

imza istesi

Imzalayarn ad: Ozet algoritmas: Tarh damgas:
1

Dijital imza Ayrintilan
Gensl  Gelsmis
. Dijital imza Bilgisi
Zodbad) SBr sertifika mincin dodru olarak islend ancak guven saglayics
tarafindan guvenime yen br kok ser tifikasnda sona erdh.
Imzalayana =it bigler
Adi:

rebmetcan

E-posta: frehmetcan@mt.com

imza saat:

|21 Agustos 2023 Pazartess 14:46:42
Sertifikay Goster
Onay imzalan

imzalayanmn ach: E-posta adres::
Sectigo RSA Tim... Yok

Tarih damgas
21 Agustos 2023 Paz...

Ayrntiar

Tamam

Sekil 4: imzalama Sonras1 Ayrintilar

Imzasiz olan “nc.exe” ve imzali olan “ncsign.exe” dosyalarmin, VirusTotal® sitesindeki
antiviriis uygulamalari tizerindeki yakalanma durumlari Sekil 5 ve Sekil 6’da goriilmektedir. Popiiler
kullanimda olan antiviriis uygulamalart imzasiz olan nc.exe uygulamasini zararli olarak
algilamaktadir. Dogrudan zararli olarak algilanmasimin sebebi, uygulamanin derlenmis olarak

internette yer almasi, karma degerinin bir¢ok giivenlik sisteminin veri tabanlarinda zararl olarak
belirtilmesidir.

be4211ie5c1a19f{393a2bcta21dad8d0a687663263a63789552bdad46d9421b

5 1 (D File distributed by Offensive Security

be4211feSc1a19ff393a2bcta21dad8d0a687663263a63789552bda446d9421b

nc.exe

Q peexe nsit  viafor  detect-debug-envionment  ile  Instalishield  long-sieeps  checks-user-input  Known-distributor

Community Score

Sekil 5: “nc.exe” dosyasinin VirusTotal ile kontrolii

fefcficfa2aa2S9co3bbé7es19d92070914802baBas1d00e7cd3be 20T fe7b07

(1) 42 security vendors and no sandboxes flagged this file as malicious

f8fcficiaZaa259c63bbs7e619d9207b914802baBasid00e7cd3be20c9fe7b07

ncsign.exe
[ rvalid-signatune signed envierany

Community Score

Sekil 6: “ncsign.exe” dosyasinin VirusTotal ile kontrolii

5 Ketl amacl yaziimlar ve diger ihlallerin tespiti icin siipheli dosyalarin, etki alanlarinin, IP'lerin ve URL'lerni analiz
edildigi ve bunlarin otomatik olarak paylasildigi platform.
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Sekil 7°de “nc.exe” uygulamasinin karsi baglant1 saglama 6zelligi ile ayn1 isleve sahip farkli
bir uygulama incelenmektedir. Msfvenom araci ile kars1 baglant1 saglayan kotii amagl yiik degeri
alinmistir. Bu deger ilk olarak onceden bir XOR islemine girmistir. Boylece baslangictaki sifreli
deger anlasilmayacak hale getirilmistir.

encrypted_shellcode[] = {

%9 xa9, Bx8c

decryptShellcode(
for ( i=0;1c«< . ++1)
S [i] "= XOR_KEY;

main() {
decryptShellcode(encrypted_shellcode, (encrypted_shellcode)

* mem = VirtualAlloc(0, (encrypted_shellcode), MEM_COMMIT, PAGE_E
if (mem == NULL) {

std::cerr << "Failed to allocate memory!" << std::endl;

return 1

memcpy(mem, encrypted_shellcode (encrypted_shellcode));

Sekil 7: Ozel Uygulamaya ait Kaynak Kod

XOR, basit bir sifreleme formudur ve genellikle verileri gizlemek i¢in kullanilir. Temelinde
simetrik sifrelemeye dayanir. Uygulama calistirildiginda, XOR islemi ile sifrelenmis veri desifre
edilerek ¢oziimlenme isleminde byte degerleri tek tek bellege yazilmakta ve tekrardan ¢alisir duruma
getirilmektedir.

Burada uygulamanin “Enc.exe” olarak derlenmesinden sonra, Sekil 3’teki gibi imzalama adimi
uygulanmigs ve “Encsign.exe” adli dosya olusturulmustur. “Enc.exe” ve “Encsign.exe”
uygulamalarinin VirusTotal iizerindeki yakalanma durumlar1 Sekil 8 ve Sekil 9’da yer almaktadir.

7f249d 14c59ffae19dc5a8b6acBas62cdf31c935fbicleea09abb3dabe3893fB

7f249d14c59ffae19dc5a8b6ac8as62¢df31c935Mfcleea09a6b3dabe3s93fa

Enc.exe

7f65de6779986f4d98e526a226f6e9ec9650300e6b5693a4a095973cffe2ef5

\

7f65de6779986f4d98e5a6a226f6e9ec9650300e6b5e93242095973coffe2efS
Encsign.exe

B4bits signed invalid-signature overlay

Sekil 9: VirusTotal’de Encsign.exe
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Sonug olarak, bu ¢calismada ayni igleve sahip farkli zararli uygulamalarin giivenlik sistemlerine
yakalanma durumlar1 incelenmistir. Gergeklestirilen testler dogrultusunda imzali olan zararli
uygulamalarin imzasiz olan zararli uygulamalara gore gilivenlik sistemleri tarafindan yakalanma
olasiliginin daha diisik oldugu gozlemlenmistir (Tablo 2). Buradan da dijital imzalamanin,
giivenilirlik dl¢iitiinlin artmasinda etkili oldugu sonucu ¢ikarilabilir.

Tablo 2: Uygulamalarin Karsilastiriimasi

imza Durumu Basar1 Orani
nc.exe Imzasiz 51/70
ncsign.exe Imzali 42/72
Enc.exe Imzasiz 14/70
Encsgin.exe Imzalt 8/70

5. TARTISMA VE SONUC

Bu caligmada, dijital imzalama yontemi ile zararli uygulamalarin giivenilirlik etkileri, agik
anahtar altyapis1 kapsaminda incelenmistir. Dijital imza, dosyalarin veya uygulamalarin orijinal ve
giivenilir kaynaklardan geldigini dogrulamak i¢in kullanilan 6nemli bir aragtir. Bu baglamda zararli
uygulamalarin giivenilirlik seviyelerini artirmak amaciyla dijital imza yontemlerinin uygulamalara
olan etkilerine odaklanilmistir.

Sonuglarin imzalamadan dolay1 m1 ya da ilgili dosyalarin karma degerinin degistiginden dolay1
m1 farklilik gdsterdigi bu ¢alisma dogrultusunda cevaplanmasi gereken 6nemli bir sorudur. Karma
degerinin kaynak kod tizerindeki bir degisiklikten dolay1 degismesi de VirusTotal gibi sitelerdeki
etkisini elbette degistirebilmektedir. Bu durumla ilgili bir ¢alisma olarak canli ortamlarda farkli
giivenlik sistemleri {izerinde c¢aligmalar yapilmistir. Fakat, etik olarak isim ve ekran goriintiisii
paylasilmamaktadir. Yapilan uygulamalarda kaynak kodu aymi olan zararli uygulama farkl
zamanlarda derlenerek farkli karma degerli halleri iiretilmistir. Iki uygulamanm da canli ortamda
giivenlik sistemlerine yakalandigi tespit edilmistir. Bu iki uygulamanin dijital imzalama sonucu ayni
giivenlik sistemleri iizerinde basarili sonuglar verdigi goriilmiistiir. ViriisTotal {izerinde de basari
oraninin artt11 goriilmektedir. Ilgili giivenlik sistemlerinin yapilandirmalar1 bu ¢aligma igin elbette
biiylik 6nem tagimakta ve fark yaratmaktadir.

Giivenlik 6nlemlerini agmanin farkli yollar1 vardir. Bunlar kod betikleri, sifreleme teknikleri,
0zel olarak olusturulmus kiitliphaneler ve giivenlik iirlinlerinin ¢alisma mantigina gore degisir.
Giliniimiizde internet glivenligi i¢in birgcok arastirma ve ¢calisma yapilmaktadir. e-Ticarette kredi karti
bilgilerinin korunmasi, giivenli iletisim saglanmasi gibi konularda yogun calismalar devam
etmektedir. Siber saldirilar, bireylerden veya kuruluslardan gelebilir. Bunlar genellikle giivenlik
oOlgiitlerinin etkinligi ile yakindan iligkilidir. Bu baglamda, c¢aligmanin odaginda ag¢ik anahtar
altyapisinda 6nemli bir rol oynayan dijital imzalama tekniginin zararli yazilimlar iizerindeki etkileri
ve giivenlik iiriinlerinin tepkileri olmustur. Dijital imza teknigi, sadece giivenlik tirtinlerini atlatmak
icin degil, ayn1 zamanda kullanicilar1 da aldatmak icin de kullanilabilir. Kullanicilar, bir uygulama
indirildiginde sertifikasiz oldugunda uyarilir ve kullanict genellikle bu uyariyr kapatir. Ancak,
sertifikalt bir uygulama indirildiginde, sistem tarafindan giivenli olarak kabul edildiginden,
kullanicilar genellikle uygulamay1 giivenli kabul edip ¢aligtirir. Bu durum, kullanicilar1 yaniltmak
icin cesitli dosya formatlarinda kullanilabilir. Dijital olarak imzali bir uygulamanin giivenlik
¢cozlimlerinin ve insanlarin giivenilirlik algis1 iizerinde etkisi de fazladir. Calisma bu faktorlerin
hepsine bir uyari niteligindedir.
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Diger taraftan makine 6grenmesi algoritmalartyla da zararli yazilimlarin tespit edilmesi ve
engellenmesi konusunda biliyiik ilerlemeler kaydedilmektedir. Zararli yazilimlarin tespiti ve
analizinde dinamik analiz tekniklerinin kullanilmasi, evrisimsel sinir aglari ile ikili dosya yapisina
dayal1 zararli yazilim tespiti ve diger farkli makine 6grenmesi algoritmalarinin karsilastirilmasi gibi
yontemlerin etkili sonuglar verdigi goriilmektedir. Bu arastirmalar, makine 6grenmesi tabanli
yaklagimlarin dijital imzalama ve sertifikanin koétiiye kullanimini belirlemede proaktif ve adaptif
cozlimler sunmaktadir. Ayrica, zamana bagli olarak yapilan dijital imza kontroliiniin zararli yazilimin
yakalanmasina katki sagladigina iliskin calismalar da bulunmaktadir. Dijital imzalarin zaman
damgalar1 ve gecerlilik stirelerinin analiz edilmesi, zararli yazilim tespitinde ek giivenlik
saglamaktadir. Dijital imzalama teknigi, zararli yazilimlarin igerisini gizlemek i¢in kullanilan bir
yontem olarak disiiniilebilir. Makine Ogrenmesi algoritmalar1 ile dinamik analiz siirecindeki
caligmalarla imza ve sertifika kontrollerinin gelistirilmesi, zararli yazilimlarin tespit edilmesinde
giderek daha fazla 6nem tasiyacaktir. Dinamik analizin ve yapilandirmanin iyi oldugu sistemlerde
dijital imzalamanin, giivenlik iirlinlerini atlatma adimlarinda bir etkisi olmadig1 da goriilmektedir.
Gelecekte, bu tekniklerin daha da gelistirilmesi ve genis capta uygulanmasiyla, zararl yazilimlara
kars1 daha yiiksek diizeyde koruma saglanabilecektir.
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Oz

Android isletim sistemi, multimedya ozelliklerini destekleyen bir mobil isletim sistemidir. Android, ses, video,
resim ve diger multimedya igeriklerini oynatmak, kaydetmek, diizenlemek ve paylasmak igin cok cesitli
uygulamalar ve entegre ozellikler sunar. Cogu Android cihazda kamera, hoparlor, mikrofon ve diger
multimedya bilegenleri bulunur. Yazilim giivenliginde, giivenlik aciklar: genellikle yazilim gelistirme sirasinda
ortaya ¢ikan kritik endiselerdir. Bu giivenlik agiklarin stiriimden sonra tahmin etmek, risk degerlendirmesi ve
azaltma igin onemlidir. Cesitli modeller aragtirilmis olsa da Android isletim sistemi nispeten kegfedilmemis
durumdadr. Bu ¢alisma, yaygin olarak kullanilan Alhazmi-Malaiya Lojistik (AML) modeline uygunluklarini
karsilastirarak, farkly istatistiksel dagilimlar kullanarak Android giivenlik aciklarini  modellemeyi
arastirmaktadir. 2016'dan 2018'e kadar uzanan Ulusal Giivenlik A¢igi1 Veritabani'ndan (NVD) alinan veriler
ve Ortak Giivenlik A¢igt Puanlama Sistemi (CVSS) puanlari analiz edilmistir. Calisma, aylik giivenlik a¢ig
sayilart ve ortalama aylik etki degerleri icin Lojistik, Weibull, Nakagami, Gamma ve Log-lojistik dahil olmak
tizere gesitli dagitim modellerini degerlendirir. Model saglamligi degerlendirmesi igin uyum iyiligi testleri ve
bilgi kriterleri uygulandi. Bulgular, arastirmacilar ve Android yazilim gelistiricileri i¢in degerli i¢goriiler
sunarak tahmin, risk degerlendirmesi, kaynak tahsisi ve arastirma yoniine yardimci olur. Ortalama aylik etki
degerleri ve aylik giivenlik agigi sayilar i¢in siraswyla lojistik ve Nakagami dagilimlart en uygun modeller
olarak ortaya ¢ikmistir. Son olarak, istatistiksel yontemler, anlasilabilirlik, veri miktari, hesaplama ihtiyaci ve
veri bagimsizligr gibi esnek ozellikleri nedeniyle kiigiik veri kiimeleri veya daha net tamimlanmigs veriler icin
bilinen yapay zekad yontemlerine karst daha iyi performans gésterir.

Anahtar Kelimeler: Istatistiksel dagilimlar, Android giivenlik aciklari, Yazilim giivenligi, Giivenlik acig1 kesif
modeli.

Abstract

Android operating system is a mobile operating system that supports multimedia features. Android offers a
wide range of applications and integrated features for playing, recording, editing and sharing audio, video,
images and other multimedia content. Most Android devices include cameras, speakers, microphones, and
other multimedia components. In software security, vulnerabilities are critical concerns that often emerge
during software development. Predicting these vulnerabilities post-release is essential for risk assessment and
mitigation. While various models have been explored, the Android operating system remains relatively
uncharted. This study delves into modeling Android security vulnerabilities using different statistical
distributions, comparing their suitability to the widely-used Alhazmi-Malaiya Logistic (AML) model. Data from
the National Vulnerability Database (NVD) spanning 2016 to 2018, along with Common Vulnerability Scoring
System (CVSS) scores, was analyzed. The study evaluates several distribution models, including Logistic,
Weibull, Nakagami, Gamma, and Log-logistic, for monthly vulnerability counts and average monthly impact
values. Goodness-of-fit tests and information criteria were applied for model robustness assessment. The
findings offer valuable insights for researchers and Android software developers, aiding prediction, risk
assessment, resource allocation, and research direction. Logistic and Nakagami distributions emerged as the
best-fit models for average monthly impact values and monthly vulnerability counts, respectively. Finally,
statistical methods perform better against known artificial intelligence methods for small data sets or more
clearly defined data due to their flexible features such as comprehensibility, amount of data, need for
calculation, and data independence.

Keywords: Statistical distributions, Android vulnerabilities, Software security, Vulnerability discovery model.
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1. INTRODUCTION

Knowing the security vulnerabilities inside the lifecycle of a software program might provide
the means to evaluate, reduce, and even remove the risks these vulnerabilities produce. Though a
software security growth model can be used during software creation, this may not stop security
vulnerabilities from appearing in the software. Using a prediction model, vulnerability discovery
prediction is as essential as vulnerability detection. Recently, many security vulnerability discovery
models have been developed. In general, vulnerability discovery models are divided into time- and
effort-based categories. In this study, the average monthly impact value and the monthly vulnerability
count for Android are modeled for the first time. Until now, five probability distributions as flexible
as the Weibull distribution: Normal, Logistic, Log-logistic, Nakagami, and Gamma distributions,
have been tried alongside the Weibull distribution, which is often used in this kind of modeling, and
their performances have been compared. These distributions are symmetrical and asymmetrical, i.e.,
skewed distributions. Probability density functions (pdf) of the distributions in question, cumulative
distribution functions, goodness-of-fit tests, and measurement criteria were all compared to find the
best model.

These results can guide researchers and software developers interested in Android
vulnerabilities in several ways:

e Prediction and Risk Assessment: These results can be used to predict better the future
impacts and probabilities of vulnerabilities on the Android operating system. This is
important for developing strategies to combat vulnerabilities and better understanding
potential risks.

e Software Development: Using these results, software developers can focus on safer coding
practices for Android applications or operating systems. Applying a specific distribution or
estimating the propagation rate of vulnerabilities can improve software security.

e Resource Allocation: These results can be used to allocate information security resources
effectively. Understanding which vulnerabilities require more resources or further action
can help use the budget more effectively.

e Research Direction: These results can help determine the direction of future security
research. These findings about which statistical distributions better model a particular
security environment can be a basis for future research. In this study, some advantages of
statistical methods are as follows.

e Understandability: Statistical methods allow for a more straightforward interpretation of
results. Therefore, it is more accessible to people who want to understand vulnerabilities
and discover their causes. At the same time, these methods can determine more clearly
which factors affect the likelihood of security vulnerabilities.

e Amount of Data: Statistical methods can work with more limited data. Complex Al methods
such as deep learning often require large data sets, while statistical methods can deal with
smaller data sets.

e Computational Need: Statistical methods may not extensively use computational resources
such as deep learning. This can result in faster results at lower costs.

¢ Independence: Statistical methods are generally less data-dependent. They can be more
flexible, especially when new data sets or updates arrive because retraining or adapting the
model is less complex.

Some studies on vulnerability detection models are shown in Figure 1 (Movahedi, 2019). These
studies are divided into two categories, time-based and effort-based, and the time-based models are
further subdivided into three categories: Quasi-Linear, SGRM-based, and S-shape. It is understood
that the focus of these studies was on time-based studies rather than effort-based studies.
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Figure 1. Taxonomy of Vulnerability Discovery Models

With this study — since the primary goal of modeling is to forecast — the most similar alternative
distributions were compared. In Section 2, previous studies on the subject are investigated in detail.
Section 3 introduces the distributions used in this study. Section 4 compares the goodness-of-fit tests
often used to see how well the sample data matches the expected distribution values. In Section 5,
information on the data set and the method of the study is given, and it presents the values obtained
from the fitness measures on the proposed distributions. Sections 6 and 7 are the discussion and
conclusion sections, respectively.

2. LITERATURE REVIEW

In general, discovery models are divided into time- and effort-based categories. While time-
based models use time, effort-based ones use environmental factors such as CPU utilization and load
count as the independent variables. Time-based models are more frequently studied. When these
studies are investigated, it is seen that the first study proposed as a full-fledged vulnerability discovery
model was Anderson’s thermodynamics model (Anderson, 2002). However, this model was not
sufficiently successful at detecting the weaknesses in various software. In later years, Alhazmi et al.
conducted many studies on both time- and effort-based models (Alhazmi et al., 2005; Alhazmi and
Malaiya, 2005a; 2005b; 2006a; 2006b; Alhazmi et al., 2007; Alhazmi and Malaiya, 2008). A
statistical density-based model was developed by Rescorla (Rescorla, 2005). Woo et al. attempted to
create a vulnerability discovery model on three popular web browsers (Woo et al., 2006a). They
concluded that the model will be fixed when categorized according to the severity and the type of
vulnerabilities. Also, Woo et al. conducted a study investigating Apache and 11S web server
vulnerabilities (Woo et al., 2006b). Kim et al. proposed a model that searches for vulnerabilities in
different software versions (Kim et al., 2007). Joh et al. proposed a Weibull distribution-based model
that can be used when asymmetrical data sets (Joh et al., 2008). Chen et al. proposed a vulnerability
discovery model that used a multi-loop method (Chen et al., 2010). Woo et al. observed that models
cannot make good predictions if the obtained data does not feature trend changes (Woo et al., 2011).
Ozment conducted a study on the limitations of vulnerability discovery models (Ozment, 2007), while
Massacci and Nguyen investigated the available vulnerability discovery models in terms of quality
and predictability (Massacci and Nguyen, 2014). Anand and Bhatt studied convex-shaped discovery
models using five parameters and the weighted criterion method (Anand and Bhatt, 2016). Anand et
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al. also developed a model for multi-version software (Anand et al., 2017). Bhatt et al. conducted a
study on the relationship between vulnerabilities discovered recently and vulnerabilities found in the
past (Bhatt et al., 2017). Kansal et al. developed a model that links the number of commercial software
users (Kansal et al., 2018). In another study, Kansal et al. investigated the relationship between the
operational coverage function and the expected vulnerability count with a generalized statistical
model (Kansal et al., 2017). Johnston used the Bayesian method in their Ph.D. thesis on vulnerability
discovery modeling (Johnston, 2018). Again, Johnston et al. conducted a study that connected the
software release date and the security evaluation profile (Johnston et al., 2018). Rahimi and Zargham
developed a model on code complexity and quality that does not require past vulnerability data
(Rahimi and Zargham, 2013); however, since it was not possible to get the complete source code —
as in other studies — the model could not be put to general use. Scandariato and Walden studied
Android application vulnerabilities using support vector machines (Scandariato and Walden, 2012).

This study utilized source code and could only be used in open-sourced applications and was
therefore limited because it couldn’t be used on closed-source applications. Scandariato et al. used
text mining in their studies on open-sourced Android applications (Scandariato et al., 2014). In their
study, Gencer and Basgiftci (2021) propose a model called F-CVSS (Fuzzy Common Vulnerability
Scoring System) by combining fuzzy logic and logistic regression as an alternative to the traditional
CVSS (Common Vulnerability Scoring System) system. They attempted to determine the relevant
components with their investigations, and this method was successful in determining the appropriate
features and finding vulnerabilities in them. Younis et al. investigated and modeled cases where the
vulnerabilities occur asymmetrically (Younis et al., 2011). Wang et al. proposed an effort-based
model, and they claimed that this model achieved better results than AML (Wang et al., 2019).
Finally, Pokhrel et al. used time series, Artificial Neural Networks (ANNSs), and Support Vector
Machines (SVMs) to investigate desktop operating systems (Pokhrel et al., 2017). In their article,
Gencer and Basgciftci (2021) use ARIMA and deep learning methods to perform a time series analysis
of vulnerabilities in the Android operating system. The study compares various time series modeling
techniques to predict future trends of these vulnerabilities and to identify possible risks in advance.
Movahedi et al. introduced an approach for predicting the cumulative number of software
vulnerabilities with a neural network model. (Movahedi et al., 2019).

3. LIFECYCLE DISTRIBUTIONS USED IN MODELING ANDROID SOFTWARE
VULNERABILITIES

Life analysis is the collection of all the statistical techniques used to analyze the data gathered
while the model above was being created. Life analysis data sets are usually represented by classical
statistical distributions such as Exponential, Gamma, Weibull, Log-normal, and Logistic (Nelson,
1982; Lawless, 2003; Lee and Wenyu, 2003; Kleinbaum and Klein, 2005; Machin et al., 2006). This
section introduces lifecycle distributions, such as the Weibull, Gamma, Logistic, Log-logistic,
Normal, and Nakagami, used to model the monthly counts and average monthly impact scores of
Android vulnerabilities between 2016 and 2018. These flexible distributions are popularly used in
reliability theory and adapt to many data sets.

3.1. Weibull Distribution

The Weibull distribution was proposed in 1939 by the physicist Waloddi Weibull, who gave
his name to the distribution. As a flexible distribution, it is often used in engineering applications and
modeling compounds, i.e., random variables. The Weibull distribution is also used in electronic
circuits and to observe some biological organisms' decay rates. At the beginning of the 1970s, it began
to be used in seismic risk analysis. The Weibull distribution became famous thanks to its usability in
cases where the variable has a positive value, such as applications in the financial sector. Its
probability density function f(x) and distribution function F(x) are given in Equations (1) and (2),
respectively.
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Here, X, 7, and A are the random variables representing the monthly average score (or the
monthly vulnerability count), shape, and scale parameters.

3.2. Log-logistic Distribution

Log-logistic distribution is one of the alternatives to Weibull, a distribution with two
parameters. If Log (T) has a logistic distribution, the lifecycle T has a log-logistic distribution. This
distribution successfully models data with tremendous and small values in some example series
(Ahmad et al., 1988; Kantam et al., 2001). It is more successful than the Log-normal distribution in
time series data with sudden changes (Shoukri et al., 1988). Its probability density function f(x) and
distribution function F(x) are given in Equations (3) and (4), respectively.

4]
;},_1, X,7,A>0
[1+(z] J @

Here, x and A are the random variables representing the monthly average score (or the monthly
vulnerability count), shape, and scale parameters, respectively.

F(x)=

3.3. Normal Distribution

Also known as the Gaussian distribution, the Normal distribution has practical applications in
many areas. It is an essential continuous probability distribution family (Hogg and Craig, 1978). The
Normal distribution has two parameters: the arithmetic mean, x, and the variance, a2. The probability
density function f(x) is shown in Equation (5) (Casella and Berger, 2001):

1 _|_x—#'|]
e o xeR

?

2no (5)
Here, x is the random variable representing the monthly average score or vulnerability count.

f)=

3.4. Gamma Distribution

This continuous probability distribution is used in probability theory and statistics using two
parameters. The Gamma distribution is used to model the size of insurance demand and rainfall
(Anderson and Darling, 1954; Boland, 2007). Its probability density function f(x) is given in Equation

(6):
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Here, X, k, and 4 are the random variables representing the monthly average score (or the
monthly vulnerability count), shape, and scale parameters, respectively.

3.5. Logistic Distribution

The Logistic distribution is a continuous probability distribution. It is similar to the bell-curved
Normal distribution in terms of shape, but it is flatter due to the larger weights at the tails. Its
probability density function is known to be the square of a hyperbolic secant function (Decani and
Stine, 1986). Its probability density function f(x) is given in Equation (7):

_(x-u)
5

flax)=—= ~. xeR

(]
(7)

Here, X, u, and s are the random variables representing the monthly average score (or the
monthly vulnerability count), location, and scale parameters, respectively.

3.6. Nakagami Distribution

The Nakagami distribution is commonly used to model right-skewed data sets with positive
values. Though there have been many distributions that model radio signal weaknesses, such as
Weibull and Log-normal, in 1960, Nakagami proposed this distribution instead (Nakagami, 1960).
The Nakagami distribution has been the main focus of some studies thanks to its wide applicability
compared to other popular distribution models (Tiirksen et al., 2015), and it is used in various areas.
It has been observed to exhibit good performance in generating unit hydrographs used to predict flow
rates in hydrology by Sarkar, Goel, and Mathur (Sarkar et al., 2009; 2010). Shankar et al. and Tsui et
al. used it in medical imaging and for modeling ultrasound data, respectively (Shankar et al., 2005;
Tsui et al., 2006). Kim and Latchman analyzed motion picture data using the Nakagami distribution
(Kim and Latchman, 2009). Furthermore, Nakahara and Carcole showed the usability of the
Nakagami distribution in seismic study modeling (Nakahara and Carcolé, 2010). The probability
density function f(x) of the Nakagami distribution is given in Equation (8):

2 m _ 2 _
fx) = r(mm)em x?™ 1exp (mlogx2 — mg )x 1 (8)

Here, x>0, m, and O are the random variables representing the monthly average score (or the
monthly vulnerability count), location, and scale parameters, respectively. In mathematics, the
gamma function (') is the generalization of the factorial function for complex and non-integer real
numbers.

4. MODEL FITTING AND GOODNESS-OF-FIT ANALYSES

This section introduces three goodness-of-fit tests, which will be used to measure distribution
fitness: Kolmogorov-Smirnov, Anderson-Darling, and Cramer-von Mises.

4.1. Kolmogorov-Smirnov Gloodness-of-Fit Test

One of the goodness-of-fit tests used in this study is the Kolmogorov-Smirnov test
(Kolmogorov, 1933). This tests the fitness of a data set on a statistical model. It is a method used
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successfully among goodness-of-fit tests based on an experimental distribution function. It is known
as the Kolmogorov-Smirnov (K-S) goodness-of-fit test in literature because Kolmogorov developed
it but was first used in goodness-of-fit tests by Smirnov. In the K-S test, with x number of samples,
the cumulative distribution function F, (x) is determined, which is assumed to be a fixed distribution.
S, (x) is the experimental cumulative distribution function that gives the ratio of the values that are
smaller than, or equal to, a value x across n observed samples. According to the main idea of the K-
S test, if the experimental distribution function results are not close enough to the hypothetical F, (x)
value, it is deduced that the observed data does not follow the theoretical distribution. In other words,
the observed data do not fit the claimed distribution. The statistic to test this condition is shown below:

D =max

F (X)—5 (5
D( ) n(r)| (9)
Where x is the sample count. The D statistic of Kolmogorov and Smirnov is entirely
independent of the hypothetical distribution under test when F,(x) is continuous and fully known
(Kolmogorov, 1933; Smirnov, 1939). The distribution of this statistic can be obtained when all the
parameters are known. Otherwise, there is no distribution of the D statistic.

4.2. Anderson-Darling Goodness-of-Fit Test

Anderson and Darling proposed another test statistic by adapting the K-S test (Anderson and
Darling, 1954). To determine this statistic, n unit samples {X;, X,, .. X,,} are drawn from a batch whose
probability function and probability function parameters are known. The null hypothesis for the
Anderson-Darling test is built on the assumption that the samples come from a distribution
determined entirely by the parameters. If the null hypothesis is rejected due to the test, it is deduced
that the data do not fit the distribution determined by the parameters. This test was not created for
specific distributions but all distributions whose parameters are known. Later, it was improved for
cases with unknown parameters.

The Anderson-Darling test statistic is shown in Equation (10) where X, F,(x), and i are the
sample count, the cumulative distribution function, which is assumed to be fixed, and the rank value.

(10)
4.3. Cramer von Mises Goodness of Fit Test

The Cramer-von Mises goodness-of-fit test was proposed by Harald Cramer and Richard Edler
Mises (Cramér, 1928). The Cramer-von Mises (I4},) test statistic is defined as follows:

n 2i-1\]° 1
" Z{F[T_ 20 j} "2 (12)

Where x, n, Fy(x) and | are the sample count, the random sample {X;, X5, .. X;,}, the cumulative
distribution function, which is assumed to be fixed, and the

If the test statistic obtained for the observed value is larger than the table value, it shows that the data
do not follow the distribution proposed.

5. DATA AND METHODOLOGY

The vulnerability data used in this study is taken from the National Vulnerability Database
(NVD), the largest source in this area (NVD, 2019). NVD is a large-scope database formed by data
gathered from companies located inside and outside America, with contributions from the United
States government. It is the most preferred database in terms of its policies on widespread use and
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public availability. The American National Security Agency supports the NVD project.
Vulnerabilities announced by NVD receive a Common Vulnerability and Exposures (CVE) number.
Hence, different numbers and re-announcements for the same exposure are prevented. The Android
vulnerabilities were filtered out while the database was being formed (Cvedetails, 2019).
Furthermore, Common Vulnerability System Scores (CVSSs) for Android vulnerabilities between
the specified dates are grouped every month. The study goal was to model the monthly impact scores
and the monthly vulnerability counts. After the data was gathered, Weibull, Logistic, Normal, Log-
logistic, and Nakagami distributions were applied to obtain the monthly vulnerability impact scores.
The goodness-of-fitness test results of these distributions are given in Table 1.

Table 1. National Vulnerability Database Average Score Goodness of Fits

Distributions

Goodness of Fits

Weibull Logistic Normal Log-logistic Nakagami
K-S Statistics 0.1461 0.0985 0.1427 0.1078 0.1502
A-D Statistics 1.0423 0.5936 0.9677 0.7442 1.0603
CVM Statistics 0.1851 0.0821 0.1604 0.0944 0.1763
K-S (p-value) 0.4263 0.8757 0.4561 0.7972 0.3911
A-D (p-value) 0.3353 0.6529 0.3740 0.5220 0.3266
CVM (p-value) 0.2992 0.6828 0.3607 0.6158 0.3195

It was observed that the p-values of all the distributions under investigation were larger than
0.05. However, the purpose of this study was not just to find the distributions that model the monthly
average scores but to find the distribution that models it best (p-value>0.05). Nevertheless, according
to the Kolmogorov-Smirnov, Anderson-Darling and Cramer-von Mises test statistics, the best
distribution is observed to be the Logistic distribution (p-value>0.05). Furthermore, Weibull,
Logistic, Log-logistic, Gamma and Nakagami distributions were applied to model the monthly
vulnerability counts. The data on these distributions are given in Table 2.

Table 2. National Vulnerability Database Monthly Count Goodness of Fit

Distributions

Goodness of Fit

Weibull Logistic Log-logistic Gamma Nakagami
K-S Statistics 0.1085 0.1412 0.1058 0.1302 0.1137
A-D Statistics 0.2817 0.7853 0.6940 0.4537 0.2782
CVM Statistics 0.0457 0.1316 0.0753 0.0775 0.0475
K-S (p-value) 0.7908 0.4697 0.8149 0.5748 0.7409
A-D (p-value) 0.9509 0.4908 0.5628 0.7932 0.9533
CVM (p-value) 0.9044 0.4525 0.7226 0.7097 0.8942

The most successful distribution was identified by looking at the Kolmogorov-Smirnov,
Anderson-Darling and Cramer-von Mises test statistics and the p-values. It was observed that the p-
values of all the distributions under investigation were larger than 0.05. However, the purpose of this
study was not just to find the distributions that model the monthly average scores but to find the
distribution that models it best (p-value>0.05). Accordingly, the Kolmogorov-Smirnov, Anderson-
Darling and Cramer-von Mises test statistics indicated that the best distribution was seen to be the
Nakagami distribution (p-value>0.05).

5.1. Comparison of Vulnerability Discovery Models

The —2Log L statistic is one of the metrics used to decide a suitable lifecycle model. The most
suitable model is the model with the lowest value (Klein and Moeschberger, 1997). Akaike proposed
the Akaike Information Criterion (AIC) to compare different models, and this is defined as follows:

AIC =-2InL+2k (12)
where k is the number of model parameters (Akaike, 1974).
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In this equation, InL and k are the log-likelihood and the parameter count, respectively. The
smallest AIC value is used to decide the best model (Cavanaugh, 1997). Another information criterion
that is widely used in literature is the Bayesian or Schwarz Information Criterion (BIC). This is
defined as follows (McLachlan and Peel, 2001):

BIC =—2InL + k (log(n)) (13)

In this equation, In(n) is the natural logarithm of the sample volume n. The k and n symbols
represent the number of parameters and the sample size. Again, the smallest BIC value is used to
decide the best model (Hurvich and Tsai, 1989; Cavanaugh, 1997; Ucal, 2006). In Figure 2, the pdf
of the best distributions that model the monthly average scores of NVD are given. It is seen that the
best distribution is the Logistic distribution. After that, the sequence of the most suitable distributions
in terms of fitness was Log-logistic, Normal, Nakagami and Weibull.

it
0% Nakagani
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Figure 2. National Vulnerability Database Average Score Probability Density Functions

Furthermore, the cumulative distribution functions are given in Figure 3 below.
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Figure 3. National Vulnerability Database Monthly Count Cumulative Distribution Functions

In Table 3, known model fitting metrics, AIC, BIC and —2LogL have been used for model
prediction. According to these metrics, the Logistic distribution had the smallest AIC, BIC and
—2LogL values. After that, the sequence of the remaining distributions was Log-logistic, Normal,
Nakagami and finally Weibull in terms of their values.

Table 3. National Vulnerability Database Average Score Model Fitting

Distributions

Model Fitting - — — :
Weibull Logistic Normal Log-logistic Nakagami
LogL —41.7878 —39.9638  —41.3863 —40.8412 —41.7680
—2LogL 83.5755 79.9275 82.7726 81.6823 83.5360
AlC 87.5755 83.9275 86.7726 85.6823 87.5360
BIC 90.7426 87.0945 89.9396 88.8494 90.7030

In Table 4, known model fitting metrics, AIC, BIC and —2LogL have been used to find the
model that best predicts the monthly vulnerability counts. According to these metrics, the Nakagami
and Logistic distributions have the smallest and the largest AIC, BIC and —2LogL values,
respectively.

Table 4. National VVulnerability Database Monthly Count Model Fitting

Distributions

Model Fitting

Weibull Logistic Log-logistic Gamma Nakagami
LogL —173.6286 —175.9572 —176.3994 —174.2972 —173.6244
—2LogL 347.2572 351.9144 352.7989 348.5945 347.2487
AlC 351.2572 355.9144 356.7989 352.5945 351.2487
BIC 354.4242 359.0814 359.9659 355.7615 354.4157
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In Table 5, the parameters, the lower and upper bounds of these parameters and the standard
errors of these parameters are given for the Weibull, Logistic, Normal, Log-logistic and Nakagami
distributions that model the monthly average impact values. With the parameter values obtained, the
monthly average impact value — determined as a random variable — can be predicted.

Table 5. National VVulnerability Database Average Score Parameters

Distributions

Parameters - . — -
Weibull Logistic Normal Log-logistic Nakagami
a 7.1734 6.8721 6.8417 6.8607 19.7059
B 9.8417 0.3978 0.7639 16.8118 47.3919
Lower Bound (a) 6.9218 6.6529 6.5921 6.6368 10.6784
Lower Bound (B) 7.5001 0.2850 0.5875 12.0231 43.9045
Upper Bound (a) 7.4250 7.0913 7.0912 7.0845 28.7333
Upper Bound (B) 12.1833 0.5107 0.9403 21.6004 50.8794
Standard Error (o) 0.1284 0.1118 0.1273 0.1142 4.6059
Standard Error (B) 1.1947 0.0576 0.0900 2.4432 1.7793

a: The shape parameter
B: The scale parameter

In Table 6, the parameters, the lower and upper bounds for these parameters, and the standard
errors for these parameters are given for the Weibull, Logistic, Log-logistic, Gamma and Nakagami
distributions that model the monthly vulnerability counts. With the parameter values obtained, the
monthly vulnerability count — determined as a random variable — can be predicted.

Table 6. National Vulnerability Database Monthly Count Parameters

Distributions

Parameters

Weibull Logistic Log-logistic Gamma Nakagami
a 61.5340 52.4923 47.9460 2.3463 0.7845
B 1.7183 17.9225 2.4614 23.4290 3948.1608
Lower Bound () 49.2384 42.3484 37.0752 1.3300 0.4722
Lower Bound () 1.2800 13.0212 1.7724 12.1173 2537.3748
Upper Bound (o) 73.8297 62.6361 58.8169 3.3627 1.0969
Upper Bound (B) 2.1565 22.8237 3.1504 34.7408 5358.9468
Standard Error (o) 6.2734 5.1755 5.5465 0.5185 0.1594
Standard Error (B) 0.2236 2.5007 0.3516 5.7714 719.8020

a: The shape parameter

B: The scale parameter

120



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 110-126 and Computer Science, 2024, 8(2): 110-126

Probability

0005
L e [T i
B 8 B W o 8 a4 v 8 mwow oW 24 T
e Adua Aca
0% 7 I
]995 ""M.Bl ..... e ;;
i s Claage Lot pbint
0 01 < £
2 - 0‘0}
HY 0
5 [
805 pus
[} N [ o - (/
0% % ;//
0 ¥/
s 005
oo ¥ }&t: .
FI R T N 20 0 8 m oW W B 4 B o8 W

Actugl Adud Adue

Figure 4. National Vulnerability Database Monthly Count Probability Density Functions

Figure 4 shows the pdf of the distributions that best model the monthly counts of NVD. It is
seen that the best distribution is the Nakagami, followed by the Weibull distribution.

ulative probability

ulative probability

Figure 5. National Vulnerability Database Monthly Average Score Cumulative Distribution
Functions
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After those, the remaining distribution sequence is Gamma, Logistic and Log-logistic in terms
of fitness. Furthermore, the cumulative distribution functions are given in Figure 5.

6. DISCUSSION

This study investigated the symmetrical and asymmetrical Weibull, Logistic, Log-logistic,
Normal, Gamma and Nakagami distributions that best model the monthly Android vulnerability
scores and monthly vulnerability counts. In Table 1, showing the fitness comparisons of monthly
average vulnerability score models, the largest (K-S) p values were 0.8757 and 0.3911 for the Logistic
and Nakagami distributions, which are the best and the worst models, respectively. In Table 3, the
—2LogL, AIC and BIC values for the Logistic distribution were observed to be 79.9275, 83.9275 and
87.0945, respectively. In Table 2, showing the fitness comparisons of monthly vulnerability count
models, the largest (K-S) p values were 0.7409 and 0.4697 for the Nakagami and Logistic
distributions, which are the best and the worst models, respectively. In Table 3, —2LogL, AIC and
BIC values for the Nakagami distribution were observed to be 347.2487, 351.2487 and 354.4157,
respectively. While the monthly average vulnerability scores were observed to be symmetrical,
monthly vulnerability counts were observed to be more skewed. With the help of certain criteria, the
predictive ability and fitness of these six distributions were compared. The predictive ability was
measured by calculating the smallest AIC, BIC and 2LogL values. For the fitness criteria,
Kolmogorov-Smirnov, Anderson-Darling and Cramer-von Mises statistical tests were applied. All
the distributions were observed to represent the data sets well. However, the Logistic and Nakagami
distributions were observed to best model the monthly average vulnerability scores and monthly
vulnerability counts.

7. CONCLUSION

Vulnerability detection models help us forecast software vulnerabilities and enable the
necessary precautions to be taken, such as planning the generation of a patch. In this study, the best
distribution was determined by modeling the continuous vulnerabilities of the Android operating
system from 2016 to 2018 with different statistical distributions. As a result of this study, it was seen
that data sets usually modeled with Weibull distribution in published literature can also be modeled
with different distributions. Android vulnerabilities have been best modeled by Logistic and
Nakagami distributions for average monthly scores and monthly Android vulnerability counts,
respectively. Goodness-of-fit tests have shown the fitness of these distributions. This study has
proposed a new aspect of time-based wvulnerability discovery models regarding statistical
distributions. With suitable distributions, it has been shown that Android vulnerabilities can be
modeled, and forecasts can be made. This study shows that these distributions are promising for
accurate predictions of software vulnerability disclosures and results are helpful in academia and
industry. Asaresult, it is aimed that analysts prioritize their work by taking into account the severity
of the potential risks arising from Android vulnerabilities.
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1. INTRODUCTION

The swift and profound advancements in artificial intelligence (Al) have markedly reshaped
numerous fields, with Management Information Systems (MIS) being no exception. At the forefront
of this transformation is the advent of super Al—an advanced form of artificial intelligence with the
potential to surpass human cognitive capabilities across various dimensions. This research is
dedicated to examining how the emergence of super Al has driven the evolution of the MIS discipline,
investigating both its transformative effects and the consequent implications for the field.

The primary objective of this study is to scrutinize the ways in which the MIS discipline has
been reshaped by the super Al revolution. This involves a detailed exploration of the interdisciplinary
connections between MIS and related domains such as computer science, management science,
software engineering, and artificial intelligence. By identifying and addressing key concerns and
technical challenges introduced by super Al, the study aims to map out the evolving landscape of
MIS. It also introduces a functional model incorporating dependent and independent variables to
elucidate the factors influencing changes within the discipline. Additionally, the research proposes
strategies to mitigate these challenges and address technical issues effectively.

This study's significance lies in its focus on how super Al accelerates the evolution of MIS,
presenting both new opportunities and obstacles. Unlike previous research, which may have
concentrated on isolated aspects of AI’s impact, this study provides a comprehensive analysis of the
convergence and divergence between MIS and other disciplines in the context of super Al. By
offering novel insights into these dynamics and proposing actionable solutions, this research
contributes uniquely to our understanding of the evolving interplay between Al advancements and
MIS.

1.1. Research Methodology

This study investigates the impact of the super Al revolution on the evolution of the MIS
discipline through a multi-faceted research approach. The methodology involves proposing a function
formula to model the complex interactions between MIS and related fields such as business analytics,
computer science, management science, software engineering, and artificial intelligence. This
formula aims to capture how super Al introduces new challenges and opportunities, influences the
convergence and divergence of related disciplines, and affects the MIS discipline.

To validate the proposed formula, the study employs a combination of theoretical analysis and
empirical evidence. Theoretical insights are drawn from current literature on AI’s impact across
various domains, including recent studies on AI’s role in cybersecurity (Efe, 2021), data analytics
(Aydemir & Yavuz, 2019), and machine learning applications (Takaoglu & Ozer, 2019). Empirical
data is gathered through case studies and industry reports to identify key concerns and technical issues
associated with super Al, which are then used to formulate potential mitigation strategies.

The research further emphasizes the importance of interdisciplinary collaboration and the
acquisition of specialized skills, reflecting the evolving landscape shaped by the super Al revolution.
By integrating recent findings and addressing gaps in existing literature, this study provides a
comprehensive analysis of how super Al transforms the MIS field and suggests strategies for
professionals to navigate these changes effectively.

1.2. Conceptual Definitions

Super Artificial Intelligence (Super Al): Super Al, also known as Artificial Superintelligence
(ASI), refers to a level of artificial intelligence that surpasses human intelligence and capability in all
aspects, including creativity, problem-solving, and emotional intelligence (Bostrom, 2014). Super Al
can outperform the most gifted human minds in every field of endeavor, leveraging vast
computational power, advanced algorithms, and the ability to learn and adapt autonomously. This
form of Al not only understands and interprets complex data but also anticipates and innovates

128



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 127-142 and Computer Science, 2024, 8(2): 127-142

beyond human expectations, leading to unprecedented advancements and potentially profound
impacts on society, technology, and various academic disciplines.

Management Information Systems (MIS) Discipline: The MIS discipline focuses on the study
and application of information technology to support and improve business processes, decision-
making, and organizational performance (Laudon & Laudon, 2016). It encompasses the design,
implementation, management, and use of information systems to collect, process, store, and
disseminate information within an organization. MIS integrates principles from business
management, computer science, and information technology to ensure that information systems align
with business goals and strategies. Key areas within MIS include systems analysis and design,
database management, network infrastructure, information security, and business analytics, all aimed
at optimizing the efficiency and effectiveness of organizational operations.

1.3. Research Problem

The research problem centers on examining the key concerns, technical issues, and potential
effects of the super Al revolution on the MIS discipline. It also explores how the convergence and
divergence of related disciplines are impacting the evolution of MIS.

The MIS discipline has been critically questioned and placed in a state of crisis due to the rapid
establishment of various disciplinary foundations and scientific branches across universities. The
emergence of related fields such as data science, machine learning, and computer science has
introduced significant changes and challenges for MIS. These include a pronounced skill gap,
conflicts between disciplines, and organizational hurdles. The expanding scope of expertise required
in these interconnected domains has made it difficult for professionals to stay abreast of swift
technological advancements, creating challenges in talent acquisition and retention (Bragg, 2021;
Chen et al., 2019; Kane et al., 2017).

1.4. Interdisciplinary Conflicts

The integration of various disciplines within the MIS field can lead to interdisciplinary
conflicts, as professionals from different backgrounds may have contrasting approaches and priorities
(Legner et al., 2017). This can create challenges in the development and implementation of effective
information systems and strategies, as well as in communication and collaboration among team
members (Lu et al., 2018).

The convergence and divergence of related disciplines in the MIS domain can create
organizational challenges, such as adapting to new technologies, managing change, and aligning
organizational goals with the changing landscape (Sebastian et al., 2017). Organizations must also
address ethical, and security concerns associated with the use of advanced technologies like Al and
machine learning, which can have significant implications on the design and management of
information systems (Mithas et al., 2021).

1.5. Research Assumptions
1. Super Al has a significant impact on the MIS discipline as does on others.
2. The evolution of MIS is influenced by the convergence and divergence of related disciplines.
3. The super Al revolution presents both challenges and opportunities for the MIS discipline.
4. All MIS systems are in the cloud environment and run with web-based interfaces.

5. MIS has a close relationship with Computer Science Discipline, Management Science
Discipline, Software Engineering Discipline, Artificial Intelligence Discipline and Industrial
Engineering Discipline.

1.6. Research Hypothesis
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The super Al revolution has accelerated the evolution of the MIS discipline, leading to the
emergence of new challenges and opportunities, as well as the convergence and divergence of related
disciplines.

1.7. Research Limitations

This study's limitations include the reliance on theoretical models that may not fully capture
real-world complexities and the challenge of predicting long-term impacts due to the rapidly evolving
nature of super Al technology:

1. Scope of Analysis: The study's focus on super Al's impact on MIS is constrained by the rapid
pace of technological advancements. This limitation may affect the relevance of findings as
new developments in Al and related disciplines emerge.

2. Interdisciplinary Complexity: The complex dynamics between MIS and other disciplines
such as computer science and business analytics are challenging to model precisely. The
proposed function formula may oversimplify these interactions, limiting the accuracy of
predictions.

3. Empirical Validation: The reliance on case studies and industry reports for empirical
validation may introduce bias and limit the generalizability of the results. Different industries
may experience the effects of super Al in varied ways.

4. Ethical and Security Concerns: Addressing ethical and security issues associated with super
Al is inherently complex. The study may not fully capture the nuances of these concerns,
particularly as new ethical dilemmas and security threats arise.

2. LITERATURE DISCUSSIONS

The advent of super Al promises transformative impacts on the structure and functionality of
MIS applications. A primary advantage of super Al lies in its capacity to swiftly and accurately
process vast volumes of data, thus facilitating more informed decision-making and improved
organizational outcomes (Arun, 2021). Additionally, super Al's ability to automate routine tasks
enables the reallocation of human resources towards more strategic endeavors (Liang et al., 2020).

Recent studies have expanded on these benefits by exploring specific applications of super Al
within MIS. For instance, Efe (2021) discusses how Al-focused cybersecurity can enhance risk
management frameworks, highlighting AI’s role in safeguarding data integrity. Similarly, Aydemir
and Yavuz (2019) examine the use of Al in analyzing seasonal drug sales data, illustrating Al’s
potential to uncover complex patterns that improve business insights. These studies underscore how
super Al not only automates but also refines data analysis processes.

Super AI’s impact extends to the accuracy and efficiency of MIS applications through advanced
machine learning algorithms. For example, Al-driven natural language processing (NLP) enhances
the precision of text-based data inputs, such as customer feedback or social media content (Jiang et
al., 2020). Additionally, deep learning algorithms advance image recognition and analysis, beneficial
for applications like security monitoring and product inspection (Liang et al., 2020). Kekiil, Bircan,
and Arslan (2018) provide further insights into the performance of facial recognition technologies,
showecasing their relevance in security contexts.

Another significant contribution of super Al to MIS is its capacity for sophisticated predictive
analytics. By employing advanced machine learning models, organizations can discern trends and
patterns, leading to informed decisions and future predictions (Jiang et al., 2020). Recent research by
Talan (2021) highlights how Al-driven bibliometric analyses can forecast educational trends,
demonstrating the predictive power of Al in various fields.
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Despite these advancements, there remains a dearth of research specifically addressing super
Al's effects on the convergence and divergence of related disciplines within MIS. This study aims to
bridge this gap by offering a comprehensive analysis of how the super Al revolution influences the
MIS discipline, addressing both its integration with and divergence from other fields.

The intersection of MIS with related disciplines, such as data science, computer science, and
business analytics, is a focal point of contemporary discourse. Data science, with its emphasis on
deriving insights from large datasets, has significantly influenced MIS practices. This
interdisciplinary synergy has fostered the development of innovative data-driven tools and techniques
(Dhar, 2013).

The relationship between computer science and MIS also merits attention. Computer science
provides foundational principles for algorithm and data structure development, essential for
advancing MIS software and hardware systems (Laudon & Laudon, 2016). The continued evolution
of super Al is likely to strengthen this collaboration, focusing on creating more efficient and
intelligent systems (Brynjolfsson & McAfee, 2014).

Business analytics, emphasizing quantitative techniques for data analysis, has become integral
to organizational decision-making (Davenport & Harris, 2007). The MIS discipline leverages these
methods to enhance predictive modeling and resource optimization (Sharda et al., 2013). This
interdisciplinary collaboration is expected to persist as organizations seek competitive advantages
through data-driven strategies (Piccoli & Pigni, 2013).

Therefore, the MIS field has experienced significant interdisciplinary interactions with data
science, computer science, and business analytics. This collaborative approach has enabled the MIS
discipline to evolve in response to the challenges and opportunities presented by the super Al
revolution. The integration of recent studies into this discourse further enriches our understanding of
super Al’s impact on MIS and related fields.

3. POSSIBLE EFFECTS OF SUPER Al OVER MIS DISCIPLINE

The super Al revolution presents several key concerns and technical problems for the MIS
discipline. These include the ethical and security implications of using super Al, the risk of job
displacement, and the need for new skill sets in the workforce. Additionally, super Al can also lead
to an over-reliance on Al-driven decision-making, which may reduce human input and critical
thinking in organizational processes.

Ethical Implications: Super Al can lead to ethical concerns, such as privacy invasion, biased
decision-making, and lack of accountability (Bostrom, 2014). Organizations implementing super Al
systems must carefully consider these issues to ensure that their use aligns with their ethical principles
(Mittelstadt et al., 2016).

Security Risks: The integration of super Al into MIS may increase the vulnerability of systems
to cyber attacks, data breaches, and other security threats (Cavelty & Mauer, 2018). The security of
super Al-driven MIS should be prioritized to protect sensitive organizational data and maintain trust
in the systems.

Job Displacement: The increasing capabilities of super Al could lead to job displacement,
particularly in roles that involve routine tasks and data analysis (Frey & Osborne, 2017).
Organizations and policymakers must develop strategies to mitigate the potential negative impact on
the workforce and create new opportunities for re-skilling and up-skilling.

Over-reliance on Al-driven Decision-making: Super Al can facilitate more efficient and
accurate decision-making, but there is a risk of over-reliance on Al systems, which may reduce human
input and critical thinking (Davenport & Ronanki, 2018). Organizations should find a balance
between Al-driven and human decision-making to optimize their processes.
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Skill Gaps in the Workforce: The rise of super Al necessitates a shift in the skills required for
professionals working in the MIS discipline (Brynjolfsson & McAfee, 2014). Organizations and
educational institutions should collaborate to develop relevant training programs and curricula that
address these new skill requirements.

The key mitigation options for the concerns, technical problems, and possible effects of Super
Al over the MIS discipline include addressing ethical considerations, implementing robust security
measures, focusing on workforce development, and maintaining a balance between human and Al-
driven decision-making processes.

Addressing Ethical Considerations: It is crucial to establish ethical guidelines and frameworks
for the development and deployment of Super Al in MIS applications (Floridi & Cowls, 2019). These
guidelines can help organizations navigate potential ethical dilemmas, such as data privacy and
algorithmic fairness, ensuring that Super Al systems are transparent, accountable, and unbiased.

Implementing Robust Security Measures: Super Al systems may present new security risks,
such as adversarial attacks and data breaches. Organizations must invest in cutting-edge security
measures, including encryption, intrusion detection systems, and secure software development
practices (Buczak & Guven, 2016). Regular security audits and risk assessments can help identify
and address potential vulnerabilities.

Focusing on Workforce Development: The rise of Super Al may lead to job displacement and
demand for new skill sets. Organizations must invest in workforce development and training
programs, helping employees adapt to the changing landscape (Arntz et al., 2016). Additionally,
educational institutions should revise curricula to incorporate Al-related skills and competencies,
ensuring that the next generation of MIS professionals is well-equipped to navigate the Super Al
revolution.

Maintaining a Balance Between Human and Al-Driven Decision-Making Processes: While
Super Al can enhance decision-making processes in the MIS discipline, it is essential to maintain a
balance between human input and Al-driven solutions (Davenport & Ronanki, 2018). This can help
avoid over-reliance on Al systems and ensure that human critical thinking remains a vital component
of organizational decision-making.

4. CONVERGENCE AND DIVERGENCE OF OTHER RELATED DISCIPLINES

The super Al revolution has led to the convergence of disciplines such as data science, machine
learning, and computer science with the MIS discipline. This has resulted in a richer and more diverse
field, with new tools and techniques being developed to address complex business challenges.
However, the rapid advancements in Al technology have also resulted in the divergence of some
disciplines, as certain aspects of the MIS domain become more specialized.

The MIS discipline is an interdisciplinary field that involves the integration of various
disciplines to support organizational decision-making processes. According to Schultze and Leidner
(2002), MIS incorporates various fields such as computer science, operations research, and
organizational behavior. This interdisciplinary approach enables MIS to leverage the strengths of
different fields to develop comprehensive solutions to complex business problems.

In addition to its interdisciplinary nature, MIS also exhibits transdisciplinary and
multidisciplinary relationships with other disciplines. According to Nambisan et al. (2019),
transdisciplinarity refers to the integration of knowledge from multiple disciplines to develop a
holistic understanding of a particular issue. In contrast, multidisciplinarity refers to the use of
knowledge from multiple disciplines without necessarily integrating them.

MIS exhibits transdisciplinary relationships with fields such as data science, information
technology, and business analytics. Data science, for example, provides techniques and tools for
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analyzing large data sets, while information technology supports the development and
implementation of information systems. Business analytics, on the other hand, enables organizations
to make data-driven decisions by providing insights from large data sets (Maier et al., 2013).

In terms of multidisciplinary relationships, MIS draws on fields such as economics, psychology,
and sociology. Economics provides insights into the financial implications of information systems,
while psychology and sociology contribute to the understanding of human behavior in organizational
contexts (Laudon & Laudon, 2016).

4.1. Relationship with Computer Science Discipline

The relationship between the MIS discipline and computer science has been evolving as the
super Al revolution unfolds. While both fields share some common ground, such as the use of
algorithms, data structures, and programming languages, they differ in their primary focus and
objectives. MIS deals with the management, analysis, and use of information within organizations,
whereas computer science focuses on the design, development, and implementation of computational
systems (Chen, 2006).

With the emergence of super Al, the convergence between computer science and MIS has
become more apparent. Advanced Al techniques, such as machine learning and natural language
processing, have been incorporated into MIS processes to improve decision-making, automation, and
data analysis (Hevner et al., 2004). This integration has led to a more holistic approach to information
management, where computer science principles are combined with organizational and managerial
aspects to address complex business challenges (Bharadwaj et al., 2013).

However, the rapid advancements in Al technology have also resulted in the divergence of
some aspects of computer science and MIS. As Al systems become increasingly sophisticated, certain
subfields within computer science have become more specialized, creating a gap between the
technical expertise required for developing Al systems and the managerial skills needed for
effectively leveraging them in an organizational context (Luftman et al., 2020).

The relationship between computer science and the MIS discipline has been significantly
influenced by the super Al revolution. While there is a growing convergence of these fields due to
the integration of advanced Al techniques into MIS processes, certain aspects of computer science
have also diverged because of rapid technological advancements. To maximize the benefits of this
evolving relationship, organizations and academia must foster collaboration between computer
scientists and MIS professionals, ensuring a balance between technical and managerial expertise
(Holsapple & Singh, 2000).

Therefore, as super Al systems integrate deeply into cloud-based MIS environments, they
introduce complexities that can both disrupt and advance the field. The convergence of super Al with
MIS, while potentially accelerating technological advancements, also raises critical concerns. These
systems could lead to heightened vulnerabilities in data security and system integrity, as super Al's
advanced capabilities might outpace traditional MIS safeguards, creating new attack vectors.
Moreover, the evolutionary trajectory of MIS, shaped by the super Al revolution, presents a dual-
edged sword; while offering opportunities for enhanced analytics and decision-making processes, it
also risks widening the gap between MIS and foundational computer science principles. This
divergence could destabilize established methodologies and frameworks, as super Al introduces
novel paradigms that challenge conventional MIS approaches. Consequently, the research hypothesis
that super Al accelerates MIS evolution, presenting both challenges and opportunities, underscores
the necessity for interdisciplinary collaboration. Bridging the gaps between MIS and computer
science disciplines will be crucial to address emerging risks, adapt existing models, and leverage
super Al’s potential while mitigating its inherent threats.

4.2. Relationship with Management Science Discipline
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The relationship between the Management Information Systems (MIS) discipline and
management science discipline has been significantly influenced by the super Al revolution.
Management science, focused on the application of mathematical and statistical techniques to
decision-making processes, has seen a growing convergence with the MIS discipline as super Al
technologies have been increasingly integrated into organizational processes (Davenport & Ronanki,
2018).

Super Al technologies have enhanced the decision-making capabilities of management science
by providing advanced analytical tools, predictive modeling, and optimization techniques
(Brynjolfsson & McAfee, 2014). In turn, the MIS discipline has benefited from the quantitative and
analytical rigor of management science, leading to more effective and data-driven decision-making
processes within organizations (Chui et al., 2016).

The convergence of management science and MIS disciplines has resulted in the development
of new interdisciplinary fields, such as data-driven decision-making and business analytics
(Davenport, 2013). These emerging fields are characterized by the integration of super Al
technologies with traditional management science methodologies, promoting more efficient and
effective management practices.

However, the rapid advancements in super Al technologies have also led to some divergence
between management science and the MIS discipline. The specialized nature of certain aspects of
super Al may result in the development of sub-disciplines within both fields, which may focus on
specific applications or techniques (Bostrom, 2014). This divergence could lead to a potential
fragmentation of knowledge and expertise, requiring professionals to acquire specialized skills and
knowledge in their respective domains (Agrawal et al., 2018).

Therefore, as super Al continues to advance, it fundamentally reshapes MIS by introducing
both unprecedented challenges and opportunities. Super Al's integration into MIS can enhance data
analytics and decision-making capabilities, driving the discipline towards greater efficiency and
innovation. However, this rapid evolution also risks exacerbating the divergence between MIS and
Management Science as traditional methodologies may become obsolete in the face of Al-driven
approaches. The convergence of super Al with MIS necessitates a re-evaluation of research
assumptions and practices, as Al's ability to process vast amounts of data and automate complex
decision-making processes may overshadow conventional management theories and practices.
Additionally, as all MIS systems are increasingly cloud-based and web-oriented, there is an amplified
risk of cybersecurity threats, data privacy issues, and the potential for systemic failures. This shifting
landscape calls for a reassessment of research hypotheses, suggesting that while super Al accelerates
the evolution of MIS, it simultaneously challenges the discipline's foundational principles and
necessitates a careful balance between technological advancement and theoretical rigor.

4.3. Relationship with Software Engineering Discipline

The relationship between the MIS discipline and software engineering in the context of the
super Al revolution is multifaceted, with both fields increasingly converging in some aspects while
diverging in others (Nofal & Yusof, 2018). Super Al has the potential to transform traditional
software engineering processes by introducing new methodologies, tools, and techniques that enable
the development of more intelligent and efficient systems (Bhat, 2021).

The convergence of MIS and software engineering can be seen in areas such as data analysis,
decision-making, and automation, where super Al technologies have been integrated into software
development processes (Huang & Liu, 2020). For instance, Al-driven tools are being utilized in
software testing, requirements engineering, and maintenance, contributing to improved software
quality and reduced development times (Wang, & Zang, 2021). This convergence has led to the
emergence of new interdisciplinary fields, such as Al-based software engineering, which combines
the principles of software engineering with advanced Al techniques to build intelligent software
systems (Zhang et al., 2019).
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However, the rapid advancements in super Al technologies have also led to the divergence of
certain aspects of the MIS and software engineering disciplines. For example, the increasing
complexity of Al-driven systems may necessitate specialized expertise in areas such as machine
learning, natural language processing, and computer vision, which might not have been traditionally
associated with software engineering (Siau & Yang, 2017).

Additionally, the ethical, security, and privacy implications of super Al technologies have also
emerged as key concerns, necessitating interdisciplinary collaboration between MIS and software
engineering professionals to address these challenges (Bryson, 2020). This highlights the need for
software engineers to possess a broader understanding of MIS concepts and principles, as well as for
MIS professionals to develop a deeper knowledge of software engineering techniques and practices.

Therefore, the convergence of super Al with MIS and Software Engineering could lead to
unprecedented levels of system efficiency, customization, and responsiveness, enabling more
sophisticated data management and integration. However, this convergence also presents several
risks. The complexity of super Al algorithms may exacerbate issues related to system transparency,
making it increasingly difficult for software engineers to fully understand, validate, and troubleshoot
Al-driven components within MIS frameworks. This lack of transparency can lead to challenges in
ensuring system reliability, security, and compliance with regulatory standards. Moreover, the rapid
evolution driven by super Al could outpace the development of corresponding software engineering
methodologies and tools, creating a disconnect between the capabilities of Al systems and the
traditional engineering practices that support them. As MIS systems increasingly rely on cloud
environments and web-based interfaces, these challenges are compounded by the need to safeguard
against vulnerabilities associated with cloud computing and distributed architecture. Therefore, while
super Al offers transformative potential for enhancing MIS, it simultaneously necessitates a
reevaluation of software engineering practices to address these emerging risks and ensure that the
integrity and effectiveness of MIS systems are maintained in this evolving technological landscape.

4.4. Relationship with Artificial Intelligence Discipline

The relationship between the MIS discipline and the Al discipline has been a topic of interest
for many researchers. As both fields continue to evolve, it is crucial to understand their interplay and
the impact they have on each other (Alavi & Leidner, 2001).

Al is a branch of computer science that deals with the creation of intelligent agents, capable of
learning, reasoning, and problem-solving (Russell & Norvig, 2016). The application of Al techniques
in the context of MIS has resulted in significant advancements in decision-making processes,
automation, and data analysis (Davenport & Harris, 2007).

The relationship between MIS and Al disciplines can be described as symbiotic, as
advancements in Al have led to innovations in MIS, and vice versa. Al techniques have been
integrated into various aspects of MIS, including data analytics, decision support systems, and
knowledge management (Sharda et al., 2013).

One major area where the relationship between Al and MIS is evident is in the use of machine
learning algorithms for data analysis and decision-making. Machine learning, a subfield of Al,
provides methods for discovering patterns and trends in large data sets, which is critical for making
informed decisions in an organizational context (Hastie et al., 2009).

Moreover, the development of Al-driven decision support systems has allowed organizations
to harness the power of Al to solve complex problems and enhance their decision-making processes
(Power, 2007). These systems combine Al techniques with the knowledge of domain experts,
resulting in more accurate and efficient decision-making.

The relationship between the MIS and Al disciplines is an essential aspect of understanding the
evolution of both fields. As the super Al revolution continues, it is expected that the synergy between
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these disciplines will grow stronger, leading to further innovations and advancements (Brynjolfsson
& McAfee, 2014).

Therefore, the convergence and divergence between MIS and Al disciplines are expected to
intensify, with super Al accelerating this process. On one hand, super Al's advanced capabilities could
significantly enhance MIS, providing unprecedented opportunities for efficiency, predictive
analytics, and decision-making. However, this also introduces new risks, such as increased
complexity in system integration and dependency on Al-driven processes, which could lead to
heightened vulnerabilities and potential system failures. The shift towards cloud-based, web-oriented
MIS systems amplifies these risks, as the reliance on interconnected and distributed environments
makes them more susceptible to security breaches and operational disruptions caused by super Al's
unpredictability. Additionally, the rapid evolution driven by super Al may outpace the ability of MIS
professionals to adapt, potentially leading to gaps in expertise and governance challenges. The
relationship between MIS and Al thus becomes increasingly intricate, requiring a delicate balance
between leveraging super Al's benefits and mitigating its associated risks, while ensuring that the
convergence and divergence of these disciplines are managed effectively to sustain system integrity
and reliability.

4.5. Relationship with the Industrial Engineering Discipline

Industrial engineering (IE) and MIS have a close relationship, as both fields aim to improve
organizational performance through the use of technology and data analysis. IE focuses on optimizing
operational processes and systems to improve efficiency, while MIS focuses on using information
systems to support decision-making and enhance organizational performance.

According to a study by Abbas et al. (2021), IE and MIS have a complementary relationship,
where IE provides the necessary process improvement techniques and tools, while MIS provides the
required information and data for effective decision-making. The study also highlights the importance
of integrating both disciplines to achieve optimal results in organizations.

Moreover, research by Bandyopadhyay and Chakraborty (2018) shows that the integration of
IE and MIS can lead to the development of decision support systems that aid in effective resource
allocation, inventory management, and production planning. The study emphasizes the need for IE
professionals to be knowledgeable in MIS to fully leverage the benefits of technology and data-driven
decision-making.

Therefore, the convergence of super Al with MIS, which operates predominantly in cloud
environments and relies on web-based interfaces, introduces a spectrum of risks and opportunities.
Industrial Engineering, which focuses on optimizing complex systems and processes, may experience
significant disruptions such as super Al reshapes operational efficiencies and decision-making
paradigms.

The integration of super Al in MIS could lead to the divergence of traditional methodologies
within Industrial Engineering, as super Al-driven analytics and automation challenge established
process optimization techniques. This could potentially lead to obsolescence of some traditional
practices, while creating new methodologies that leverage super Al's capabilities for real-time data
processing and predictive analytics. The convergence, on the other hand, presents opportunities for
enhanced collaboration between MIS and Industrial Engineering, facilitating the development of
more sophisticated, data-driven models that can drive efficiency and innovation in industrial
processes.

However, the accelerated evolution driven by super Al also poses risks such as dependency on
complex Al algorithms that may not be fully understood or controlled, potentially leading to
unexpected system behaviors and inefficiencies. Additionally, the shift towards Al-driven solutions
may require Industrial Engineering professionals to adapt rapidly, acquiring new skills and
knowledge to effectively integrate and manage these technologies. The transformation brought about
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by super Al necessitates a reevaluation of existing frameworks and practices within both MIS and
Industrial Engineering to address these emerging challenges and harness the opportunities for
enhanced system performance and innovation.

5. DEVELOPMENT OF A FUNCTION FORMULA

To encapsulate the research conclusions in a mathematical model that represents the
relationship between dependent and independent variables, we need to define the variables,
parameters, and coefficients that capture the essence of the research assumptions and hypothesis.
Here's a function formula with detailed explanations:

To encapsulate the research conclusions in a mathematical model that represents the
relationship between dependent and independent variables, we need to define the variables,
parameters, and coefficients that capture the essence of the research assumptions and hypothesis.
Here's a function formula with detailed explanations:

Enis = Bo+ P1- SAI + By - Caise + B3 * Daise + B - Tar + B5 - Raisc + Be * Tadapt + €
« E1s: Evolution of the MIS discipline (dependent variable)
« SAI: Super Al impact (independent variable)
e Clise: Convergence of related disciplines (independent variable)
o Diise: Divergence of related disciplines (independent variable)
e Lar: Integration of Al techniques (independent variable)
o Raise: Relationship strength with related disciplines (independent variable)
o Tadapt: Adaptation to new technologies and skills (independent variable)

« Bo: Constant term (intercept)

. D1, B2, B3, By, Ps, Be: Coefficients representing the impact of each independent variable
onEnrrs
e ¢ Error term capturing unexplained variance

5.1. Detailed Explanations

1. Bo: This constant term represents the baseline level of MIS evolution in the absence
of the impacts of Super Al and other variables. It provides a starting point for understanding the
evolution of the MIS discipline.

2. B - SAI: This term captures the effect of Super Al's impact on the evolution of the

MIS discipline. Given that Super Al has a significant impact on MIS, the coefficient Bris expected
to be positive, reflecting that increased Super Al impact accelerates MIS evolution.

3. Ba - Ciise: This term represents the impact of the convergence of related disciplines

on the evolution of MIS. A positive B suggests that as disciplines converge, MIS benefits from
enhanced capabilities and efficiencies.
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4, B3« Daisc: This term measures the effect of the divergence of related disciplines.

Divergence can drive specialization but may also introduce challenges. The coefficient 33 could be
positive or negative, depending on whether divergence leads to innovation or fragmentation.

5. B4 - L41: This term accounts for the integration of Al techniques into MIS. A positive

B4 indicates that increased Al integration fosters the evolution of MIS by introducing advanced
methodologies and tools.

6. Bs - Raisc: This term measures the influence of the strength of relationships with

related disciplines on MIS evolution. A positive Bs suggests that stronger relationships enhance the
evolution of MIS by fostering collaboration and cross-disciplinary advancements.

7. B6 * Tudavt: This term captures the role of adaptation to new technologies and skills.

A positive B6 reflects that effective adaptation contributes to the evolution of the MIS discipline by
equipping professionals with the necessary competencies.

8. ¢: The error term accounts for the variability in MIS evolution that is not explained by
the included variables. It represents the influence of external factors or noise in the data.

5.2. Positive Elaborations

This formula and its components offer a comprehensive view of how different factors contribute
to the evolution of the MIS discipline in the era of Super Al, aligning with the research assumptions
and hypothesis:

« The model acknowledges that the Super Al revolution significantly impacts the MIS
discipline, both accelerating its evolution and introducing new challenges and opportunities.

« The inclusion of convergence and divergence factors recognizes the dynamic interplay
between disciplines, highlighting how integration and specialization drive MIS advancements.

« Emphasizing the integration of Al techniques and the importance of adaptation underscores
the necessity for continuous skill development and technological adaptation.

« By incorporating the relationship strength with related disciplines, the model underscores
the value of interdisciplinary collaboration in advancing the MIS field.

6. CONCLUSIONS

The advent of Super Al has profoundly influenced the evolution of MIS discipline, bringing
both notable challenges and unprecedented opportunities. Our function formula, which integrates the
impacts of Super Al, convergence, and divergence with related disciplines, supports the hypothesis
that this technological revolution has accelerated MIS development. This acceleration is marked by
significant changes in how MIS interacts with fields such as computer science, software engineering,
and artificial intelligence.

Our findings validate the hypothesis that Super Al's impact is accelerating MIS evolution, as
detailed in our function formula. The integration of advanced Al methodologies into MIS processes
has opened new pathways for innovation, while also presenting complex challenges. Convergence
among disciplines has led to enhanced capabilities and efficiencies, though it requires careful
management of ethical, security, and technical concerns. Divergence has fostered specialization and
innovation, but it also risks creating fragmentation and inconsistency.
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The successful application of our function formula highlights the importance of
interdisciplinary collaboration in addressing these changes. The interaction between MIS and related
fields has spurred the emergence of new areas such as Al-based software engineering and data-driven
decision-making. This synergy underscores the relevance of our hypothesis and the need for a
multifaceted approach to navigating the evolving landscape.

Despite these advancements, the Super Al revolution brings forward critical issues, including
ethical dilemmas, security risks, and potential job displacement. Addressing these concerns
necessitates a collaborative effort between organizations and academia. It is crucial to focus on
workforce development, establish robust ethical guidelines, and implement stringent security
measures. Balancing human judgment with Al-driven decision-making will be essential to avoid
over-reliance on automated systems.

Looking ahead, Super Al will continue to shape the MIS discipline, presenting both
opportunities for growth and challenges that require proactive management. An interdisciplinary
approach, integrating principles from computer science, organizational management, and other
relevant fields, will be vital for tackling complex business problems in this new era. Organizations
should emphasize collaboration, invest in employee training, and develop ethical frameworks to
effectively navigate this transformative period.

Recommendations for Researchers, MIS Professionals, and Organizations:

1. Researchers: Focusing on empirical studies regarding Super AI’s implications for MIS,
particularly concerning ethics, security, and workforce development. Collaborate with organizations
to identify and address emerging challenges and explore innovative solutions.

2. MIS Professionals: Developing expertise in data science, machine learning, and related
areas. Prioritize ethical considerations in Al system design and ensure transparency and
accountability. Maintain a balance between human input and Al capabilities to prevent over-reliance.

3. Organizations: Investing in training programs to help employees adapt to Super Al
advancements. Establish and follow ethical guidelines for Al system development and deployment
and implement strong security measures to mitigate potential risks.

4. Collaborative Efforts: Encouraging partnerships between researchers and organizations to
tailor Super Al applications to specific business needs, such as customer service and data analysis.
These collaborations can lead to the development of new tools and techniques that benefit the broader
MIS discipline.

5. Continuous Learning: Staying updated on the latest developments in Super Al through
conferences, workshops, and academic literature to remain at the cutting edge of best practices and
innovations.

By implementing these recommendations, stakeholders can effectively navigate the
complexities of the Super Al revolution, leveraging its transformative potential while addressing
associated risks and challenges.
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1. GIRIS

Teknolojinin ve bilginin hizla gelismesi, dinamik bir diinyada degisimlerin hiz kazanmasina
neden olmustur. Bu yenilikler, bilgisayar teknolojisinin 6nemli bir ara¢ olarak kullanilmasini
saglamistir. Oyun, eglence ve iletisim gibi alanlarda video oyunu endiistrisi, eglence sektoriiniin en
popliler pargalarindan biri haline gelmistir (Putra, 2021:1). Oyun gelistirme tarihi, 1950'i yillarda
bilgisayarlarin eglence amacli kullanilmaya baslanmasiyla ortaya ¢ikmustir. Ik drneklerden biri, 1950
yilinda “Tic Tac Toe” oynamak igin iiretilen Bertie the Brain’dir. 1972’de piyasaya siiriilen Pong ise
ticari anlamda basarili olan ilk video oyunlarindan biri olarak, oyun gelistirme endiistrisinin hizl1 bir
sekilde biiyiimesine yol agmistir (Omerbas, 2016). Ayrica oyun gelistirme sadece eglence sektorii ile
sinirli kalmayip, egitim, saglik ve is diinyas1 gibi gesitli sektorlerde de uygulanmaktadir (Kepenek,
2020:7).

Oyun gelistirme silirecinde, oyunun basarisinit dogrudan etkileyen kritik agamalardan biri "oyun
tasarim1" siirecidir. Bu siire¢, yazilim, gorsellestirme ve animasyon gibi farkli uzmanlik alanlarina
dair kararlarin alindig1 ve test edildigi bir donemi igerir. Giiniimiizde, deneyimli tasarimcilar ve
ekipler tarafindan yonetilen bu siire¢, bagimsiz oyun gelistiricilerin tasarim metodolojisi konusunda
karsilastiklar1 zorluklarla da dikkat cekmektedir (Gokgek ve Akbulut, 2022:1).

Bu siirecler, dijital oyunlarin tasarimi, programlanmasi ve yayimlanmasini igerir ve genellikle
bir ekip tarafindan yiiritiiliir. Gelistirici ekipler biiyiik bir sirkete bagli olabilecegi gibi, bagimsiz
gruplar veya bireysel gelistiricilerden de olusabilir. Oyun gelistirme stireci genellikle belirli adimlar
icerir: fikir gelistirme ve tasarim, prototip olusturma, gelistirme ve programlama, test etme, ayarlama
ve yayimlama. Bu siireg, disiplinler arasi bir alan olup, programlama, grafik tasarimi, ses tasarimi,
hikdye anlatimi ve proje yOnetimi gibi c¢esitli alanlarda uzman kisilerin koordineli bir sekilde
caligmasini gerektirir.

Bu calisma, YOK TEZ MERKEZI arsivinde yer alan oyun gelistirme konusundaki lisansiistii
tezlerin bibliyometrik analizini igermektedir. Bu sayede, mevcut durum tespit edilmis ve konuyla
ilgili ¢esitliligin artirilmasi ile gelecekte yazilacak tezler igin bir rehber sunulmasi hedeflenmistir.

2. BIBLIYOMETRIK ANALIZ

Bilgi, insanlik tarihinde 6nemli bir arag olarak kabul edilmistir ve medeniyetlerin gelisiminde
biiyiik rol oynamistir. Bilimsel ¢aligsmalarla elde edilen bilgi, en giivenilir bilgi tiiri olarak kabul
edilmekte ve insanlik bu sayede biiyiik teknolojik ve toplumsal ilerlemeler kaydetmistir. Auguste
Comte, bilimin bilginin en yliksek formu oldugunu savunarak, bilimsel bilginin insanligin
ilerlemesindeki kritik roliinii vurgulamistir (Al, 2008:20). Bibliyometrik analiz, belirli bir alanda,
belirli bir donemde ve belirli bir bolgede bireyler veya kurumlar tarafindan {iretilen yaymlarin ve bu
yayinlar arasindaki iligkilerin niceliksel olarak incelenmesidir (Yilmazel, 2019:3). Bu analiz,
yayinlarin goreceli etkisini degerlendirmek i¢in atif analizini kullanmakta ve bibliyografik eslestirme
ad1 verilen bir yontemle, iki belge arasindaki benzerligi dlgmektedir (Oztiirk ve Kurutkan, 2020:1).
Bibliyometrik analizler, bir disiplinin kavramsal, entelektiiel ve sosyal yapisini ortaya koymak
amaciyla yazar, konu, anahtar kelime, atif yapilan eser ve kaynaklar gibi ¢esitli acilardan istatistiksel
incelemeler yapmaktadir (Albayrak, 2023:5). Bu analizler, bilimsel ¢alismalarin degerlendirilmesi
icin bir gergeve sunmayi amaglamaktadir (Kaya ve Dinger, 2023:17). Genellikle, bu tiir analizlerin
gerceklestirilmesi icin Web of Science, Scopus gibi veri tabanlarindan ham veriler kullanilmaktadir
(Oztiirk ve Kurutkan, 2020:3).

Arastirmalara bakildiginda bir¢ok alanda da bibliyometrik aragtirma yer aldig1 goriilmektedir.

Dolek ve Kog (2022:159), egitsel oyunlarla ilgili bilimsel ¢alismalarin tezlerini bibliyometrik
bir analizle incelemistir. Calisma, egitsel oyunlarin akademik literatiirdeki yerini, dnemini ve
gelisimini daha 1yi1 anlamak amaciyla yapilmistir. Calismanin bulgulari, egitsel oyunlar konusunun
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son yillarda giderek artan bir ilgi gordiiglini ve bu alandaki arastirmalarin c¢esitlendigini
gostermektedir (Dolek ve Kog 2022).

Marti-Parrefio vd. (2021:1122), yapmis olduklar1 aragtirmalarinda, oyun tabanli 6grenme, ciddi
oyunlar ve oyunlagtirma iizerine, (2010-2014) yayimlanan makaleleri, bibliyometrik analiz
yontemine gore incelenmislerdir. Arastirmalarinda, oyun tabanli 6grenmenin, egitimdeki artan
popiilaritesine ragmen, bu alandaki akademik calismalarin yeterince analiz edilmedigini vurgu
yapmuslardir.

Ergin ve Ergin (2022:824), arastirmalarinda dijital oyunlarla ilgili yapilan ¢alismalar igerik ve
bibliyometrik acidan degerlendirmislerdir. Inceleme sonuglari, ilgili alana dair genel egilimler,
yazarlar ve ¢caligmalarin yillara gére dagilimi gibi niteliklerin gorsel haritalarla gosterildigi bir analiz
sunmaktadir. Veriler Web of Science (WoS) veri tabanindan elde edilmistir ve "Digital game" terimi
kullanilarak yapilan taramada toplamda 920 yayina ulasilmistir. Verilerin analizinde, igerik analizi
ve bibliyometrik analiz yontemleri kullanilmistir.

Chen vd. (2021:455), calismalarinda bilim ve matematik egitiminde oyun tabanli 6grenme
aragtirmalarinin, mevcut durumu ve potansiyelini anlamak amaciyla, sistematik bir inceleme
yapmuglardir. Web of Science veri tabaninda, 1991-2020 yillart arasinda yayimlanan 146 makale
icerik ve bibliyometrik analiz yontemleriyle incelenmistir. Calismada, yazarlar, bolgeler, uygulanan
konular, egitim seviyeleri, arastirma yontemleri, oyun tiirleri, kullanilan cihazlar, performans
sorunlar1 ve anahtar kelimeler analiz edilmistir.

Irmade vd. (2021:1), ciddi oyun arastirmalarindaki egilimleri saptamak amaciyla, Scopus veri
tabanina dayali bir bibliyometrik analiz gergeklestirmislerdir. Calismada, ciddi oyunlarla ilgili
yaymlarin yillara gore artigi, belge tiirleri, kaynak tiirleri, konu alanlari, anahtar kelime analizi,
cografi dagilim, yazarlar, kurumlar ve atif analizi gibi bibliyometrik 6l¢iitler kullanilmistir.

Yenisoy ve Hassan (2024:1), ¢aligmalarinda turizm literatiiriinde, oyun teorisine iliskin
makalelerin bibliyometrik profillerini, ¢esitli parametreler kapsaminda incelemislerdir. Tiirk turizm
literatiiriinde oyun teorisiyle ilgili mevcut ¢aligmalarin durumunu ortaya koymak ve yeni arastirma
alanlar1 belirlemeye katki saglamay1 amaglanmaktadir.

Wang vd (2022:10), calismalarinda, saglik alaninda ciddi oyunlarin kullanimina yonelik
egilimler ve arastirma konularin1 analiz etmislerdir. Web of Science veri tabanindan, saglik alaninda
ciddi oyun ile ilgili yayimlanan literatiir taranmis ve bibliyometrik analiz yapilmistir. Arastirma,
iilkeler, calisma kategorileri, yillik yayin sayilari, en ¢ok atif yapilan yazarlar, dergiler, makaleler ve
anahtar kelimeler gibi olgiitler {izerinden detayl1 bir inceleme sunmaktadir. Caligsma, ciddi oyunlarin,
saglik alanindaki uygulamalarina dair sicak noktalar1 ve egilimleri ortaya koyarak, gelecekteki
arastirmalar i¢in referans ve yonlendirme saglamay1 amaglamaktadir.

Kose ve Uk (2019:119), arastirmalarinda oyunlastirma kavrami ve ilgili unsurlar olan
mekanikler, dinamikler ve bilesenleri ele alip, oyunlastirma modelleri incelenmislerdir.
Oyunlagtirmanin, saglik, spor, finans, pazarlama ve egitim gibi cesitli alanlarda artan Onemi
vurgulanmigtir. Calisma, Yiiksekogretim Kurulu Ulusal Tez Merkezi veri tabaninda sosyal bilimler
alaninda oyunlastirma konulu tezleri, uygulama alanlari, degiskenleri, yontemleri ve sonuglarina
gore, bibliyometrik analiz yontemiyle incelemistir. Arastirma sonucunda elde edilen bulgular analiz
edilerek yorumlanmustir.

Camufas-Garcia vd. (2022:324), arastirmalarinda, mobil oyun tabanli 6grenmenin, kiiltiirel
miras egitimindeki durumunu, bibliyometrik analiz yontemiyle incelemislerdir. Scopus veri
tabanindan alinan, toplam 725 yayin analiz edilmistir. Arastirmada, 6zellikle oyun tabanli 6grenme,
oyunlastirma ve ciddi oyunlar gibi pedagojik yontemlere odaklanmakla birlikte, sanal gerceklik,
artirllmig gergeklik ve karma gerceklik gibi diger egilimler de 6ne ¢ikmaktadir.

Halag ve Ogiilmiis (2022:574), dijital oyun igerikli lisansiistii tezlerin bibliyometrik analizini
yapmuslardir. Tirkiye’de dijital oyun ve etkilesim teknolojilerine ydnelik genisleyen lisans
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programlarinin bir sonucu olarak, oyun temali tez calismalarinin sayisinda artis oldugunu
gdrmiislerdir. Calismada, Yoktez Ulusal Tez Arsivi'nden “Oyun Tabanli Ogrenme”, “Ciddi Oyunlar”,
“Mobil Oyunlar” ve “Video Oyunlar” anahtar kelimeleriyle ulagilan 168 tez incelenmistir.

Pocan (2023:648), matematik egitiminde dijital oyun tabanli 6grenme konusunu bibliyometrik
bir aragtirmayla ele almigtir. Caligmanin amaci, dijital oyun tabanli 6grenmenin matematik
egitimindeki etkisini ve bu alandaki akademik c¢alismalarin genel egilimlerini ortaya koymaktir.
Arastirma kapsaminda, ¢esitli veri tabanlarindan elde edilen matematik egitiminde dijital oyun tabanl
ogrenmeye yonelik makaleler, tezler ve konferans bildirileri analiz edilmistir.

Yesiltas ve Evci (2021:224), egitimde bilgisayar okuryazarligi caligmalarinin bibliyometrik bir
analizini yapmuglardir. Bu c¢alismanin amaci, bilgisayar okuryazarligi alanindaki akademik
arastirmalarin genel egilimlerini, anahtar konularini ve metodolojik yaklagimlarini ortaya koymaktir.
Arastirma kapsaminda, cesitli akademik veri tabanlarindan elde edilen bilgisayar okuryazarligi ile
ilgili makaleler detayl1 bir sekilde incelenmistir. Bibliyometrik analiz siirecinde, makalelerin yillara
gore dagilimi, en ¢ok atif alan ¢alismalar, yaygin kullanilan anahtar kelimeler ve yazarlarin kurumsal
dagilimlar1 gibi parametreler degerlendirilmistir.

Incelenen literatiir kapsaminda oyun gelistirme ile ilgili bir bibliyometrik analize
rastlanmamistir. Bu nedenle, bu konu hakkinda yapilacak bir arastirmanin, literatiire katki
saglayacagi diisliniilmektdir.

3. YONTEM

Bu ¢alismada, Yiiksekogretim Kurulu Tez Merkezi (YOKTEZ) veri tabaninda oyun gelistirme
konusunda yayinlanan lisansiistii tezlerin verileri kullanilarak bibliyometrik analiz yapilmasi
hedeflenmistir. Bu hedef dogrultusunda, ¢alismada veri toplama yontemi olarak belgelerin incelemesi
kullanilmigtir. Yapilan ¢alismada, 2008 yili ve 2024 yillar1 arasinda yayimlanan lisansiistii tezler
incelenmistir. Bu calisma kapsaminda tezler igin, YOKTEZ arama motorunda “oyun gelistirme”
anahtar sozcligli yazilarak oOzet ve izinli segenekleri secilerek arama yapilmis ve ¢ikan tezler
incelenmistir. Konu ile ilgili yil sinirlamas1 yapilmamis olup, ilk ¢calismanin gergeklestigi 2008 yili
ile 2024 yillar1 arasinda yayimlanan tezler kayit altina alinarak, bibliyometrik kiinyeleri elde
edilmistir. Elde edilen bilgiler kapsaminda 46 teze ulasilmistir. Lisans istii tezler, tiir, y1l, {iniversite,
enstitii, konu, anabilim dali, atif tiirli, kaynak ve yontemine gore incelenmistir.

YOKTEZ veri tabani iizerindeki lisansiistii tezlerin tarama islemi 8 Mayis 2024 tarihine kadar
olan caligmalar1 kapsamaktadir.

4. BULGULAR
4.1. Lisansiistii Tezlerin Tez Tiiriine Gore Dagilimi

YOKTEZ’de oyun gelistirme konusunda yayimlanan lisansiistii tezlerin tez tiiriine gére
dagilimi Sekil 1°de verilmistir.
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Yiiksek Lisans Doktora Sanatta Yeterlik Tipta Uzmanlik
Sekil 1. Tez Tiiriine Gore Dagilim

Sekil 1 incelendiginde oyun gelistirme konusunda yayimlanan tezlerin %76’s1 yliksek lisans
tezi, %17’si doktora, %41 sanatta yeterlilik ve %3’1 tipta uzmanlik tezidir. Yiiksek lisans tezlerinin
bu alandaki yogunlugu oyun gelistirme konusunun 6zellikle yiiksek lisans diizeyinde daha fazla ilgi
cektigini ve daha fazla arastirma yapildigin1 gostermektedir. Yiiksek lisans tezleri bu alandaki en
yogun ¢aligsma tiirlinii temsil etmektedir.

Doktora tezleri ise bu alanda ileri diizey arastirmalarin hala gelisme agamasinda oldugunu ve
yiiksek lisans diizeyindeki ¢aligmalarin daha yaygin oldugunu ortaya koymaktadir. Sanatta yeterlilik
ve tipta uzmanlik tezleri ise bu alanlarin oyun gelistirme konusundaki arastirmalarda daha az temsil
edildigini gostermektedir. Bu durum, oyun gelistirme konusunun yiiksek lisans diizeyinde daha fazla
ilgi gordiigiinii ve bu seviyede daha fazla arastirma yapildigini agikca ortaya koymaktadir.

4.2. Lisansiistii Tezlerin Universite Tiiriine Gore Dagihmi

Oyun gelistirme konusunda yayimlanan lisanstistii tezlerin {iniversite tiiriine gore dagilimi Sekil
2’de verilmistir.
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Devlet Vakif
Sekil 2. Universite Tiiriine Gore Dagilim

Oyun gelistirme konusunda tezlerin %73°li devlet iiniversiteleri tarafindan yayinlanirken
%27’s1 ise vakif {iniversiteler tarafindan yaymlanmistir. Oyun gelistirme konusunda devlet
iiniversitelerinde daha ¢ok ¢alisima yapildig1 gézlemlenmistir.

Devlet tliniversitelerinin oyun gelistirme konusuna daha fazla kaynak ayirdigini ve bu alanda
daha fazla arastirma yapildig1 goriilmektedir. Vakif tiniversitelerinin ise bu alanda daha az ¢aligma
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yaptig1 ve oyun gelistirme konusundaki arastirmalarin biiyiik 6l¢iide devlet {iniversiteleri tarafindan
yapildig1 anlagilmaktadir.

4.3. Lisansiistii Tezlerin Yillara Gore Dagilim

YOKTEZ igerisinde bulunan oyun gelistirme konusunda yayinlanan lisansiistii tezlerin yillara
gore dagiliminin analizi yapilmistir. Sekil 3’te lisansiistii tezlerin yillara gére dagilimi verilmistir.
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Sekil 3. Yillara Gore Dagilim

Oyun gelistirme ile ilgili yapilan incelemede, yillara gére bakildiginda, 2022 ve 2023 yillari
arasinda, konuya ilginin artmis oldugu goézlemlenmistir. 2020 yili goriinen diisiisiin sebebinin
pandemi ile iliskili oldugu diisliniilmektedir. 2022 oncesi 5-6 tez goriiliirken, 2021 yili ve
sonrasindaki artisin sebebinin, pandeminin bitmesi ve pandemi siiresinde, evde kalinan siirede,
oyuncu kitlesinin artti1 ve oyun oynama siirelerinin arttig1 yoniindedir (Aktas ve Dastan 2021:1). Bu
nedenle 2022 ve 2023 yillar1 arasindaki artisin sebebinin pandeminin bitmesinin neden oldugu
diistinilmektedir (Gamingscan, 2024). 2024 y1l1 baglangicina kadar olan ¢alismamiz dolayisiyla 2024
yilinda 1 tez yazildigi, ancak onceki yillardaki ciddi artis sonrasinda artacak olmasi beklenmektedir.

4.4. Lisansiistii Tezlerin Universitelere Gore Dagilimi

YOKTEZ veri tabaninda bulunan oyun gelistirme konusunda yaynlanan lisansiistii tezlerin
sayilar1 {iniversitelere gore incelenmistir. Universitelerdeki tez sayilar1 Sekil 4’te verilmistir.
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ORTA DOGU TEKNIK...
ISTANBUL TEKNIK..!
HACETTEPE UNIVERSITESI
BAHCESEHIR UNIVERSITESI
ISTANBUL UNIVERSITESI
YILDIZ TEKNIK UNIVERSITESI
ULUSLARARASI KIBRIS..!
CANKAYA UNIVERSITESI
TRABZON UNIVERSITESI
GALATASARAY UNIVERSITESI
OSTIM TEKNIK UNIVERSITESI
HATAY MUSTAFA KEMAL...
MUGLA SITKI KOCMAN ..
DOKUZ EYLUL UNIVERSITESI
MERSIN UNIVERSITESI
YASAR UNIVERSITESI
MARMARA UNIVERSITESI
GAZI UNIVERSITESI
KOC UNIVERSITESI
DUMLUPINAR UNIVERSITESI
KARA HARP OKULU...
CUMHURIYET UNIVERSITESI
ISTANBUL UNIVERSITESI-...
BURSA ULUDAG UNIVERSITESI
BEYKENT UNIVERSITESI
INONU UNIVERSITESI
ATILIM UNIVERSITESI
ANKARA SOSYAL BILIMLER...
[ISTANBUL GELISIM..

Sekil 4. Universitelere Gére Tez Sayilart

) Oyun gelistirme konusunda en fazla tez yayinlayan ilk 3 Gniversite: %15 ile Orta Dogu Teknik
Universitesi, %13 ile Istanbul Teknik Universitesi, %6 ile Bahgesehir Universitesi ve %6 ile
Hacettepe Universitesi’dir.

4.5. Lisansiistii Tezlerin Enstitiillere Gore Dagilimi

Incelenen tezlerin lisansiistii tezlerin enstitiilere gore dagilimi Sekil 5°te verilmistir.

FEN BILIMLERI ENSTITUSU

LISANSUSTU EGITIM ENSTITUSU

SOSYAL BILIMLER ENSTITUSU

EGITIM BILIMLERI ENSTITUSU

GUZEL SANATLAR ENSTITUSU

ENFORMATIK ENSTITUSU
SAVUNMA BILIMLERI...

TIP FAKULTESI

SAGLIK BILIMLERI ENSTITUSU

YURTDISI ENSTITU

BILiISIM ENSTITUSU

Sekil 5. Enstitlilere Gore Dagilim

Oyun gelistirme konusunda %30 fen bilimleri enstitiisii tarafindan tez yayinlanirken, lisansiistii
egitim enstitiisii tarafindan %20, sosyal bilimler enstitiisinden %17 tez ve egitim bilimleri
enstitlistinden de %13 tez yaymlanmistir. Fen bilimleri enstitiisiiniin 6nde gelen rolii, oyun gelistirme
stirecindeki teknik ve miihendislik boyutlarinin bu enstitii tarafindan derinlemesine arastirildigini
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gostermektedir. Diger enstitiilerin katkilari ise, oyun gelistirme alaninin disiplinler arasi dogasini ve
farkli akademik bakis agilarini yansitarak, bu konudaki arastirmalarin gesitliligine 6nemli katkilarda
bulunmustur. Enformatik enstitiisli, giizel sanatlar enstitiisii, saglik bilimleri enstitiisii gibi diger
enstitiiller de oyun gelistirme konusundaki arastirmalara katkida bulunarak, bu alanin genis bir
yelpazede incelendigini gostermektedir. Dolayisiyla oyun gelistirme konusunun sadece teknik ve
mihendislik boyutlariyla degil, ayn1 zamanda sosyal, kiiltiirel, egitimsel ve saglik gibi farkli alanlarda
da dnemli arastirmalar yapildigini ortaya koymaktadir.

4.6. Lisansiistii Tezlerin Konulara Gore Dagilim

Veriler incelendiginde oyun gelistirme konusunda yayinlanan lisansiistii tezlerin konulara gore
dagilimi Sekil 6’da verilmistir.

BILGISAYAR MUHENDISLIGI...
EGITIM VE OGRETIM
BiLiM VE TEKNOLOIJI
GUZEL SANATLAR
PEYZAJ MIMARLIGI
RADYO-TELEVIZYON
DILBILIM
NOROSIRURIJI
HEMSIRELIK
MIMARLIK
ENDUSTRI URUNLERI TASARIMI
JEODEZI VE FOTOGRAMETRI
SANATTA YETERLIK
SOSYOLOJi
HUKUK

Sekil 6. Lisanstistii Tezlerin Konulara Gore Dagilimi

Oyun gelistirme ile ilgili yazilan tez konular incelendiginde en fazla konu %28 ile Bilgisayar
Miihendisligi Bilimleri alaninda, %19 Egitim ve Ogretim, %19 Bilim ve Teknoloji ve %7 ile Giizel
Sanatlar en ¢ok tez yazilan konular olarak tespit edilmistir. Bilgisayar Miihendisligi Bilimlerinin 6ne
cikmasi, oyun gelistirme siirecindeki teknik ve algoritmik zorluklarin bu alanda derinlemesine ele
alindigim gosterirken, Egitim ve Ogretim ile Bilim ve Teknoloji alanlarindaki yiiksek oranlar,
oyunlarin egitimsel ve teknolojik uygulamalarinin arastirildigini ortaya koymaktadir.

4.7. Lisansiistii Tezlerin Arastirma Yontemine Gore Dagilimi

YOKTEZ igerisinde bulunan oyun gelistirme konusunda yayinlanan lisansiistii tezler arastirma
yontemlerine gore siiflandirilmistir. Sekil 7°de arastirma yontemlerine gore dagilim verilmistir.
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Sekil 7. Arastirma Yontemine Gore Dagilim

Oyun gelistirme ile ilgili yayimnlanan tezler incelendiginde arastirma yontemleri dagilimi %63
(29 tez) oranla en fazla nicel arastirma yontemi kullanilmistir, %37 (17 tez) oraninda ise nitel
arastirma yontemi tercih edilmistir.

Asagida verilen detayli grafikler, grafiklerdeki yontemlerin, makalelerdeki kullanim sayisini
gostermektedir.
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Roportaj
Odak Grup Goriisme
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Durum Analizi

Betimsel Analiz

Gorlisme Formu  EGil
Kisisel Bilgi Formu [
Ogrenci Tanima Formu W7
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Sekil 9. Nicel Verilerin Detayli Grafigi
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Nicel aragtirma yontemlerinin 6ne ¢ikmasi, oyun gelistirme siireglerindeki teknik ve objektif
verilerin analizine olan yogun ilgiyi gosterirken, nitel arastirma yontemlerinin kullanimi ise oyuncu
deneyimleri, tasarim siiregleri ve yaratict yaklagimlar gibi daha derinlemesine ve subjektif verilerin
incelendigini ortaya koymaktadir. Bu dagilim, oyun gelistirme alaninda hem teknik hem de kullanic1
odakl1 aragtirmalarin dengeli bir sekilde ele alindigini gostermektedir.

4.8. Lisansiistii Tezlerin Ana Bilim Dallarina Gore Dagilimi

Oyun gelistirme konusunda yayinlanan lisansiistii tezlerin ana bilim dalina gére dagilimi Sekil
10’da verilmistir.

Bilgisayar ve Ogretim Teknolojileri Egitimi Ana Bilim Dali 6
Bilgisayar Miihendisligi Ana Bilim Dal1 4
Grafik Ana Sanat Dali 3
Oyun ve Etkilesim Teknolojileri Ana Bilim Dalt 3
Oyun Teknolojileri Ana Bilim Dali
Bilgisayar ve Ogretim Teknolojileri Ana Bilim Dal1
Enformatik Ana Bilim Dal1

Bilim ve Teknoloji Politikas1 Calismalar1 Ana Bilim Dali

N DD NN

Yazilim Miihendisligi Ana Bilim Dali
Beyin ve Sinir Cerrahisi Ana Bilim Dali
Teknoloji Yonetimi Ana Bilim Dali
Bilgisayar Bilimleri Ana Bilim Dali

Peyzaj Mimarlig1 Ana Bilim Dal1
Bilgisayar Grafigi Ana Bilim Dali
Mimarlik Ana Bilim Dal1

Cokluortam Bilisimi Ana Bilim Dali
Sosyal Bilgiler Egitimi Ana Bilim Dali
Dijital Oyun Tasarimi Ana Bilim Dali
Mimari Tasarimda Bilisim Ana Bilim Dali
Endiistri Uriinleri Tasarimi1 Ana Bilim Dali
Ozel Hukuk Ana Bilim Dali

Harita Miihendisligi Ana Bilim Dali
Radyo Televizyon ve Sinema Ana Bilim Dali
Temel Egitim Ana Bilim Dal1

Sosyoloji Ana Bilim Dali

[letisim ve Tasarim Ana Sanat Dali

Giizel Sanatlar Ana Bilim Dal1

Mekatronik Miihendisligi Ana Bilim Dali

[ N N e N N - T T T T T T~ O =

Hemgirelik Ana Bilim Dali

Sekil 10. Lisansiistii Tezlerdeki Ana Bilim Dallarinin Grafigi

Sekil 10°da yer alan verilere gore, oyun gelistirme ile ilgili tezlerin hangi ana bilim dallarinda
yogunlastig1 goriilmektedir. En yiiksek oran1 %13 ile Bilgisayar ve Ogretim Teknolojileri Egitimi
Ana Bilim Dal1 almaktadir. Bu, oyun gelistirme konusunun en ¢ok bu ana bilim dalinda ele alindigini
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gostermektedir. Bilgisayar ve Ogretim Teknolojileri Egitimi Ana Bilim Dali'nin, oyunlarin egitim
alanindaki potansiyelini incelemesi ve bu alandaki yenilik¢i yaklagimlar1 kapsamasi, bu konunun
burada yogunlasmasinin ana sebeplerinden biri olabilecegi diistiniilmektedir.

Bilgisayar Miihendisligi Ana Bilim Dal1 ise %9 oranla ikinci sirada yer almaktadir. Bu, oyun
gelistirme siirecinde teknik bilgi ve yazilim miihendisligi konularinin 6nemini vurgulayan bir
durumdur. Bilgisayar Miihendisligi Ana Bilim Dal1, oyunlarin yazilim mimarisi, algoritmalar1 ve
teknik detaylar1 iizerinde yogunlasarak oyunlarin temel yapi taslarini incelemektedir.

Oyun ve Etkilesim Teknolojileri Ana Bilim Dal1 ile Grafik Ana Sanat Dal1 ise %6 oranla {iglincii
sirada yer almaktadir. Bu durum, oyun gelistirme siirecinde hem etkilesimli teknolojilerin hem de
gorsel tasarimin ne denli 6nemli oldugunu ortaya koymaktadir. Oyun ve Etkilesim Teknolojileri Ana
Bilim Dali, oyuncu deneyimi, kullanici etkilesimi ve oyunlarin arayiiz tasarimi gibi konulari
derinlemesine incelerken, Grafik Ana Sanat Dal1 ise oyunlarin estetik ve sanatsal yonlerini ele
almaktadir.

Son olarak, Bilgisayar ve Ogretim Teknolojileri Ana Bilim Dali, Oyun Teknolojileri Ana Bilim
Dali, Yazilim Miihendisligi Ana Bilim Dali, Bilim ve Teknoloji Politikast Caligmalar1 Ana Bilim
Dal1, ve Enformatik Ana Bilim Dali %4 oranla listede yer almaktadir. Bu bilim dallarinin her biri,
oyun gelistirme siirecinde farkli disiplinlerin katki sagladigini gostermektedir. Bu disiplinlerin
cesitliligi, oyun gelistirme alaninin ne kadar ¢ok yonlii oldugunu ve farkli uzmanlik alanlarinin bu
stirece katkida bulundugunu gdstermektedir.

Geriye kalan diger bilim dallar1 %2 ile Coklu ortam Bilisimi Ana Bilim Dal1, Endiistri Uriinleri
Tasarim1 Ana Bilim Dali, Mimarlik Ana Bilim Dal1, Sosyal Bilgiler Egitimi Ana Bilim Dali, Temel
Egitim Ana Bilim Dali, Ozel Hukuk Ana Bilim Dali, Teknoloji Yénetimi Ana Bilim Dali, Dijital
Oyun Tasarimi Ana Bilim Dali, Beyin ve Sinir Cerrahisi Ana Bilim Dali, Sosyoloji Ana Bilim Dali,
Radyo Televizyon ve Sinema Ana Bilim Dal1, Harita Miihendisligi Ana Bilim Dal1, Bilgisayar Grafigi
Ana Bilim Dali, Mimari Tasarimda Bilisim Ana Bilim Dali, Bilgisayar Bilimleri Ana Bilim Dali,
Mekatronik Miihendisligi Ana Bilim Dali, Giizel Sanatlar Ana Bilim Daly, iletisim ve Tasarim Ana
Sanat Dali, Hemsirelik Ana Bilim Dali’dir. Bu bilim dallarinin sayisinin az olmasi genel olarak oyun
gelistirme hakkinda yapilan tezlerin azligindan kaynaklandigi diisiiniilmektedir. Oyun gelistirmenin
cok yonlii bir alan olmasi nedeniyle, ileride daha fazla tez yazildik¢a bu ana bilim dallarinin sayisinin
da artmas1 6ngoriilmektedir.

4.9. Lisansiistii Tezlerin Atif Tiirlerine Gore Dagilimi

Elde edilen verilerde, oyun gelistirme konusunda yayinlanan lisansiistii tezlerin atif tiirlerine
gore dagilimi Sekil 11°de verilmistir.
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Sekil 11. Tezlerin Atif Tiirlerine Gére Dagilimi Grafigi
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Verilerin incelenmesi sonucunda, yiiksek lisans tezlerine yapilan atif sayisinin 60, doktora
tezlerine yapilan atif sayisinin ise 16 oldugu goriilmektedir. Bu veriler, yiiksek lisans tezlerinin daha
fazla referans alindigini ve bu tezlerin daha yaygin olarak kullanildigin1 gostermektedir. Bu durum,
yiiksek lisans tezlerinin arastirma siire¢lerinde ve akademik literatiirde yiiksek lisans tezlerinin daha
fazla olmasi ile iligskilendirilmektedir.

Yiiksek lisans tezlerine yapilan atiflarin dagilimina bakildiginda, en biiyiik oran %63 ile makale
caligmalarina yapilan atiflardir. Bu, yiiksek lisans tezlerinin biiylik Olgiide makaleler ile
desteklendigini veya bu makaleler tarafindan referans alindigini gostermektedir. Bu durum, lisansiistii
tezlerin akademik literatiire katk1 saglamada ve mevcut aragtirma birikimini genigletmede énemli bir
rol oynadigini ortaya koymaktadir. Ayrica, yiiksek lisans tezlerine yapilan atiflarin %30'unun yine
yiiksek lisans tezlerinden geldigi goriilmektedir. Bu, yiiksek lisans tezlerinin kendi arasinda siki bir
iligki icerisinde oldugunu ve birbirlerini desteklediklerini gostermektedir. Yiiksek lisans tezlerinin
diger tez tiirlerine kiyasla daha fazla atif almasi, bu tezlerin akademik ¢evrelerde daha fazla ilgi
gordiiglinti ve yaygin olarak kullanildigini géstermektedir.

Diger yandan, doktora tezlerine yapilan atiflarin %56’sinin makale caligmalari tarafindan
gerceklestirildigi goriilmektedir. Bu, doktora tezlerinin de 6nemli bir kisminin makale ¢alismalarina
referans teskil ettigini veya bu makaleler tarafindan kullanildigin1 géstermektedir. Ancak, doktora
tezlerinin siirecinin daha uzun ve karmasik olmasi, bu tezlerin daha sinirli bir kitle tarafindan atif
almasina yol agabilecegi diisiiniilmektedir. Doktora tezlerine yapilan atiflarin %25 inin diger doktora
tezlerinden gelmesi, bu tezlerin kendi arasinda daha az baglantili oldugunu gostermistir. Bu durum,
doktora tezlerinin daha spesifik ve derinlemesine arastirmalar icerdigi i¢in daha nis bir alanda
kalmasina, dolayisiyla daha siirli bir ¢evre tarafindan kullanilip referans alinmasina neden oldugu
distiiniilmektedir.

Yiiksek lisans tezlerinden atif yapilan doktora tezlerinin orani ise %7 gibi olduke¢a diisiik bir
seviyede kalmaktadir. Bu, doktora tezlerinin yiiksek lisans tezlerine kiyasla daha az yaygin olarak
kullanildigini ve daha dar bir akademik ¢evrede referans alindigini gostermektedir. Doktora tezlerinin
genellikle daha uzun bir slirede tamamlanmasi ve daha derinlemesine arastirmalar icermesi, bu tezlere
olan talebin digerlerine kiyasla daha az olmasinin nedeni oldugu diisliniilmektedir.

4.10. Lisansiistii Tezlerin Yapmis Olduklar1 Atiflarin Dergilere Gore Dagilimi

Bulgular incelendiginde oyun gelistirme konusunda yaymnlanan lisansiistli tezlerin yaptigi
atiflarin dergilere gore dagilimi tablo 1°de verilmistir.

Tablo 1. Yapilan Atiflarin Dergilere Gore Dagilimi Tablosu

Dergi Ad1 Atf Sayisi
British Journal of Educational Technology 25
Hacettepe Universitesi Egitim Fakiiltesi Dergisi 14
Journal of Systems and Software
International Journal of Computer Games Technology
Creativity Research Journal
Ege Egitim Dergisi
Journal of Technology Transfer
Games for Health Journal
Milli Egitim Dergisi
Kastamonu Egitim Dergisi
Journal of Research on Technology in Education
International Journal of Computer Assisted Radiology and Surgery
Journal of Science Education and Technology
International Journal of Serious Games

=
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Journal of Consumer Research

Yiiksek Ogretim Dergisi

Journal of Software Engineering Research and Development
Sosyal Bilimler Dergisi

Journal of Urban Technology

Avrasya Sosyal ve Ekonomi Arastirmalar1 Dergisi

The International Journal of Computer Game Research
International Journal of GameBased Learning

Journal of the Operational Research Society
International Journal of Science Education

Necatibey Egitim Fakiiltesi Elektronik Fen ve Matematik Egitimi
Dergisi

Journal for Computer Game Culture

The International Journal of Computer Game Reaserch
Journal of Computer and System Sciences

The Journal of Navigation

Journal of E-Learning and Knowledge Society

Egitim ve Ogretim Arastirmalar1 Dergisi

The Journal of Architecture

Milli Egitim Dergisi

Uluslararasi Bilim ve Egitim Dergisi

Journal of Educational Computing Research
International Journal of Engineering & Technology
Journal of Educational Technology Systems

Tiirk Fen Egitimi Dergisi

Cocuk Dergisi

Konya Journal of Engineering Sciences

Uluslararasi Tiirk Egitim Bilimleri Dergisi
International Journal on Artificial Intelligence
Yiiksekogretim ve Bilim Dergisi

Journal of Artificial Intelligence Research

Journal of Information Technology Education

The Journal of the Canadian Game Studies Association
Journal of Machine Learning Research

Tiirkiye Sosyal Aragtirmalar Dergisi

Journal of Marketing

Kirikkale Universitesi Sosyal Bilimler Dergisi

Journal of Marketing Education

Gazi Medical Journal

Journal of Marketing Research

Necatibey Egitim Fakiiltesi Elektronik Fen ve Matematik Egitimi
Dergisi

Journal of Research on Computing in Education
ODTU Mimari Tasarim Stiidyolar: Dergisi

Akademik Sanat Dergisi

Tasarim ve Bilim Dergisi

NINININININDNINDNWW

RPlRrlRrlRrlRrRrRRPRRPRRPRRPRIRPRIRPRIRPRIRPRIRRRPRRPRRPRRRIRIN NN NN N

I

155



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 143-164 and Computer Science, 2024, 8(2): 143-164

Elektronik Sosyal Bilimler Dergisi 1

International Journal of Engineering and Geosciences 1

International Journal of Advance Research in Computer Science 1

and Management Studies

Journal of Computer Networks and Communications

Erzincan Universitesi Egitim Fakiiltesi Dergisi

Tiirk Egitim Bilimleri Dergisi

European Journal of Educational Research

Tiirkiye Bilimsel Arastirmalar Dergisi

Avrasya Terim Dergisi

Uluslararas1 Avrasya Sosyal Bilimler Dergisi

International Journal of Technology

Egitim Teknolojileri Arastirmalar1 Dergisi

Bilisim Teknolojileri Dergisi

Journal of Engineering Technology

The Journal of Egyptian Archaeology

Journal of Industrial Engineering and Management
Toplam 182

IR I IR

Tablo 1’de oyun gelistirme konusunda yapilan tezlerin en ¢ok atif yaptigir dergileri
gostermektedir. Dergilerin temsil ettigi dilimler, atif sayisina gore farkli biiytikliiklerde sunulmus ve
bu dergiler arasinda atif siklig1 acisindan belirgin farkliliklar goriilmektedir.

Grafikte %14 ile en biiyiik dilimi temsil eden British Journal of Educational Technology, oyun
gelistirme tezleri icin en ¢ok atif yapilan kaynak olarak one g¢ikmaktadir. Bu durum, egitim
teknolojileriyle 1ilgili yapilan caligmalarin oyun gelistirme alaninda biiyiik 6nem tasidigini
gostermektedir. Bu dergi, egitimde oyun kullanim1 ve teknoloji entegrasyonu gibi konularda birgok
onemli ¢alismay1 barindirmaktadir.

%8 ile ikinci en biiyiik dilime sahip olan Hacettepe Universitesi Egitim Fakiiltesi Dergisi,
Tiirkiye'deki egitim arastirmalarinin oyun gelistirme alanindaki 6nemini vurgulamaktadir. Bu dergide
yayinlanan makaleler, oyun gelistirme tezlerinde sik¢a referans alinmis olup, bu alanda yerel
akademik katkilarin 6nemini yansitmaktadir.

%S5 ile tiglincii sirada yer alan Journal of Systems and Software, yazilim sistemleri ve oyun
gelistirme stirecleriyle ilgili teknik calismalarin tezler i¢in 6nemli bir referans kaynagi oldugunu
gostermektedir. Bu, oyunlarin teknik altyapisint ve yazilim gelistirme siireclerini ele alan
caligmalarin, tezlerde yogun olarak kullanildigini isaret etmektedir. Bu da oyunlarn teknik
altyapisinin ve yazilim gelistirme siireglerinin tezlerde yogun olarak ele alindigin1 gostermektedir.

International Journal of Computer Games Technology, oyun teknolojileri iizerine odaklanan
onemli bir kaynak olarak 6ne ¢ikmakta ve oyun gelistirme konusunda yapilan tezlerin referans aldig1
onemli bir kaynak olarak degerlendirilmektedir. Dergi, oyun motorlari, grafik teknolojileri, yapay
zeka gibi konulara odaklanmaktadir.

Bu dergilerin ardindan saglik alaninda yaymlar yapan Games for Health Journal, teknoloji
yayinlariyla Journal of Technology Transfer, yaratici fikirlerin yayimlandig:1 Creativity Research
Journal gibi dergiler gelmektedir. Bu da yapilan atiflarin ne denli genis bir yelpazede yapildig: ve
oyun gelistirme konusunun ¢ok dall1 bir yapiya sahip oldugunu gostermektedir.

156



Uluslararas1 Yonetim Bilisim Sistemleri ve Bilgisayar International Journal of Management Information Systems
Bilimleri Dergisi, 2024, 8(2): 143-164 and Computer Science, 2024, 8(2): 143-164

4.11. Lisansiistii Tezlerde Yapilan Atiflarda En Fazla Atf Yapilan Yillarin Dagilimi

Calisma sonuglar incelendiginde oyun gelistirme konusunda yayinlanan lisansiistii tezlerin
yaptigi atiflarin yillarina gore dagilimi Sekil 12°de verilmistir.

8

7

2008 2009 2010 2012 2013 2014 2015 2016 2017 2019 2020 2021 2022 2023
Sekil 12. Tezlerdeki Yapilan Atiflarda En Fazla Atif Yapilan Yillarin Grafigi

Sekil 12°de goriilen yillara gore atif sayilari, incelenen her bir tezdeki en fazla atif yapilan yili
temsil etmektedir. 46 tez igerisinde her bir tezin en fazla atif yaptig1 y1l goz 6niinde bulundurularak
hazirlanmstir.

Sekil 12°deki veriler incelendiginde, 2019 yilinin en fazla atif yapilan y1l oldugu goriilmektedir.
Bu durum, oyun gelistirmenin yayilmasi ve bilinirliginin artmasi ile agiklanmaktadir. 2019 yilinda
oyun sektoriinde 6nemli teknolojik gelismeler ve popiiler oyunlarin piyasaya siiriilmesi, bu yilin atif
sayisinin yiikksek olmasina katkida bulunmus olabilecegi diisiintilmektedir. 2015 ve 2012 yillart ise
oyun motorlarinin kendilerini gelistirdigi ve oyun sektoriiniin 6nemli bir gelisim gosterdigi donemler
olarak one ¢ikmaktadir. Bu yillarda, oyun motorlarinin daha erisilebilir hale gelmesi ve bagimsiz
oyun gelistiricilerin artmasi, atif sayilarmin yiiksek olmasina neden oldugu diisliniilmektedir.

Son yillara yapilan atiflarin, ge¢mis yillara kiyasla daha fazla oldugu gézlemlenmektedir. Bu
durum, oyun gelistirmenin siirekli olarak evrim gecirmesi ve yeni teknolojilerin hizla benimsenmesi
ile iliskilendirilmektedir. Gegmis yillara gidildikce atif sayisinda ciddi bir azalma goriilmektedir. Bu
azalma, oyun gelistirmenin ilerlemesi ve eski yazilarin 6nemini kaybetmesi ile iliskili oldugu
diisiiniilmektedir. Ozellikle 2009 ve 2010 yillarina yapilan atiflarin oldukca diisiik oldugu
goriilmektedir. Bu yillarda oyun sektoriinlin heniiz bugiinkii kadar gelismis olmamas1 ve teknolojik
yeniliklerin sinirli olmasi, atif sayilarinin diisiik olmasi bunun nedeni oldugu tahmin edilmektedir.

4.12. Lisansiistii Tezlerin Yaptig1 Atiflardaki Kaynak Tiirlerine Gore Dagilimi

Analiz sonuglar1 incelendiginde oyun gelistirme konusunda yayinlanan lisansiistii tezlerin,
yaptiklar1 atiflardaki en fazla kaynak tiiriiniin dagilimi Sekil 13’te verilmistir. Dagilimdaki her bir
deger, bir tezdeki en fazla atif yapilan kaynak tiiriinii temsil etmektedir.
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Kitap Dergi Elektronik Konferans Inceleme
Kaynaklar

Sekil 13. Yapilan Atiflardaki Kaynak Tiirlerinin Dagilimi1 Grafigi

Atf tiirleri incelendiginde en ¢ok atif yapilan kaynaklarin kitap, dergi ve elektronik kaynaklar
oldugunu gostermektedir. Bu da yapilan akademik caligmalarin kitaplar, dergiler ve elektronik
kaynaklar 1s181nda yapildigin1 géstermektedir.

Konferans ve incelemeler daha ¢ok spesifik bir konu ile alakali olmalari sebebiyle ve tam metne
her zaman ulasilmamasi nedeniyle, diisiik atif yapildigi diisiintilmektedir.

4.13. Lisansiistii Tezlerde En Cok Atif Yapilan Isimler

Elde edilen bilgiler incelendiginde oyun gelistirme konusunda yayinlanan lisansiistii tezlerde
en ¢ok atif yapilan isimlerin dagilimi Sekil 14°te verilmistir.
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Sekil 14. En Fazla Atif Yapilan isimler

En ¢ok atif yapilan isimler incelendiginde, atif sayilar1 bu kisilerin oyun gelistirme literatiiriine
onemli katkilarda bulundugunu géstermektedir. Korhonen H., Rose M., Gefen A., Sawyer B., Gee
J.P., Schulman J. gibi isimler, daha fazla atifla temsil edilmektedir. Bu da onlarin ¢alismalarinin genis
capta tanindigin1 ve kullamildigini gostermektedir. Diger yazarlarin da onemli katkilar yapmis
olduklar1 ancak daha az atif ile temsil edildigi goriilmektedir.

4.14. Lisansiistii Tezlerin Yazar ve Makale Sayfa Sayilar

YOKTEZ veri tabaninda bulunan oyun gelistirme konusunda yayimlanan lisansiistii tezlerin
sayfa sayilar1 incelenmistir. Tezlerin yazar ve makale sayfa sayilar1 Tablo 2’de verilmistir.

Tablo 2. Lisansiistii Tezlerin Sayfa Sayilari

YAZAR SAYFA SAYISI
ABDULLAH ALAGOZ (2023) 191
ADNAN CELIK (2021) 117
AHMET FURKAN USTUN (2023) 199
ALI AL-TAEI (2015) 125
ALI EKREM ADIYAMAN (2022) 79
ALI EMRAH YILDIZ (2016) 192
BATUHAN ASIROGLU (2022) 63
BAYRAM ARMUTCI (2023 189
CAKIR AKER (2018) 232
CAN OZMEN (2022) 133
DOGAC EKICI (2023) 65
EMIN HAMDI UYSAL (2021) 150
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ERKAN FIRINCI (2022) 172
FIKRET AVCI (2022) 67
HADI CAGDAS ERK (2018) 73
HASAN GULER (2019) 243
ISMET YALIM ALATLI (2017) 147
KEVSER HAVA (2016) 209
LEVENT BERKE CAPLI (2019) 140
MEHMET FATIH ERKOC (2018) 341
MERVE GULEROGLU (2015) 151
MUHAMMET YUKSEL (2019) 97
0GUZ OZGUR KARADENIZ (2018) 273
ONUR SAHIN KARAKUS (2016) 113
OSMAN GAZI YILDIRIM (2022) 373
OSMAN SUMER (2019) 146
OZAN EMIRHAN BAYYURT (2019) 80
OZGECAN ZAFER (2017) 127
SADIK TAHIR DEMIRCAN (2024) 41
SAHAN KUYTAN (2019) 90
SALIH HAMDI CALIK (2022) 68
SAMET AKCAY (2023) 80
SAMET ALP DUKKANCI (2021) 72
SARVIN ESHAGHI (2022) 92
SELCUK BOZCA (2008) 74
SEZA SOYLUCICEK (2016) 228
SINEM EMINE METE (2021) 313
TARIK KAYA (2016) 65
TUGCE GAMZE iSCI (2018) 99
TURAN OZAN SAHBENDEROGLU (2020) | 56
TURGUT CAN AYDINALEV (2021) 67
UGUR DOGAN (2015) 107
UGUR ONAL (2023) 87
VILDAN CAKAR (2022) 180
YUSUF SEZIKLI (2023) 98
ZEYNEP TAN (2023) 101

Tablo incelendiginde tezlerin sayfa sayilar1 olduk¢a degisken oldugu goriilmektedir. En kisa
tez 41 sayfa (Sadik Tahir Demircan, 2024), en uzun tez ise 373 sayfadir (Osman Gazi Yildirim, 2022).
Bu, tezlerin kapsaminin ve derinliginin yazarin arastirma konusuna ve metodolojisine bagli olarak
biiyiik dl¢iide degisebilecegini gdstermektedir.

4.15. Lisansiistii Tezlerde Kullanilan Anahtar Kelimeler

Incelenen oyun gelistirme konulu lisansiistii tezlerinde en ¢ok kullanilan 20 anahtar kelime ile
olusturulan kelime bulutu Sekil 15°te verilmistir.
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= Oyun Geligtirme = Oyun Motoru Dijital Oyun

= Yazilim Oyun Analizi Acik Diinya

= Simiilasyon = Bilgisayar Oyunu = Mobil Oyun

= Sanat = Rol Yapma Oyunu = Video Oyunlari
Unity Unreal Engine Programlama
Ciddi Oyun Egitsel Oyun Oyun Tasarimi

= Arttirllmis Gergeklik = Oyunlagtirma

Sekil 15. En Fazla Kullanilan 20 Anahtar Kelime

Anahtar kelimeler arasinda en fazla bulunanlar “oyun gelistirme, dijital oyun, programlama,
sanat, oyun tasarimi, oyun motoru, bilgisayar oyunlari, rol yapma oyunlari, konsol oyun, sanal
gercgeklik, video oyunlari, mobil oyun, unreal engine, unity, blender, ac¢ik diinya, simiilasyon, oyun
analizi, oyun platformlar1” kelimeleridir. Bu kelimeler arastirma konusunda yer alan tezlerin anahtar
kelimelerinden elde edilmistir.

Anahtar kelimeler, dijital oyun gelistirme alaninda ¢ok yonlii bir calisma odagmi
yansitmaktadir. "Oyun gelistirme, dijital oyun, programlama, oyun motoru" gibi kelimeler teknik
boyutu 6ne ¢ikarirken, "sanat, oyun tasarimi, acik diinya, rol yapma oyunlar1" kavramlari da estetik
ve tasarim odakli perspektifleri yansittigi goriilmektedir.

Bunun yaninda, "Unreal Engine, Unity, Blender" gibi yazilimlar, sektorde yaygin olarak
kullanilan araglar1 gosterirken, "video oyunlari, mobil oyun, sanal gerceklik, simiilasyon" gibi
ifadeler ise farkli platformlar ve deneyim tiirleri izerine odaklanildigin1 gostermektedir. Bu ¢esitlilik,
sadece teknik bilgiyle degil, sanat, tasarim ve kullanic1 deneyimiyle de baglantili bir alan oldugunu
gostermektedir.

Anahtar kelimelerin genis yelpazesi, bu alanda yapilan akademik ¢alismalarin da ayni 6lgiide
cesitlilik gosterdigini ve farkli perspektiflerden yaklasildigini gosteriyor.

5. SONUC

Bu ¢aligmada oyun gelistirme konusunda YOKTEZ’de yayinlanan 46 tez hakkinda inceleme
yapilmistir. Bu incelemeler sonucunda belirli bulgular elde edilmis, bulgularin agiklamasi yapilmig
ve detaylar1 verilmistir. Oyun gelistirme konusunda gelecekte yapilacak olan arastirmalara 151k olmast
amaclanmustir.

Sonug olarak, oyun gelistirme konusunda yiiksek lisans diizeyindeki tezlerin, diger tez tiirlerine
gore ¢ok daha fazla oldugunu gostermektedir. Bu durum, oyun gelistirme konusunun 6zellikle yiiksek
lisans diizeyinde daha fazla ilgi gordiigiinii ve arastirma alaninda bu seviyede yogunlastigini ortaya
koymaktadir. Ayrica, devlet tiniversitelerinin bu alanda vakif iiniversitelerine kiyasla daha fazla tez
yayinladigt dolayisiyla bu tiniversitelerin oyun gelistirme hakkinda daha fazla arastirma yaptigi
goriilmektedir. Oysaki vakif iiniversitelerinin yogunlugu goz oniinde bulunduruldugunda, vakif
iiniversitelerinde yazilan tezlerin az oldugu goriilmektedir. Diinyada popiiler olan oyun gelistirme
konusunda tez sayilariin yillar gectikce artacag diisiiniilmektedir.

Calismada yillar igerisindeki degisim incelendiginde, Gamingscan (2024) platformunun
verilerine gore, diinya genelinde video oyun endiistrisinin siirekli biiylime gosterdigi goriilmiistiir.
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Biiyiime oraninin en yiiksek oldugu yillar incelendiginde, 2021 yilinda 178 milyar dolar olan oyun
sektoriiniin, 2022 yilinda 196 milyar dolara ulastigi tespit edilmistir. 2021-2022 yillar1 arasindaki bu
artigin, yazilan tezlerdeki artist da etkiledigi ve 2023 yilinda da ayni etkinin devam ettigi
gozlemlenmistir.

Buna ek olarak, popiiler oyun motorlar1 Unreal Engine (2024) ve Unity’nin (2024) kullanici
sayisinin yillar gectikge artmasi ve bu motorlarin siirekli gelismesi de bu artisin 6nemli sebeplerinden
biri olarak goriilmektedir. Irmade (2024:2), tarafindan yapilan ciddi oyunlarin bibliyometrik analizi
incelendiginde de, 2020 yilina yaklastik¢a bu alandaki arastirmalarin sayisinda bir artis oldugu ve bu
artisin, oyun gelistirme konusundaki tezlerin artistyla benzerlik gosterdigi belirtilmistir.

Sonug olarak, oyun gelistirme alanindaki akademik calismalarin artis1 hem teknolojik yenilikler
hem de sektoriin hizli genislemesiyle yakindan iligkili oldugu saptanmaistir.

Calismada, fen bilimleri enstitiilerinin oyun gelistirme alaninda 6zellikle teknik ve miihendislik
boyutlarina odaklandigi, buna karsin sosyal bilimler ve egitim bilimleri gibi farkli enstitiilerin ise
disiplinler aras1 katkilar sundugu belirlenmistir. Bu durum, oyun gelistirmenin yalnizca teknik bir
stire¢ olmadigini, ayn1 zamanda ¢ok yonlii ve genis bir aragtirma alani oldugunu gostermektedir.
Gelecekte, disiplinler arasi is birligi daha da artarak oyunlarin teknik altyapilarmi giliglendirmenin
yani sira, sosyokiiltiirel, psikolojik ve egitsel etkilerinin de derinlemesine ele alinmasina olanak
saglayacaktir. Oyunlar, bu sayede yalnizca eglence odakli {iriinler olmanin 6tesine gegerek, egitim,
saglik ve toplumsal farkindalik gibi c¢esitli alanlarda etkili birer ara¢ haline doniisebilecegi
ongoriilmektedir.

Arastirma yontemleri agisindan nicel verilerin 6ne ¢ikmasi, teknik ve objektif analizlerin
Oonemini isaret ederken, nitel verilerin varlig1 ise kullanici deneyimlerinin ve tasarim siireclerinin
derinlemesine incelendigini gostermektedir. Ana bilim dallarina gore yapilan analiz, Bilgisayar ve
Ogretim Teknolojileri Egitimi ile Bilgisayar Miihendisligi gibi alanlarin oyun gelistirme konusuna
yogunlastigini ortaya koymaktadir. Bu durum, oyun gelistirmenin teknik altyapisinin yani sira, egitim
teknolojileri ve pedagojik yaklagimlar ile de siki bir iliski i¢inde oldugunu ortaya koymaktadir.
Ozellikle Bilgisayar ve Ogretim Teknolojileri Egitimi alani, egitsel amaglar igin kullanilmasina
yonelik katkilar sunarken (Geris, 2021:8), Bilgisayar Miihendisligi alani ise oyun gelistirme i¢in
yazilim, algoritma ve oyun motoru gelistirme gibi teknik unsurlara odaklanmaktadir. Bu iki disiplinin
bir araya gelmesi, oyunlarin hem teknik hem de egitsel boyutlarinin gelistirilmesi ve kullaniciya daha
zengin deneyimler sunulmasi agisindan kritik bir rol oynamaktadir (Leutenegge, 2007:115).
Gelecekte, diger disiplinlerin de bu siirece daha fazla entegre olmasiyla birlikte, oyun gelistirme alani
daha genis ve disiplinler arasi bir yapiya kavusabilecegi diisiiniilmektedir.

Atif analizleri incelendiginde, yiiksek lisans tezlerinin akademik literatiirde daha fazla referans
alindig1 ve bu tezlerin, 6zellikle makaleler tarafindan yogun bir sekilde atif yapildigi goriilmektedir.
Makalelere yapilan atiflarin ¢ogunlukta olmasinin, makalelerin dergiler araciligiyla genis bir kitleye
ulasmast ve genellikle dijital platformlarda kolayca erisilebilir olmasiyla iligkili oldugu
diistiniilmektedir. Yiksek lisans tezleri ise genellikle {iniversite kiitiiphanelerinde veya dijital
arsivlerde depolandiklarindan, makaleler kadar genis bir okuyucu kitlesine sahip olmayacagi
diistiniilmektedir. Bununla birlikte makaleler, tezlere atif yaparak onlarin goriiniirligiini
arttirmaktadir.

Bu ¢alisma, Tiirkiye'de oyun gelistirme konusundaki lisansiistii aragtirmalarin mevcut durumu
ve egilimlerini ortaya koyarak, gelecekte bu alandaki akademik ¢alismalarin nasil sekillenebilecegine
dair 6nemli ipuglar1 sunmaktadir. Oyun gelistirme alanindaki akademik literatiiriin zenginligini ve
cesitliligini ortaya koymasiyla, gelecekteki arastirmalar i¢in degerli bir kaynak ve rehber niteliginde
olacaktir.
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