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Bilgisayar Bilimleri ve Teknolojileri Dergisi bilim ve teknolojideki gelismelere paralel olarak bilgisayar
bilimleri ve teknolojileri alaninda yeni gelismelerle ilgili yapilan ¢alismalar1 yayinlayan bir dergidir.

BIBTED Dergisi,

#+ Bilgisayar Bilimleri ve Teknolojileri Dergisinin amaci bilgisayar alaninda yapilan 6zgiin calismalari
yaymlamaktir. Yazim kurallarina uygun olarak hazirlanan eser, dergi editorliigiince degerlendirme igin
hakemlere gonderilir. Bilgisayar Bilimleri ve Teknolojileri Dergisinde KOR HAKEMLIK uygulamast
mevcuttur. Yayimlanmasina, hakemlerin goriisii dogrultusunda Dergi Editor ve Yaym Kurulu karar verir.
Gonderilen makaleler yaymlansin veya yaymlanmasin iade edilmez. Dergimizde yayinlanan yazilarin her
tirli sorumlulugu (bilimsel, mesleki, hukuki, etik vb.) yazarlara aittir. Yaymlanan yazilarin telif hakki
dergiye aittir ve referans gosterilmeden aktarilamaz. Arastirmacilar arasindaki bilimsel iletisimi olusturmak
amaciyla asagida nitelikleri agiklanan, baska bir yerde yayimlanmanmis makaleler Tiirkge ve Ingilizce olarak
kabul edilmekte ancak Tiirk¢e Kabul edilen makalenin &zetinin ingilizce de basilmasi zorunlulugu vardir.

Asagidaki tiirlerdeki makaleler dergide yayina kabul edilmektedir:
4 Arastirma makalesi: Ozgiin bir arastirmay1 sonuglariyla birlikte sunan makale,

4+ Derleme makale: Bilgisayar Miihendisligi alaninda belli bir konuda yeterli sayida bilimsel makaleyi
tarayip, 0zetleyen, degerlendirme yapan ve bulgular: yorumlayan makale,

%+ Endiistriyel makale: Bu alanda endiistride yapilan arastirma ve gelistirilen yeni {iriin veya teknolojilerin
aciklandig1 makale,

-

Tez ¢cahiymasi: Lisansiistii diizeyde yapilan 6zgiin bir tez ¢alismasinin genisletilmis 6zetini igeren yazi,

4+ Kitap yorumu: Bilgisayar mihendisligi alaninda yaymlanmis yeni bir kitabin tanitilmast ve
degerlendirilmesi.

4+ Kisa Bildiri: Yapilan bir arastirmanin 6nemli bulgularini agiklayan yeni bir yontem veya teknik
tanimlayan yazilar.

Biitiin yazilarin Telif Hakki Devri, yazarlarina bir form gonderilmek suretiyle alinir. Telif Hakk: Devir Formu
gondermeyen yazarlarin yaymlari isleme konmaz. Yayimlanmasina karar verilen yazilar iizerine yazarlarinca
higbir eklenti yapilamaz.

Her yaz1 konusu ile ilgili en az iki hakeme gonderilerek sekil ve igerik bakimindan incelettirilir. Dergide
yayilanabilecek nitelikteki yazilar dizgisi yapildiktan sonra, yazarlarina gonderilerek baski 6ncesi gdzden
istenir. Makale i¢inde, dergide basildigi haliyle goziiken hatalarin sorumlulugu yazarlarina aittir. Hata,
editorliik ofisinden kaynaklandigi takdirde diizeltme yaymlanabilir.

Derginin Kapsami;

Bilgisayar Bilimleri ve Teknolojileri Dergisinin kapsami, akilli sistemler, algoritmalar, benzetim,
bilgisayar aglari, bilgisayar grafigi, bilgisayarla gérme, bilgisayar mimarisi, bilgiye erisim, bilimsel
hesaplama, bilisim giivenligi, biyoenformatik, kriptografi, paralel isleme, dogal dil isleme donanim,
gorlintii isleme, hesaplama kurami, isaret isleme, isletim sistemleri, makine 0grenmesi, mobil
sistemler, modelleme, tibbi bilisim, veri madenciligi, veri tabani sistemleri, yazilim miihendisligi, siber
glivenlik, yapay zeka dahil olmak lizere bilgisayar bilimleri ve teknolojilerin tiim alanlari igerir.
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ISO/IEC 27001:2022 Bilgi Giivenligi Yonetim Sistemi Kapsaminda Bilgi Giivenligi Risk

Yonetimi ve Risk Analizi
Melis BOKE YAZICIOGLU*

iskenderun Teknik Universitesi, Mithendislik ve Doga Bilimleri Fakiiltesi, Bilgisayar Miithendisligi, Hatay, Tiirkiye

Anahtar Kelimeler:
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Bilgi Giivenligi Yonetim
Sistemi

Bilgi Givenligi  Risk
Yonetimi

ISO/IEC 27001

ISO/IEC 27005

0z

Siber saldirilardaki artis ile bilgi giivenligi ve Bilgi Giivenligi Yonetim Sistemi (BGYS)
biiytiik 6nem kazanmistir. BGYS'yi kurmak, kurumlarin bilgi varliklarini belirleyerek,
onemine gore risklerini tanimlayip yonetmesine ve is strekliligini saglamasina destek
olmaktadir. BGYS'nin olusturulmasi, uygulanmasi ve yonetilmesi stirecinde Risk Yonetim
slirecini de kapsayan bir¢ok husus bulunmaktadir. Kurumlar, farkindalik eksikligi,
maliyet ve siire¢ yonteminin zor olmasi sebepleri ile bu siireci devreye almaktan
cekinmektedir. Bu makale, ISO/IEC 27001:2022 standardi ¢ercevesinde bilgi giivenligi
risk yonetimi ve analizi slireclerini ele almakta ve kurumlarin bu siiregleri etkin bir
sekilde nasil uygulayabilecekleri konusuna 1s1k tutmaktadir. Makalede, risk analizi i¢in
kullanilan cesitli teknikler ve metodolojiler ele alinmustir. inceleme sonucunda, risk
yonetim metodolojilerinin deginmis oldugu temel noktalarin ve temelde isletilmesi
beklenen siireglerin ayni ya da benzer oldugu tespit edilmistir. Risk ydnetim siireci,
risklerin belirlenmesi, analiz edilmesi, degerlendirilmesi, yonetilmesi ve izlenmesi
adimlarindan olusur. Her bir adimin 6nemi ve nasil uygulanabilecegi detayli olarak
incelenmis olup uygulama asamasinda karsilasilabilecek zorluklar ve ¢6zliim Onerileri
analiz edilerek detaylandirilmistir. Stirecin daha net ele alinabilmesi amaciyla edinilmis
deneyimler ve literatiirde yapilan arastirmalar sentezlenerek drnek senaryolara yer
verilmistir.

Information Security Risk Management and Risk Analysis within the Scope of ISO/IEC
27001:2022 Information Security Management System

Keywords:
Information Security
Information Security

Management System
Information Security Risk
Management

ISO/IEC 27001

ISO/IEC 27005

ABSTRACT

With the rise in cyber attacks, information security and the Information Security
Management System (ISMS) have become crucial. Establishing an ISMS helps
organizations identify their information assets, manage risks based on their significance,
and ensure business continuity. The process involves various aspects, including Risk
Management. Organizations often hesitate to start due to lack of awareness, cost
concerns, and perceived complexity. This article explores information security risk
management and analysis within the ISO/IEC 27001:2022 standard and provides
guidance on effective implementation. It discusses techniques and methodologies for
risk analysis. Fundamental points of risk management methodologies and expected
processes are found to be similar or identical. The risk management process includes
identifying, analyzing, evaluating, managing, and monitoring risks. Each step's
importance and implementation are thoroughly examined, including challenges during
implementation and proposed solutions. To clarify the process, example scenarios are
provided based on research and practical experiences. This approach helps
organizations understand and navigate the complexities of establishing and maintaining
an effective ISMS.
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1. GiRiS

Bilgi, kagit veya baska ortamlar iizerine
kaydedilmis, anlasilabilen ve iletilebilen veriler
toplulugudur veya zihinde herhangi bir bicimde
resmi veya gayri resmi olarak iletilen, kaydedilen,
yayinlanan fikirlerin gercek ve hayali triinleridir
(Sagsan, 2010).

Bilgi giivenligi, bilginin bir varlik olarak tehdit
veya tehlikelerden korunmasi i¢in  dogru
teknolojinin, dogru amacgla ve dogru sekilde
kullanilarak, bilginin varhiginin her tiirli ortam
lizerinde istenmeyen Kisiler tarafinca elde
edilmesini 6nleme girisimi olarak tanimlanmaktadir
“(URL-7)".Bilgi giivenligi, en degerli kaynaklarindan
biri olan veri ve bilginin gizliligi, mahremiyeti,
biitiinliigii ve kullanilabilirligi ile ilgilendiginden,
kuruluslarin yonetiminde Kilit bir rol oynar (Antunes
vd., 2021). Bilgi giivenliginde bu kavramlardan en az
birinin tehlikede olma ihtimali ve gerceklesmesi
durumunda olusturabilecegi etki riski
olusturmaktadir. Gelisen teknoloji beraberinde
bircok fayda getirse de bilinen ya da bilinmeyen pek
¢ok tehdidi de beraberinde getirmektedir. Bu
tehditlerin yonetilebilmesi ve azaltilabilmesi Risk
Yonetim siirecini olusturmaktadir.

Diinyaca kabul goéren ve 2022 yilinda
glincellenmis olan ISO/IEC 27001:2022 Bilgi
Giivenligi Yonetim Sistemi Standardi kapsaminda da
Risk Degerlendirme silirecine énem verilmektedir.
Her bir kurumun bu siireci isletmesinin bilginin
giivenliginin saglanmasinda kritik bir nokta oldugu
goriilmektedir. Risk Yonetim siirecini olusturmak
isteyen  kurumlarin, temelde bunu nasil
uygulamalar1 ve yapmalar gerektigini ve bu siire¢
icerisinde ne gibi metodolojilerin yer aldigini
anlamas1 gerekir. Bu noktada kurumlarin veya
kisilerin toplanmis, incelenmis bir bilgiye ve benzer
calismalara  ihtiyaglar1  ortaya  ¢ikmaktadir.
Kurumlarda BGYS o6zelinde ve teknik kapsamda
risklerin nasil yonetilebilecegi ile ilgili literattirdeki
kaynaklar arastirilip incelendiginde, kapsamli bir
calisma olmadigl, sunulan c¢alismalarin yeterli
olmadig1 ve kisa, 6zet bilgilere yer verildigi tespit
edilmistir.

Bu ¢alismada, risk metodolojileri ve standartlari
arastirilarak, kurumlarin ya da Kisilerin ihtiyac
duyabilecegi risk metodolojilerinin, giincellenmis
olan I[EC/ISO 27005:2022 Standardinin gereklilikleri
ile ortak paydada bulusan noktalari ve bunlarin risk
analizi  Uzerindeki etkileri detayli olarak
incelenecektir. inceleme ile kurumda risk yénetim
surecinin nasil planlanabilecegine,
yuriitillebilecegine  iliskin = 6nemli  noktalar,
karsilasilabilecek zorluklar, ¢6ziim o6nerileri, 1SO
27001:2022’de Risk Yontemindeki ana degisiklikler
ve drnek risk degerlendirme tablosu paylasilacaktir.

2. YONTEM

Arastirmada betimleme y6ntemi kullanilmistir.
Betimleme Yontemi, olaylarin, gruplarin, kurumlarin

vb. ¢esitli alanlarin ne oldugu ve bu sirada
gerceklesen eylemleri daha 1iyi anlayabilme,
aktarabilme adina aralarindaki iliskinin ag¢iklandigi
bir unsurdur (Kaptan, 1995).

Arastirma sorulari asagidaki sekilde

belirlenmistir:
e BGYS ile Risk Yonetimi arasindaki iliski
nedir?

o Bilgi Giivenligi Risk Yonetimi nedir?

e Kurumlar i¢in Bilgi Giivenligi Risk
Yonetiminin 6nemi nedir?

e Kurumlar Risk Yonetimi yapmak i¢in hangi
metodolojileri kullanabilir?

e Metodolojilere gore kurumda Risk Yonetim
siireci nasil uygulanabilir?

e Risk Yonetim silirecinde hangi zorluklar ile
karsilasilabilir ve bu zorluklar nasil
¢oziimlenebilir?

e Arastirma kapsaminda elde edilen bilgiler
dogrultusunda hangi sonu¢ ve Oneriler
paylasilabilir?

3. BILGI GUVENLIGI YONETIM SIiSTEMINE
GENEL BAKIS

BGYS, kurumun hassas bilgilerini yonetebilmek
amaciyla benimsenen sistematik bir yaklasimdir.
BGYS'nin temel amaci hassas bilginin korunmasidir
(Marttin ve Pehlivan, 2010). BGYS, kurumun
stirecglerini, calisanlar1 gibi tiim bilgi sistemlerini
kapsamakta olup tiim st yonetim tarafindan
desteklenmelidir.

Bir bilgi:

e Dijital sistemler iizerinde

¢ Bir dokiimanda

¢ Depolama cihazlarinda

* Bilgisayarlarda veya telefonlarda

¢ E-postalarda olmak tizere hemen hemen her
yerde bulunabilmektedir.

Bilgi giivenligi, kurumlardaki calisanlar ile
hareket edilerek, is siireclerinin desteklenmesinde,
isin strekliliginin giivenli bir sekilde saglanmasinda,
kurumun dis veya i¢ tehditlerden korunmasinda
onemli bir role sahip olmakla birlikte bunlari
gerceklestirirken 3 ana temel kavrami ele
almaktadir.

Gizlilik, bilginin yetkisiz kisilerin erismesini
veya eline gegmesini engellemeyi amac¢lamaktadir.

Biitiinliik, bir bilginin yetkisiz kisiler tarafindan
degistirilmesinin, silinmesinin veya yok edilmesinin
engellenmesini ve bilginin biitiinliigliniin korunmasi
amagclamaktadir.

Erisilebilirlik, bilginin veya bilgi bulanan bir
sistemin yetKili Kisiler tarafindan ihtiya¢ duyulmasi
durumunda her =zaman ulasilabilir durumda
olmasini amag¢lamaktadir.

Bilgi varliklarinin korunmasi, taraflarda giiven
olusturulabilmesi ve giivenlik kontrollerinin yeterli
ve etkili seviyede uygulanmasini saglamak i¢in
tasarlanmistir. ISO/IEC 27001:2022 Bilgi Glvenligi
Yonetim Sistemi, kurumsal yapiy1, politikalari,

Bilgisayar Bilimleri ve Teknolojileri Dergisi
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planlama faaliyetlerini, sorumluluklari,
uygulamalari, prosediirleri, prosesleri ve kaynaklari
icerir “(URL-3)".

ISO/IEC 27001:2022 Bilgi Giivenligi Yonetim
Sistemi'nin kurum i¢in bir¢ok faydasi ve avantaji
bulunmaktadir. Bu faydalar "(URL-6)":

e Dogru, giivenilir ve gecerli bilgiler

saglamaktadir.

e Riskin minimize edilmesini saglamaktadir.

e s siirekliligini veya kurulusun faaliyet
strekliligini saglamaktadir.

e Bilginin gizliliginin, biitiinliginin ve
erisilebilirliginin korunmasini
saglamaktadir.

e Yasal zorunluluklarin zorunlu kildig1 baz

gerekliliklerin saglanmasina olanak
tanimaktadir.

e Kurumsal sayginlik korunmasini
saglamaktadir.

e Bilgiye erisimin korunmasini
saglamaktadir.

ISO/IEC 27001:2022 kapsaminda bir BGYS
kurulurken Sekil 1’de yer alan ve “PUKO Déngiisii”
olarak adlandirilan bir déngi kullanilmaktadir.

Sekil 1. Puko Dongiisii

Planla: BGYS  politikasinin, amaglarin,
hedeflerin, slireglerin ve prosediirlerin
gelistirilmesidir (Marttin ve Pehlivan, 2010).

Uygula: BGYS politikasinin, amaglarin,
hedeflerin, stireglerin ve prosediirlerin
uygulanmasidir (Marttin ve Pehlivan, 2010).

Kontrol Et: BGYS politikasinin, amaglarin,
hedeflerin, slireglerin ve prosediirlerin
performansinin uygulanmasinin degerlendirilmesi,
Olglilmesi ve yazili bir sekilde raporlanmasidir
(Marttin ve Pehlivan, 2010).

Onlem Al: Bir 6nceki adimda yer alan
yoOnetimin gézden gecirme sonugclarina bagh olarak,
diizeltici ve onleyici faaliyetlerin
gerceklestirilmesidir (Marttin ve Pehlivan, 2010).

Dongiide yer alan her bir adim tiim siiregler icin
uygulanarak BGYS kurulabilmektedir.

4. BILGIi GUVENLiIGI YONETIM SISTEMINDE
RiSK YONETIMi

Risk yonetimi, potansiyel faydalara goére risk
analizini, alternatiflerin degerlendirilmesini ve son
olarak yonetimin en iyi eylem plani olarak belirledigi

yontemin uygulanmasini gerektirir (Marianne ve
Barbara, 1996).

[SO 27001 Standardi ile Risk Yonetiminin yakin
bir iliskisi bulunmaktadir. ISO 27001 Risk Yonetim
slirecini  BGYS'nin merkezine yerlestirir ve
organizasyonlarin bilgi giivenligi risklerini etkin bir
sekilde yonetmelerini saglar. Ayrica,
organizasyonlarin BGYS'’yi diger yonetim
sistemleriyle biitiinlestirmelerini  saglar. Bu,
organizasyonlarin tiim risk yonetimi siireclerini
birlestirerek daha kapsamli bir yonetim yaklagimi
benimsemelerine yardimci olur.

Risk Yonetim siireci genel olarak Sekil 2.'de yer
alan riskin tanimlanmasi, riskin analizi, azaltilmasi,
riskin takibi ve riskin goézden diizenli araliklarla
yeniden gozden gecirilmesi gibi farkl siire¢lerden
olusur. Risk yonetim siire¢leri metodolojilere gore
degiskenlik gosterse de uygulanacak adimlar
birbirleriyle benzerlik gostermektedir.

Riskin
Tanimlanmasi

Gozden

Gegirme ve . . L. Risk Analizi
Takip Risk Yonetimi
Yasam
Donglsu

Risk
Yonetiminin
Uygulanmasi

Riskin
Azaltilmasi

Sekil 2. Risk Yonetim Siireci Yasam Dongiisi

Secilen metodoloji dogrultusunda her bir siireg
uygulanarak risk yonetimi gerceklestirilmekte ve
alinacak aksiyona karar verilmektedir.

4.1. RiSK DEGERLENDIiRME SURECINE GENEL
BAKIS VE RiSK DEGERLENDIRME
METODOLOJILERI

Risk Degerlendirme, temelde gergeklesmesi
muhtemel risklerin tanimlanmasina ve bu risklerin
analizine dayanmaktadir. Kurumlar, belirli bir
varliga yonelik hangi tehditlerin bulundugunu ve bu
tehditlerin risk diizeyini belirleyebilmek amaciyla
risk degerlendirme siirecini kullanirlar (Peltier,
2005). Risk diizeyini sifira indirgemek olumsuz bir
etki olusturabileceginden, kurumlar kendi risklerini
ve uygun risk seviyelerini belirlemeli ve bunlara
uygun aksiyon plan1 olusturmalidir. Risklerin
degerlendirilmesinde ve analizi siirecinde Risk
Yonetim siirecini kapsayan 3 ana unsur
bulunmaktadir (Marianne ve Barbara, 1996). Bu
unsurlar:

e Risk Degerlendirme kapsammin ve

metodolojisinin belirlenmesi

e Verilerin toplanmasi ve analizi
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e Risk Degerlendirme
yorumlanmasi

sonuglarinin

4.1.1. Risk Degerlendirme Siirecinde Kapsamin
ve Metodolojinin Belirlenmesi

Riski degerlendirmenin ilk adimi, s6z konusu
olan BGYS sistemlerinin tanimlanmasi ve bu
sistemler icin  gerceklestirilecek olan risk
degerlendirme metodolojisinin belirlenmesi veya
olusturulmasidir.  Kullanilabilecek bir¢ok risk
metodolojisi bulunmaktadir.

4.1.2. Risk Metodolojileri

EBIOS Risk Metodolojisi: EBIOS metodolojisi,

Fransiz Ulusal Giivenlik Ajans1 SGDN (Secrétariat

Générale de la Défense Nationale) biinyesinde

Fransa Basbakanina bagli bir hiikiimet kurulusu olan

DCSSI (Direction Centrale de la Sécurité des

Systemes d'information) tarafindan 1995 yilinda

olusturulmustur. Yontem, 5 adimi igerir (Mohamed

vd., 2014).

Baglam

Giivenlik ihtiyaglar

Tehdit analizi

Giivenlik hedeflerinin belirlenmesi

Giivenlik gereksinimlerinin belirlenmesi
EBIOS Risk Yonetim Metodolojisinde, risklerin

degerlendirilmesi ve analizinde nitel bir yaklasim

benimsenmektedir.

MEHARI Risk Metodolojisi: MEHARI, CLUSIF
tarafindan gelistirilen ve Risicare
(http://www.risicare.fr) sirketi tarafindan yonetilen
bir yazilim tarafindan desteklenen risk analizi ve
yontemidir. ilk olarak 1996 yilinda gelistirilen
MEHARI, yoneticilere (operasyon yoneticileri, CISO,
CIO, risk yoneticisi, denetgi) Bilgi ve BT
kaynaklarinin giivenligini yonetme ve ilgili riskleri
azaltma ¢abalarinda yardimci olmay1
amaglamaktadir. MEHARI, ISO/IEC 27001:2022
tarafindan tanimlanan BGYS siirecine uygundur.
Siirekli iyilestirme dongiisti elde etmek icin giivenlik
ac1g1 kontrol noktalari listesine ve dogru bir izleme
siirecine dayali giivenlik planlar1 gelistirmesine
olanak tanir (Mohamed vd., 2014).

e Risk durumlarina iliskin bilgileri belirleyin

e Optimum eylem planlarinin
olusturulmasiyla sonuglanan risk analizinin
konsolidasyonuna iliskin kurallar belirleyin
Onemli riskleri analiz edin
Giivenlik agiklarini analiz edin
Riskleri azaltin ve yonetin
Bilginin giivenligini izleyin

NIST SP 800-30 Risk Metodolojisi: NIST SP 800-30,
Ulusal Standartlar ve Teknoloji Enstitiisii tarafindan
gelistirilen bir standarttir. Bilgi giivenligi risk
degerlendirmesi i¢in formiile edilmis 6zel bir belge
olarak yayinlanmakta ve 6zellikle BT sistemlerine

yoneliktir. NIST SP 800-30'un kurumda nasil
uygulanabilecegini gosteren bir dongii (Sekil 3.)
bulunmaktadir.

1. Degerlendirmeye Hazirhk

H Tehdit Kaynaklarinin ve Olaylarin Tanimlanmasi |
I

.

” Giivenlik Agiklarinin Belirlenmesi I

-

I Riskin Olasiliginin Belirlenmesi |

<

H Riskin Etkisinin Belirlenmesi I

@

I Riskin Belirlenmesi |

3. iletisim Sonuglari 4. Riskin Takibi

Sekil 3. NIST SP 800-30

-

CRAMM Risk Metodolojisi: CRAMM, yazilim tabanli
(Windows tabanli) bir giivenlik riski
degerlendirmesi ve risk yonetimi metodolojisidir.
CRAMM, niceliksel bir metodolojiden ziyade
niteliksel bir metodolojidir. CRAMM Sekil 4.’te yer
alan ii¢ temel asamaya dayanmaktadir:

e Bilginin degerinin degerlendirilmesi ve is
slirecini destekleyen varliklarin
belirlenmesi

e Hangitehditlerin sistemi etkileyebileceginin
ve sistemin bu tehditlere karsi ne kadar
savunmasiz oldugunun belirlenmesi; riskler
hakkinda bir sonuca varmak

e Bir sonraki adim risk o6lglimlerinin
tiretilmesidir ve bunlar tehdit, giivenlik
aci1g1 ve varlik degerinin birlesiminden elde
edilir. Risk olciimleri, olusturulacak
glvenlik gereksinimlerinin risk derecesine
uygun olmasimi  saglayacak  sekilde
Olgeklendirilir

e Mevcut kontrol oOnlemlerinde hangi
iyilestirmelerin gerekli oldugu da dahil
olmak tuzere, risklerle nasil miicadele
edilebilecegi belirlenir.
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Analiz
Riskler

o

U

Onlemler ﬂ
\ 4

Yonetim

Uygulama

U

Denetim

Sekil 4. CRAMM Risk Metodolojisi

ISO/IEC 27005:2022 Bilgi Giivenligi Risk
Yonetim Standardi: ISO 27005'in amaci bilgi
giivenligi risk yonetimi icin yonergeler saglamaktir.
ISO/IEC 27001:2022'de belirtilen genel kavramlari
desteklemek ve risk yonetimi yaklasimina dayali
olarak bilgi giivenliginin etkin bir sekilde
uygulanmasina yardimci olmak ic¢in tasarlanmistir.
Risk analizinden risk tedavi planinin
olusturulmasina kadar yapilandirilmis, sistematik ve
titiz bir stlireci belirtmesine ragmen, herhangi bir
spesifik risk analizi yontemini belirtmez. Bir¢ok bilgi
giivenligi kontrol hedefini ve genel kabul gérmiis
glivenlik kontrollerini agiklayan, bilgi giivenligi
yonetimine yonelik uygulama kurallarini kapsayan
bir standarttir (Mohamed vd., 2014).

ISO/IEC 27005:2022 Standardi kapsaminda
uygulanan ve Sekil 5’te belirtilen 8 adimdan olusan
bir risk yonetim siireci bulunmaktadir.

Baglamin olusturulmas:
(Madde 6)
L

Risk Degerlendlrmel

Riskin Tanimlanmasi
(Madde 7.2)

(Madde 7.3)

'

Risk Degerlendirme
(Madde 7.4)

|
Risk-Karari-1: nokta Hayir
Degerlendirme yeterli
mi?
Evet
le Riskin Tedavisi
(Madde 8)

Hayir

(Madde 10.3)

I
I
I
I
|
|
| Risk Analizi :
|
I
I
I
I
I
I

lletisim ve Danigma
(Madde 10.5)

Izleme ve Gézden Gegirme

Risk Karari 2. nokta
Risk kabul edildi mi?

b e e e e e e o e e e D

Bilgilerin Dokiimantasyonu
(Kayitlar ve Raporlar)
(Madde 10.4)

Sekil 5. ISO 27005 Bilgi Giivenligi Risk Yonetim
Siireci (ISO/IEC 27005:2022 International Standard,
2022)

Siire¢ adimlari:

Baglamin olusturulmasi
Riskin tanimlanmasi
Riskin analizi

Risk degerlendirilme
Riskin tedavisi

Bilgilerin dokiimantasyonu
izleme ve gézden gecirme
fletisim ve danisma

Risk Yonetim slirecinde risklerin
degerlendirilmesine ~ ve  tedavi siirecindeki
degisikliklere bagh olarak Risk Yonetim siireci
“Stratejik” ve “Operasyonel” olarak iki siirece
ayrilabilir.

Stratejik Dongii; is varliklar, tehditler, hedefler,
risk kaynaklari, kurulusun baglaminda yer alan
degisiklikler olarak tanimlanmaktadir. Bunlar risk
tedavi planinin olusturulmasinda veya riskin
degerlendirilmesi i¢in girdi niteligindedir.

Operasyonel Dongii ise, stratejik dongilide yer
alanlar1 kapsayan ve yapilan risk degerlendirmenin
veya tedavinin gbézden gecirilmesi gereken
durumlari kapsamaktadir.

Stratejik dongii daha uzun zaman bazinda veya
biiytik  degisiklikler meydana geldiginde ve
kurulusun hedeflerine ulasmaya ¢alistig1 ortam igin
uygulanirken, operasyonel dongii ise belirlenen ve
degerlendirilen ayrintih risklere ve ilgili risk
tedavisine bagli olmanin yam sira risk yonetim
stireci baglami dikkate alinarak yapilan tim risk
degerlendirmelerini icermekte ve daha kisa siireyi
kapsayacak sekilde isletilmektedir.

6. RISK DEGERLENDIRME VE RiSK ANALIZi

Risk degerlendirme siirecine baslayacak olan
kurumlar kullanacag risk metodolojisini belirlemis
olmalidir. Risk metodolojisini belirleyen kurumlarin,
sonraki siirecleri planlamasi ve uygulamasi
gerekmektedir. Bu siireglerin uygulanmasi sirasinda
zorluklar ile karsi karsiya kalinabilmektedir.

6.1.Risk Degerlendirme ve Analiz Siirecinde
Karsilagilabilecek Zorluklar ve Oneriler

Risk  degerlendirme analiz siirecinde
karsilasilan zorluklar, genellikle bilgi yetersizligi,
kapsam belirsizligi, tahmin hatalari, 6nyargi ve 6n
kabuller, karmasiklik, degerlendirme yontemleri ve
araclarinin karmasikligi, siire¢ yonetimi zorluklar
gibi faktérlerden kaynaklanir.

e Bilgi yetersizligi, dogru risk analizi yapmak
icin gerekli olan bilgilere eksik erisim
saglanmasina veya belirli bilgilerin eksik
olmasina neden olabilir.

e Kapsam belirsizligi, analizin dogru bir
sekilde yonetilmesini zorlastirabilir ve
hangi varliklarin veya siireglerin risk
analizine dahil edilecegi konusunda
belirsizlik yaratabilir.
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e Tahmin hatalaryi, risklerin olasiliginin veya
etkisinin yanlis tahmin edilmesine yol
acabilir ve yanlis kararlar alinmasina neden
olabilir.

. f)nyargl ve on kabuller, analizin nesnel
olmasini engelleyebilir ve dogru sonuclara
ulasmay1 zorlastirabilir.

o Karmagsikhik, biiyik ve  karmasik
organizasyonlarda risk analizi siirecini
yonetmeyi zorlastirabilir ve analizin
dogrulugunu etkileyebilir.

e Degerlendirme yontemleri ve
araglarinin karmasikhgi, slirecin
yuritiilmesini zorlastirabilir ve gereksiz
karmasikliga yol agabilir.

e Siire¢ yonetimi zorluklar, paydaslar
arasinda is birligini saglamak ve iletisimi
stirdiirmek i¢in ek bir engel olusturabilir.

Bu zorluklarin iistesinden gelmek icin:

e lIyi bir hazirlik ve planlama yapilmali

e Kapsam net bir sekilde belirlenmeli

e Risk analizi i¢cin ihtiyag duyulan tim
bilgilere erisim saglanmal

e Farkli goriis ve deneyimlere 6nem verilmeli

e  Analiz yapilirken objektif olunmal

e Basit ve uygulanabilir yontemler tercih
edilmeli

e lletisim ve is birligi saglanmal

e  Sirekli iyilestirme benimsenmeli

ZorluKlar ile karsilasilmamasi adina stirecin
baslangicinda yukarida yer alan onerilerin
uygulanmasi sonraki siire¢lerin daha
yonetilebilir olmasini saglayacaktir. Risk
metodolojisi ve kapsam net bir sekilde
belirlendikten sonra bir sonraki siiregler
uygulanmalidir.

6.1.1. Verilerin Toplanmasi ve Analizi

Ebios veya ISO 27005 Risk Metodolojileri tercih
edilecekse verilerin toplanmasi ve analiz
agsamasindan once kurumlarin baglamini
olusturmasi beklenmektedir. Baglam, faaliyetleri
etkileyen ya da faaliyetler sonucunda etkilenen
yOnetim sistemini i¢ ve dis hususlar olmak tlizere
belirlenmesini saglayan bir kavramdir. ISO 27005
Standardina gore kurulusun baglami tanimlanirken
ya da belirlenirken, kurum baglamim asagida yer
alan gereksinimler kapsaminda olusturmalidir.

e Organizasyonel hususlar

e lgili taraflarin temel gereksinimlerinin

belirlenmesi

e Riskdegerlendirmenin uygulanmasi

e Bilgi giivenligi risk kriterlerinin

olusturulmasi ve stirdiiriilmesi

e Uygun bir ydontemin secilmesi

Diger metodolojilerden biri ile devam edilmesi
durumunda ise, verilerin toplanabilmesi icin
bakilabilecek ¢ok sayida alan bulunmaktadir. Riskin

bir¢ok bileseni bulunmakta ve bir bilgi bir¢ok alanda
bulunabilmektedir. Verileri toplamak ve bunlarin
analizini yapmak riskin tespit edilmesini ve
tanimlanmasina destek olmaktadir.

6.1.2. Varhk Envanteri ve Varliklarin
Degerlendirilmesi

Varliklar; bilgi, yazilim, donanim, stireg, insan
gibi icerisinde bilginin bulundugu alanlardir. BGYS
kapsaminda bir kurum varliklarini belirlemis ise bu
varliklar iizerinden risklerin belirlenmesi i¢in veriler
toplayabilmekte ve analiz  ederek riskini
belirleyebilmektedir. Eger kurum varliklarimi heniiz
belirlememis ve bir varlik envanterine sahip degilse,
kurumda yer alan departmanlar ile goriismeler
yapilarak varlik envanterleri ¢ikarilabilir. Varlik
envanteri olusturulurken asagida yer alan noktalar
belirlenmelidir:

e Varliklarin gizlilik,

erisilebilirlik dereceleri

e  Varligin sahibi

e  Varliklarin tirt

bitiinlik ve

6.1.3. Tehditlerin Tanimlanmasi

Tehdit, sisteme zarar verme potansiyeli olan
varliklar veya olaylardir. Tehditler, 3 kategoride
degerlendirilmektedir.

Dogal Tehditler: Sel, deprem, kasirga, hortum
gibi dogal afetler gibi olaylardir.

insan Kaynakh Tehditler: insan kaynakl
tehditler kasith ve kasitsiz olarak
degerlendirilmektedir. Kasitsiz eylemler, hatalar
veya ihmaller sebebiyle, kasitli eylemler ise insanlar
tarafindan bilingli olarak yapilan dolandirma, kotii
amach yazilim gibi biiyiik kayba neden olabilecek
tehditlerdir.

Cevresel Tehditler: Uzun siireli elektrik
kesintileri, kirlilik, kimyasal atiklar gibi tehditlerdir.

Tehditler, ortaya ¢ikma olasiliklarini  ve
varliklara zarar verme potansiyellerini belirlemek
icin tanimlanmali ve analiz edilmelidir (Marianne ve
Barbara, 1996).

ISO 27005:2022 kapsaminda riskler
tanimlanirken Olaya Dayali Yaklasim ve Varliga
Dayali Yaklasim olmak iizere 2 farkl yaklasim tiirii
uygulanmaktadir.

Olaya Dayali Yaklasim: Risk kaynaklarini,
riskleri ve bu risklerin hedefe ulasmay1 ne oélciide
etkiledigine bagli olarak stratejik senaryolar
belirlenmektedir. Bu yaklasimda olaylar ve sonuglar
genellikle {ist yonetimin endiselerinin, risk
sahiplerinin ve kurulusun baglamini belirlerken
ortaya cikan gereksinimler ile belirlenebilmektedir.

Varliga Dayali Yaklasim: Varliklar, tehditler ve
giivenlik agiklarina bagh olarak ayrintili  bir
operasyonel senaryolar Dbelirlenmektedir. Bu
yaklasim, varhiga o0zgi tehditleri ve giivenlik
aciklarimi belirleyebilir ve kurumun bazi riskleri
ayrintil sekilde incelemesine imkan
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taniyabilmektedir (ISO/IEC 27005:2022

International Standard, 2022).

Bu tehditlere ek olarak, kurumlar sektori
tanimali ve sektorel tehditlerini ve var ise 0zel
tehditlerini ve zafiyetlerini de belirlemelidir.

6.1.4. Giivenlik A¢1g1 Analizi

Giivenlik agi81; giivenlik prosediirleri, teknik

kontroller, fiziksel kontroller veya bir tehdit
tarafindan istismar edilebilecek diger kontrollerdeki
(veya bunlarin bulunmamasi) bir durum veya
zayifliktir (Marianne ve Barbara, 1996).
Bu zayifliklar sonucunda varliklarin ve bilgi
glivenliginin zarar gérme ihtimali bulunmaktadir. Bu
potansiyel agiklar belirlenmeli ve analiz edilmelidir.
Bu noktada sizma testleri, tarama araglari, i¢ ve dis
denetimlerde tespit edilen bulgular giivenlik acgig1
hususunda hem bir referans hem de risk icin girdi
olusturmaktadir. Giivenlik ac¢ig1 olarak tespit edilen
zafiyet ya da bulgular risk olarak
tanimlanabilmektedir.

6.1.5. Olasiliklarin
Degerlendirilmesi

Belirlenmesi ve

Olasilik, bir tehdidin ger¢eklesme sikliginin ya
da ihtimalinin tahminidir. Kurumlarin kullandigi
metodolojiye gore genellikle 3 ya da 5 dereceye
sahiptir. 3 (Tablo 2) ve 5 (Tablo 1) dereceye iliskin
cizelgeler asagida detaylandirilmistir.

Tablo 1. 5 Dereceli Olasilik Skalasi

Olasiik Aciklama

Diizeyi

EGECLEM Neredeyse her zaman gerceklesebilir.
Kesin Mevcut tedbirlerin yeterli olmamasi

nedeniyle siklikla tekrarlanabilir.

Siklikla olabilir.
Mevcut tedbirlerin yeterli olmamasi

nedeniyle yilda birkag kez tekrarlanabilir.

Bazen olabilir.
Mevcut tedbirlerin yeterli olmamasi

nedeniyle yilda bir kez tekrarlanabilir.

2- Muhtemel | Meydana gelmesi ¢ok miimkiin olmasa
degil bile olabilir.
Mevcut kontroller ve tedbirler kismen

yeterli seviyededir.

Meydana gelmesi olduk¢a nadir.
Mevcut kontroller yeterli seviyededir. Bu
sayede tehdidin olusmasi

onlenebilmektedir.

Tablo 2. 3 Dereceli Olasilik Skalasi

Diizey Aciklama

Siklikla meydana gelebilir

Ara sira meydana gelmesi muhtemel

Cok miimkiin olmasa da nadiren

gerceklesebilir.

6.1.6. Tehditlere Gore Etkinin Belirlenmesi ve
Degerlendirilmesi

Bir tehdidin meydana gelme olasiligl
degerlendirildikten sonra, tehdidin kurum tizerinde
olusturabilecegi etkisi belirlenmektedir. Etki
degerinin belirlenmesinde de olasilikta oldugu gibi
genellikle 3 (Cizelge 4) ve 5 (Cizelge 3) dereceye
sahip skala kullanilmaktadir. Riskin etki degeri
belirlenirken kurumun genel misyonu, deger ve
hedeflerinin nasil etkilenecegine ek olarak Bilgi
Giivenliginin 3 temel prensibi olarak bilinen Gizlilik,
Biitiinliik ve Erisilebilirlik tizerindeki etkileri de goz
onilinde bulundurulmalidir. Kurum, riskin
gerceklesmesi durumunda itibar kaybi, finansal
kayip, operasyonel siireclerde aksama gibi zararlar
gorebilir.

Tablo 3. 5 Dereceli Etki Skalas1

Diizey Aciklama

5- Kritik Cok ciddi kayiplara sebep olabilir.

Ciddi kayiplara olabilir.

Onemli kayiplara sebep olabilir.

2- Dustik Kurum i¢in mindr kayiplara sebep
olabilir.

Kurum i¢in neredeyse dnemsiz

kayiplardir.

Tablo 4. 3 Dereceli Etki Skalasi

Diizey Aciklama

Cok ciddi veya ciddi kayiplara sebep

olabilir.

Onemli kayiplara sebep olabilir.

Kurum i¢in mindr kayiplara sebep

olabilir.

6.2. Olasilik ve Etki Analizine Gore Risklerin
Degerlendirilmesi

Olasilik ve etki analizi kurumlarin riski dogru
sekilde degerlendirmesini, 6l¢iilebilmesini ve bu
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degerlendirme  neticesinde  kontrollerin  ve
onlemlerin  tamimlanarak etkin bir sekilde
uygulanmasina destek saglamaktadir. Riskler
belirlendikten sonra ve sonuglarin hem olasilik hem
de etki degerleri belirlendikten sonra kurumlar
risklerin kabul edilip edilmeyecegini belirlemek icin
risk kabul kriterlerini uygulamalidir (ISO/IEC
27005:2022 International Standard, 2022).

Riskin degeri,

Risk (R) = OxE (D

Formiilii ile hesaplanir. Hesaplamada yer alan O
degeri Olasiik (Likelihood), E degeri ise Etki
(Impact) olarak degerlendirilmektedir.

Tanimlanan risk icin uygulanan mevcut bir
kontrol var ise, kontrol metni icerisinde kontroliin
ne oldugu ve nasil ¢alistigimmin detaylandirilmasi
riskin yonetiminin kolaylasmasinda 6nemli bir rol
oynamaktadir. Detaylandirma ISO  27005’te
belirtilen bilgilerden yararlanilarak yapilabilir.

e Belgelenmis bir kontrol olup olmadigi

e Kontroliin sahibinin kim veya hangi

departman oldugu

e Nasil izlendigi

e Nasil kanitlanabilecegi

e Istisnalar

Bir risk, olasihk ve etkisine gore
degerlendirilirken sanki herhangi bir kontrol
uygulanmiyormus gibi degerlendirilmelidir. Bu
degerlendirme, dogal risk olarak tanimlanan riskin
gercek degerini gostermektedir.

Mevcutta uygulanan kontroller risk
degerlendirme asamasinda yapilan skorlamaya dahil
edilmemelidir. Bunun sebebi (ISO/IEC 27005:2022
International Standard, 2022):

e Bir veya daha fazla bilgi gilivenligi riskini
yonetmek icin gerekli bir kontrol
olmayabilir.

e BGYS tarafindan yonetilmek icin yeterince
etkili olmayan bir kontrol olabilir.

e Halihazirda bilgi giivenligi ile ilgili olmayan
baska bir konuda uygulaniyor olabilir.

e Bilgi Giivenligi icin uygun olmayabilir.

Bu tespit yapildiktan sonra mevcutta uygulanan
kontroller var ise bu kontroller ile yeniden risk
degerlendirme yapilir ve riskin mevcut skoru
belirlenir. Uygulanmasi gereken ek kontrol veya
onlemlerin gerekliligi tespit edilmelidir.

ISO 27005:2022 Standardi kapsaminda
uygulanan kontroller Onleyici, Tespit Edici ve
Diizeltici olmak iizere 3 sinifa ayrilmaktadir.

Onleyici Kontrol, bir veya daha fazla sonucun
ortaya cikmasina yol acabilecek bir bilgi giivenligi
olayinin meydana gelmesini engellemeyi
amagclamaktadir (ISO/IEC 27005:2022 International
Standard, 2022).

Tespit Edici Kontrol, bir bilgi giivenligi
olayinin meydana geldigini tespit etmeyi amaclayan

bir kontroldiir (ISO/IEC 27005:2022 International
Standard, 2022).

Diizeltici Kontrol, bir bilgi giivenligi olayinin
sonuclarint  sinirlamayr  amaglayan kontroldiir
(ISO/IEC 27005:2022 International Standard, 2022).

e Tespitedici kontroller, 6nleyici kontrollerin

basarisiz  olmast  durumunda  riski
azaltmalidir.

e Diizeltici kontroller, eger tespit edici

kontrollerin basarisiz olmasi durumunda
riski azaltmalidir.

° Onleyici kontroller ise, diizeltici
kontrollerin kullanilma olasiligini
azaltmaldir.

Riskin degerlendirilmesinde genellikle 3x3
(Sekil 6) veya 5x571ik (Sekil 7) risk matrisleri
kullanilmaktadir. Bu matrisler her ne kadar yaygin
kullaniliyor olsa da kurumsal kendi risk matrislerini
de belirleyebilmektedir.

ETKI

xX—rr—wu»ro

Sekil 6. 3x3 Risk Degerlendirme Matrisi

ETKi
OLASILIK x ETKi Cok Yiiksek |Yiitksek |Orta Diigiik  |Cok Diisiik

5 4 3 2 |
o Cok Yiiksek 5 10 5
L
A Yiiksek 4 3 4
S
; Orta 3 6 3
L |piisiik 2 10 8 6 4 2
I
K |cok Diisiik 1 B 4 3 2 1

Sekil 7. 5x5 Risk Degerlendirme Matris (“URL-4")

Peltier 'in Bilgi Giivenligi Risk Analiz kitabinda
yer alan “Aksiyon Gereklilik Matrisi” risklerin
olasilik ve etkisine gore aksiyon gerekliligi olup
olmadiginin  tespitini  desteklemek amaciyla
kullanilmaktadir.
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Sekil 8. Aksiyon Gereklilik Matrisi(Peltier, 2005)
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Sekil 8’de yer alan Aksiyon Gereklilik Matrisi ‘ne gore
A, B, Cve D degerlerinin a¢ilimlari:

A - Mutlaka diizeltici faaliyet uygulanmalidir.

B - Diizeltici faaliyet uygulanmalidir.

C - Takip edilmeli ve izlenmelidir.

D - Su anda herhangi bir aksiyon alinmasima gerek
bulunmamaktadir.

6.3. Risk Degerlendirme
Yorumlanmasi

Sonuglarinin

Risk degerlendirme, kurulus icin gercekten
neyin dnemli oldugunu yansitan anlaml bir ¢ikti
tiretmelidir. Risk degerlendirme birbiriyle iliskili iki
islev olan riskin kabuli ve uygun maliyetli
kontrollerin se¢imini desteklemek icin kullanilir
(Marianne ve Barbara, 1996). Riskin degerlendirme
sonuglari, risk skoruna (R) bagh olarak mevcut
kontroller, aksiyon planlari, mevcut kontrollerin
efektiflik derecesine gore yorumlanmali ve riskin
kabul edilebilir seviyede olmasi saglanmalidir. Kabul
edilebilir seviye, kurum tarafindan belirlenmis olan
ve kurumun kabul edebilecegi seviyeye indirilmis
risk olarak tamimlanmaktadir. ISO 27001:2022
Standardini uygulayan her kurum ya da kurulusta,
list yonetim tarafindan karar verilmis bir kabul
edilebilir risk seviyesi bulunmaktadir (Durankaya
vd.,, 2018). Kabul edilebilir seviye belirlenirken
kurum tarafindan belirlenmis olan risk istah1 goz
oniinde bulundurulmaldir.

Risk istah, list yonetim tarafindan belirlenen ve
kurumun kabul edebilecegi ya da tahammiil
edebilecegi en yiiksek risk seviyesidir. Ayni zamanda
bu diizeyin lizerinde kalan risklerin
onaylanamayacagini ve bu konuda 6nlem almanin
gerekli oldugunu gostermektedir (“URL-2)".

Risk degerlendirme adimi tamamlandiktan
sonra riskin ne yapilacagina karar verilmesi
beklenmektedir. Bu karar sonucunda asagida yer
alan 4 yéntemden biri uygulanmaktadir.

¢ Risk Kabuli

¢ Riskin Azaltilmasi

¢ Riskten Kacinma

¢ Riskin Transferi

6.3.1. Riskin Kabulii

Riskin kabulii, kurum tarafindan giivenlik
riskinin varliginin kabul edilmesini fakat ilgili risk
icin belirli gerekceler sebebi ile herhangi bir
iyilestirici aksiyon alinmayacagini ifade etmektedir.
Risk istahinin iizerinde kalan fakat onlem ya da
aksiyon alinmasi miimkiin olmayan durumlarda risk
kabulii yapmak uygulanabilecek yontemlerden
biridir. Bir kurumun risk kabul kriterleri, risk
yontem slirecinde genel bir yaklasim olarak
tanimlanir ve bilgi giivenligi politikasi icerisinde yer
alir. Sadece risk kabulii yapmak ve herhangi bir
iyilestirici aksiyon almamak bazi durumlarda etkisiz
olabilmekte ve potansiyel sonuglar
dogurabilmektedir.

Bir kurulusun riskleri etkin bir sekilde
azaltmadan kabul etmesi, zaman icinde kalan
risklerin yliksek oranda birikmesine neden olabilir
ve bu da giivenlik ihlalleri ve veri ihlalleri olasiligin
artirabilir (“URL-1").

Risk kabul karari, risklerin kabul edilebilir
oldugu durumlarda ya da azaltma maliyetinin riskin
potansiyel etkisinden daha agir bastig1 durumlarda
verilebilir.

6.3.2. Riskten Kacinma

Riski tespit edilen bir varligin kullanimindan
vazgecmek riskten kaginma olarak
tanimlanmaktadir. Riskten kacinma, giivenlik
risklerini azaltmak i¢in cazip bir ydntem gibi
goriinse de bazi dezavantajlar1 bulunmaktadir.

e Daha giivenli bir teknolojiye gecis gibi ¢esitli
ve daha yiiksek maliyet gerektiren
alternatifler dogurabilir.

e Giuivenlik  ihtiyaclarini tam olarak
karsilayabilecek giivenilir bir tedarikei
bulma konusunda zorluklarla karsilasabilir.
Bu durum, riskten kaginma stratejilerinin
uygulanmasinda gecikmelere veya
aksakliklara yol agarak kurumu potansiyel
tehditlere karsi savunmasiz birakabilir
(“URL-1").

e Kurumun operasyonlar1 iizerinde, islerin
aksamasina neden olabileceginden olumsuz
potansiyel etkileri olabilir.

Riskten kaginmak her zaman uygulanabilir ve
siirdirilebilir olamayabileceginden uzun vadeli bir
¢6ziim olarak kullanilmasi 06nerilmemektedir.
Teknolojinin gelismesiyle birlikte cok sayida yeni
glivenlik agiklari ve tehditleri de ortaya ¢ikmaktadir.
Bu nedenle sadece riskten kaginma stratejisini
kullanmak uzun vadede olasi tehditlere karsi kurum
icin tam bir koruma saglama noktasinda yetersiz
kalabilmektedir (“URL-1").

6.3.3. Riskin Transferi

Riskin transferi, potansiyel risklerin
sorumlulugunun ya da yiikiiniin ii¢iincii bir tarafa
aktarilmasini iceren bir yontemdir. Riskin transferi,
hizmet saglayic1 veya harici saticilar ile yapilan
sozlesmeler yolu ile gergeklestirilebilir. Kurumlar
riski transfer ederek, olasi bir giivenlik ihlalinden
dogacak olan maddi veya repiitasyonel kayiplari
indirgeyebilmekte ve ayni zamanda bu sayede
hizmet satin alarak maliyeti de azaltabilmektedir.
Riskin  transferinin = getirmis  oldugu bazi
dezavantajlar bulunmaktadir. Bu dezavantajlardan
bir tanesi tiim risklerin aktarilamamasi veya eksik
aktarilmasidir. Ayrica, maliyet ve performans
etkileri de dahil olmak tizere giivenlik risklerinin
sonuglarmin aktarilmasi her zaman miimkiin veya
etkili olmayabilir (“URL-1").
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Tablo 5. Risk Degerlendirme Rapor Ornegi
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6.4. Riskin lyilestirilmesi ve Iyilestirme Plan1 Artik riskin kabul edilmesi: Riskin

6.4.1. Riskin Azaltilmasi

Risk azaltma, riski yonetim tarafindan kabul
edilebilir bir diizeye indirmek i¢in gilivenlik
kontrollerinin secilmesini ve uygulanmasini igerir.
Risk azaltma siirecinde asagida yer alan kontroller
ve aksiyonlar uygulanabilmektedir.

Koruma saglayacak kontrollerin
belirlenmesi:  Uygun  kontrolleri  secgerken
asagidakiler dikkate alinmalidir (Marianne ve
Barbara, 1996).

e Kurumsal politika, mevzuat  veya
regiilasyonlar

e  Guvenlik, giivenilirlik ve kalite
gereksinimleri

e Sistem performans gereksinimleri

e  Giincellik, dogruluk ve butianlik
gereklilikleri

e Giivenlik Onlemlerinin yasam dongiisii
maliyetleri

o Teknik gereksinimler
e Kiiltiirel kisitlamalar
Risk tedavi plani olusturulurken dikkat edilmesi
gereken bazi hususlar bulunmaktadir. Bu hususlar
(ISO/IEC 27005:2022 International Standard,
2022):
e Risk diizeyi ve iyilestirmenin aciliyeti ile
ilgili 6ncelikler
e  Farkli kontrol tiirlerinin ve bu kontrollerin
birlesiminin uygun olup olmadigini,
e Kontroliin uygulamaya kondugu an ile
tamamen etkili ve calisir duruma geldigi an
arasinda bir gecikme olup olmadigi.
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azaltilmasina yonelik gerekli aksiyonlar alindiktan
sonra geriye kalan risk “Artik Risk” olarak
adlandirilmaktadir. Artik riskler, kalan olasilik ve
etkilerine gore yeniden degerlendirilmelidir.
Yonetimin veya ekiplerin, kalan risklerin tiiriinii ve
ciddiyetini géz 6niinde bulundurarak, BT sisteminin
isleyisinin kabul edilebilir olup olmadigina karar
vermesi gerekir (Marianne ve Barbara, 1996). Karar
dogrultusunda gerekiyorsa yeni bir aksiyon plani
olusturulmaldir.

6.5. Riskin Dokiimante Edilmesi

Tespit edilen ve degerlendirilen tiim risklerin
dokiimante edilmesi risk yonetim siirecinde kritik
bir 6neme sahiptir. Tespit edilen risklerin sayisi
artmaya basladikga, risklerin takibi ve hatirlanmasi
gliclesmeye baslamaktadir. Bu nedenle risklerin
dokiimantasyonu bu noktada ve riskin detaylarini
inceleme ya da yeniden hatirlama konusunda kaynak
saglayacaktir. Bir riski dokiimante ederken asagida
yer alan basliklar veya Tablo 5’te yer alan 6rnek
rapor taslagi kullanilabilir.

¢ Riskin tanimi/detay1

e Riskin sahibi

e Riskin kritiklik derecesi

e Alnmis veya alinmasi gereken aksiyon

detaylari

6.6. Riskin Takibi ve Gozden Gegirilmesi

Risk takibi ve gozden gecirilmesi Risk Yonetim
Siire¢ Donglisiiniin son halkasidir. Bu béliimde risk
degerlendirme siireci her ne kadar sona ermis gibi
goriinse de aslinda hala yasayan bir sireg
bulunmaktadir. Ilgili risk icin gerekli kontroller
saglanmis ve etkin onemler alinmis olsa bile risk
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unsuru tamamen ortadan kalkmayabilir. Bazi riskler
gerekli onlemler etkin bir sekilde alindiktan sonra
kapanabilirken bazi riskler her =zaman agik
kalabilmektedir. A¢ik kalacak olan bu riskler kabul
edilebilir seviyede ve her zaman gergeklesme
ihtimali devam eden risklerdir. Bu risklere:

e Deprem, yangin gibi dogal afet riskleri

e Insan tarafindan olusabilecek riskler érnek

verilebilir.

7. RISK DEGERLENDIRME VE  ANALIZi
UYGULAMA ORNEKLERI

Bir yazilim sirketinin risklerinin degerlendirme
asamalarinin asagidaki gibi oldugu bir senaryo
incelenmektedir.

Hazirlik ve Planlama Asamasi:

Bilgi gilivenligi risklerini belirlemek amaciyla,
uzmanlik alanlar1 ve deneyimleri dikkate alinarak,
bilgi giivenligi uzmanlari, sistem yoneticileri ve ilgili
departman temsilcilerinden olusan bir risk yonetim
ekibi kuruldu. EKip, proje planmimi hazirlayarak
stirecin adimlarin belirleyecektir. Proje plani, risk
analiz siirecinin baslangicindan sonuna kadar olan
zaman cizelgesini ve ekip liyelerinin
sorumluluklarin1 belirtmektedir. Zaman ¢izelgesi
icerisinde her adim i¢in belirlenen siireler ve siire
sonunda gerceklestirilmesi gereken faaliyetler
belirlenmelidir.

Risklerin Tanimlanma Asamasi:

Sirketin varlik envanteri olusturuldu ve kritik
bilgi varliklar1 belirlendi. Varliklar yazilim kodlari,
miisteri veri tabanlari, proje belgeleri gibi kritik bilgi
varliklarini icermektedir. Bu varliklarin yani sira,
sirketin sahip oldugu diger 6nemli bilgi kaynaklar
(patent basvurular1 vb.) da belirlenerek envantere
eklenmistir.

Potansiyel tehditler géz oniine alinarak, risk
kaynaklari belirlendi ve riskler dokiimante edildi.
Risklerin kataloglanmasi siirecinde, her bir tehdidin
potansiyel etkisi ve olasiligi detayli bir sekilde
degerlendirildi. Ornegin, yazilim kodlarinin yetkisiz
erisime agik olmasi durumunda sirketin itibar1 ve
misteri giiveni ciddi sekilde zarar gorebilirken,
misteri veri tabaninin sizdirilmasi durumunda ise
veri ihlali ve yasal yaptirimlar s6z konusu olabilir. Bu
adimla  birlikte riskler kapsamli  sekilde
degerlendirilmistir.

Risklerin Analiz Edilme Asamasi:

Bu asamada belirlenen risklerin olasilig1 ve
etkisi dikkate alinarak detayli bir degerlendirme
yapilmistir. Her riskin potansiyel etkisi ve
gerceklesme  olasiigi  titizlikle  incelenerek
belirlenmistir. Onceliklendirme yapilirken, risklerin
kritiklik diizeyi ve etkileri g6z 6niinde bulunduruldu.
Ozellikle, sirketin faaliyetleri iizerindeki potansiyel
etkileri ve olasi zararlar1 degerlendirilerek risklerin
énem sirasi belirlendi. Ornegin, yazihm kodlarinin
sizdirilmasi gibi yiiksek etkili ve ytiksek olasilikli
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riskler oncelikli olarak ele alindi. Bu tiir bir olayin
gerceklesmesi durumunda, sirketin itibar1 ciddi
sekilde zarar gorebilir, miisteri giiveni sarsilabilir ve
yasal yaptirimlarla karsilasabilir. Bu nedenle, bu tiir
risklerin etkilerini azaltmak i¢in o6ncelikli olarak
¢Oziim stratejileri belirlendi ve uygulanmasi igin
gerekli kaynaklar tahsis edildi.

Diger yandan, diisiik etkili veya diisiik olasilikli
riskler daha diisiik 6ncelikle ele alind1. Bu tiir riskler,
sirketin operasyonlar1 iizerindeki etkileri daha
sinirli oldugu i¢in, daha az acil bir sekilde ¢oziilmesi
gereken riskler olarak degerlendirildi. Ancak, bu
risklerin de g6z ard1 edilmemesi ve uygun 6nlemler
alinarak yonetilmesi 6nemlidir,

Risk Degerlendirme Asamasi:

Riskleri degerlendirme asamasinda, belirlenen
risklerin kabul edilebilirlik diizeyi belirlendi. Bu,
risklerin sirketin tolerans seviyesine uygun olup
olmadiginin degerlendirilmesini iceriyordu. Kabul
edilebilirlik diizeyi asilan riskler icin risk azaltma
stratejileri gelistirildi ve uygulanmasi i¢in gerekli
onlemler alind1.

Ornegin, yazilim kod giivenliginin artirilmasi,
veri tabani erisim kontrollerinin sikilastirilmasi gibi
cesitli onlemler bu stratejilere o6rnek olarak
belirlendi. Yazilim kod giivenliginin artirilmasi icin,
kod inceleme siiregleri glclendirildi, giivenlik
aciklari tespit etmek icin otomatik test araglari

kullanildi ve gelistiricilere giivenli kodlama
egitimleri verildi. Ayrica, veri tabam erisim
kontrolleri sikilastirllarak,  yetkisiz erisim

girisimlerinin dnlenmesi amaglandi ve bu ydnde
teknik ve politika bazli dnlemler alindu.

Risklerin yonetilmesi icin gereken kaynaklar ve
biitce Dbelirlenirken, risk azaltma stratejilerinin
uygulanmas: icin gereken kaynaklarin ve
maliyetlerin hesaplanmas1 yapildi. Bu, giivenlik
yazilimlarinin satin alinmasi, giivenlik egitimlerinin
diizenlenmesi gibi kaynak ve biitce gereksinimlerini
iceriyordu.  Belirlenen = kaynak ve  biitce
gereksinimleri, risk azaltma stratejilerinin etkin bir
sekilde uygulanmasini ve risklerin yonetilmesini
saglamak amaciyla kullanildi. Bu sayede, sirketin
bilgi glivenligini artirmak i¢in gerekli kaynaklarin ve
biitcenin saglanmasi ve yonetilmesi saglandi.

Risklerin Yonetilme Asamast:

Kabul edilebilirlik diizeyini asan risklerin
kontrol ve koruma 6nlemleri titizlikle uygulanarak,
risklerin azaltilmasi ve etkilerinin minimize edilmesi
saglandi. Bu siireg, sirketin bilgi varliklarini korumak
ve olast giivenlik agiklarini kapatmak ig¢in kritik
Oneme sahipti.

Ornegin, yazilm kod giivenliginin artirilmasi
icin otomatik test araglarinin kullanilmas1 gibi
onlemler alindi. Bu sayede, yazilim gelistirme
siirecinde olasi giivenlik agiklar1 daha erken tespit
edilebilir ~ hale geldi ve Thizla ¢oziime
kavusturulabildi. Ayrica, veri tabani erisim
yetkilerinin revize edilmesi gibi kontroller de

Bilgisayar Bilimleri ve Teknolojileri Dergisi



Bilgisayar Bilimleri ve Teknolojileri Dergisi- 2024; 5(2); 01-13

uygulandi. Bu sayede, yetkisiz erisim girisimlerini
onlemek ve veri glivenligini saglamak amaclandi.

Her bir kontrol ve koruma o6nlemi, riskin
ozelligine ve potansiyel etkisine uygun olarak
belirlendi ve sistematik bir sekilde hayata gecirildi.
Bu onlemler sayesinde, sirketin bilgi gilivenligi
riskleri etkin bir sekilde yonetildi ve olas1 giivenlik
tehditlerine kars1 daha giligli bir savunma
mekanizmasi olusturuldu.

Risklerin izlenmesi ve Goézden Gecirilme
Asamasa:

Uygulanan  o6nlemlerin  etkinligi  diizenli
araliklarla izlendi ve degerlendirildi. Bu siirecte,
degisen tehditler ve organizasyonel degisiklikler goz
oniinde bulunduruldu ve risk analizi stirekli olarak
gozden gecirildi. Bu sayede, gilivenlik dnlemlerinin
giincel kalmas ve sirketin bilgi giivenliginin siirekli
olarak saglanmasi amaglandi.

Bu izleme ve degerlendirme siireci, aylik olarak
diizenlenen toplantilar ve giivenlik raporlarinin

incelenmesi yoluyla gerceklestirildi. Bu
toplantilarda, risklerin giincel durumu
degerlendirilerek, yeni tehditler ve giivenlik

zafiyetleri hakkinda bilgi paylasimi yapildi. Ayrica,
mevcut giivenlik 6nlemlerinin etkinligi tartisildi ve
alinmasi gereken ek 6nlemler belirlendi.

Bu siireg, sirketin bilgi giivenligini siirekli olarak
gliclendirmek ve olasi risklere karsi hazirlikli olmak
icin kritik bir rol oynadi. Degerlendirme sonuclarina
dayanarak, mevcut 6nlemlerin etkinligi artirildi ve
yeni gilivenlik stratejileri belirlendi. Bu sayede,
sirketin bilgi varliklarini koruma kapasitesi siirekli
olarak iyilestirildi ve giincel tehditlere kars1 daha
etkili bir sekilde savunma saglandu.

Sonug olarak, yazilim sirketi bilgi glivenligi risk
yOnetimi siirecinde basarili bir ilerleme kaydederek
kapsamli bir varlik ve risk tanimlamasi yapmis ve
onemli tehditleri belirlemistir. Kabul edilebilirlik
diizeyini asan riskler i¢in etkili kontrol ve koruma
onlemleri uygulanmistir. Siire¢ siirekli izlenmis ve
degerlendirilmis, boylece giivenlik dnlemleri stirekli
olarak giincel tutulmustur. Bu siirecin sirketin bilgi
glivenligini giiclendirdigi ve siirdiiriilebilir bir
giivenlik cercevesi olusturdugu belirlenmistir.

8. SONUC ve ONERILER
[SO 27001 Standardi c¢ercevesinde bilgi

glivenligi risk yonetimi ve analizi siiregleri detayl
olarak incelenmis ve bu siiregler kapsaminda en sik

kullanilan  risk  metodolojileri ele alinarak
kurumlarin bu siiregleri etkin bir sekilde
uygulayabilmesi noktasina 151k tutulmaktadir.

Ekiplerin risk yonetimi konusunda sade ve yalin bir
bilgiye wulasabilmesi saglanmakla birlikte, risk
yonetimi konusunda ihtiya¢ duyabilecegi bircok
konu ve soru detayli olarak incelenmistir. Bu
inceleme akademik bir makale olmasinin yani sira
edinilmis deneyimlerin ve wuygulamalarin da
slizgecten gecirilerek paylasilmasini saglamaktadir.
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Teknolojinin son derece hizli bir sekilde
gelismesi ile ortaya c¢ikabilecek pek c¢ok bilgi
glvenligi riski bulunmaktadir. Bilgi giivenligi risk
yOnetimi stireglerinin Onemi ve etkin
uygulanmasinin  kurumlarin  bilgi  varliklarini
korumak ve giivenliklerini saglamak acisindan kritik
oldugu ve bunun yani sira yasal uyumun
saglanmasinda da gereklilik haline geldigi sonucu
tespit edilmektedir. Bu gerekliliklerin saglanmasi
hususunda, kurumlarin hangi metodolojiyi se¢mesi
gerektigi ve nasil bir slirec isletmesi gerektigi bilgisi,
genellikle kurumlar icin gerek siirecin tasarlanmasi
gerek ise isletilmesi ve yonetilmesi konusunda zor
olmaktadir. Bazi kurumlar diisiik maliyet ve yonetim
kolaylig1 nedeniyle hizmet olarak satin almay1 tercih
etmektedir. Bu konuda kurumlarin g¢ekimser
davranmasinda cesitli sebepler bulunmakta, bu
sebeplerden biri de siirecin tam anlasilamamasi ve
anlasilabilmesi icin yeterli kaynagin
bulunmamasidir. Literatiirde yapilan arastirmalar
sonucunda da bilgi giivenligi risklerinin ydnetimi
konusunda yeterli kaynagin olmamasi veya var olan
kaynaklardaki bilgilerin yetersiz kalmasi bunu
destekler niteliktedir.

Kurumsal bilgi giivenligi risklerinin tespit
edilmesi, analizi ve dogru aksiyon planlanlarinin
belirlenmesi kurumlarda olusabilecek olasi bir
tehditin ortaya c¢ikmasini azaltmaya ya da
engellemeye olanak tanimasi noktasinda biiylk

onem olusturmaktadir. Bu sayede kurumlar
risklerini azaltarak kabul edilebilir seviyelere
indirgeyebilmektedir.

Makalede incelenen risk yonetimi

metodolojileri, temelde benzer adimlar1 icermekte
ve kurumlarin bu siirecleri etkin bir sekilde
uygulayabilmelerine olanak tanimaktadir.

Hedef ve ihtiyaclar belirlendikten sonra
kurumlar kendi yo6ntemlerini de gelistirip
uygulayabilirler ya da mevcut ydntemleri

kullanmay1 tercih edebilirler. Bu tamamen kurumun
beklentilerine ve ihtiyaglarina bagh sekilde
yapilanmaktadir.

Sonuglar kapsaminda Oneriler ve gelecek
calismalara yon verebilecek husular:

e Risk Yonetim Siirecinin uygulanabilmesi
icin BGYS kurma zorunlulugu bulunmasa da

kurumlarin  BGYS'yi  kurmalar1  risk
yonetimini kolaylastirmaktadir.
e Risk  YOnetim  Siirecinin  Oneminin

anlasilmasi amaciyla hem iist yonetim hem
de kurum ¢alisanlari i¢in farkindalik egitimi
verilebilir.

e Risk analizi adimlarinin ayrintili bir sekilde
incelenmesi ve drnek senaryolar lizerinde
degerlendirilmesi, kurumlarin riskleri daha
iyi anlamalarina ve uygun Onlemleri
alabilmelerine yardimci olmaktadir.
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e Risk yonetim siirecinde karsilasilabilecek
zorluklarin farkinda olunmasi ve uygun
¢coziimlerin gelistirilmesi 6nemlidir.

Son olarak, BGYS'de sirekli izleme ve
degerlendirme siirecinin énemi vurgulanmaktadir.
Degisen tehditler ve organizasyonel degisiklikler goz
onunde bulundurularak, risk analizi stirekli olarak
gozden gecirilmeli ve glincellenmelidir. Bu sekilde,
kurumlar bilgi giivenligini  siirekli  olarak
gliclendirebilir ve olas1 risklere karsi hazirlikh
olabilirler.
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Anahtar Kelimeler: Bu ¢alismada, literatiirde yaygin olarak kullanilan goriinti isleme tabanh yontemler ve
Derin 6grenme AlexNet, ResNet-18, GoogleNet ve SqueezeNet gibi mimariler kullanilarak performans
Yiiz bulma karsilastirilmas1 yapilmistir. Yiziin resim {izerinde belirlenebilmesi i¢in Viola-Jones
Yiiz tanima algoritmasi kullanilmistir. Bu algoritmada kaskad obje dedektori, yiizii algilayip kare
Eigenfaces icine alir. Viola-Jones algoritmasinin dogruluk orani %85,71 olarak bulunmustur. FEI yiiz
Fisherfaces veri tabanindaki sag, sol ve orta pozlarla veri kiimesi olusturulmustur. Eigenfaces ve

Fisherfaces goriintii isleme yontemlerinin analizi i¢cin Temel Bilesen Analizi (TBA) ve
Dogrusal Ayrim Analizi (DAA) kullanilmistir. Bu ydntemler olusturulan veri kiimesi
iizerinde uygulanarak dogruluk oranlar1 elde edilmistir. Eigenfaces yontemi veri
kiimesindeki bazi poz varyasyonlari icin fisherfaces ydnteminden daha iyi sonug
vermistir. Derin 6grenme metotlarindan AlexNet, ResNet-18, GoogleNet ve SquuezeNet
kullanilmistir. Yiiz tanima ydntemlerinden Eigenfaces yonteminin en yliksek dogruluk
orant %76,66 ve derin 6grenmede ResNet-18'in en yiliksek dogruluk orani %100
olmustur.

Comparison of Deep Learning Architectures and Face Detection Methods in Face
Recognition

ABSTRACT
Keywords: In this study, performance comparisons were made using image processing-based
Deep learning methods widely used in the literature and architectures such as AlexNet, ResNet-18,
Face detection GoogleNet and SqueezeNet. Viola-Jones algorithm was used to determine the face on the
Face recognition image. In this algorithm, cascade object detector detects the face and frames it. The
Eigenfaces accuracy rate of Viola-Jones algorithm was found to be 85.71%. A dataset was created
Fisherfaces with right, left and middle poses in the FEI face database. Principal Component Analysis

(PCA) and Linear Discriminant Analysis (LDA) were used for the analysis of Eigenfaces
and Fisherfaces image processing methods. These methods were applied on the created
dataset and accuracy rates were obtained. Eigenfaces method gave better results than
Fisherfaces method for some pose variations in the dataset. Deep learning methods
AlexNet, ResNEt-18, GoogleNet and SqueezeNet were used. Among the face recognition
methods, the highest accuracy rate of the Eigenfaces method was 76,66% and the highest
accuracy rate of ResNet-18 in deep learning was 100%.
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1. GiRiS

Yiiz tanima sistemleri, dijital resimler seklinde
kaydedilen insanlara ait yiiz resimleri ile yapilan
egitimden sonra, yeni bir yiiz resmi verildiginde,
kisinin kimliginin belirlenmesi i¢in gelistirilen
sistemlerdir (Kekiil vd., 2018).

Veri toplama, 6n isleme, 6zellik ¢cikarma, model
egitimi, degerlendirme ve test etme bir makine
O0grenimi yaklasimi kullanilarak gelistirilebilir. Yiiz
resimlerinden olusan veri kiimesi ile, TBA (Temel
Bilesen Analizi), Yerel ikili Oriintii (Local Binary
Pattern: LBP), Evrisimsel Sinir Aglar1 (Convolution
Neural Networks: CNN), Destek Vektor Makineleri
(Support Vector Machine: SVM), Rastgele Orman
(Random Forest) veya Yapay Sinir Aglar1 (Neural
Networks) gibi algoritmalar egitilebilir. Glinlimiizde
yliz tanima i¢in Kkullanilan popiiler yontemler;
Eigenface, Fisherface ve Yerel Ikili Oriinti
Histogrami (Local Binary Pattern Histogram: LBPH)
algoritmalaridir (Balanageshwara vd., 2023).

Yapay gorme, makine gorme, hesaplamali
gorme veya goriintii analizi olarak da adlandirilan
bilgisayarli goérme, bir bilgisayar1 ara¢ olarak
kullanarak goriintiilerden bilgi ¢ikarma islemidir.
Yiiz tespiti, goriintiideki bir veya daha fazla kisinin
ylziliniin, gorinti icindeki arka plani veya icinde
bulunan diger nesneleri goéz ardi ederek
bulunmasini saglayan tekniktir. Baslangigta bir
siniflandiriciy1 egitmek icin ¢ok sayida gorintiiye
ihtiyac  vardir. Ornegin, bir yiiz dedektori
gelistirmek icin yiiz resmi igceren ve icermeyen
goriintiler gereklidir (Cadena vd., 2023).

Gergcek zamanli yiiz tanima, uygulamalarda
oldukca popiilerdir. Arya ve Tiwari, Eigenface,
Fisherface ve LBPH algoritmalarini kullanan gergek
zamanli otomatik bir yiliz tanima ve tespit sistemi
yapmislardir. Haar Cascade ile Eigenface,
Fisherface ve LBPH algortimasi kullandiklarinda
kisiyi -30° ila +30°, -60° ila +60° ve -60° ila +75°
acillardan basariyla tespit edip taniyabildigi
sonucuna varmiglardir. Ayrica kisinin 6n yiiziini
yukaridan asagiya veya tersi yonde dondirdigi
zaman Kisiyi tespit edip, 6n yiizii egik olan kisiyi de
tespit ederek taniyabilmislerdir. On yiizii egik olan
kisiyi tespit etmek ve tamimak i¢in LBPH ve
Fisherface kullanan sistem *%10 egim acisiyla en
iyi calisma performansini vermistir. On yiiz agisi
tamamen yukari ve asag1 oldugunda, Eigenface ve
LBPH algoritmasini kullanan sistem hem normal
151k kosullarinda (giindiiz) hem de distk 151k
kosullarinda (gece) en iyi sonucu vermistir (Arya ve
Tiwari, 2020).

Viola-Jones algoritmasi, bir insan yiiziiniin
ozelliklerini arayan pencere ile bir goriintiiyii tarar.
Ozellikleri bulursa ve bir yiiz olarak belirli bir
degere sahipse, goriintiiniin belirli penceresinin yiiz
oldugu tahmin edilir. Farkli boyutlarda yiizlerin
oldugu bir durumu ¢6zmek igin, pencere her
goriintll icin tekrarlanan islemle o6l¢eklendirilir
(Rahmad vd., 2020).
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Holat ve Kula¢ (2014) yaptig1 ¢calismada, yiiz
tanima sistemi icin kameradan alinan anlk
goriintiiyli ve bilgisayarda kayith olan goriintiiyii
kullanarak yiiz tespiti yapmislardir. Goriintiyii
edinme asamasi; test goriintiisiiyle ile ylzii bulma
asamasindan, yiiz konum bilgisi {izerinden o6n
islemenin yapilmasi, tanimanin yapilabilmesi ic¢in
ozellik  ¢ikarict  ve  smiflama  isleminden
olusmaktadir. Yiiz tanimada kullanilan TBA ve DAA
(Dogrusal Ayrim Analizi) ve HE (Histogram
Esitleme) yontemleri icin Medyan, Gauss ve Laplace
filtreleri kullanmiglardir. Yale veri tabani ile yapilan
denemelerde en iyi sonuglar merkezden
aydinlatilmis  gorintiller  eklendiginde elde
edilmistir. En iyi yontem ise LBP+HE+Medyan
yonteminde %85 basarim oranina sahiptir. ORL veri
tabani ile yapilan denemelerde de en iyi sonuglar
LBP+HE+Medyan yonteminde %90 basarim orani
olarak bulunmustur (Holat ve Kulag, 2014).

Yapay sinir aglar1 tabanli derin 6grenme
mimarilerinden biri de evrisimsel sinir aglaridir.
Glinlimuzde literatiirde resim tizerinde siniflama
yontemlerinde yaygin olarak kullanilmaktadir.
Transfer 6grenimi icin 6n egitim, 6zellik cikarici ve
kismi o6zellik c¢ikarici  yontemler kullanilmistir
(Dogan ve Tiirkoglu, 2019). Yapilan ¢alismada, veri
setindeki siniflandirmalarin AlexNet egitim setiyle
olan benzerligi transfer 06grenimi iizerindeki
basarisin1 arttirmistir. En yiiksek dogruluk orani
%99,02 olarak Mnist veri kiimesindedir (Firildak ve
Talu, 2019).

Derin 6grenmenin gelismesiyle CNN tabanlh
yliz tamima teknolojisi bu alanda temel yontem
haline gelmistir. Algoritmalar agismdan CNN
konvoliisyon katmani ile diger konvoliisyon
katmanlari arasinda paylasim parametreleri vardir.
Egitilecek parametre sayisinin bellek
gereksinimlerine baghh olarak azalmasi da bir
avantajdir (Wang ve Li, 2018).

CNN fikri yapay sinir aglarindan gelistirilmistir.
Biyolojik sinir agi, dogrusal olmama, eszamanlilik,
saglamlik ve yiliksek hata toleransiyla karakterize
edilir. Bu o6zelliklerinden dolay1 yapay sinir aglar

goriintii isleme gibi alanlarda olduk¢a yaygn
kullanmaktadir. Wang ve arkadaslari,
arastirmasinda 8 katmanli geleneksel kedi

tiirlerinin tanmimlanmasi, 4 evrisimsel katmani, 2
havuzlama katmani, tam bagh katman ve cikis
katmanindan olusan CNN modeli kullanmislardir.

Konvoliisyon katmani birden ¢ok katmandan
olusur. Buradaki amag, giris verileri iizerinde islem
yaparak ve farkli  ozellikler  olusturarak
konvoliisyonu gerceklestirmektir. Ayni1 zamanda
gorintii ¢ozlinlrligini azaltmak ve hesaplamay:
kolaylastirmak icin, konvoliisyon katmani goriintii
kolerasyon ilkesine goére bir araya getirilmistir.
Gelistirilen modelde dogruluk testi %68,85’ten
%79,41’e yiikkselmistir (Wang vd., 2020).

Topal ve arkadaslar1 (2023) ImageNet
izerinde egitilmis CNN gorintiilerine karsi
evrisimsel algoritma (EA) tabanl diismanca saldiri
onermislerdir. EA tabanl saldirilari, siniflandirilma
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konusunda giiven olasiigt en az %75 olarak
bulmuslardir. Onerdikleri EA tabanli saldirinin,
basari orani ve iretilen rakip goriintiilerinin gérsel
kalitesi agisindan rakiplerine gore iistiin veya esit
oldugunu ortaya koymustur (Topal vd., 2023).

2. YONTEM

Calisma kapsaminda yiiriitilen deneyler
islemci olarak Intel Core i7-10750H CPU, ekran
kart1 6zelligi nVDIA GeForce RTX2060 Intel UHD
Graphics, @2.60 GHz temel frekansi ve 16 GB RAM’e
sahip 64 bit Windows 10 Home SL isletim sistemine
sahip dizlistli bilgisayar {izerinde yapilmistir.
Gergeklestirilen deneylerde MATLAB R2018b
yazilimi kullanilmistir.

Viola-Jones yontemi goriintii diizleminin
disinda déndiriilen ve goriintii diizlemi etrafinda
dondiiriilen gorintilerdeki yiliz varyasyonlarini
inceler. Viola-Jones kaskad obje dedektorii, goriinti
lizerinde olusan pencereyi kaydirarak nesneleri
algilamaya yarar. (Jones ve Viola, 2003).

Yiiz tanimanin yapilabilmesi i¢in veri setindeki
resimlerin ilk olarak Viola-Jones algoritmasindan
basarili bir sekilde ge¢cmesi gerekmektedir. Yapilan

bu calisma icin toplam 686 yiliz fotografi
bulunmaktadir. Goriintiller siyah beyaz renk
uzayina indirgenmistir. Yeni olusturulan veri

kiimesindeki goriintii 6rnegi ve boyutu Sekil 1'de
gosterilmistir.

-

Giris resmi

 —

P .

Viola-Jones

180x200

Sekil 1. Viola-Jones algoritmasi ile taninan yiiz
resmi

Giris goriintiisiindeki yliz resmini algilamak
amaciyla kaskad obje dedektori olusturulur.
Dedektor, fotograf iizerindeki yiizii arayarak
belirlemektedir. Belirlenen yiiz nesnesi pencere
icine alinmaktadir.

Yiiz bulma ydntemleri bilgiye dayal yontemler,
degismez oOzellikli yaklasim yontemleri, sablon
eslestirme yontemleri ve goriintii isleme tabanli
yontemler olmak ilizere dort kategoride
incelenmistir. Bilgiye dayali yontemlerde, test
gorintiisiindeki insan yiiziine ait ozellikleri
¢ikartmak ve bu ozelliklere gore aday yuzleri
bulmak Kkolaydir. Ancak arka planda oldukca
basarili sonuglar {iretmesine ragmen, farkl
pozlardaki resimler icin bu yontemin uygulanmasi
oldukca zorlayicidir. Insana ait ézellikleri kurallara
veya kodlara doniistiirmek her zaman mimkiin
olmayabilir. Degismez ozellikli yaklasim
yontemlerinde, aday resimlerdeki insan ylizlerini
bulmak icin renk yogunlugu ve cesitliligi, kenar ve
desen gibi 6zellikler kullanilir. Ancak aydinlatma ve
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resimlerdeki diger giiriiltiiler ytzdeki 6zelliklerin
bulunmasini zorlastirmaktadir. Sablon eslestirme
yontemleri, yiiz resmindeki baskin tiirde olan
ozellikleri kullanarak verilen test goriintiisiiniin
lizerindeki yiizleri bulmayr dener. Hesaplamasi
oldukea kolaydir, ancak ylize yakin yerlerde tarama
yapilmazsa maliyetli olabilir. Goriintii isleme tabanlh
yontemlerde 6ncelikle giris resmi tistiinde 6n islem
uygulanir. Test ve egitim i¢in olusturulan resimler
standart hale getirilir. Siniflandirmanin
yapilabilmesi i¢in pozitif ve negatif algoritmalar
sayesinde giris verilerinin egitilmesi gerekir.
Gorintii isleme tabanli yontemler basar1 orani
yliksek makine 6grenmesi algoritmasi kullanirlar.
Hizli ve etkin ¢alismalarinin yani sira basarisi
ispatlanmis sonuglar iiretirler (Siitgtiler, 2006).
Viola-Jones algoritmasi ile ¢cerceve i¢ine alinan
yluz resimleri derin 6grenme mimarileri ve yiiz
bulma algoritmalar1 olmak iizere iki farkl islemden
gecmistir. Bu islemler Sekil 2’de gosterildigi gibidir.

r/ﬂ- _-7\'\
| Girig resmi )

AlexNet
GoogleNet
ResNet-18

SqueezeNet | PO .

Y

£ 7.‘\‘
[ Cikigresmi |
/

Viola-Jones

Eigenfaces A
Fisherfaces

Sekil 2. Viola-Jones ile derin 6grenme mimarileri
ve ylz tanima algoritmasi

Giris resmi, Viola-Jones algoritmasinda
algilandiktan sonra derin 6grenme mimarileri icin
AlexNet, GoogleNet, ResNet-18 ve SqueezeNet
mimarileri kullanilmigtir. Yiiz tanima yontemleri
icin  Eigenfaces ve Fisherfaces yontemleri
kullanilmistir.

2.1. Veri Kiimesi

Yapilan bu c¢alismada FEI yiliz veri setindeki
bazi imgeler kullamlmistir (Thomaz, 2012). FEI
yapay zeka laboratuvarinda, 19-40 yas araligindaki
calisanlarin ve 6grencilerin farkl acgilardan cekilen
pozlar1 veri setini olusturmustur. Toplamda 200
farkl kisinin 14 farkli pozlarindan olusmustur. Her
goriintiiniin boyutu 640x480 pikseldir.

Test ve egitim klasorlerinden olusan bu veri
kiimesinde 140 yiiz resmi derin &grenme
mimarileri, Eigenfaces ve Fisherfaces algoritmalari
icin ayrilmistir. 546 yiiz resmi derin 6grenme
mimarileri i¢in ayrilmistir. Derin  6grenme
mimarilerinin 6zelliklerine goére 224x224 veya
227x227 piksel boyutlarina indirgenerek yeni
klasorde toplanmistir. Toplam 686 adet goriintii yer
almaktadir. Gorlntii veri setlerinin %25’i test ve
%751 egitim (train) klasorti olarak ikiye ayrilmistir.
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Veri kiimesine ait goriintiller 14 farkl yiiz
pozlarindan olusmaktadir ve bu goriintiiler Sekil
3‘te gosterilmistir.

ittt

Sekil 3. FEI bir kisiye ait 14 farkli poz (Thomaz,
2012)

2.2. Derin Ogrenme Mimarileri

Derin 6grenme mimarileri konvoliisyon
katmanlari, havuzlama katmanlari, tam bagh ve
siniflandirma katmanindan olusmaktadir.
Mimarideki aglar, giris verisi izerindeki katmanlar
arasinda islemlerden gecerek egitilmektedir (Sert,
2020). Bu makalede yapilan ¢alisma icin kullanilan

mimariler  AlexNet, ResNet, GoogleNet ve
SqueezeNet olmak iizere dort farkli grupta
incelenmistir.

2.2.1. AlexNet Mimarisi

AlexNet mimarisi ag agirliklar1 olan sekiz
katman icerir; ilk besi evrisimli ve kalan gl
tamamen bagh katmanlardir (Krizhevsky vd, 2017).

Giris katmani 227x227x3 boyutunda olup
AlexNet mimarisi 6zellikleri Sekil 4’'teki gibidir.

Ozellix gikarma Sineflancema

FCh FCTFCE !

‘L J L J L J L J
‘Convi Comv2 Convd Coavd Convs

Sekil 4. AlexNet mimarisi 6zellikleri (Almabdy ve
Elrefaei, 2019)

Giris resmi ilk olarak  Viola-Jones
algoritmasindan gecerek yiizii bulma islemi
tamamlanmistir. Yzl bulunan goriintiler, egitim
asamasindan gecerek ornek resimleri ve bunlarin
siniflandirmalari saglanmistir. Epoch degeri, egitim
asamasl boyunca gececek olan her veri i¢in ag
iizerinde gosterilmeyi saglar. Mimarideki aglar
egitilirken, dogrulugu arttirabilmek ve daha iyi
sonuclar elde edebilmek amaciyla epoch sayilari
degistirilerek denemeler yapilmistir.

2.2.2 ResNet Mimarisi

Derin kalint1 ag1 veya ResNet mimarisi, He ve
arkadaslari tarafindan gelistirilmis bir modeldir (He
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vd., 2016). Derin 6grenme egitimindeki ikilemleri
yenmek icin olusturulmustur. Ciinkii derin 6grenme
egitimi oldukca zaman alir ve belirli sayida
katmanla sinirlidir. ResNet modelinin diger mimari
modellere Kiyasla avantaji, mimari derinlesse bile
bu modelin performansinin  diismemesidir
(Sarwinda vd., 2021).

ResNet18 mimarisi 72 katman ve 18 ag
derinligi, ResNet50 mimarisi 177 katman ve 50 ag
derinligi, ResNet101 mimarisi ise 347 katman ve
101 ag derinligine sahip onceden egitilmis ag
mimarileridir. Giris gorintii katmani 224x224x3
boyutundadir (Raghu vd, 2020). ResNet-18
mimarisinin 6zellikleri Sekil 5‘te gdsterilmistir.

Ozellik gikarma Siniflandirma

ResNet-18 Modeli Siniflandirici

224224

v

14141256

14x14258

114256

' | I  —
!Convi Conv2 Conv3  Conv4  Conv5 FC1000

Sekil 5. ResNet-18 mimarisi 6zellikleri (Almabdy ve
Elrefaei, 2019)

224x224x3 boyutundaki giris resmi Viola-Jones
algoritmasindan gectikten sonra, egitime girmistir.
Egitim asamasi; 6zellik ¢ikarma ve simiflandirma
adimlarindan olusmaktadir. Ozellik c¢ikarma ve
siniflandirma adimindan sonra sinif etiketi olusmus
resim elde edilmistir.

2.2.3 GoogleNet Mimarisi

Szegedy ve arkadaslar1 tarafindan 2014’te
ImageNet Biiyiik Olcekli Gorsel Tanima Yarismasi
(ILSVRC) i¢cin kurulan GoogleNet adli takim, iki
farkli kategoride birinci olmustur. ilk kategoride, ek
egitim verileriyle nesne tespitinde, algilama
modelleri toplulugu i¢cin dogrulama orami %44,5’tir.
Siniflandirma ve yerellestirme olarak adlandirilan
ikinci kategoride toplam 5 deger skorunda %6,66
hata vermistir. Hebbian ilkesinden elde edilen ¢cok
Olgekli fikrini, evrisimli sinir ag1 mimarisiyle
birlestiren ¢alismadir. Fikirleri birlestirmek toplam
parametre sayisini azaltirken, evrisimsel
katmanlardaki parametre sayisini 6nemli derecede
attirmay1 saglamistir (ImageNet Large Scale Visual
Recognition Challenge, 2014).

Transfer 6grenimi, yeni problemin temeli
olarak onu bastan egitmek yerine 6nceden egitilmis
ag1 kullanmayi tercih eder (Seker A, 2018). Derin
6grenme ile yapilan calismalarin ¢ogunda basari
oranint  arturdigrt  gozlenmistir.  GoogleNet
mimarisinde, konvoliisyon ve havuzlama
katmanlarindan gegen aglar, transfer 6grenimi icin
egitilmistir. Egitilmis aglarin son asamasi Sekil 6’da
gosterildigi gibidir.
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Sekil 6. Egitilen agin transfer 6grenimi
2.2.4 SqueezeNet Mimarisi
landola ve arkadaslar1 yapmis olduklar

calismada, evrisimsel sinir aglarinda dogrulugu
arttirmak icin SqueezeNet mimarisini
tasarlamiglardir. Tasarim icin ii¢ ana strateji
kullanmiglardir: ilki 3x3 filtreleri 1x1 boyutlu
filtrelerle degistirmektir. Boylece dokuz kat daha az
parametreye sahip filtre kullanmuglardir. Ikinci
olarak, filtrelere giris kanali sayisim1 3x3 filtrelere
diisirmektir. Mimari bir konvoliisyon katmani, 8
atesleme modiili ve son konvoliisyon katmanindan
olusmaktadir (Iandola vd., 2016).

Calisma i¢in olusturulan veri setindeki giris yiiz
gorintiileri, 227x277x3 boyutuna cevrilerek ayri
klasore eklenmistir. Orijinal boyutlu gorintiiler
farkli klasorde tutulmus olup, bu goriintiilerin
siniflandirma 6rnekleri Sekil 7°de gosterilmistir.

8 4
7 2
3 A
a 8

e =
Do =

Sekil 7. SqueezeNet siiflandirma 6rnekleri

Ornek smiflandirma isleminden sonra, ag
tekrar egiterek transfer O0grenimi
gerceklestirilmistir. Egitim asamasindaki basarim
orani egrisi Sekil 8'deki gibidir.

Trasng Progress [Huhun-J0H 18414

T

Sekil 8. ImageNet agln_lﬁ egitimi
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2.3 Yiiz Tanima Yontemleri
2.3.1 Eigenfaces ile Yiiz Tanima

Eigenfaces ile yiiz tanima metodunda, veri
setindeki tiim gorintiler siyah beyaz renk uzayina
cevrilmistir. Goriintiiniin piksel boyutlar1 180x200
olarak indirgenmistir. Gorlintii veri taban1 matrisini
ortalama goriintiiden fark:i alinmig goriintii matrisi
olusturur. Goriintiller N?xM boyutlu veri matrisi
haline getirilmistir. Eigenfaces ile elde edilebilir
olmas1 igin, gorlinti veri tabani matrisiyle
kovaryans matrisi islemi gerceklestirilir.

Egitim setindeki 140 goriintiiden 120 tanesi
Viola-Jones algoritmasindan basariyla ge¢cmistir.
Yiiz tabanindaki kisilerin 14 farkh goriintiisii yerine,
algoritmada algilanan 12 farkh yliz gorlntiileri
kullanilmistir. Yeni olusan egitim setindeki bir

kisinin 12 farkli goriintiist Sekil 9'daki gibidir.
Sekil 9. Egitim setindeki 6rnek goriintii kiimesi

Kaskad obje dedektorii araciligiyla kare igine
alinan resimler kirpilarak, 431x360 ornek piksel

boyutlu resim  180x200 piksel  boyutuna
distrilmiistiir.
10 ayrn1 kisiden olusturulan 120 farkh

fotografin 30’u test, 90 tanesi egitim klasori olmak

izere iki klasore ayrilmistir. Egitim ve test
goriintlsiiniin karsilastirmasi Sekil 10’da
gosterilmistir.

Bryrma

Egitim goriintiisi Test goriintisii

Sekil 10. Veri setindeki egitim ve test goriintiisii

Veri  setindeki iki goriinti  birbiriyle
karsilastirildiginda, ayn1  kisiye ait oldugu
gorilmektedir.

2.3.2 Fisherfaces ile Yiiz Tanima

Fisherfaces yaklasimi DAA’ya dayanmaktadir.
DAA sinif i¢i degiskenligi en aza indirirken, siniflar
aras1 degiskenligi en st diizeye c¢ikaran verilerin
dogrusal kombinasyonlarint bulmayr amaglayan
denetimli bir boyutluluk azaltma yontemidir
(Cakmakoglu, 2018). Giris verilerindeki farkh
siniflar arasinda en iyi ayrimi saglayan yeni
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indirgenmis alt uzay1 bulmaya calisir. Bu temel fikir,
TBA uygulamasina benzer sekilde yiiz tanimaya
uygulanir. Her yliz goriintiisii daha yiiksek boyutlu
bir uzayda nokta olarak kabul edilir. Ardindan,
fisherfaces adi verilen temel vektorleri elde etmek
icin verilere DAA uygulanir. Yiz goriintileri daha
sonra eslestirmenin gercgeklestirildigi bu temelde
yansitilir (Aly M., 2006).

Egitim setindeki 140 goriintiiniin 120 tanesi
yiz bulma dedektériinden gecmistir. Goriintiiler
siyah beyaz renk wuzayinda 180x200 piksel
boyutuna indirgenerek olusturulmustur. Egitim
setindeki bir kisiye ait yiiz goriintlii kiimesi 6rnegi
Sekil 11'de gosterilmistir.

Sekil 11. Egitim setindeki bir kisinin goériintileri

Yiiz goriintilerinde farkli yiiz ifadeleri ve farkh
acilardan ¢ekimler oldugu gortilmektedir.

3. BULGULAR

Bu béliimde ilk olarak Viola-Jones algilama
dedektorii ile yiliz gorintiilerinin ne kadarinin
algilanip algilanmadigl, buna bagh olarak dogruluk
oranlar1 gosterilmistir. Viola-Jones algoritmasindan
algilanarak gecen yiiz resimleri yiliz tanima
yontemlerinde kullanilan veri setini
olusturmaktadir. Veri setindeki goriintiiler egitim
ve test olmak iizere iki kategoriye ayrilmistir. ikinci
olarak, yiliz tamimada Eigenfaces ve Fisherfaces
yontemleri kullanilmistir. Eigenfaces ydnteminde,
giris gorlintii resmi icin ortalamasi ve matris
boyutlariyla 6zdeger ve 0Ozvektorler yardimiyla
agirhk matrisi bulunmustur. Oklid mesafesine gore
karsilastirmasi yapilarak goriintiiniin es degeri test
goriintiisiinde elde edilmistir. Fisherfaces
yonteminde, giris resmi {izerinden resmin
ortalamas1 ve simif i¢i ortalamasi aracilifiyla 6z
vektdr matrisi bulunmustur. Test ve egitim
gorintiilerinin oklid mesafesi araciligiyla
eslestirmeleri yapilmistir. Calismanin  sonraki
adimlarinda, derin 6grenme modellerinden
evrisimsel sinir aglari olan AlexNet, ResNet-18,
GoogleNet ve SqueezeNet mimarileri kullanilmistir.
Her bir mimari i¢in siiflandirma o6rnekleri ve
egitim asamas1 uygulanmistir. Yiiz tanima dogruluk
oranlar1 gosterilmistir. Son olarak derin 6grenme
modellerinde kullanilan hiper parametreler ve bu
parametrelere bagh olarak elde edilen bulgular

gosterilmistir.

Viola-Jones algoritmas1 ile elde edilen yiiz
tespitindeki  dogruluk oranlar1 Tablo 1’de
gosterilmistir.
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Tablo 1. Viola-Jones algoritmasinin performansi

Toplam Tespit Tespit Dogruluk
yuz edilen | edilemeyen | orani
resmi yliz yliz resmi (%)
resmi
Viola- 140 120 20 85,71
Jones
Viola- 546 462 84 84,61
Jones

Viola-Jones algoritmasinda toplam 686 goriintii
icinde tespit edilen yiiz resimleri 582, tespit
edilemeyen yiiz resimleri 104 tanedir. Veri
setindeki en yiiksek dogruluk orani %85,71 olarak
bulunmustur.

3.1 Yiiz Tanima Yéntemleriyle ilgili Bulgular

Yiiz  tanima  yontemlerinde  kullanilan
Eigenfaces ve Fisherfaces algoritmalari icin sag, sol
ve orta poz olmak iizere ¢ farklh goriinti
incelenmistir. Veri setindeki goriintiilerin hepsi test
ve egitim klasori olarak ikiye ayrilmistir. Eigenfaces
algoritmasindaki dogruluk oranlar1 Tablo 2’de
gosterilmistir.

Tablo 2. Eigenfaces ile ytliz tanima dogruluk orani

Eigenfaces Sag poz | Sol poz | Orta poz

Toplam yiiz 120 120 120
goruntisi

Toplam test 30 30 30
goruntiisi

Toplam egitim 90 90 90

goruntiisi

Dogru yiiz 13 6 23
goruntiisi

Yanlis yiiz 17 24 7
goruntiisi

Dogruluk orani (%) 43,33 20 76,66

Tablo 2’de elde edilen bulgularda en fazla
yanlis bulunan yiiz goériintiisii sol pozda, en fazla
dogru bulunan yiiz goriintiisii orta pozda olmustur.
Dogruluk oranlari kiyaslandiginda, en yiiksek deger
%76,66 bulunarak orta pozda gerceklesmistir.

Fisherfaces algoritmasinda goriintiiler sag, sol
ve ortadan olmak f{zere ii¢ ayr1 kategoride
incelenmistir. Elde edilen ylz tanima
performanslari Tablo 3’te gosterilmistir.
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Tablo 3. Fisherfaces ile yiiz tanima dogruluk oram

Fisherfaces Sag poz | Sol poz | Orta poz

Toplam yiiz 120 120 120
goruntisu

Toplam test 30 30 30
goruntisu

Toplam egitim 90 90 90

goruntisu

Dogru yiiz 18 6 22
goruntisu

Yanlis yiiz 12 24 8
goruntisu

Dogruluk orani (%) 60 20 73,33

Orta pozda en yiiksek dogru yiiz goriintiisii
elde edilmistir. Sol poz icin en diisiik dogruluk orani
%20 oldugu gozlenmistir. Dogruluk oranlarinda en
yliksek basarim %73,33 olarak orta pozda
bulunmustur.

3.2 Derin Ogrenme Mimarileriyle ilgili Bulgular

Derin 6grenme mimarileriyle yiiz tanimada
dogruluk oranlarini attirabilmek icin epoch sayi
araliklar1 ile c¢alismalar yapilmistir. AlexNet
mimarisiyle yiiz tanima metodunda 3-10 epoch say1
araliginda denemeler yapilmistir. Yapilan ¢alismada
elde edilen bulgular Tablo 4’te gdsterilmistir.

Tablo 4. AlexNet ile yiliz tanima i¢in epoch sayilar
ve dogruluk oranlari

AlexNet GOriintii Sayisi

Epoch 120 462 30 30 30

Degeri sag sol orta
3 77,78 76,45 | 87,27 | 88,46 | 82,69
4 83,95 81,61 | 9091 | 88,46 | 88,46
5 91,36 87,10 | 9091 | 92,31 | 86,54
6 83,95 88,06 | 94,55 | 90,38 | 92,31
7 86,42 89,68 | 92,73 | 90,38 | 90,38
8 79,01 92,26 | 9091 | 92,31 | 88,46
9 90,12 92,90 | 9091 | 88,46 | 92,31
10 90,12 92,58 | 96,36 | 94,23 | 96,15

AlexNet mimarisi dogruluk oranlarina gore;
120 gorintii icin epoch degeri 5, 462 goriintii i¢in 8,
30 sag goriinti icin 10, 30 sol goriinti i¢in 10 ve 30
orta gorinti icin 10 olarak belirlenmistir. En
yliksek dogruluk orani %96,36 olarak sag
goriintiide bulunmustur.

ResNet-18 mimarisiyle yiiz tanimada daha iyi
bulgular elde edebilmek i¢in epoch say1 araliklari ile
denemeler yapilmistir. Bulunan dogruluk oranlari
Tablo 5’te gosterilmistir.
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Tablo 5. ResNet-18 ile yiliz tamima i¢cin epoch
sayilar1 ve dogruluk oranlari

ResNet- Goriinti Sayis1

18

Epoch 120 462 30 30 30

Degeri sag sol orta
3 86,42 91,61 | 84,62 | 84,62 | 86,54
4 93,83 72,26 | 86,54 | 86,54 | 96,15
5 88,89 81,29 | 92,31 | 88,46 | 86,54
6 96,30 88,39 | 90,38 | 92,31 | 92,31
7 98,77 92,26 | 98,08 | 92,31 | 96,15
8 96,30 92,90 | 94,23 | 94,23 100
9 97,53 98,71 | 94,23 | 94,23 | 98,08
10 97,53 95,81 | 92,31 | 92,31 | 96,15

Derin 6grenme mimarileri i¢in olusturulan 462
goriintii ve yliz tanima yodntemleri i¢in olusturulan
120 goriintiiniin tamami ve bu goriintiilerin pozlara
gore ¢ farkhi goriinti kiimeleri kullamilmistir.
Epoch deger araliginda 8 olarak belirlenen
denemede en yiiksek dogruluk oranmi orta pozda
%100 olarak gozlenmistir.

GoogleNet  mimarisiyle  yiiz  tanimanin
saglanabilmesi i¢in epoch degerleri ile denemeler
yapildiginda bulunan dogruluk oranlarnn igin
bulgular asagidaki Tablo 6’daki gibidir.

Tablo 6. GoogleNet ile yiiz tanima icin epoch
sayilar1 ve dogruluk oranlari

GoogleNet Goriinti Sayisi

Epoch 120 462 30 30 30

Degeri sag sol orta
3 71,60 | 69,03 | 80,77 | 84,62 | 84,62
4 71,60 | 76,77 | 88,46 | 88,46 | 86,54
5 76,54 | 75,81 | 88,46 | 88,46 | 82,69
6 79,01 | 86,15 | 88,46 | 88,46 | 84,62
7 86,42 | 87,74 | 88,54 | 88,46 | 86,54
8 86,42 | 86,45 | 88,46 | 92,31 | 90,38
9 90,12 | 90,97 | 94,23 | 84,62 | 92,31
10 93,83 | 89,35 | 94,23 | 94,23 | 90,38

Verilen deger araliklarina gore en yiiksek
dogruluk %94,23 olarak sag ve sol pozda, 9 ve 10
epoch degerlerinde bulunmustur.

Derin 6grenme mimarilerinden SqueezeNet ile
yiz tanima i¢in epoch degerlerinde elde edilen
bulgular Tablo 7’de verilmistir.
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Tablo 7. SqueezeNet ile yiiz tanima i¢cin epoch
sayilar1 ve dogruluk oranlari

SqueezeNet Gorunti Sayisi

Epoch 120 462 30 30 30

Degeri sag sol orta
3 61,73 | 63,87 | 83,64 | 84,62 | 82,69
4 69,14 | 7548 | 83,64 | 84,62 | 84,62
5 7531 | 79,35 | 83,64 | 86,54 | 82,69
6 80,25 | 82,58 | 85,45 | 86,54 | 86,54
7 81,48 | 88,39 | 87,27 | 92,31 | 90,38
8 77,78 | 88,06 | 89,09 | 92,31 | 88,46
9 91,36 | 90 87,27 | 82,69 | 84,62
10 97,53 | 85,16 | 94,55 | 84,62 | 84,62

SqueezeNet mimarisiyle yiiz tanimada epoch
sayllarinin sec¢ilmesinde 120 goriintide 10, 462
goriintiide 9, sagda 10, solda 7 ve orta pozda 7
degerlerinde basari oranlarinin arttig1 goérilmiistiir.
En ylksek dogruluk oram1 %97,53 olarak
bulunmustur.

Derin 6grenme mimarileri i¢in Tablo 4, Tablo 5,
Tablo 6 ve Tablo 7’de verilen dogruluk degerleri
veri kiimesinin %75 egitim ve %25 test olarak
ayrilmasi ile yapilan egitim sonucunda, test veri
kiimesindeki performanslarini gostermektedir.

Tablo 4, Tablo 5, Tablo 6 ve Tablo 7’ye gore her
bir derin 6grenme modeli i¢cin en yiiksek dogruluk
degerinin elde edildigi maksimum epoch degeri
kullanilarak, derin 6grenme modelleri iizerinde 5

kath c¢apraz dogrulama uygulanmistir. Capraz
dogrulamada, derin 06grenme mimarileri icin
kullanilan y18in  boyutu (mini batch size),

maksimum epoch degeri (max epoch) ve baslangi¢
O6grenme katsayisi (initial learning rate) degerleri
Tablo 8’de verilmistir.

Tablo 8. Derin 6grenme mimarilerinde kullanilan
hiper parametreler

Mimari Yigin Maksimum Ogrenme

Modeli Boyutu Epoch Katsayisi

AlexNet 15 10 0,0001
ResNet-18 10 3 0,0001
GoogleNet 15 9 0,0003
SqueezeNet 15 5 0,0003

Tablo 8’de verilen yi8in boyutu ve baslangig
O6grenme Kkatsayis1 degerleri, ayni zamanda veri
kiimesinin %75 egitim ve %25 test seklinde ayrimi
ile yapilan performans degerlendirmesinde de
kullanilmistir.
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Tablo 9. Derin 6grenme mimarileri igin
dogrulama sonuglari

capraz

Mimari Gorunti Sayisi

Model

Capraz 120 462 30 30 30
Dogrulama .

sag sol orta

AlexNet 73,6 846 | 738 | 67,8 | 60,8
ResNet-18 96,8 97 84,4 | 73,2 | 78,2
GoogleNet 84,4 86,6 | 62,8 | 60,8 64
SqueezeNet | 88,8 93,6 76,6 58,8 60

Tablo 9’a gore en yiiksek dogruluk degeri tiim
mimariler i¢in 462 resmin bulundugu veri kiimesi
ile elde edilmistir. AlexNet i¢in en yiiksek dogruluk
degeri %84,6. ResNet icin %97, GoogleNet igin
%86,6 ve SqueezeNet icin %93,6 olarak
bulunmustur.

Bu ¢alismada bulunan sonuglarin, literatiirde
FEI veri kiimesi kullanilarak yapilan c¢alismalarla
karsilastirilmasi Tablo 10’da verilmistir.

Tablo 10. FEI veri kiimesiyle yapilan calismalar

Referans Mimari Dogruluk

Model Orani

Almabdy ve Elrefaei | AlexNet+SVM 97,50
(2019)

Curtidor vd., (2021) RLD 93,57

Hassan vd., (2021) LDA 97,84

Win vd,, (2021) MTCNN 86,80

Ayata ve Cavus ESA 98,86
(2022)

Yapilan Calisma ResNet-18 97

Bu calismada kullanilan Resnet-18, Curtidor vd. ile
Win vd./nin c¢alismalarindan daha iyi sonug
vermistir. Almabdy ve Elrefaei ile Hassan vd.'nin
calismalari ile hemen hemen ayni sonucu vermistir.
Ancak Ayakta ve Cavus’un ¢alismasindan biraz daha
diistik performanstadir.

4. SONUCLAR

Bu c¢alismada, yliz tanima algoritmasi goriintii
tabanli yontemler ve derin 6grenme mimarileri
kullanilarak egitilmis, dogruluk oranlari
kiyaslanmistir.  Yiiz tamimanin 6n adiminda
kullanilan ytiiz algilama i¢in Viola-Jones algoritmasi
tercih edilmistir. Kare icinde bulunan yiiz
gorintiileri veri tabani olarak kaydedilmistir.

Yiiz tanmima teknikleri icerisinden Temel
Bilesen Analizi ile Eigenfaces yontemi ve Dogrusal
Ayrim Analizi ile Fisherfaces yontemi kullanilmistir.
Oncelikle Eigenfaces algoritmasi kullamilarak sag,
sol ve 6n olmak iizere Ui¢ farkll yliz gorintiisii
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incelenmistir. Test goriintiisiinden secilen resim bu
metotlar aracilifiyla egitime giren resimlerle
karsilastirilmistir. Ayni kisiye ait olan goriintiiler
dogru, farklh kisiye ait olan goriintii eslesmeleri
yanlis olarak belirlenmistir. On pozisyonlarda yiiz
tanima sikliginin arttigi gézlemlenmistir. Bununla
birlikte, Fisherfaces algoritmasi incelendiginde 6n
pozun yiiz tanima orani en iyi sonucu vermistir. iki
algoritma birbiriyle kiyaslandiginda, Eigenfaces

algoritmas1 %76,66 yliksek dogruluk oranina
sahiptir.
Derin 06grenme yontemlerinden AlexNet,

ResNet-18, GoogleNet ve SqueezeNet mimarileri
kullanilmistir. Gortntiiler sag, sol, 6n ve hepsi
olarak dort farkli kategoride incelenmigtir. ilk
olarak veri kiimesi %75 egitim ve %25 test olarak
ayrilarak derin 6grenme yontemlerinin
performanslar1  degerlendirilmistir. En yiiksek
dogruluk  orammi  veren epoch  sayisinin
belirlenebilmesi i¢cin 3-10 araliginda epoch
degerleri icin denemeler yapilmistir. Elde edilen
sonuclarda AlexNet'te 10 epoch, ResNet-18'de 8
epoch, GoogleNet'te 9 ve 10 epoch degerlerinde,
SqueezeNet'te 10 epoch degerlerinde en yiiksek
dogruluk oranlar1 elde edilmistir. Mimariler
birbirleriyle karsilastirildiginda en yiiksek basarim
ResNet-18 i¢in %100 olarak bulunmustur.

Ayrica, derin 6grenme mimarileri lzerinde 5
kath ¢apraz dogrulama uygulanmistir. Elde edilen
sonuclara gore, en yiiksek dogruluk orani ResNet-
18 icin %97 olarak elde edilmistir.

120, 462, 30 sag, 30 sol ve 30 orta goriinti
icerisinden en disiik performans Eigenfaces ve
Fiherfaces igin 30 sol pozda olmustur.
Gorilintiilerdeki sag sol poz oranlarinin dogruluk
sayisint etkiledigi goézlenmistir. Derin 6grenme
mimarilerinde ise AlexNet, ResNet-18 ve
SqueezeNet'te 30 sol pozda en diisiik sonuglar elde
edilmistir. GoogleNet mimarisinde ise 30 sag pozda
en diisiik sonucu vermistir. Gorlintii sayis1 arttikca
ve epoch degeri diistiikce elde edilen dogruluk
oranlarinin  azaldigi  goriilmiistiir. Capraz
dogrulama i¢in en diisiik sonu¢ 30 sol pozda
cikmistir. Dogrulugun arttirilmasi ve gorintiilerdeki
parametre degerlerine bagh degisikliklerin en iyi
performans1 vermesi icin daha farkli g¢alismalar
yapilabilir.

Sonu¢ olarak derin 6grenme mimarilerinin,
goriintii isleme tabanli yontemlere kiyasla daha iyi
sonuclar verdigi gozlenmistir. Goriintii isleme
alaninda ¢ok popiiler olan bu yontemlerin gelecekte
daha iyi sonuglar verecegine inanilmaktadir.
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0Z
Anahtar Kelimeler: Siber fiziksel sistemler (SFS), fiziksel diinyadaki siireclerin ve bilgisayar tabanl kontrol
Siber Fiziksel Sistemler, mekanizmalarinin entegrasyonunu saglayan sistemlerdir. Bu sistemler, endiistriyel
Bibliyometrik Analiz, otomasyondan saglik hizmetlerine kadar genis bir yelpazede uygulama alanina sahiptir.
Lisansiistii Tez Bu ¢alismanin amaci, Tiirkiye'de SFS iizerine yapilan lisansiistii tezlerin bibliyometrik

analizini yaparak, bu alandaki arastirma egilimlerini ve mevcut durumu anlamaktir.
Calisma kapsaminda, Tiirkiye'de yaymlanmis 80 lisansiistii tez incelenmistir. Yapilan
analizler, Tirkiye'de SFS alanina olan ilginin son yillarda arttigini gdstermistir. Bu
analizler en fazla tezin 2019 yilinda yayinlandigin1 gostermektedir, tezlerin %85’
ylksek lisans, %15’i doktora tezidir, tezlerin %95'i devlet iiniversitelerinde, en fazla ise
istanbul Teknik Universitesi'nde yapilmistir. Sosyal Bilimler Enstitiisii en fazla tez
yayinlanan enstitii olmustur. Ana bilim dallar1 arasinda isletme ve Endiistri Miihendisligi
one cikmaktadir. Tezler genellikle nicel yontemler kullanilarak hazirlanmistir. Anahtar
kelime analizleri, SFS ¢alismalarinin "endiistri 4.0", "akilli sistemler" ve "siber glivenlik"
gibi temalarda yogunlastigini ortaya koymustur. Elde edilen bulgular, Tirkiye'deki SFS
arastirmalarinin genel durumu hakkinda kapsamli bir bilgi sunmakta ve gelecekte
yapilacak calismalar i¢in yol gdsterici oneriler sunmaktadir. Calismanin sonuglari,
Tiirkiye'de SFS alanindaki arastirmalarin daha da gelismesi i¢in disiplinler arasi is
birliklerinin artirilmasi, siber giivenlik ve etik konularinin derinlemesine incelenmesi ve
uluslararasi is birliklerinin gliglendirilmesi gerektigini 6nermektedir.

Academic Trends in Cyber-Physical Systems in Turkey: A Bibliometric Analysis

ABSTRACT
Keywords: Cyber-physical systems (CPS) are systems that enable the integration of processes in the
Cyber Physical Systems, physical world and computer-based control mechanisms. These systems have a wide
Bibliometric Analysis, range of applications from industrial automation to healthcare. The aim of this study is
Postgraduate Thesis to understand the research trends and status in this field by conducting a bibliometric

analysis of postgraduate theses on CPS in Turkey. Within the scope of the study, 80
postgraduate theses published in Turkey were examined. The analyses conducted
showed that the interest in the field of CPS in Turkey has increased in recent years. These
analyses show that the most theses were published in 2019, 85% of the theses were
master's theses, 15% were doctoral theses, 95% of theses were made in state
universities, and the most were made in Istanbul Technical University. The Institute of
Social Sciences was the institute with the most theses published. Business and Industrial
Engineering stand out among the main branches of science. Theses were generally
prepared using quantitative methods. Keyword analyses revealed that SFS studies are
concentrated on themes such as "industry 4.0", "smart systems" and "cyber security".
The findings provide comprehensive information about the general status of SFS
research in Turkey and provide guiding suggestions for future studies. The results of the
study suggest that interdisciplinary collaborations should be increased, cybersecurity
and ethical issues should be examined in depth, and international collaborations should
be strengthened for the further development of SFS research in Tiirkiye.
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1. GiRiS

Siber fiziksel sistemler (SFS), fiziksel siire¢lerin
ve bilgisayar tabanli kontrol mekanizmalarinin
entegrasyonunu saglayan, karmasik ve cok katmanl
sistemlerdir. Bu sistemler, sensorler ve aktiiatorler
araciligiyla fiziksel diinyadan veri toplar ve bu
verileri analiz ederek belirli eylemleri gerceklestirir.
Endiistri 4.0'1in 6nciisi olarak kabul edilen SFS'ler,
akill iiretim tesislerinden saglik hizmetlerine, enerji
yonetiminden akilli sehir altyapilarina kadar genis
bir yelpazede uygulama alanina sahiptir (Lee, 2015;
Baheti ve Gill, 2011). Bu sistemlerin, slireg
optimizasyonu, enerji verimliligi ve gilivenlik gibi
kritik alanlarda sagladigi faydalar, onlarin modern
endiistriyel ve sosyal altyapinin ayrilmaz bir parcasi
haline gelmesine neden olmustur (Karnouskos,
2011). Endistri 5.0'in, Endiistri 4.0 lizerine insa
edilen bir paradigma olarak, insan odakl iiretim
stireglerini teknolojiyle biitiinlestirdigi
vurgulanmaktadir. Ancak, Endiistri 5.0'in getirdigi
siber glivenlik riskleri de dikkate degerdir. Yeni
sanayilesmis ilkelerin siber giivenlik duzeyleri
derinlemesine incelenmis ve {ilkelerin siber
glivenlige yonelik yaklasgimlarinin  bu  gegis
stirecindeki kritik rolii ortaya konulmustur (Duran,
2024).

SFS'lerin  gelisimi, bilgi teknolojileri ve
mithendislik disiplinlerinin bir araya gelmesiyle
mimkin olmustur. Bilgisayar bilimleri, kontrol
teorisi, sensor teknolojisi ve ag iletisimi gibi
alanlarin bir arada kullanilmasi, bu sistemlerin
karmasikligimi = ve islevselligini artirmaktadir
(Rajkumar, Lee, ve Sha, 2010). Bu baglamda, siber
giivenlik de SFS'ler icin kritik bir unsur haline
gelmigtir. Sistemlerin kesintisiz ve glivenli bir
sekilde calismasini saglamak, potansiyel tehditlere
karsi almacak o6nlemlerle miimkiindir (Oztiirk,
2020). SFS alaninda gergeklestirilen bazi ¢alismalar
su sekildedir; Bhadani (2024), akilli sebekelerin SFS
perspektifinden incelenmesini saglamis ve bu
entegrasyonun getirdigi teknik zorluklari, faydalar
ve SFS'nin akilli gsebekelere katki saglama
potansiyelini detaylandirmistir. Harkat vd. (2024),
SFS giivenligine yonelik mevcut tehditler, saldir
tlirleri ve savunma mekanizmalari sistematik olarak
incelenmistir. Calisma, SFS giivenlik agiklarinin
degerlendirilmesi  ve  giivenlik  yapilarinin
gliclendirilmesinin yan1 sira etik ve toplumsal
etkilerin de o6nemini vurgulamaktadir. Lou vd.
(2024), insan-merkezli siber-fiziksel sistemlerin
tasarim, iretim ve hizmet asamalarindaki etkileri
incelemis, 6zellikle insan ve teknoloji entegrasyonunun,
tasarim ve lretim siireglerini optimize etmede oynadigi
rolii vurgulamiglardir. Caligma, insan-merkezli siber-
fiziksel sistemler ile insan-robot etkilesimi, dijital ikiz,
veri entegrasyonu ve toplumsal etkilesime yonelik
teknolojiler gibi dnemli konulart detaylandirmaktadir.
Yu vd. (2023), SFS’nin giivenlik tehditlerini fiziksel,
siber ve siber-fiziksel alanlarda ele alarak bu alanlardaki
savunma mekanizmalarimi  kapsamli  bir sekilde
incelemislerdir. Caligmada, SFS'in artan giivenlik
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riskleri karsisinda gelistirilmesi gereken savunma
stratejileri ve gelecekteki arastirma yonelimleri de
tartisilmaktadir. Canonico ve Sperli (2023), sanayi
iiretim tesislerinde siber-fiziksel sistemlerin giivenligi
kapsamli bir sekilde ele alinmistir. Calisma, endiistriyel
kontrol sistemlerini hedefleyen siber saldir1 tiirlerini ve
bu saldirilara kars1 gelistirilen model tabanli ve yapay
zeka tabanl giivenlik énlemlerini siiflandirarak analiz
etmektedir. Bu yaklagim, SFS giivenliginde giincel
tehditlerle basa ¢ikmak ve etkin savunma stratejileri
olugturmak i¢in Onemli bir metodolojik ¢erceve
sunmaktadir.

Tiirkiye'de SFS'ler konusundaki akademik
calismalarin artmasi, bu alandaki arastirmalarin
onemini vurgulamaktadir. Tiirk arastirmacilar, bu
alanda hem teorik hem de uygulamali ¢alismalar
yaparak literatiire 6nemli katkilarda bulunmustur.
Ornegin, Demirci (2019) SFS'lerin endiistriyel
uygulamalarda kullanimina dair detayl analizler
sunmustur. Ancak, bu calismalarin kapsamli bir
bibliyometrik analizi yapilmamistir. Bu eksiklik,
Tirkiye'deki SFS arastirmalarinin genel durumunu
ve bu alandaki egilimleri tam anlamiyla anlamay1
zorlastirmaktadir.

Bu ¢alismanin amaci, Tiirkiye'de SFS'ler iizerine
yapilan 80 lisansiistii tezi bibliyometrik yontemlerle
analiz etmektir. Bu analizde, tezlerin yillara gore
dagilimi, kullanilan ydntemler, anahtar kelimeler,
Uiniversiteler ve enstitiiler gibi c¢esitli kriterler
degerlendirilecektir. Ayrica, bu ¢alismalarin hangi
konular etrafinda yogunlastigi ve hangilerinin daha
fazla ilgi gordigli de incelenecektir. Boylece,
Turkiye'deki SFS arastirmalarinin mevcut durumu
hakkinda kapsamli bir bilgi elde edilerek, gelecekteki
arastirmalar icin yonlendirici bilgiler sunulacaktir.

SFS'lerin hizli gelisimi ve genis uygulama alani,
bu alandaki bilimsel literatiiriin de hizla biiytimesine
yol agmistir. Bu calismada oOnceki literatiir
taramalar1 ve mevcut ¢alismalar 1s181inda SFS'lerin
onemi ve bu alandaki arastirma bosluklar ele

alinacaktir. Ozellikle, Tiirkiye'de yapilan
calismalarin kiiresel literatiirdeki yeri ve bu alandaki
uluslararas1 is  birlikleri  degerlendirilecektir.

Calismanin sonunda, SFS'ler {izerine gelecekte
yapilacak arastirmalar i¢in 6neriler sunulacaktir. Bu
Oneriler hem akademik arastirmalarin
derinlesmesini hem de wuygulamali projelerin
gelistirilmesini tesvik edecektir.

2. BIBLIYOMETRIK ANALIZ

Bibliyometrik analizler, bilimsel literatiirdeki
dinamikleri ve aragtirma alanlarindaki degisimleri
anlamak icin 6nemli bir aragtir. Bu yontemle yapilan
calismalar, belirli bir alanin zaman icindeki
gelisimini ve bu alandaki arastirma egilimlerini
ortaya koyar (Karademir ve Akin, 2021). Ornegin,
miithendislik alanindaki yaymlarin bibliyometrik
analizini yapan Cakmak ve Oztirk (2019),
Tirkiye'deki miihendislik arastirmalarinin son
yillarda nasil bir gelisim gosterdigini ve hangi
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konularin 6ne c¢ktigini detayll bir sekilde
incelemislerdir.

Bibliyometrik  analizler, ayni  zamanda
arastirma is birliklerinin ve atif aglarinin

haritalandirilmasina da olanak tanir. Sahin ve Ugurlu
(2018), Tirkiye'deki saglik bilimleri alanindaki
arastirma is birliklerini analiz ederek, bu is
birliklerinin yayin kalitesine etkisini incelemislerdir.
Benzer sekilde, Demir ve Yilmaz (2020), egitim
bilimleri alaninda yapilan tezlerin bibliyometrik
analizini yaparak, bu alandaki arastirma trendlerini
ve is birligi aglarini ortaya koymuslardir.

Bibliyometrik analizler, arastirmacilarin belirli
bir alandaki bilgi birikimini ve mevcut arastirma
yonelimlerini anlamalarina yardimei olur. Ayrica, bu
analizler, gelecekteki arastirma yonelimlerini
belirlemek ve stratejik arastirma planlamalari
yapmak icin de 6nemli bilgiler sunar (Ozkan ve
Erten, 2021). Ozellikle, iiniversitelerin akademik
performanslarinin degerlendirilmesinde
bibliyometrik analizlerin kullanimi, kurumlarin
glclii ve zayif yonlerini belirlemelerine ve bu
dogrultuda stratejik planlamalar yapmalarina
yardimci olur (Turan ve Giiner, 2022).

Bibliyometrik analizlerin bir diger Onemli
katkis1 da belirli bir arastirma alaninda hangi
konularin yogun olarak calisildigimi ve hangi
konularin daha fazla arastirma gerektirdigini
belirlemektir. Ornegin, Karademir ve Akin (2021),
sosyal bilimler alaninda yapilan bibliyometrik
analizlerle, bu alandaki arastirma bosluklarmi ve
gelecekteki arastirma ihtiyaglarini tespit etmislerdir.
Bu tir analizler, akademik literatirin
genisletiimesine ve arastirma  stratejilerinin
gelistirilmesine o6nemli katkilar saglar. Tim bu
bilgiler 15181nda;

Kaya ve Zeren (2020), yaptig1 calismada dijital
pazarlama alaninda ulusal yayinlarin bibliyometrik

analizini yapmistir. Savrun ve Mutlu (2019),
yaptiklar1 calismada “sehir lojistigi” anahtar
kelimesini igeren kitap, makale ve konferans

bildirisinin bibliyometrik analizini yapmistir. Eren
vd. (2024), insansiz hava araci alaninda yapilan
yiiksek Ogretim Kurumu Ulusal Tez Merkezinde
yayimlanmis 341 adet ¢alismasinin bibliyometrik
analizini yapmistir. Yapilan arastirma sonucunda
son yillarda bu alanda yapilan ¢alismalarin elektrik
ve elektronik miihendisliginde gerceklestirildigi
tespit edilmistir. Tekin vd. (2021), yaptiklan
calismada tersine lojistigi iceren 2016-2020 yillarn
arasinda yayinlanan arastirmalarin bibliyometrik
analizini gerceklestirmistir. Bu konuda en fazla
calisma yapan iilkenin Cin Halk Cumhuriyeti oldugu
tespit edilmistir. Oztiirk ve Kurutkan (2020), kalite
yOonetimi  lizerine bilim  haritalama teknigi
uygulamistir. 1372  makalenin  bibliyometrik
analizini gerceklestirmistir. Giindiiz ve Eren (2024),
kent direngliligi konusunda yaymlanan ulusal
tezlerin bibliyometrik analizini gergeklestirmistir.
Bu konuda en fazla calisilan konularin afet, kent
tasarim, kentsel direng, siirdiriilebilirlik, planlama,
iklim degisikligi, akilli kent, diren¢ oldugu
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goriilmistir. Sanlh vd. (2024), “siber giivenlik”
anahtar Kkelimesi iceren lisansiistii tezlerin
bibliyometrik analizi yapilmistir. Bu alanda
yayinlanan tezlerin en fazla devlet tiniversitelerinde
yapildig1 gorilmistiir. Uzan (2024), akilli sehirler ve
yonetisim kavramlarini bir arada iceren makalelerin
bibliyometrik analizi yapmistir. Sahin vd. (2024),
stirdiirtlebilirlik degeri kavrami {izerine nicel
verilerin bibliyometrik analizi gerceklestirilmistir.
Elmas vd. (2024), dijital finans alaninda bilimsel
aragtirmalarin bibliyometrik analizi
gerceklestirilmistir. ~ Ozsaatci  (2022), yaptig
calismada “Sosyal medya pazarlamas1” ifadesini
iceren c¢alismalar iizerine bibliyometrik analiz
yapmistir. Bu alanda en ¢ok calisma yapan iilkenin
ABD oldugu tespit edilmistir. Kiip¢iioglu vd. (2024)
calismasi, Tirkiye'de blok zincir (blockchain)
teknolojisi lizerine yazilan lisansilistii tezlerin
bibliyometrik analizini yaparak, bu alandaki
akademik egilimleri detaylandirmaktadir. 476
yiiksek lisans ve doktora tezi iizerinde yapilan
analizde, tezlerin danisman, lniversite, tez tiir(,
yazildig1 yil, enstiti ve ana bilim dalina goére
dagilimlar1 incelenmistir. Calisma, blok zincir
teknolojisinin ~ Tiirkiye’deki akademik ilgisinin
ozellikle fen bilimleri enstitiilerinde yogunlastigini
ve en ¢ok bilgisayar mithendisligi anabilim dalinda
tezler yazildigim1 gostermektedir. Gaferoglu vd.
(2024), Tirkiye’deki tsunami konulu lisansiistii
tezlerin bibliyometrik analizini yaparak, bu alanda
yapilan arastirmalarin dagilimini ortaya koymustur.
Calismada, 124 tez; tiirt, yili, liniversitesi, tiniversite
tlirii, enstitiisti, ana bilim dali, konusu ve yontemi
gibi cesitli parametreler ¢ercevesinde incelenmistir.
Analiz sonucunda en fazla c¢alismanin devlet
Universitelerinde ve o6zellikle fen bilimleri
enstitiisiinde hazirlandig: belirlenmistir. Oztiirk vd.
(2024), Tirkiye’de saglik turizmi temasi lizerine
yazilmis 220 lisanstistii tezin bibliyometrik analizini
sunmaktadir. Calismada, tezlerin iiniversite tiir,
enstitii, ana bilim dali, konu ve yontem gibi cesitli
parametrelere gore dagilimi incelenmistir. Bulgular,
saghik turizmi alanindaki tezlerin biiyiik 6l¢iide
sosyal bilimler enstitiisiine bagli olarak yazildigini ve

devlet iiniversitelerinde yogunlastigini
gostermektedir. Bu analiz, Tiirkiye'de saglik turizmi
alanindaki akademik arastirmalarin  mevcut

durumunu anlamak ve gelecekteki calismalara
rehberlik  etmek amaciyla 6nemli veriler
sunmaktadir. Pinarci vd. (2024), Tirkiye'de ekip

cizelgeleme konusundaki lisansiisti tezlerin
bibliyometrik analizini yaparak, bu alandaki
akademik egilimleri incelemektedir. 1991-2024

yillar1 arasinda yapilan 30 lisansiistii tez lizerinden
gerceklestirilen analizde, tezlerin tir, Universite,
bilim dali, kullanilan yéntem ve konu gibi cesitli
parametrelere gore dagilimlar1 incelenmistir.
Calismanin bulgulari, ekip cizelgeleme
calismalariin 6zellikle 2008 yilinda yogunlastigini
ve en fazla yiiksek lisans tezi olarak hazirlandigim
gostermektedir. Ayrica, tezlerin biiytik
¢ogunlugunun Endistri Miihendisligi Ana Bilim
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Dali'nda yazildig1 belirlenmigtir. Giiven ve Eren
(2024), YOKTEZ veri tabaninda yer alan endiistriyel
kazalar konulu lisansiistii tezlerin bibliyometrik
analizini gerceklestirmislerdir. Analizde ele alinan
72 c¢alismalar tez tiri, tez yil, tezin yazildig:
universite, tniversite tird, enstitli, ana bilim dalj,
konu ve yontemlerine gore incelenmistir.

Bu calismada ise SFS fzerine yayinlanmis
lisansiistii tezler incelenmis olup, yapilan literatiir
arastirmasinda bu konu ile ilgili bibliyometrik
analize rastlanmamistir. Calismanin bu yoniiyle
literatiire katki saglayacag diisiiniilmektedir.

3. YONTEM

Bu calismanin amaci, Tirkiye'de SFS iizerine
yapilan lisansiistii tezlerin bibliyometrik analizini

gerceklestirmektir. Bu analiz, SFS alanindaki
arastirmalarin genel egilimlerini ve 6nemli konulari
ortaya koymay1 amagclamaktadir. Calisma

kapsaminda, Tiirkiye'de yayinlanan 80 lisansiistii tez
incelenmistir. Tezler, Yiiksekdgretim Kurumu Ulusal
Tez Merkezi (YOKTEZ) iizerinden temin edilmistir.
Arama kisminda “siber fiziksel sistemler” yazilarak;
tez ady, yazar, danisman, konu, dizin, 6zet ve tez no
kisimlarinda aramalar yapilmistir. Arastirma, 5
Temmuz 2024 tarihine kadar yayinlanan tezleri
icermektedir.

Bu tezlerle ilgili olarak; yil, tez tiirdi, konu,
Universite, ana bilim dali, tiniversite tiird, enstitd,
yontem (nitel/nicel), ydntem ayrintisi, anahtar
kelimeler ve konu basliklarini iceren bir veri seti
olusturulmustur. Elde edilen bu veri seti ile SFS
alaninda yayinlanan lisansiistii tezlerin igerik analizi
gerceklestirilmistir.

Bu calisma c¢ercevesinde asagidaki sorulara yanit
aranmistir:

e Yillara gore tez sayilarinda nasil bir egilim

gozlemlenmektedir?

e Tez tiiri dagilimi nasildir?

e Tezlerin yayinlandig tiniversitelerin tiirleri

nelerdir?

e Tezlerin

nasildir?

e Tezlerin enstitiilere gore dagilimi nasildir?

e Ana bilim dallarina gore tez dagilimi

nasildir?

e Hangi konular SFS alaninda daha fazla

arastirllmistir?

e Tezlerde kullanilan yontemler nelerdir?

e Tezlerde en sik kullanilan anahtar kelimeler

nelerdir?
Bu sorulara verilen yanitlar, Ttlrkiye'de SFS alaninda
yapilan lisansiistii tezlerin genel egilimlerini, dnemli
konular1 ve arastirma yontemlerini ortaya koyarak,
alandaki durumu ve gelecekteki arastirma
potansiyelini degerlendirmeyi amaglamaktadir.

iiniversitelere gore dagilimi
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4. BULGULAR

Bu boéliimde, Tiirkiye'de SFS alaninda yapilan
akademik c¢alismalarin bibliyometrik analizinden
elde edilen bulgular sunulacaktir. Analiz, 80
lisansiistii tezi kapsamakta olup, ¢alismalarin yillara
gore dagilimy, kullanilan anahtar kelimeler, ana bilim
dallari, konu, yontem ¢esitleri gibi cesitli boyutlarini
ele almaktadir.
4.1.Lisansiistii Tezlerin Yillara Goére Kiimiilatif
Dagilim Grafigi

Lisansiistii tezlerin yillara gore kiimulatif
dagilim grafigi Sekil 1'de verilmistir.
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Sekil 1: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisanstisti Tezlerin
Kimiilatif Dagilimi

Tez Sayisi

Verilen sekil incelendiginde, en fazla calisma
%?23,75 ile 2019 y1linda yapilmistir. Bunu %17,50 ile
2020 yili, %16,25 ile 2022 ve 2023 yillan takip
etmektedir. Bu yillardaki yiiksek tez sayisinin
nedenleri arasinda SFS alanina olan ilginin artmasi
ve teknolojik gelismelerin hiz kazanmasi sayilabilir.
2019'dan sonra tez sayillarinda bir diisiis
gozlemlenmistir. Bu diisiisiin sebepleri arasinda
kiiresel pandemi Kkosullar1 nedeniyle arastirma
faaliyetlerinin yavaslamasi, laboratuvar ve saha

¢alismalariin kisitlanmasi ve ekonomik
belirsizlikler nedeniyle arastirma biitcelerinde
yasanan azalmalar sayilabilir. Ayrica bazi

arastirmacilarin tez c¢alismalarini tamamlamakta
zorlanmalar1 veya projelerini ertelemeleri de bu
duruma neden olmus olabilir
4.2 Lisansiistii Tezlerin Tez
Dagilimi

Sekil 2’de yayinlanan tezlerin tiiriine gore
dagilimi verilmistir.

Tiiriine Gore
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Sekil 2: Siber Fiziksel Sistemler Alaninda 2015-2024
Yillar1 Arasinda Tamamlanan Yiiksek Lisans ve
Doktora Tezlerinin Dagilimi

Yiiksek Lisans

SFS alaninda yazilan lisansiistii tezlerin tiiriine
gore yapilan arastirma sonucunda, %15'inin doktora
tezi, %85'inin ise yiiksek lisans tezi olarak
yayinlandigl goriilmiistiir. Bu sonug, SFS alaninda
ylksek lisans tezlerinin daha fazla tercih edildigini
gostermektedir. Yiiksek lisans tezlerinin daha fazla
olmasiin sebepleri arasinda, bu alanda yapilan
¢alismalarin genis bir uygulama alanina sahip olmasi
ve yiiksek lisans programlarinin  doktora
programlarina gore daha kisa slirede
tamamlanabilmesi yer almaktadir. Ayrica, bir¢ok
6grenci kariyerlerine hizli bir baslangi¢ yapmak i¢in
yluksek lisans programlarini tercih etmektedir.

4.3.Lisansiistii Tezlerin Universite Tiiriine Gore
Dagilimi

Sekil 3'te lisansiistii tezlerin liniversite tiiriine
gore dagilimi grafigi verilmistir.
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Sekil 3: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiistii Tezlerin
Devlet ve Vakif Universitelerine Gére Dagilimi

Olusturulan veri setinin analizi sonucunda, SFS
alaninda yayinlanmis lisansiistii tezlerin %95'inin
devlet TUniversitelerinde, %5'inin ise vakif
liniversitelerinde yapildig1 goriilmiistiir. Bu sonug,
devlet lniversitelerinin SFS alaninda daha fazla
lisansiistii tez c¢alismasma ev sahipligi yaptigini
gostermektedir. Bunun sebepleri arasinda, devlet
iiniversitelerinin daha genis arastirma imkanlarina
sahip olmasi, daha fazla kaynak ve laboratuvar
imkani sunmasi ve bu alandaki akademik kadronun
daha genis ve uzman olmasi sayilabilir. Ayrica, devlet
iiniversitelerinin 6grenci sayisinin daha fazla olmasi
da bu duruma katkida bulunmaktadir.
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4.4 Lisansiistii Tezlerin Universitelere Gore
Dagilimi

Bu ¢alismanin bir pargasi olarak Tiirkiye'de SFS
alaninda yazilan lisansiistii tezlerin iniversitelere
gore dagilimi incelenmistir. Sekil 4’te lisansiistii
tezlerin iniversitelere gore dagilimi grafigi
verilmistir.

Istanbul Teknik Universitesi IEEEEEG—E 10
Yildiz Teknik Universitesi Immm——m—" 4
Kocaeli Universitesi I 3
Canakkale Onsekiz Mart Universitesi i 3
Mugla Sitki Kocman Universitesi s 3
Karadeniz Teknik Universitesi I 3
Gazi Universitesi I 3
Dokuz Eyliil Universitesi i 2
Marmara Universitesi Il 2
Bursa Uludag Universitesi Il 2
Bursa Teknik Universitesi N 2
Tokat Gaziosmanpaga Universitesi Il 2
Manisa Celal Bayar Universitesi I 2
Orta Dogu Teknik Universitesi i 2
Zonguldak Biilent Ecevit Universitesi
Firat Universitesi s 2
Istanbul Universitesi [l 2
Trakya Universitesi
Isik Universitesi
Sivas Cumhuriyet Universitesi
Bahgesehir Universitesi
Selcuk Universitesi
Ege Universitesi
Sakarya Universitesi
iskenderun Teknik Universitesi
Mimar Sinan Giizel Sanatlar Universitesi
Giresun Universitesi
Maltepe Universitesi
Cumhuriyet Universitesi
Kirikkale Universitesi
Ankara Haci Bayram Veli Universitesi
Kastamonu Universitesi
Inénii Universitesi
Karamanoglu Mehmetbey Universitesi
Hitit Universitesi
Karabiik Universitesi
Gaziantep Universitesi
Kafkas Universitesi
Dicle Universitesi
izmir Katip Celebi Universitesi
Bogazici Universitesi
Anadolu Universitesi
Atihm Universitesi
Alanya Alaaddin Keykubat Universitesi
Usak Universitesi
istanbul Rumeli Universitesi

izmir Bakircay Universitesi

-

Akdeniz Universitesi 1

=]

2 4 6 8 10 12

Sekil 4: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiisti Tezlerin
Universitelere Gére Dagilimi
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Analiz edilen 80 tezin hangi lniversitelerde
yazildigim gésteren tabloya gére, Istanbul Teknik
Universitesi %12,5 ile en ¢ok tez yaymlanan
liniversite olmustur. Bunu %5 ile Yildiz Teknik
Universitesi takip etmektedir. Gazi Universitesi,
Karadeniz Teknik Universitesi, Mugla Sitki Kogman
Universitesi, Canakkale Onsekiz Mart Universitesi ve
Kocaeli Universitesi ise her biri %3,75 ile 6nemli bir
yer tutmaktadir. Istanbul Universitesi, Firat
Universitesi, Zonguldak Biilent Ecevit Universitesi,
Orta Dogu Teknik Universitesi, Manisa Celal Bayar
Universitesi, Tokat Gaziosmanpasa Universitesi,
Bursa Teknik  Universitesi, Bursa Uludag
Universitesi, Marmara Universitesi ve Dokuz Eyliil
Universitesi ise her biri %25 ile Kkatkida
bulunmuslardir. Diger iniversiteler ise %1,25
oraninda tez ile bu alana katkida bulunmuslardir. Bu
dagilim, biiyiik ve teknik iiniversitelerin, 6zellikle
istanbul Teknik Universitesi ve Yildiz Teknik
Universitesi gibi kurumlarin, SFS alaninda daha fazla
aragtirma ve tez calismasi yapildigini
gostermektedir. Bu durum, bu liniversitelerin genis
arastirma olanaklarina, ilgili laboratuvar ve
altyapiya sahip olmalan ile agiklanabilir. Ayrica, bu
iniversitelerde SFS alaninda c¢alisan uzman
akademisyenlerin sayisinin fazla olmasi da tez
calismalarinin ~ yogunlugunu artirabilir.  Diger
yandan, bircok iiniversitede sadece birer tez
calismasi yapilmis olmasi, SFS alanindaki aragtirma
faaliyetlerinin Tirkiye genelinde yayginlastigini
ancak belirli iniversitelerde daha yogunlastigini
gostermektedir. Bu durum, diger tiniversitelerde de
bu alanda yapilan c¢alismalarin artirilmasit ve
desteklenmesi gerektigini ortaya koymaktadir.

4.5 Lisansiistii Tezlerin Enstitillere Gore

Dagilimi

Bu ¢alismanin bir pargasi olarak Tiirkiye'de SFS
alaninda yazilan lisansiisti tezlerin enstitiilere gore
dagilimi incelenmistir. Sekil 5’te lisansiistl tezlerin
enstitllere gore dagilimi grafigi verilmistir.
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Sosyal Fen Lisansiistii  Isletme Uygulamal Enformatik
Bilimler Bilimleri  Egitim  Enstitiisii ve Dogal Enstitiisi
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Enstitiisti
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Enstitii

Sekil 5: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisanstisti Tezlerin
Enstitlilere Gore Dagilimi

Analiz edilen 80 tezin hangi enstitiilerde
yazildigin1 gosteren tabloya gore, Sosyal Bilimler
Enstitlisii %40 ile en fazla tez yayinlanan enstiti
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olmustur. Fen Bilimleri Enstitiisti ise %37,5 ile onu
takip etmektedir. Lisansiistii Egitim Enstitiisi %17,5
ile iiciincii sirada yer almaktadir. Isletme Enstitiisii
%?2,5 ile daha az sayida tez yayinlamistir. Uygulamali
ve Dogal Bilimler Enstitiisii ile Enformatik Enstitiist
ise %1,25'er tez ile katkida bulunmuslardir.

Bu dagilim, Sosyal Bilimler Enstitiisii ve Fen
Bilimleri Enstitiisi'ntiin, SFS alaninda daha fazla
arastirma ve tez calismasi yapilmasina ev sahipligi
yaptigini gostermektedir. Bu durum, bu enstitiilerin
daha genis arastirma imkanlarina sahip olmalari ve
ilgili alanlarda uzman akademisyenlerin bulunmasi
ile aciklanabilir. Sosyal Bilimler Enstitiisii'ndeki
yliksek tez sayisi, SFS alaninin sosyal bilimlerle olan
etkilesiminin ve bu alanda yapilan ¢alismalara olan
ilginin yiiksek oldugunu gostermektedir. Fen
Bilimleri Enstitiisii'ndeki yiiksek tez sayisi ise, bu
alandaki teknolojik ve miihendislik odakl
calismalarin yogunlugunu isaret etmektedir. Diger
enstitlilerdeki daha az sayida tez, bu alanin genis bir
disiplinler arasi yapiya sahip oldugunu ancak belirli
enstitiilerde daha fazla yogunlastigini
gostermektedir. Bu durum, SFS alanindaki arastirma
faaliyetlerinin daha fazla enstitiide tesvik edilmesi ve
desteklenmesi gerektigini ortaya koymaktadir.

4.6.Lisansiistii Tezlerin Anabilim Dallarina Gére
Dagilimi

Bu ¢alismanin bir pargasi olarak Tiirkiye'de SFS
alaninda yazilan lisansiistii tezlerin ana bilim
dallarina gore dagilimi incelenmistir. Sekil 6’da
lisansiistii tezlerin anabilim dallarina gére dagilimi
grafigi verilmistir.
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Sekil 6: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiistii Tezlerin
Anabilim Dallarina Gére Dagilimi

Analiz edilen 80 tezin hangi ana bilim
dallarinda yazildigim gésteren tabloya gore: Isletme
ana bilim dali, %16,25 ile en fazla tez yayinlanan
alandir. Endiistri Mithendisligi %10 ile ikinci sirada
yer almaktadir. Iktisat %8,75 ve Bilgisayar
Miihendisligi %7,5 ile 6nemli bir yer tutmaktadir.
Elektrik ve Elektronik Miihendisligi, Is Saghg ve
Giivenligi, Cahsma Ekonomisi ve Endiistri iligkileri
ile Uluslararas1 Ticaret ve Lojistik ana bilim
dallarinda ise her biri %3,75 oraninda tez ile katkida
bulunulmustur. Makine Miihendisligi ve Girisimcilik
ana bilim dallarinda her biri %2,5 oraninda tez
yayinlanmistir. Diger ana bilim dallarinda ise her biri
%1,25 oraninda tez ile katkida bulunulmustur.

Bu dagilim, Isletme, Endiistri Miihendisligi,
iktisat ve Bilgisayar Miihendisligi gibi béliimlerin,
SFS konusundaki arastirmalar ve tez ¢calismalarinda
daha fazla yogunlastigini ortaya koymaktadir.
Isletme ve Endiistri Miihendisligi alanlarinda yapilan
tez ¢alismalarinin fazlaligi, bu disiplinlerin SFS ile
ilgili operasyonel, yonetsel ve siire¢ optimizasyonu
konularina yogun ilgi gosterdigini ortaya
koymaktadir. iktisat ve Bilgisayar Miihendisligi
alanlarinda yapilan ¢alismalarin fazlahgr ise, bu
disiplinlerin teknolojik gelismelerin ekonomik
etkilerini ve teknik altyapilarini incelemeye yonelik
arastirmalara agirlik verdigini géstermektedir. Diger
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ana bilim dallarinda daha az sayida tez bulunmasi,
SFS arastirmalarinin bazi disiplinlerde
yogunlastigini, ancak bu c¢alismalarin c¢ok cesitli
akademik alanlarla da baglantih oldugunu
gostermektedir. Bu durum, SFS alanindaki arastirma
faaliyetlerinin daha fazla ana bilim dalinda tesvik

edilmesi ve desteklenmesi gerektigini ortaya
koymaktadir.

4.7 Lisansiistii Tezlerin Konularina Gére
Dagilimi

Bu ¢alismanin bir pargasi olarak Tiirkiye'de SFS
alaninda yazilan lisansiistii tezlerin konu alanlarina
gore dagilimi incelenmistir. Sekil 7’de lisansiisti
tezlerin konularina goére dagilimi grafigi verilmistir.
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Sekil 7: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiistii Tezlerin
Konularina Gére Dagilimi

Analiz edilen 80 tezin konularina gore
dagilimina bakildiginda, %32,5 ile Isletme alaninda
en fazla ¢alisma yapilmistir. Bu durum, isletme
disiplininin SFS konularina olan yogun ilgisini ve bu
alandaki siireglerin yonetimi ve optimizasyonuna
yonelik arastirmalarin 6nemini vurgulamaktadir.
SFS'nin is silireclerine entegrasyonu, verimlilik
artirma, maliyet azaltma ve rekabet avantaji saglama
gibi konular, isletme alaninda biyik ilgi
gormektedir.

Bilgisayar Miihendisligi Bilimleri-Bilgisayar ve
Kontrol alaninda %17,5 oraninda tez yazilmis olup,
bu, bilgisayar miihendisliginin SFS teknolojilerinin
gelisimine ve kontrol sistemlerinin iyilestirilmesine
katki sagladigin1 gostermektedir. SFS genellikle
bilgisayar sistemleri ve kontrol miihendisligi ile
yakindan iliskilidir, bu nedenle bu alanda yapilan
arastirmalarin sayisi oldukea yiiksektir.

Bilgisayar Bilimleri ve Teknolojileri Dergisi
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Endistri ve Endistri Mihendisligi %15
oraniyla Ugilincii sirada yer almaktadir. Bu durum,
endiistri miihendisliginin  iiretim silireglerinin
iyilestirilmesi, verimlilik artirma ve slreg
optimizasyonuna olan ilgisini ortaya koymaktadir.
SFS'nin endiistriyel uygulamalarda kullanimy, iiretim
hatlarinin daha verimli ve esnek hale getirilmesini
saglamaktadir.

Ekonomi %11,25 ile 6nemli bir yer tutmaktadir.
SFS'nin ekonomik etkileri, maliyet analizleri ve
ekonomik modellemeler gibi konular, ekonomi
disiplininde yogun olarak arastirilmaktadir. Isletme
ve ekonomi, SFS'nin is diinyasina ve makroekonomik
etkilerine dair 6nemli veriler saglamaktadir.

Elektrik ve Elektronik Miihendisligi %?7,5
oraninda katkida bulunmus olup, bu alandaki teknik
gelismelerin SES ile entegrasyonunun arastirildigini
gostermektedir. Elektrik ve elektronik mithendisligi,
SFS'nin donanim ve yazilim bilesenlerinin
gelistirilmesi ve iyilestirilmesinde kritik bir rol
oynamaktadir.

Bilim ve Teknoloji %6,25 oraninda temsil
edilmistir. Bu disiplinler, SFS'nin sosyal ve teknolojik
boyutlarini ele almakta ve bu alandaki yeniliklerin is
giicii dinamikleri iizerindeki etkilerini
incelemektedir.

Calisma Ekonomisi ve Endiistri Iliskileri ile
Ulasim konularinda her biri %5 oraninda tez
yazilmistir. Bu alanlar, SFS'nin is giicii dinamikleri
lizerindeki etkilerini ve ulasim sistemlerindeki
uygulamalarini aragtirmaktadir.

Makine Miihendisligi, Egitim ve Ogretim ile
Mekatronik Miihendisligi konularinda her biri %2,5
oraninda tez yazilmistir. Bu, SFS'nin bu miihendislik
disiplinlerindeki  uygulamalarini  ve  egitim
stireclerindeki etkilerini gostermektedir.

Diger konular ise her biri %1,25 oraninda tezile
temsil edilmistir. Bu, SFS'nin genis bir yelpazede
disiplinler arasi bir ¢alisma alani oldugunu ve bir¢ok
farkli konu ile iligkili oldugunu go6stermektedir.
Ornegin, ic mimarlik, halk saghg ve savunma
teknolojileri gibi alanlar, SFS'nin bu sektorlerdeki
0zel uygulamalarini ve etkilerini arastirmaktadir.

Bu dagilim, belirli disiplinlerin SFS alaninda
daha fazla yogunlastigini ve bu konularin arastirma
faaliyetlerinde one ¢iktigini gdstermektedir. Bu
durum, SFS alanindaki arastirma faaliyetlerinin daha
fazla disiplinler arasi is birligi ile genisletilmesi ve
desteklenmesi gerektigini ortaya koymaktadir. Ayni
zamanda, SFS'nin farkli sektoérlerdeki potansiyelini
ve uygulama alanlarini genisletmek i¢in daha fazla
arastirma yapilmasinin énemini vurgulamaktadir.

4.8.Lisansiistii Tezlerin Kullandig1 Yontemlere
Gore Dagilimi

Bu ¢alismanin bir pargasi olarak Tiirkiye'de SFS
alaninda yazilan lisansiistii tezlerin arastirma
yontemlerine gore dagilimi incelenmistir. Sekil 8'de
lisansiistii tezlerin kullandigi yontemlere gore
dagilimi grafigi verilmistir.
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Sekil 8: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiistii Tezlerin
Kullandig1 Yontemlere Gore Dagilimi

Nitel

Analiz edilen 80 tezin hangi arastirma
yontemleri ile yazildiginm1 gdsteren tabloya gore:
Nicel yontemler 53 tezde kullanilmistir. Bu, tezlerin
%66'sinin  nicel arastirma yontemlerini tercih
ettigini gostermektedir. Nicel yontemler, genellikle
veri toplama, istatistiksel analiz ve dlgiilebilir
sonuclar elde etme amaciyla kullanilir. SFS alaninda
yapilan c¢alismalarin biyik bir kismi, sistem
performansini 6lcme, modelleme ve simiilasyon
yapma gibi konularda yogunlastigindan, nicel
yontemlerin  yaygin olarak tercih edilmesi
anlasilabilir bir durumdur. Nitel yontemler ise 27
tezde kullanilmistir. Bu, tezlerin %34'liniin nitel
aragtirma yontemlerini tercih ettigini
gostermektedir.  Nitel  yontemler, genellikle
derinlemesine analiz, teori gelistirme ve karmasik
fenomenlerin anlasilmast amaciyla kullanilir. SFS
alanindaki baz1 ¢alismalar, sosyal etkileri, kullanic
deneyimlerini ve organizasyonel degisimleri
anlamak icin nitel yontemleri tercih etmektedir.

Bu dagilim, SFS alaninda yapilan arastirmalarin
biiyiik bir kisminin olciilebilir ve veriye dayal
sonuglar elde etmeyi hedefledigini gostermektedir.
Nicel yontemlerin agirlikli olarak kullanilmasi, bu
alandaki arastirmalarin teknik ve miihendislik
odakli oldugunu ve sistemlerin performansini
optimize etmeyi amagcladigini ortaya koymaktadir.
Ancak nitel yontemlerin de 6nemli bir yer tuttugu
goriilmektedir. Bu, SFS'nin sadece teknik
boyutlariyla degil, ayni zamanda sosyal, ekonomik ve
organizasyonel boyutlariyla da ilgilenen
arastirmalarin yapildigini gdstermektedir. Nitel
arastirmalar, kullanici deneyimlerinin ve insan-
makine etkilesimlerinin derinlemesine
incelenmesini saglayarak, SFS'nin daha genis bir
perspektiften anlasilmasina katki saglamaktadir. Bu
sonugclar, SFS alaninda arastirma yaparken hem nicel
hem de nitel ydntemlerin dengeli bir sekilde
kullanilmasi gerektigini ve her iki yontem tiiriiniin
de alana degerli katkilar sundugunu géstermektedir.

Ayni zamanda bu ¢alismanin bir pargasi olarak
Tirkiye'de SFS alaninda yazilan lisansiistii tezlerin
kullandiklar1 yoéntem ayrintilarina gore dagilimi
incelenmistir. Sekil 9’da lisansiistii tezlerin
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kullandig1 yontem ayrintilarina gore dagilimi grafigi
verilmistir.

Nitel Arastirma
Anket Ve Spss Analizi se— G
Derin Ogrenme Yontemleri mmmm 2

Wedba, Critic == 1
Bulut Tabanh Otonom Coklu Robot Yonetim Sistemi =8 1
Veri Analitik Ugak Performans Modelleri == 1
Tot, Bulut Bilisim, Yapay Zeka Ve Mobil Tabanl Sistem .. =8 1
T-Testi, Korelasyon Ve Regresyon Analizi =8 1
Ahp Yontemi, Maut Yontemi == 1
Tip-2 Bulank Mantik, Coras == 1
Cok Degiskenli Zaman Serileri == 1
Tamsay1 Dogrusal Programlama == 1
Anket Calismas1 == 1
Swot mm 1
liskili Kurumsal Olgunluk Modeli == 1
Sistem Tasanmi = 1
Yorumlayici Yapisal Modelleme == 1
Pisagor Bulanik Analitik Hiyerarsi Stireci s 1
Simiilasyon Ve Modelleme == 1
Biitiinlesik Siber Giivenlik Risk Yonetimi =& 1
Siber-Fiziksel Sistem Tasarmi =8 1
Zaman Serisi Analizi =8 1
Anket, Gitvenilirlik Ve Goreceli Onem Analizi, Pestel Analizi =1 1
Rsar Katmanh Yazihm Mimarisi == 1
Aktif Titresim Kontrolii, Yapay Zeka Uygulamalar == 1
Omek Olay Arastimas1 == 1
Istatiksel Analiz == 1
Ongoriicii Bakim Uygulamas: = 1
Ihtiyag Analizi Ve Fizibilite Calsmasi == 1
Olgek Agimlayici Faktor Analizi, Dogrulayici Faktor Analizi == 1

Kullanilan Yéntemler

Gomiilii Teori Metodunun == 1

Elips Tabanh Enerji Modeli == 1

Durum Cahsmasi == 1

Duragan Olmayan Bulanik Kiime Tabanh Goriintii... = 1
Nicel Arastirma =8 1

Derin Ogrenme Modelleri == 1

Netnografya Yontemi == 1

Cnitic Ve Gri lliskisel Analiz Yontemleri = 1
Mtr Tabanl Trafik Optimizasyonu == 1
Biitinlesik Mekansal Stratejik Planlama == 1
Makine Ogrenmesi Yontemleri == 1
Anomali Tespit Sistemi =8 1

Makine Ogrenmesi Ve Yapay Zeki =8 1
Anket, Bulamk Ahp == 1

Makine Ogrenmesi Ve Derin Ogrenme Algoritmalarr == 1
Anket Ve Farkindalik Analizi == 1

Makine Ogrenmesi Algoritmalar: == 1

Alan Arastrmas) == 1

Machbeth Ve Topsis == 1

Ajan Temelli Modelleme = 1

Kobi Olgunluk Modeli =5 1

Ahp Ve Topsis Yontemleri = 1
Karsilastirmali Analiz == 1

0 5 10 15 20
Yéntem Sayist

Sekil 9: 2015-2024 Yillar1 Arasinda Siber Fiziksel
Sistemler Alaninda Tamamlanan Lisansiistii Tezlerin
Kullandig1 Yontem Ayrintilarina Gére Dagilim

Analiz edilen 80 tezin hangi yontemlerle
yazildigin1 gosteren tabloya gore: Nitel arastirma
yontemleri, 22 tez ile en sik kullanilan yontemdir.
Nitel arastirmalar, derinlemesine analiz, teori
gelistirme ve karmasik fenomenlerin anlasilmasi
amaciyla kullanilir. Bu durum, SFS alaninda sosyal
etkiler, kullanici deneyimleri ve organizasyonel
degisimlerin 6nemini géstermektedir. Anket ve SPSS
analizi yontemi 6 tezde kullanilmistir. Bu yontem,
veri toplama ve istatistiksel analiz i¢in yaygin olarak
tercih edilmektedir. SPSS, arastirmacilara verilerini
detayl bir sekilde analiz etme imkani sunar. Derin
O6grenme yontemleri 2 tezde yer almaktadir. Derin
6grenme, SFS'min bilyik veri ve yapay zeka
uygulamalarinda 6nemli bir rol oynamaktadir. Diger
yontemler ise her biri 1 tezde kullanilmis olup, genis
bir yelpazede ¢esitlilik gostermektedir.

Bu dagilim, SFS alanindaki tezlerin genis bir
metodolojik cesitlilige sahip oldugunu
gostermektedir. Arastirmacilar, tezlerinde hem nitel
hem de nicel yontemleri kullanarak, farkh
perspektiflerden kapsamli analizler yapmaktadirlar.
Nicel yontemlerin yaygin kullanimi, SFS'nin teknik

25
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ve mihendislik odakli dogasmi yansitirken, nitel
yontemlerin de 6nemli bir yer tutmasi, bu alandaki
sosyal ve  organizasyonel boyutlarin da
derinlemesine incelendigini ortaya koymaktadir.

4.10.Lisansiistii Tezlerin Anahtar Kelimelere
Gore Dagilimi

Anahtar kelimeler, akademik makalelerde
kullanilan temel kavramlar ve konular hakkinda bilgi
saglar. Bu analizde, SFS lisansiisti tezlerinde en sik
kullanilan anahtar kelimeler ve bu kelimelerin
yogunlugu incelenmistir. Anahtar kelime analizi, SFS
alaninda hangi konularin daha fazla ilgi gordigiini
ve arastirmalarin hangi temalar etrafinda
yogunlastigini belirlemek amaciyla yapilmistir. Sekil
10’da SFS alaninda yazilan lisansiistii tezlerin
anahtar kelimelerinden olusan kelime bulutu
verilmistir.
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Sekil 10: 2015-2024 Y111ar1 Arasinda Siber
Fiziksel Sistemler Alaninda Tamamlanan Lisansiistii
Tezlerde En Sik Gecen Anahtar Kelimeler ile
Olusturulan Kelime Bulutu

5. SONUCLAR

Bu ¢alismada, Tiirkiye'de SFS iizerine yapilan
80 lisansiistii tez bibliyometrik analiz yontemleri
kullanilarak incelenmistir. Elde edilen bulgular, bu
alandaki arastirma faaliyetlerinin genel durumunu,
egilimlerini ve gelecekteki arastirma yonelimlerini
anlamaya yardimci olmustur.
Singh vd. (2024), siber-fiziksel sistemlerin (SFS)
liretim ve tedarik zinciri yonetimindeki kiiresel
egilimlerini analiz ederek, Endiistri 4.0, IoT ve bulut
bilisim gibi teknolojilerin SFS'in gelisimindeki kritik
roliinii ortaya koymuslardir. Tirkiye o6zelinde
degerlendirildiginde, bu teknolojilerin {retim
sistemlerine entegrasyonu dncelikli hedeflerden biri
olmasina ragmen, uygulama siirecinde karsilasilan
zorluklar ve entegrasyonun olgunluk diizeyi gelismis
sanayi ilkelerine kiyasla daha geride kalmaktadir.
Tiirkiye’de SFS uygulamalarimin genellikle biyiik
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6lcekli ve devlet destekli projelerde yogunlasmasi,
endiistriyel  altyapinin  ve  yerel teknoloji
ekosisteminin sinirli olmasi nedeniyle teknolojinin
yaygin adaptasyonunu yavaslatmaktadir. Bu
baglamda, Singh vd. (2024), tarafindan kiiresel
egilimlere dair sunulan bulgular, Tirkiye icin
potansiyel bir yol gosterici niteligindedir. Calismada
belirtilen [oT ve Endiistri 4.0 entegrasyon modelleri,
Tirkiye'nin dijital donilisiim ¢abalarina 6rnek teskil
edebilir ve Tirkiye’'deki arastirmacilara daha etkin
stratejiler gelistirme konusunda 1sik tutabilir. Bu
calismanin farki, Tirkiye 6zelinde gerceklestirilen
lisansiistii tezleri inceleyerek, Tirkiye'nin SFS
alanindaki mevcut akademik egilimlerini ortaya
koymasidir. Yaacoub vd. (2020), SFS giivenligine
kiiresel baglamda yaklasarak giivenlik agiklarini ve
¢6ziim yontemlerini kapsamli bir sekilde analiz
etmislerdir. Ancak Tirkiye'deki SFS
uygulamalarinda  giivenlik, genellikle temel
onlemlerle sinirli kalmis ve daha ileri diizey giivenlik
stratejileri gelistirilmemistir. Bu ¢alisma, Tiirkiye'de
SFS giivenligi konusundaki akademik c¢alismalarin
mevcut diizeyini ortaya koyarken, gilivenligin
ozellikle enerji ve sanayi sektorlerinde gelisim
gerektirdigini vurgulamaktadir. Ayrica, Yildiz ve
Gejam (2022) tarafindan gerceklestirilen
bibliyometrik analiz calismasi, SFS ve siber giivenlik
alanindaki uluslararas1 is birligi diizeylerinin ve
arastirma  saylarinin  Tiirkiye’deki ~ mevcut
durumdan daha ileri oldugunu ortaya koymustur.
Bu ¢alisma ise Tiirkiye'deki SFS alaninda yapilan
tezleri inceleyerek, yerel egilimler ve ihtiyaclar
dogrultusunda gelecekteki arastirmalara yonelik
oneriler sunmaktadir. Tirkiye'nin uluslararasi is
birligini giiclendirmesi, SFS ve siber giivenlik iizerine
daha fazla akademik yayin yapmasi gerektigi bu
¢alismanin bir diger 6nemli sonucudur.
Tiirkiye'deki SFS arastirmalarinin daha da gelismesi
icin bu ¢alisma, diger arastirmalardan farkl olarak,
disiplinler arasi is birliginin tesvik edilmesi, SFS
glvenligi ve etik boyutlarinin 6zellikle kritik
altyapilar ve hassas alanlarda arastirilmasina dikkat
cekmektedir. Bu yoniiyle calisma, Tiirkiye'nin SFS
alaninda uluslararasi diizeydeki bilimsel egilimleri
yakalamasina ve kendi stratejik gereksinimlerine
uygun ¢oziimler Gretmesine yonelik bir yol gosterici

niteligindedir.
Analiz sonuglari, Tirkiye'de SFS alanina olan
ilginin son yillarda arttigini goéstermektedir.

Ozellikle 2015 yilindan itibaren makale sayisinda
belirgin bir artis gézlenmis, bu da SFS'nin akademik
ve  endistriyel alanlarda artan  6nemini
yansitmaktadir Analiz sonuglari, Tirkiye'de SFS
alanina olan ilginin son yillarda arttigini
gostermektedir. Ozellikle 2015 yilindan itibaren tez
sayisinda belirgin bir artis gézlenmis, bu da SFS'nin
akademik ve endiistriyel alanlarda artan 6nemini
yansitmaktadir. En fazla tez 2019 yilinda
yaymlanmis olup, bu donemdeki teknolojik
ilerlemeler ve Endiistri 4.0'm yayginlasmasi1 bu
artisa katkida bulunmustur.

33

Tez tirlerine gore dagilimda, yiiksek lisans
tezlerinin %85 oraninda daha fazla oldugu, doktora
tezlerinin ise %15 oraninda oldugu goriilmiistiir. Bu
durum, lisansiistii diizeyde SFS alanina yonelik
yogun bir ilgi oldugunu goéstermektedir. Universite
tirlerine gore analizde, tezlerin %95'inin devlet
iniversitelerinde, %5'inin ise vakif tiniversitelerinde
yapildig1 belirlenmistir. Istanbul Teknik Universitesi,
en fazla tez yayinlanan {niversite olarak oOne
cikmaktadir. Enstitiilere gore dagilimda, Sosyal
Bilimler Enstitiisii %40 ile en fazla tez yayinlayan
enstitii olmustur. Bu, sosyal bilimlerin SFS
alanindaki o6nemini ve bu alanda yapilan
calismalarin cesitliligini gostermektedir. Ana bilim
dallarina gore analizde, Isletme (%21.25), Bilgisayar
Miihendisligi (%17.5), ve Endistri Mihendisligi
(%12.5) gibi disiplinler dne ¢ikmaktadir. Bu, SFS'nin
isletme siiregleri, bilgisayar teknolojileri ve
endistriyel uygulamalar izerindeki etkisini
vurgulamaktadir. Tezlerde kullanilan yontemler
incelendiginde, %66's1n1n nicel, %34'liniin ise nitel
yontemler kullandig1 goériilmiistiir. Bu durum, SFS
arastirmalarinin buyiikk o6lciide veriye dayali ve
0Olcgiilebilir sonuclar elde etmeyi amagladigini ortaya
koymaktadir. Anahtar Kkelime analizleri, SFS
konusundaki ¢alismalarin genellikle "endiistri 4.0",
"akilli sistemler” ve "siber giivenlik” gibi temalar
etrafinda yogunlastigini ortaya koymustur. Bu,
SFS'nin ¢ok disiplinli dogasin1 ve ¢esitli uygulama
alanlarin1  yansitmaktadir. Elde edilen bulgular
1s5181inda, Tiirkiye'de SFS alanindaki arastirmalarin
daha da gelismesi i¢cin bazi 6nerilerde bulunulabilir:
SFS alaninda daha genis bir disiplinler arasi is birligi
tesvik edilmeli, miihendislik, bilgisayar bilimleri,
sosyal bilimler ve ekonomi gibi farkli alanlar bir
araya getirilerek yenilik¢i ¢6zlimler tiretilmelidir.

SFS'lerin gilivenligi ve etik boyutlari, 6zellikle kritik
altyapilar ve saglik gibi hassas alanlarda daha fazla
arastirlmalidir.  SFS  teknolojilerinin ~ pratik
uygulamalari iizerine odaklanilmal ve endiistriyel is
birlikleri artirilmalidir. Bu, akademik bilginin pratige

aktarilmasinm1  hizlandirabilir ~ ve  teknolojik
gelismeleri destekleyebilir. Turkiye'deki
arastirmacilar, uluslararasi projelere katilimi

artirmal1 ve kiiresel aglarda daha aktif rol almaldir.
Bu, bilgi ve teknoloji transferini kolaylastiracak ve
yerel arastirma kapasitesini gliclendirecektir.

Tiirkiye'de SFS alaninda yapilan ¢alismalar, bu
alandaki akademik literatiire 6nemli katkilarda
bulunmus ve cesitli uygulama alanlarinda yenilikgi
¢oziimler sunmustur. Ancak, bu alanda daha fazla
arastirma yapilmasi ve mevcut bilgi birikiminin
genisletilmesi  gerekmektedir. Bu ¢alismanin
bulgulari, SFS  arastirmalarinin  gelecekteki
yonelimlerini belirlemek icin 6nemli bir kaynak
olusturmakta ve bu alanda yapilacak ¢alismalar icin
yol gosterici bilgiler sunmaktadir.
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ABSTRACT
Keywords: Stock is part of a company's principal. A person who buys stock of a company shares the
Machine Learning profit or loss of this company. Large volume transactions are made on stock exchanges
Algorithms where stocks are traded. Stock prices are difficult to predict because they are affected by
Stock many variables, but when they can be predicted, great benefits are provided. Prediction
Regression of stock prices is possible with today's computers using machine learning algorithms.
Supervised Learning Machine learning provides more successful results than fundamental and technical

analysis in stock price prediction. In our study, daily closing price predictions were made
by collecting approximately 5-years data of the top 5 stocks with the highest market
value traded in BIST 100 between 2016 and 2020. Multiple linear regression, Bayesian
regression, random forest, decision trees, support vector machines, artificial neural
networks algorithms were applied to include maximum 22 features and the results were
compared. The most successful result was obtained in the artificial neural networks
algorithm. To achieve the highest success, data pre-processing, normalization, cross-
validation, parameter optimization and feature selection were applied. It has been
observed that using these methods together increases the success.

Hisse Senedi Fiyat Tahmininde Makine Ogrenimi Algoritmalarimin Karsilastirmal
Analizi

0z
Anahtar Kelimeler: Hisse senedi bir sirketin anaparasinin bir pargasidir. Bir sirketin hisselerini satin alan
Makine ()grenmesi kisi, bu sirketin kar veya zararina ortak olur. Hisse senetlerinin islem gordiigt borsalarda
Algoritmalar biliytik hacimli islemler yapilmaktadir. Hisse senedi fiyatlar1 bir¢ok degiskenden
Hisse Senedi etkilendiginden tahmin edilmesi zordur ancak tahmin edilebildiginde biiyiik faydalar

saglanir. Hisse senedi fiyatlarinin tahmini, makine 6grenmesi algoritmalarim kullanan
giiniimiiz bilgisayarlar1 ile miimkiin olmaktadir. Makine 6grenimi, hisse senedi fiyat
tahmininde temel ve teknik analize gore daha basarili sonuglar saglamaktadir.
Calismamizda 2016-2020 yillar arasinda BIST 100'de islem goren en yiiksek piyasa
degerine sahip 5 hisse senedinin yaklasik 5 yillik verileri toplanarak giinliik kapanis
fiyat1 tahminleri yapilmistir. Coklu dogrusal regresyon, bayesian regresyon, rastgele
orman, karar agaclari, destek vektdr makineleri, yapay sinir aglari maksimum 22 6zelligi
dahil edecek sekilde uygulanmis ve sonuglar karsilastirilmistir. En basarili sonug yapay
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isleme, normallestirme, ¢apraz dogrulama, parametre optimizasyonu ve o6zellik se¢imi
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1. INTRODUCTION

A stock is a part of the principal of a company.
People who buy a company's stock share in the profit
and loss of that company. The stock signifies the
special relationship between the company and the
person who buys the stock (Summers, 2007).
Companies open their stocks to investors through
the stock market in order to increase their financial
capacity and their capital. The expectation that the
value of the stock will increase creates demand for
that stock. This demand increases the value of the
stock. On the contrary, the expectation that the value
of the stock will decrease requires selling the stock
and the price will decrease. Investors aim to make a
profit by buying stocks that will rise in the future. For
this reason, it is very important for investors to be
able to predict the stock price.

Machine learning is widely used in the field of
finance, as it is in many fields. Many companies use
machine learning in stock trading. It is able to make
very wise investment decisions and reduce financial
risks for people. Many studies have shown that
machine learning-based applications are more
successful than traditional stock trading strategies.
These results increase the applications of artificial
intelligence and machine learning in the field of
finance day by day (URL-1, URL-2).

Stock prices are volatile. There are many
internal and external factors that affect the stock
price. Internal factors, profit distribution policy,
capital increase, financial structure, management,
field of activity of the enterprise (Hiirer, 1995). In
this study, Opening Price, High Price, Low Price,
Volume, Net Profit for the Period, Resource and
Dividend Income Factors, which are internal
variables affecting the stock price, are included in the
calculations. External factors included in the
calculation in this study: BIST Stars Tradded Value,
BIST Stars Tradded Volume, BIST 100 Index, BIST
100 Volume (TL), BIST 100 Difference, Dollar-TL,
Euro-TL, XAU-USD, Brent 0il, S&P 500 Index, Euro
Stoxx 50 Index, Interest and Inflation. These factors
affect the stock price differently. The effect of these
factors on the stock price can be calculated by
statistical methods. But there are other factors that
affect the stock price. These are the political situation
in the country and the world, financial expectations,
sectoral expectations, unexpected events. The
political situation in the country and the world or
natural disasters cannot be predicted by numerical
methods. However, since the policies of the country
and the world will affect the external factors used in
this study, the indirect effect on the stock can be
calculated.

In the study of Ghana, Awaisa and Muzammula,
they tried to predict the stock prices of Apple,
Amazon and Google with time series forecasting
algorithms and observed that the exponential
smoothing results gave greater accuracy (Ghani,
2019; Muzammul 2019). Sarode, Tolani, Kak and
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Lifna used real-time data along with news analysis.
With LSTM (Long Short-Term Memory), an artificial
neural network architecture, they presented a
system that decides whether to buy the stocks of
different companies (Sarode, 2019; Tolani, 2019;
Kak 2019; Lifna 2019). In their study, Usmani, Adil,
Raza and Ali tried to predict the end-of-day closing
performance of the Karachi Stock Exchange (KSE)
using machine learning. In the study, it was found
that the multi-layer perceptron showed the best
performance and the feature that affected the index
the most was the oil price (Usmani, 2019; Adil, 2019;
Raza, 2019; Ali, 2019). Tipirisetty made stock price
prediction using deep learning. In addition to
quantitative analysis, his study also analyzed textual
public news from online news sources and
concluded that "accuracy increases when textual
information is used in stock price prediction”
(Tipirisetty, 2018). For stock price prediction,
Sinngh collected 10 years of data from yahoo finance
and used LSTM and linear regression for prediction.
RMSE is used as the evaluation metric. RMSE was
found 2.04 for linear regression and 0.43 for LSTM
(Singh, 2021). In his study, Guo tried to predict the
S&P 500 index. LSTM, arima and garch models are
used and found that the model in which these 3
models were used together gave more successful
results than the model in which LSTM was used
alone (Guo, 2022).

In this study, the daily closing price of the stocks
of the top 5 companies as seen tablel with the
highest market value in BIST(Borsa Istanbul) 100 is
predicted. For the training of machine learning
models, approximately 5 years of historical data
between 2016 and 2020 were collected and
combined from borsaistanbul.com, investing.com
and isyatirim.com. In the study, 80% of the data set
was used for training and 20% for testing. In order
for machine learning algorithms to give more
successful results, data preprocessing has been
implemented. The effect of the normalization
methods used in the data set on the model success
was investigated. The parameter changes in the
models were examined and their effects on the
results were investigated. Optimum parameters are
selected to get the highest success. By using feature
selection methods, the success of the model has been
increased. The success of machine learning
algorithms used in the study has been compared.

One of the aims of the study is to predict the
stock price and give direction to the investors.
Another purpose is to analyze the factors affecting
stock prices with machine learning methods and to
give an idea to financial analysts. Another purpose is
to optimize prediction success by using internal and
external factors that affect the price of stocks
together as features.

In similar studies in literature, values close to
the closing price such as opening, high, low or global
features such as gold, dollar, euro, interest, inflation
etc. were included in the model. Differently in this
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study, the performance of the machine learning
algorithms aimed to increase by including the period
net profit, dividend income, resource features
obtained from the company's internal balance sheet.

2. MACHINE LEARNING

Machine learning is an artificial intelligence
field that aims to give the machine the ability to learn
without programming it directly. There are broadly
three types of machine learning: supervised
learning, unsupervised learning, and reinforcement
learning. In stock price prediction, the supervised
learning technique, which covers all prediction
problems, is used because the future price is
predicted from the past, known data set. Since the
prices which is the output, we get in the stock price
prediction is numerical, the task is called prediction.
To predict stock prices, the computer learns patterns
from past stock prices. The difference between the
predicted price and the actual price is called the loss
function. The machine improves its performance a
little more with each experience. In practice,
experience means training data. Therefore, we
cannot easily distinguish between machine learning
and statistical approaches. The goal of supervised
learning is minimizing the loss function. In the stock
price prediction machine tries to minimize the
difference between the actual stock price with
predicted stock price. In supervised learning the
machine learns a predictive model that maps the
features of the data to an output. Machine aims to
learn a model predicting parameters (Molnar, 2019;
Goodman, 2019; Kaminsky, 2019; Lessler, 2019).

2.1 Machine Learning Algorithms Using in the
Project

Multiple linear regression is a linear regression
with multiple independent variables. The equation
form is also similar to simple linear regression. Both
types of regression are ultimately linear.

Vi=Bi+BrX1i+PoXy ++ Ppnxp +e (1)

The dependent variable y in this study is the
“stock price” we aim to find. The independent
variables, represented by x in formula(1) are the
features in the model for “gqnbfb model” such as
Opening, High, Low, Difference, Star Market
Transaction Volume, Star Market Transaction
Amount, Bist 100 Index, Bist100 Volume, Bist100
Difference %, Dollar-TL, XAU-USD, Euro- TL, SP 500,
Brent Oil, Euro Stoxx 50, Interest %, Inflation %, Net
Profit for period, Resources, Dividend income.

Support vector regression (SVR) is a supervised
machine learning method used in prediction
problems. Regression analysis is performed to
analyze the relationship between a dependent
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variable and one or more independent variables. SVR
formulates an optimization problem by learning a
regression function to map input prediction
variables to observed output values. SVR is another
version of support vector machines which is
classification algorithm. However SVM produces a
class label i.e. a binary output. SVR is the solution to
the regression problem consisting of a real-valued
function prediction. The aim in SVR is to find the
optimal width hyperplane containing the most
appropriate line, that is, the maximum data point as
seen figure 1. SVR does not try to minimize the
difference between the actual value and the
predicted value as in other regression models. It tries
to best fit the data within a certain threshold value.
The distance between the boundary line and the
hyperplane is called the threshold value (Zhang and
Donnel 2020).

Support Vector Regression (SVR)

-

Hyperplane

—

- Support Vectors

% /..Maximum Margin
1 § iR X )
e

® * Maximum Margin

Figure 1. Support Vector Regression

Linear regression and logistic regression
models cannot be successful when the relationship
between the features and the dependent variable is
not linear or when the features interact with each
other. In such cases, tree-based models can be used.
Tree models split data multiple times according to
certain cutoff values in the features. Many subsets
are created by splits from all data. The final, terminal
subsets form leaves, and the other inner subsets
form nodes. The average of the training data from
this subdivided subset is used to estimate the
outcome at each leaf node (Skinea. 2017).

The random forest algorithm is based on
drawing more than one decision tree for the same
dataset and using these decision trees together.
Random forest algorithm can be used for
classification and regression. While getting the
regression result, the average of more than one
separated decision tree is taken (Liu., Wang, Zhang
2012).

Bayesian regression is a type of linear
regression based on Bayes’ theory. In the Bayesian
approach, the uncertainty in the w vector is
characterized by a probability distribution p(w).
Bayes’ theorem applies this distribution through
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observations of data points and the probability
function of the data.

P (Bly, X) = W o

P (Bly, X) is the posterior probability
distribution of the parameters when the inputs and
outputs are known in formula 2. This is found by
multiplying the data probability P(y|B, X) by the
prior probability of the parameters and dividing by a
normalization constant (URL-10).

A neural network is an oriented structure that
connects a simple input layer called a neuron to the
output layer with weighted connections to larger
structures. A neuron is connected with n input
channels, each expressed in synaptic weight w;. Each
input from the neuron is multiplied by its weights
and they are summed. An optional bias might be
added to this sum. The summed result is then put
into an activation(threshold) function. This function
can be sigmoid, hyperbolic tangent, ReLU or any
other function. The input produces an output after
filtering it with the activation function (Bonaccorso,
2017).

Inputs
Weights
X Activation
function
Wi
X2 z=Zw-x +b  f(2) a
W, e Output
W3

X3
Node

Figure 2 The structure of a simple neural network.
2.2. Data Set

Data has been collected from Borsa Istanbul formal
website and investing.com. The daily index, opening,
high, low, volume, difference, exchange rates, XAU-
USD (golden ounce price), brent oil, S&P 500, data of
each stock are taken from the 'investing.com'
website. Market transaction volume, Bist 100
transaction amount, Bist100 index, Bist 100 volume,
Bist 100 difference data are obtained from
borsaistanbul.com. Net profit for the period,
resource, dividend income are collected from
www.isyatirim.com.tr [URL-3]. Data from different
sources are combined in a single table. Since
financial data is not open on holidays, only working
days are added to the data set. While adding
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internationally valid features such as brent oil, S&P
500, lines corresponding to holidays in Turkey were
not included in the data set.

Table 1. Names of stocks examined

Stock Code Company Name

QNBFB Qnb Finansbank

ENKAI Enka Insaat Ve Sanayi A.S

FROTO Ford Otomotiv Sanayi A.S

EREGL Eregli Demir Ve Celik
Fabrikalari T.A.S

KCHOL Kog¢ Holding A.S

Table 2. Explanation of features

Feature Explanation

Indicates the date on which the
relevant feature was obtained.

Date

Close price Indicates the closing value of the
stock on the specified

date(Aslan, 2020).

Opening price Indicates the opening price of the

relevant stock (Aslan 2020).

High Refers to the highest value of the
related feature (column) during

the day (Aslan, 2020).

Refers to the lowest value of the
related  attribute  (column)
during the day(Aslan, 2020).

Low

Volume Indicates the trading volume of

the relevant stock during the day.

Difference % Indicates the change in the day-
to-day price of the relevant stock

as a percentage (Aslan, 2020).

BIST Stars Number of transactions in the

Traded Value star market.

(TL)

BIST Stars It is the trading volume of the

Traded Volume | market in which the shares with
a market value of 300 million TL
and above of the portion offered
to the public in the first listing to
the stock exchange are traded
(URL-4).

BIST 100 index It consists of the 100 stocks

traded in Borsa Istanbul with the
highest market value and trading
volume and is the main index of
the Equity Market(URL-5).
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BIST 100 It is the total value of daily
volume (TL) trading transactions in the BIST
100 (URL-6).
BIST 100 It is the change of the BIST100
difference Index Value information
announced by Borsa Istanbul at
the end of the trading day
according to the value of the next
day (Karagdz, 2020).

Dollar-TL TL equivalent of the dollar on the
relevant date.

Euro-TL TL equivalent of the euro on the
relevant date.

XAU-USD The dollar price of an ounce of
gold on the relevant date.

Brent Oil Dollar price of brent oil on the
relevant date.

S&P 500 Stock market index of 500 major

US stocks by Standard
Poor's(URL-7).

and

Euro Stoxx 50 Stock index of 50 stocks from 11
Eurozone countries designed by

Stoxx (URL-8).

Interest The policy interest rate used by the
Turkey Central Bank is the interest
rate applied in one-week repo
transactions. Decisions on policy
rates are taken by the Monetary

Policy Committee (MPC) (URL-9).

Net profit for the | It indicates the net profit of the

period company in that period.

2.3 Data Preprocessing

There are many factors that affect the success of
machine learning algorithms. The most important of
these is the representation and quality of the data
set. Data must be preprocessed to improve quality.
Machine learning suffers when there is too much
irrelevant and redundant data. In machine learning
studies, a significant amount of time is spent in data
preprocessing. Data preprocessing is unavoidable as
it is impossible to have a preprocessing algorithm
that works on all datasets, providing reliable and
effective performance. In data preprocessing,
operations such as data cleaning, normalization,
conversion, feature selection are performed
(Kotsiantis, Kanellopoulos, Pintelas 2006;
Alexandropoulos, Kotsiantis, Vrahatis 2016)

The normalization technique is used to
transform the features to the same scale. In this way,
it reduces the difference between the predicted
value and the real value. Different feature
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normalization methods can be used when the actual
distribution of features is not known beforehand.

Min max normalization is one of the most used
methods to standardize data. For each component, it
converts the element's base estimate to zero, the
extreme value to 1, and the other values to a decimal
between 0 and 1.

Xi _ _Xi~ Xmin (3)

Xmax—Xmin

Where x,,;;,: minimum value in X feature Xx,,q:

maximum value in X feature X;: scaled X

(Raju, Lakshmi, Jain, Kalidindi, Padma 2020)

The standard scaler(ss) is a method in which the
distribution approaches normal by averaging each
feature and scaling its variance to 1. In the formula,
the mean is subtracted from the true value and
divided by the variance.

G xi—X

X,:=

4)

g

Where X; : normalization version of x
o: standard derivation

X: mean

x;: each observation from a sample
(Ferreira, Le 2019)

In order to the data to be of good quality, empty
lines were removed during the data preprocessing
stage, all the features were collected numerically,
and dummy variables were not included in the
model.

2.4 Analysis of Features

In this study, the target is the stock price as the
dependent variable, since the desired value is the
stock price. The remaining features are independent
variables. It is important to analyze which features
affect the stock price and how much.
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Table 3. Heatmap of the data set
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According to the heat map in table 3, the factors
that affect the stock price the most are the features
closest to 1 in the heat map. According to the
analyzed data set, the current opening high and low
values affect the stock price the most. The reason for
this is that the stock price we are looking for is very
close to the opening, high and low values of the same
day. This was actually something we could see before
the heatmap. Here there are other values close to 1.
For example, with a value of 0.77 in dividend income,
itis seen that it significantly affects the stock price. It
is understood that the gold ounce price, which comes
after that, with a value of 0.75, is also a feature that
affects the stock price. Bist 100 volume and star
market trading volume are among the features that
significantly affect the dependent variable. These
ratios can be used when selecting features to
increase success.
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2.5 Predicting Stock Price Using Machine

Learning Algorithms
The stages applied in machine learning are:

Problem - Data - Data - Feature
Statement Collection Preprocessing Selection
Prediction | {gmm Parameter Train Choose
Tuning - Model - Model

Figure 3. Machine learning steps

2.5.1 Creating machine learning model

In the machine learning model, the data set is
divided into 80% training and 20% testing. The aim
was to predict the closing price of the stock for
current day. Therefore, the y dependent variable is
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the stock price, represented by x, the independent
variables being the remaining features.

In the first stage, all the features were included
in the system and the model was created. No feature
selection and normalization has been done. The aim
here is to determine which methods and which
algorithms make the best predictions. Success found
using no methods is compared to the success of
predictions found using certain methods.

2.5.2 Cross validation

Cross validation is a resampling method to
avoid memorization and generalize the model. In
cross validation, the data set is divided into
subsamples. Separate training and test samples are
created for each sub-sample. The training and testing
part of each sub-samples are different samples. The
model learns from different parts of the data in each
sub-sample. The model's estimate error is calculated
for all sub-samples and their average is the model's
error (King, 2021; Orhobor, 2021; Taylor, 2021). In
this study, k-fold cross validation technique was
used.

2.5.3. Feature selection

Through feature selection methods, the
computation time of machine learning algorithms
can be reduced, prediction success can be increased,
and data can be better understood. There are many
methods for feature selection in literature. These
methods can be roughly classified as filter methods,
wrapper methods, embedded and hybrid methods.

The purpose of feature selection is exclude
unnecessary features that negatively affect the
model that cause a decrease in success. Which
feature combination will give the most successful
result can be found by brute force method by trying
one by one. However, this job is feasible only in
models with very few features. It will be very
expensive to calculate this in models with many
features (Chandrashekar, 2014; Sahin, 2014; Jovic,
2015; Bogunovic, 2015).

3. RESULTS OF
ALGORITHMS

MACHINE LEARNING

This study and other studies in the literature
give the result that there is a relationship between
the stock market and macroeconomic variables.
There are macroeconomic variables (such as interest
rate, inflation, exchange rate, oil prices, gold prices)
as well as intra-firm factors (such as firm
performance, dividends, incomes, changes in the
board of directors) that affect the stock price traded
in the stock markets. In this study, internal factors
and macroeconomic variables affecting stock prices
were taken as features and it was investigated how
much these features affect stock prices. Accordingly,
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machine learning models were created, and feature
selections were made to increase success. Algorithm
performances and used methods were compared.
The success of the test results in the studies created
with the QNBFB data set was very high. The reason
for this is that the target variable to be found is very
close to 3 features. The QNB index values are very
close to the “Opening, High, and Low” features.
According to table 3, these 3 independent variables
in the QNB index have a high correlation. Knowing
the "Opening, High and Low" features of the model
while training has greatly increased the success in
the prediction. However, this situation is not
effective and useful when predicting stock price in
practice. Because in practice, the target is to predict
the end-of-day closing index. The end-of-day
features "low, high, open" may not be known at the
beginning. Therefore, the model was created without
using these 3 features for training while predicting
the "Enkai" stock price in order to be more realistic
in its application to daily life.

3.1. Effect of Machine Learning Algorithm to
Result

In the study, when comparing algorithms, min-
max normalization, which was the Dbest
normalization method before, was used, except for
support vector regression and artificial neural
network. In SVR and ANN, on the other hand,
standard scaler(ss) normalization was used because
it gave better results. Models were created with the
parameters that gave the best results in parameter
comparison before. No parameter optimization was
done for MLR. For SVR, the highest success was
achieved in the model where the kernel was
determined linearly. The best results were obtained
with default parameters for DTR and BRR. The model
was created with various estimator numbers for
RFR. The best result was obtained with the RFR
created with 300 estimators. The effect of epoch
number and learning rate on success for ANN was
investigated and the optimum result was obtained
with the parameters where learning rate was 0.0001
and epoch number was 1000.

Table 4 shows the parameters and
normalization methods for which the algorithms
were most successful, and the model was created
with the same number of features and the
performances of the algorithms were compared.

The success of the machine learning algorithms
used in this study was mostly high. Reason for this
may be enough data used in the models, using of
optimum normalization, the appropriate parameter
selection, the quality of the data set, and the
appropriate selection of the features. In feature
selection, the heatmap is basically used. Features
that do not affect the closing price of the stock were
removed from the model and more successful results
were obtained with the remaining 18 features.
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Table 4. Comparing the results of machine learning models.

Test Name Algorithm R Square MAE MSE Feature Methods Parameters
Number
Eregli_test1 MLR 0.99320 0.01010 | 0.00035 18 Min-max, cv | default
Eregli_test2 SVR 0.98759 0.07178 | 0.00865 18 SS, CV kernel=linear
Eregli_test3 DTR 0.99538 0.00679 | 0.00022 18 Min-max, cv | default
Eregli_test4 RFR 0.99537 0.00762 | 0.00023 18 Min-Max, cv n_estimators=300
Eregli_test5 BRR 0.99303 0.00993 | 0.00035 18 Min-Max, cv | default
. epoch=1000,
Eregli_test6 ANN 0.99875 0.00477 | 0.00006 18 Ss, cv 1r=0.0001
Figure 4. R square results for test data in Figure 5. R square results for 104 unseen data in
machine learning model machine learning model
R SQUARE RESULTS ACCORDING TO MACHINE LEARNING ALGORITHM R SQUARE RESULTS ACCORDING TO MACHINE LEARNING ALGORITHM FOR UNSEEN DATAS
10
08
08
w w 06
g 06 g
S =)
o (o}
a Y04
< 04 “
02
02
00
00 MLR SR DTR RFR BRR  ANN
MLR SR DTR RFR BRR ANN MACHINE LEARNING ALGORITHM

MACHINE LEARNING ALGORITHM
Table 5. Comparison of the actual values with the predicted values for QNBFB stock

Real Endex vs Prediction
(%) (%)
4.959 4.902183
4.189 4.174437
5.790 5.643054
4.278 4.247966
4.730 4.600707

PWNEO

424 6.061 6.045184
425 4.430 4.345840
426 4.394 4.342442
427 4.305 4.230426
428 39.000 39.637070

[429 rows x 2 columns]

42 Bilgisayar Bilimleri ve Teknolojileri Dergisi



Bilgisayar Bilimleri ve Teknolojileri Dergisi- 2024; 5(2); 36-46

Table 6. Random Forest Regression Actual vs
Predicted Values for Unseen Data

Table 7. Neural Network (MLP) Actual vs
Predicted Values for Unseen Data

y_test(actual) vs y prediction
Eregli Endeks 0

25.654 27.431393
26.513 26.643353
27.075 27.583457
26.496 26.989741
26.864 26.284076

32.420 34.401145

32.880 35.831437
34.740 35.985915
34.200 36.425303
34.240 35.251362

y test(actual) vs y prediction
Eregli Endeks 0

0 25.654 24.239450 0

| 26.513 25.376003 1

2 27.075 24.821627 2

3 26.496 25.458620 3

4 26.864 25.919260 -

99 32.420 34.205427 99

100 32.880 34.027070 100

101 34.740 35.350970 101

102 34.200 35.613210 102

103 34.240 35.328943 103

[104 rows x 2 columns]

[104 rows x 2 columns]

3.2 Effect of Feature Selection Methods to Result

In Table 8, the performances of the algorithms are
compared before and after the feature selection
method is applied. As it can be understood from
Table 8, feature selection methods increased the
success in all algorithms. The most significant
increase in success has been in SVR, DTR and ANN
algorithms. For all algorithms, backward elimination

(bwe) and forward feature selection(ffs) methods
have been tested. The success for MLR, SVR and DTR
algorithms has increased with the forward feature
selection method. The success for the RFR, BRR and
ANN algorithms has increased with the backward
elimination method.

Table 8. Comparing machine learning methods with and without feature selection method for unseen data.

Feature
Test Name Algorithm R Square | MAE MSE Methods Parameters
Number
Eregli_test7 MLR 0.8208 1.4129 2.7662 18 min-max, cv default
ffs,min-max,
Eregli_test8 MLR 0.8336 1.3587 2.5685 17 default
cv
Eregli_test9 SVR 0.7402 1.6551 4.0114 18 Ss, cV kernel=linear
Eregli_test10 SVR 0.8492 1.2793 2.3286 9 ffs, ss, cv kernel=linear
Eregli_test11 DTR 0.7025 1.7568 4.5945 18 min-max, cv default
Ffs, min-max,
Eregli_test12 DTR 0.7659 1.4455 3.6146 12 default
cv
n_estimators=3
Eregli_test13 RFR 0.8629 1.2241 21161 18 min-max, cv 00
bwe, min-max, | n_estimators=3
Eregli_test14 RFR 0.8656 1.2255 2.0748 17
cv 00
Eregli_test15 BRR 0.7867 1.5828 3.2934 18 min-max, cv default
bwe, min-max,
Eregli_test16 BRR 0.7868 1.5468 3.2913 16 dafault
cv
act=logistic,
Eregli_test17 ANN(MLP) 0.9089 0.9544 1.4056 18 Ss, cV hidden layer=4
max_iter=1
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Eregli_test18 ANN(MLP) 0.9424 0.7649

0.8885 7

act=logistic,
bwe, ss, cv hidden layer=4

max_iter=1000

W without feature selection
mm with fature selection

08

R square
o
N

o
'S

0.2

0.0

MLR SVR DTR RFR BRR ANN

Figure 6. Effect of feature selection method in

algorithm performances

4. CONCLUSION AND SUGGESTIONS

The success of the machine learning algorithms
applied in this study was generally high. In order to
the success to be high, 1070 data are used in machine
learning models.

The effect of machine learning algorithm on
success was investigated and the most successful
results were obtained when ANN was applied
according to table 4, figure 4 and 5. According to
Table 5, the most successful algorithm, ANN,
predicted the QNBFB stock dated 6 January 2022 as
39.63 with a real index value of 39.00. Since more
successful results were obtained for unseen data,
MLP, which is the ANN type, was applied. When the
success was measured for the observed data, results
were close to each other for all algorithms. While the
SVR was given according to figure 4 for the data with
the most unsuccessful result among the 6 algorithms
applied, it gave DTR according to figure 5 for the data
not seen.

The random forest algorithm has achieved
better performance than the decision tree algorithm
because the random forest consists of many decision
trees trained from different subsets of the data.
Taking averages over many decision trees reduces
variance and over-fitting. Artificial neural networks
can learn the non-linear relationship between
dependent and independent variables. It does this by
using a large number of neuron layers with non-
linear activation functions. ANN can capture patterns
that random forest algorithms and decision trees
cannot capture (Robbach, 2018). Therefore, ANN
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have shown better performance than linear models
and tree models.

In order to increase the success of machine
learning algorithms in the study, forward selection
and backward elimination methods, which are
feature selection methods, were applied. According
to Table 8, the feature selection methods increased
the success of R square and decreased the error
measures in the results obtained from testing the
final stock closing price of 2021 for unseen data that
is not in the training data set. For unseen data, the R
square success of MLR algorithm increased from
82.0% to 82.3%, MAE and MSE decreased with
forward feature selection method. Similarly,
applying the forward feature selection method in the
SVR algorithm increased the success of R square
from 74.0% to 84.9% and greatly reduced the error
measures. The forward feature selection method in
DTR algorithm increased the success of R square
from 70.2% to 76.5% and decreased the error
measures. Since the forward feature selection
method did not increase the success in the RFR
algorithm, the backward elimination method was
applied. Although the backward elimination method
did not significantly increase the performance of the
RFR algorithm, it increased the success of the R
square from 86.2% to 86.5% and slightly decreased
the error rates. The forward feature selection
method for the BRR algorithm did not increase the
success, but the success increased slightly with the
backward elimination method. In the MLP algorithm,
which is the ANN type, the backward elimination
method increased the R square success of the model
from 90.8% to 94.2% and was successful by reducing
the error rates.

In the study, cross validation technique was
applied to prevent overfitting. In order to show that
machine learning models learn without overfitting,
predictions are made for the 104-days index of 2021,
which is not in the training dataset of the models. As
seen in Table 6 and Table 7 prediction results close
to the actual value were found in the prediction of
these 104 unseen data. For this reason, it has been
shown that the machine learning models applied in
the study can be generalized.

In this study, machine learning models were
created by taking 3 internal and 18 external features
in the models with the highest number of features.
The number of internal features can be increased in
future work. The number of features can be
increased by adding the features used in this study
by performing sentiment analysis with daily data
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compiled from container data or other financial
news sites. In this study, 5 years of data were
collected. The success of machine learning
algorithms can be increased by adding more rows to
the training data set.
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ABSTRACT
Keywords: Random Number Generators are software or hardware components that allow the
Chemical reaction, production of unpredictable number sequences without any pattern or relationship
Random number between them. Various studies have been conducted with different techniques regarding
generator, RNG. In these studies, the difficulties of random number generation and the high cost
True random number negatively affect the efficiency of the developed generators. Many different methods have
generator been used in real random number generation, and even quantum random number

generators have been developed to make predictability difficult. Quantum Random
Number Generators; are a tepe of generator based on the laws of Quantum physics
instead of classical physics. In photonic-based RNG, random numbers are generated after
various software and hardware operations by utilizing the uncertainty of photons. This
study, it is aimed to develop a true random number generator using chemical reactions
that have not been studied before. Data was produced by using sensors and other
hardware elements together, the values produced were taken as seed values and
assigned as input to the algorithm used in generating random numbers, and true random
numbers were produced and these numbers were tested in detail with known test
methods.

Kuantum Dalga Denklemi Tabanli Kimyasal Reaksiyonlarla Gerc¢ek Rastgele Say1 Uretme

0Z
Anahtar Kelimeler: Rastgele Say1 Uretecleri, aralarinda herhangi bir ériintii veya iliski olmayacak sekilde
Kimyasal reaksiyonlar, tahmin edilemeyecek say1 dizileri iiretilmesini saglayan yazilimsal veya donanimsal
Rasgele say1 iiretimi, bilesenlerdir. RSU ile ilgili farkh tekniklerle cesitli ¢alismalar yapilmistr. Bu
Gergek rasgele say1 calismalarda rastgele say1 tiretiminin zorluklar1 ve maliyetin yiiksek olmasi gelistirilen

lretimi tireteclerin verimliligini olumsuz etkilemektedir. Gercek rastgele say1 liretiminde ¢ok
farkli yontemler kullanilmis hatta tahmin edilebilirligi zorlastirmak i¢in kuantum
rastgele sayl lireteci dahi gelistirilmistir. Kuantum Rastgele Say1 Uretecleri; klasik fizik
yerine Kuantum fizigi yasalarinin temel alindig1 bir {irete¢ ¢esididir. Fotonik tabanl
KRSU'de fotonlarin belirsizliginden faydalanilarak cesitli yazilimsal ve donanimsal
islemlerden sonra rastgele sayilar iiretilir. Uretilen bu sayilar, tahmin edilemeyecek
seviyede giiclii rastgele sayilardir. Ancak bu yontemin hem insan sagligi hem de maliyet
acisindan olumsuzluklari mevcuttur. Bu ¢alismada, 6zellikle radyoaktif rastgele say1
ireteclerine alternatif olacak ve maliyeti diisiirmek adina daha énce ¢alisilmamis olan
kimyasal reaksiyonlar kullanilarak gergek rastgele say1 iireteci gelistirilmesi
amaglanmistir. Donamimsal kaynaklar ve kimyasal reaksiyonlar birlikte kullanilarak
gercek rastgele sayilar lretilmistir. Sensorler ve diger donanim elemanlarinin ortak
kullanimiyla veri iiretilmis, iiretilen degerler tohum degeri olarak alinip, rastgele say1
iretmede kullanilan algoritmaya girdi olarak atanarak gergek rastgele sayilar tretilmis
ve bu sayilar bilinen test yontemleriyle detayl olarak test edilmistir.
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1.INTRODUCTION

The random number (RN) is the number we
obtain by mathematically and evenly distributing the
elements in a series whose members are known so
that new choices cannot be predicted from previous
choices (Chaitin,2001).

The history of random numbers goes back along
way. Dice, coins, and other devices have been used to
generate random numbers in random elections and
games of chance. In particular, dice were used to
make important decisions such as inheritance
sharing and presidential elections. In addition to
dice, card games, coins, spinning wheels, etc. objects
were also used as early random number generators.

Random numbers began to be used in later
years, especially in cryptology. It has been used to
generate keys in encryption.

Currently, images, patterns and 3D objects are
created using random data through certain programs
and computers. Random numbers are used in secure
communication applications where only the receiver
and transmitter know the content or in data-hiding
applications where only the user needs to know the
content (Daemen,2013). The fields where random
numbers are used include sampling, entertainment,
modeling, simulation and testing, decision-making,

cryptography,  computer  games, computer
programming and electronic
design(Robinson,1998;Schoukens, 1988;
Schindler,2002).

Random numbers are very important for
ensuring the confidentiality and reliability of the
encryption process (Avaroglu,2017; Tuncer and
Geng,2019). The use of random numbers in
cryptographic applications increases the encryption
strength.

The situations that can be used as sources of
randomness are listed as follows:

¢ Time spent during electrostatic release in
radioactive decay

¢ Thermal noise caused by a resistor or diode
element

e Parameter instability
independently operating oscillators

e The charging time of the semiconductor
capacitor for a certain period

e Air turbulence on a hard disk

e An arbitrary amount of software-based
audio from a microphone or image from a camera

[8]-

between

Although there are many different RNG
structures for generating random numbers, it is
generally possible to divide them into three classes.
These are called pseudo random number generators
(PRNG), true random number generators (RRNG)
and hybrid random number generators (HRNG). The
classification of random number generators is shown
in Figure 1 (Ko¢,2009):
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Figure 1. C(lassification of Random Number
Generators

In general, random properties must be met in
random number generation. RRNG is based on a
physical state known to be random. Sources that
generally produce noise or noise sources found in
nature can be used as examples. In other words, even
if the RRNG is run twice under exactly the same
conditions, it produces two unrelated sequences of
random numbers. PRNGs are number generators
that are based on predictable equations, contain
random data, and calculate random data generation
in their processor in a limited situation.

The differences between RRNG and PRNG are
shown in Table 1 (Von Neumann,1951):

Table 1. Differences between RRNG and PRNG

RNG Sufficiency Determinism Periodicity
PRNG Perfect Deterministic Periodic
GRNG | Weak Nondeterministic | Nonperiodic

Figure 2 shows the general structure of real
random number generation.

Analg Digid

Rov R Nt | \
| End Operation Algorin

—>1 ===

Ranidom Nuatbers

Eriropy Source Digtal Converter

Figure 2. General structure of random number
generation

Random numbers form the most important part
of many systems and applications where security is
at the forefront. In critical areas such as
cryptographic applications, games of chance, and
password generators, the security of the application
is based on random numbers (Wold,2011; Yakut et
al,2019). Yakut proposed a random number
generator that can be easily generated using any
digital data source (Yakut,2021).

In such security applications, RRNG is generally
preferred. The security of encrypted systems is
based on the fact that confidential data or keys are
known by authorized individuals and cannot be
guessed by other individuals.

Random values are needed here to make it
difficult for others to guess the secret information.

Malicious users can create security
vulnerabilities by exploiting the weaknesses of
random number generation methods. Therefore, the
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use of random numbers in important areas such as
security makes it important that these numbers are
close to real random numbers and have the
properties of real random numbers (Chaitin,2001;
Sanguinetti,2014). Apart from security, random
numbers also play an important role in simulating
real events. The use of different sources as entropy
sources in RRNG is available in the literature
(Wold,2011). However, the generation of random
numbers in uncontrolled environments outside the
system poses a problem for the security of the
system (Avaroglu,2014).

RRNG generally consists of three blocks. These:

e Entropy (noise) source,

* Sampler (digitizer),

¢ End operation algorithms.

The concept of entropy constitutes the second
law of thermodynamics theory. Entropy is defined as
a measure of the qualitative disorder and
randomness of a system (Kapur and Kesavan,2014).
The sampler ensures the necessary sampling of the
noise signal, and this structure can be expressed as
the production mechanism for physical noise sources
(Wold,2011). Thus, it is possible to obtain a digitized
signal from an analog signal.

There are different approaches to sampling, and
the sampler, along with the entropy source, has an
important role in determining the quality of the
numbers produced. Postprocessing is often used to
increase the randomness present in the signal. This
operation is applied to long-bit sequences and
propagates in an autocorrelated manner. Here, the
coefficient of two adjacent bits in the connected bit
stream is greater than the coefficient of connection
between the distant bits. Therefore, the relationships
between bits that are close to each other are stronger
than the relationships between bits that are far away
from each other. In post processing algorithms,
better results are obtained from statistical tests by
rearranging the autocorrelation instead of a simple
compression process. The postprocessed signal has a
more uniform distribution and random appearance
compared to its pure form.

Random numbers generated by post processing
are more resistant to side-channel analysis attacks
and less affected by environmental factors.
Therefore, post processing algorithms make the
generator more secure.

There are different post processing algorithms,
such as XOR verification, Von Neumann verification,
extractor function, cryptographic hash algorithms
and resilient function (Dichtl,,2007). RRNG
cryptological applications and chaos-based PRNG-
RRNG applications have been developed on FPGAs
(Yildirim,2012; Ozkaynak,2013; Ozkaynak,2014;
Ozkaynak,2015). Cirauqui et al. performed
correlation analysis and compared the effects that
potentially hidden correlations in random or
pseudo-random flows can have in some physical MC
simulations (Cirauqui et al.,2024) Daojing et al. have
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created a Software Random Number Generator
Applicable to the Internet of Things (Daojing et al.
,2024). Luis et al. used quantum mechanics for
pseudo-random number generation based on
simulated quantum processes as a source of entropy
Luis et al.,2025).

1.1. RRNG Designs in Literature

In their study, Voris et al. suggested that the
accelerometer and temperature on the Wireless
Identity and Sensing Platform (WISP) are better
sources of entropy than other sensors (Voris et
al.,2011). However, using only these two sensors in
motionless environments where the temperature
does not change is insufficient for random number
generation. In Mitra's study, a true random number
generator suitable for generating seed values was
proposed. RRNG was implemented with a dual-fed
operational amplifier (Bedekar and Shee,2015).
Hennebert et al. found that the best candidates as
possible sources of entropy are accelerometers,
magnetometers, vibration sensors, and internal
clock sensors (Hennebert et al.,2013).

In their study, Bedekar and Shee presented a
practical method for assessing the GRSS by using
microelectromechanical system sensors (MEMS)
(accelerometer, gyroscope and compass) (Bedekar
and Shee,2015). In another study by Vivier et al, a
pseudorandom number generator was designed
based on an n-cube without a Hamilton cycle. Since
this method, which has passed classical tests, is
carried out only with integers, the security was
evaluated as weak as a result of the NIST test (Vivier
et al,,2017). In another study, Akgiil et al. designed
only an interface and did not introduce a generator
(Akgiil et al. 2019). In 2020, a study on
pseudorandom number generation was conducted
and tested by Rezk et al. (Rezk et al.,2020).

In one recent study, Avaroglu and Tuncer
designed a new true random number generator
based on an S-box (Avaroglu and Tuncer,2020). The
disadvantage of this work is that there is a
correlation with the generalized bit sequence coming
from the entropy source.

Cryptography is a fundamental component of
network security and therefore cybersecurity [28].
The most important problem in public key
cryptography is finding a unique and nonrepeatable
key. There are two methods for generating the key.
The first is a rigorous and powerful mathematical
algorithmic approach. The second is to imitate
nature.

In 2020 and beyond, studies focused on
quantum random number generators (Smith et
al,,2020; Lin et al,,2020; Kavulich et al. 2021). In a
study on random number generation with quantum
technology, unpredictable random numbers were
produced by using photons obtained from photo
frames taken from phone cameras (Dutang and
Wuertz,2009). Since generating random numbers
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using quantum technology is costly and these
techniques are not widely used today, there are
thoughts that they will be widely used in the future
with the development of quantum technology
(Gengoglu,2021).

It is important to ensure certain features when
generating numbers in a random number generator.
It should be as random as possible, randomness
should be ensured over long periods, and the
generated random numbers should be reproducible,
calculable and reusable when necessary. Can a true
random number generator be created that provides
all these features and is efficient, low-cost, and easy
to use? question became the source of motivation for
this study.

1.2. Quantum Wave Equation

The wave equation is a partial differential
equation that has a very important place in physics.
Wave equations, which have a very wide usage area,
have started to be used in cryptography in recent
years (Gengoglu and Agarwal,2021). When the
wavefunction is used in the Schrodinger equation, it
is also called a quantum wavefunction. This equation
provides information about the future behavior of a
dynamic system and predicts the distribution of
outcomes by analytically and precisely predicting the
likelihood of events. The combination of a physical
system consisting of a particle and a wavefunction is
one of the assumptions of quantum mechanics. The
wavefunction can be complex (Gengoglu,2013).

2. MATERIALS AND METHODS

In this study, a new hybrid approach is proposed
for the use of quantum wave equationbased
algorithms in cryptography by using seed values
obtained through chemical reactions, combining
mathematical calculations and natural phenomena.
This work aims to generate a quantum wave
equation-based, low-cost random number using
chemical reactions for nonreproducible,
unpredictable and efficient real random number
generation (RRNG) that exhibits good statistical
properties. For this purpose, the following
hypotheses have been proposed:

1. The use of chemical reactions to generate
real random numbers has a positive impact on the
efficlency and cost of the generated random
numbers.

2. The use of chemical reactions as a noise
source in generating real random numbers is
important because of their good statistical
properties.

3. Chemical reactions that can be used as
alternatives to radioactive random number
generators positively affect the development of
lowcost random number generators.

The greatest disadvantages of existing RRNGs
and PRNGs are that they are costly and predictable.
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The disadvantages of QRNGs, which are the most
reliable in terms of unpredictability, are cost,
negativities caused by radioactivity and difficulty of
use. In the model we propose, since the numbers
obtained from different seed values in the random
number generation process will be combined with a
function f;

e Even if a part of the generated number
sequence is obtained, it is impossible to
obtain the other part.

e The number sequence does not contain
periodic results.

e The produced sequences will not have any
hidden correlations within themselves.

The first step in the theoretical approach and method
followed in this study is seed data generation. For
this, a seed was planted from a corn cob and data was
obtained from the chemical reactions occurring in
the plant and the environment during the
germination and growing process. Then, these data
were used as input in a mathematical algorithm
based on quantum wave equations to produce true
random numbers.

The first step in the theoretical approach and
method followed while carrying out this study is seed
data generation. For this purpose, a seed was planted
from a corn cob, and data were obtained from the
chemical reactions occurring in the plant and the
environment during the germination and growing
process. Then, these data were used as input in a
quantum wave equation-based mathematical
algorithm to generate true random numbers.

Afterwards, the obtained random numbers were
tested.

Stage 1

Chemical reactions have been used as noise
sources. The light source, soil, water, precision scale
were used to calculate the weight gain, and humidity
and thermometer were used to measure the ambient
humidity and temperature. The weight values of the
corn plants on the precision scale were recorded at
regular intervals, as were the humidity and
temperature changes. The data obtained in this
direction are shown in Table 2.
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Table 2. Weight, Humidity and Temperature Values According to Measurement Order

Measurement Weight Humidity Temperature(°C)
Order

1 277.33 51.0 26.8
2 271.81 45.0 28.1
3 272.24 52.0 23.6
4 271.41 55.0 24.1
5 270.68 54.0 243
6 268.67 44.0 24.1
7 268.35 48.0 243
8 263.73 54.0 23.0
9 262.33 47.0 23.0
10 261.8 42.0 22.6
11 261.28 53.0 23.0
12 260.0 52.0 22.6
13 258.50 53.0 22.9
14 258.31 48.0 223
15 258.07 55.0 23.1
16 257.75 44.0 27.2
17 257.61 45.0 27.1
18 257.37 45.0 27.3
19 257.27 46.0 27.4
20 257.1 48.0 27.5
21 255.12 48.0 27.3
22 299.15 47.0 28.8
23 298.91 46.0 28.8
24 298.48 48.0 28.9
25

296.28 45.0 28.9
26 295.88 45.0 29.0
27 295.41 44.0 29.7
28 288.49 45.0 29.5
29 287.42 46.0 29.6
30 286.92 43.0 29.3
31 286.74 43.0 294
32 286.45 42.0 29.6
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33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

286.02
283.39
282.82
281.79
281.63
281.42
281.34
281.14
280.98
280.85
279.71
278.92
278.77
277.39
276.92
276.82
276.67
276.39
276.32
276.23
276.06
276.0

275.84
275.77
275.38
274.7

287.25
287.18

40.0 298
41.0 283
41.0 29.3
45.0 283
47.0 28.4
52.0 23.7
51.0 23.8
50.0 235
56.0 24.1
53.0 242
51.0 24.4
51.0 22.9
51.0 23.7
51.0 242
57.0 24.5
56.0 24.5
55.0 247
52.0 24.0
56.0 24.3
63.0 24.4
59.0 242
62.0 24.4
59.0 243
60.0 243
57.0 24.0
57.0 23.6
53.0 23.1
52.0 23.1

Stage 2

A mathematical formulation was developed by
taking into account existing applications in the
literature. The quantum wave equation, is a quadric
differential equation known as the Schrédinger

equation;

2 v
2m  9x2

+V()¥(x) = E¥(x)

52

The general solution of this equation is a linear
combination as follows:

Y(x) = ACos(kx) + BSin(kx) (2)
Here, a new wavefunction is obtained from the
solution of equation (2), where t: time, k: wave vector

(2m/A), A: wavelength, x: position and w: frequency
[35];
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Y(x,t) = % [cos(wt — kx) + sin(wt — kx)] (3)

Each of the values obtained from moisture, heat
and mass changes was taken as the seed value in
equation (3), and different random numbers were
generated. The algorithms used for RRNG, which are
based on the quantum wave equation, were written
using the Python program. Python codes are shown
in Figure 3.

The generation of random numbers using the
available data is shown in Figure 4.

The general view of the proposed architecture
for the random number generator
algorithm obtained using the Python program is
given in Figure 5 The architecture proposed in
Figure 5 is a mathematical function-based
random number generator architecture
recommended by the data analyzed using the
determined parameters. Blocks other than dashed
arrows represent analysis stages of statistical
randomness processes, which is the basic condition
that must be met for generated random numbers.

Stage 3

A run test was used to check the randomness of
the results. The run randomness test is a statistical
test used to check randomness in data. This
nonparametric test uses datasets to determine
whether the data presented are random or tend to
follow a pattern (Bujang and Sapri, 2018).

The first step in run testing is to count the
number of runs in the data array. A run is defined as
a series of consecutive positive or negative values.

R—R
=

Here,
R= Observed number of runs
R=Expected number of runs

nn;
Ty 40,
Sr= Standard deviation of the number of runs

2 _ 2ngnaz(2nynz—ng;—ny)
R ™ (i+mp )2 (ng+np-1)
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n,, n,= Number of positive and negative values
in the series

Comparing the calculated Z-statistic with the Z
critical value for a certain confidence level (Z critical
=1.96 for 95% confidence level), if |Z|>Z critical, the
numbers are not random Bujang and Sapri, 2018).
The test Python codes are given in Figure 6.

3. FINDINGS AND DISCUSSION

In this study, in the real random number
generator design prepared using corn plants, the
plant's weight change and the humidity and
temperature values of the environment when the
plant's weight was measured were taken as seed
values and these values were used to generate
random numbers in precise functions using the
Python language. The Run test was used to measure
the reliability of the numbers.

Run test, which is one of the methods used to
test the homogeneity of the data, is a test in which the
data to be examined is assumed to come from the
same mass and are independent of each other or the
opposite assumption can be checked. According to
the result of this test, if the data are from the same
mass and independent of each other, these series are
called simple random numbers. Therefore, it was
evaluated that the most reliable analysis could be
made with the run test according to the data we have.

In the run test, to say that the numbers are
random, the Z value must be less than 1.96. In our
study, the Z value was found to be
0.5242377083205431 as a result of the Run test.
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#excelin oldudu adres

loc = ("C:\\Users\\Tuncay\\Desktop\\proje\\veri.xlsx")

wh = xlrd.open workbook(loc)

sheet = wb.sheet by index(0)

EXCEL FILES FOLDER = 'C:\\Users\\Tuncay\\Desktop\\proje\\'
workbook = xlwt.Workbook()

worksheet = workbook.add sheet('data')

#excel file path = EXCEL FILES FOLDER+'result.xlsx'
#workbook.save(exce;_file_path]

$#k=277.33

#n=51

$5=26.8

#k=1. satir 1. siitun
#n=1. satir 2. sfitun
#n=1. satir 3. siitun

ar i in range(132):

k=float (sheet.cell value(i, 0))
n=float (sheet.cell value(i, 1))
s=float (sheet.cell value(i, 2))

x1=1/math.sqgrt(2)* (math.cos (0.5777%1.6-42.6630%k) tmath.sin(0.5777*%1.6-42.6630%k))
x2=1/math.sqrt (2) * (math.cos (4.2817%1.6-5.7567*n) tmath.5in (4.2817%1.6-5.7567*n))
x3=1/math.sqrt (2)* (math.cos(0.2493%1.6-98.7421%5) math.5in(0.2493*%1.6-95.7421%s))

hl=5%x1*(1-x1)+(3-0.959%) *math.sin(math.pi*xl) /3
h2=5*x2+ (1-x2) +(3-0.9999) *math.5in(math.pi*x2) /3
h3=5%x3*(1-x3) +(3-0.9999%) *math.sin(math.pi*x3) /3

i1, dl = divmod(hl, 1)
ol=round(dl, 4)

i2, d2 = divmod(h2, 1)
o2=round (d2, 4)

i3, d3 = divmod(h3, 1)
03=round(d3, 4)

top=0l+02+03

sonuc=math.pow(math.e,math.sin (math.pi*top))
worksheet.write(i, 0,sonuc)
workbook.save(':esult.xle'ﬂ

Figure 3. Random number generator
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The formation of random numbers with the available data is shown in Figure 4.

-

Figure 4. Combining Random Number Generators with the f Function

RNG
——————————————— A I S S N S — b |
| [
I [
: » | Values Obtained from Measurements |
! i
: Frequency I

|
I = I
: Number Generator Equation to Recommend ||
|
I >
| Sample :
e —p— — — _.'-.— ______________
| | Testing Frocess ﬂ RN Vahd
Successful UnSuccessfu

Figure 5. Overview of the Proposed Architecture
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mport random
port math
T statistics
- xlrd
®x1wt

runsTest(l, 1 median):

runs, nl, n2 =0, 0, 0

for i ii :ang;(;en(l]]:

# no. of runs
-

1[i] >= 1 median
(1[i] < 1 median

runs += 1
$ no.

ni = 3

2 i
r o,

n2 += 1

runs_exp
stan dev =

F =

z

loc = ("C:\\Users\\Tuncay\\Desktap\\
wb = xlrd.open workbook(loc)
sheet = wb.sheet by index(0)
1=11
for 1 in range(132):
k=float (sheet.cell value(i, 0))
print (k)
1.append (k)
1 median= statistics.median(1)
Z = abs(runsTest(l, 1 median))
print{'Z-statistic= "', Z”

Figure 6. Run -Test Python Codes

4. CONCLUSIONS

In the proposed model, since the numbers
obtained from different starting values are combined
with an f function in the random number generation
process; Even if a part of the number sequence is
generated, it is impossible to obtain the other part.
Since the number sequence does not contain
periodic results, the generated sequences do not
have hidden correlations within themselves.
Therefore, it was concluded that the numbers found
are not related to each other and have sufficient
randomness.

(runs-runs exp)/stan dev

~ start of new run

and 1[i-1] < 1 median) or \
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and 1[i-1] >= 1 median):

of positive wvalues
1f(1[i]) >= 1 median:

of negative wvalues

((2*nl*n2)/ (nl+n2))+1
math.sgrt ((2*nl*n2* (2*nl*n2-nl-n2}))/ \

(i Ha2) *=2) = {nl t1i2-1)))

The value obtained as a result of the run test is
0.524 and shows the reliability of the data. Some of
the issues considered in the selection of a random
number generator are cost, speed, installation, and
performance values. It has been observed that the
chemical reactions and real number generation
presented in this study provide superiority over its
competitors in terms of both cost and ease of use.
The proposed method offers a different perspective
that can be a source for future studies in this field. It
is thought to be a guide for new research to be
conducted in the future.

Various generators can be designed with data to
be obtained from existing plants using appropriate
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mechanisms. The technique used can be developed
and placed in a cabin system, and a hybrid random
number generator can be designed by obtaining
more data in a shorter time.
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ABSTRACT
Keywords: The advancing technology and digitalizing world have increased the importance of secure
Steganography data transmission. Steganography, a technique that ensures secure data communication,
Chaotic functions is a critical component of data security. Derived from the term meaning "hidden writing"
Logistic Map in Turkish, steganography is based on the principle of embedding the data to be hidden
Tent Map into a carrier medium. While historically applied using primitive methods, steganography

has transitioned to the use of modern techniques and methods in today’s digitalized era.
In this study, a steganography method based on chaotic functions and the XOR operation
is proposed. The proposed method consists of two stages. In the first stage, data
embedding, the data to be hidden is first converted into binary format. This binary data is
then subjected to an XOR operation with a tent map sequence. The resulting final data is
embedded into a grayscale image by determining its embedding positions using a logistic
map. In the second stage, data extraction, the embedded message is retrieved using the
logistic map, and the extracted message is XORed with the tent map to recover the
original data. The effectiveness of the proposed method was evaluated using commonly
employed metrics such as PSNR, MSE, and SSIM on images in the literature. The results
demonstrate that the proposed method offers a robust structure against steganalysis
techniques while ensuring critical security parameters.

Veri Gizlemede Kaotik fonksiyonlar ve XOR islemi Tabanh Etkili bir Steganografi
Yontemi

0Z
Anahtar Kelimeler: Gelisen teknoloji ve dijitallesen diinya, giivenli veri iletiminin dnemini artirmaktadir.
Steganografi Steganografi, verilerin giivenli bir sekilde iletilmesini ele alan ve veri giivenliginin kritik
Kaotik fonksiyonlar bir parcasini olusturan bir tekniktir. Tiirkce'de "gizli yaz1" anlamina gelen steganografi,
Logistic harita gizlenmek istenen verinin tasiyici bir veri araciligiyla aktarilmasi esasma dayanir.
Tent harita Tarihsel olarak ilkel yontemlerle uygulanan steganografi, dijitallesen diinya ile birlikte

modern tekniklerin ve yontemlerin kullanimina gecis yapmistir. Bu ¢alismada, kaotik
fonksiyonlar ve XOR islemi tabanli bir steganografi yontemi énerilmektedir. Onerilen
yontem iki asamadan olugmaktadir. Birinci agsama olan veri gémme isleminde, gizlenecek
veri once ikilik formata doniistiirilir. Ardindan bu veri, tent map dizisi ile XOR islemine
tabi tutulur. Bu islem sonucunda elde edilen nihai veri, logistic map kullanilarak gri
seviye bir gériintiiniin gémiileme pozisyonlar: belirlenerek yerlestirilir. ikinci asama olan
veri ¢ikarma isleminde, logistic map yardimiyla gdmili mesaj ¢ikarilir ve ¢ikarilan bu
mesaj tent map ile XOR islemine tabi tutularak orijinal veri elde edilir. Onerilen yéntemin
etkinligi, literatiirdeki goriintiiler iizerinde gerceklestirilen PSNR, MSE ve SSIM gibi
metriklerle test edilmistir. Sonuglar, yontemin steganaliz tekniklerine karsi dayanikl bir
yap1 sundugunu ve giivenlik parametrelerini sagladigini géstermistir.
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1. INTRODUCTION

Data security is a fundamental requirement in
the advancing technological and digital world.
Numerous algorithms, security systems, protocols,
and similar approaches have been proposed to
ensure data security. One of the critical components
of data security is steganography, which translates
to "hidden writing." Steganography involves
embedding any message that needs to be
transmitted into a carrier medium in a way that
prevents it from being detected (Kipper, 2019).
While historically performed using primitive
methods, steganography now requires modern
techniques and approaches due to technological
advancements. The ever-growing volume of data
and its transmission in today's digital era further
emphasizes its importance.

In the literature, various steganography
methods have been proposed depending on factors
such as the type of carrier data and the method
used (Kipper, 2019). The carrier medium and the
type of transmitted message can include various
formats such as video, images, text, or audio signals
(Cheddad, Condell, Curran, & Mc Kevitt, 2010).
Additionally, the techniques used may differ based
on whether the data is manipulated in the spatial
domain or frequency domain  (Karakis,
Giirkahraman, Cigdem, Oztoprak, & Topaktas,
2021). The Least Significant Bit (LSB) algorithm is
widely used in various data types, particularly
images and videos (Akytiz, 2021). To enhance the
security of steganography algorithms and
approaches, additional operations and functions are
employed alongside LSB bits. One such function is
chaotic functions, which exhibit chaotic properties
based on specific parameters (Yakut, Tuncer, &
Ozer, 2019). These functions are utilized in various
fields to address complex problems (Ozbay, 2023).
In the literature, chaotic functions are applied in
diverse ways to develop steganography methods.
By employing chaotic functions, the selection of LSB
bits for embedding data can lead to effective and
secure steganography methods.

In this study, a new steganography method is
proposed for secure data transmission. The
proposed method combines chaotic functions and
the XOR operation to provide a complex and secure
steganographic structure. Initially, the data to be
embedded is encrypted by XORing it with a chaotic
sequence generated using the tent map. The
encrypted data is then embedded into the LSB bits
of pixels at specified positions in a grayscale image,
with these positions determined using the logistic
map. The proposed method ensures two levels of
security by utilizing chaotic functions for both the
encryption process and the determination of
embedding positions in the grayscale image.
Furthermore, tests conducted using analysis tools
such as PSNR, SSIM, and MSE demonstrate the
effectiveness of the proposed approach.
Additionally, the random outputs and efficiency of
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the chaotic functions used further validate the
effectiveness of the proposed method.

This study is organized as follows: Section 2
presents the related literature. Section 3 describes
the proposed approach. Section 4 provides the
experimental results of the proposed approach.
Finally, Section 5 concludes the study.

2. LITERATURE REVIEW

In the literature, numerous approaches to
steganography have been proposed based on
parameters such as the type of carrier data, the data
to be transmitted, and the methods employed.
Among these, the use of images as carriers for
transmitting secret messages is one of the most
commonly utilized steganographic mediums. For
such transmissions, one of the earliest and simplest
approaches involves embedding data into the least
significant bits (LSBs) of the carrier medium.

Additionally, the use of frequency domain
transformations for data embedding is also
prevalent (Kipper, 2019). To determine the

embedding positions and ensure the security of
transmitted data, various approaches have been
explored in the literature. Among these, chaotic
functions are widely employed. Chaotic functions
are frequently used in areas such as data hiding and
encryption to enhance data security (Akyiiz, 2021).
Their properties of randomness and
unpredictability make them highly effective in
increasing security in steganographic applications.
The use of chaotic functions in data hiding is well-
documented in the literature.

Khalil et al. proposed a novel data hiding
algorithm utilizing 1D and 2D chaotic maps
combined with LSB techniques for concealing
various types of data (images, text, audio) within
cover images of different dimensions, achieving
successful test results (Khalil, Sarhan, & Alshewimy,
2024). Pak et al. introduced an improved one-
dimensional chaotic map, demonstrating superior
performance compared to existing models, and
aimed to enhance the robustness of the LSB
steganography algorithm against attacks using this
model (Pak et al., 2020). Tiwari et al. implemented
data hiding in images by employing two chaotic
systems: the first determined the pixel positions for
data embedding, while the second set the initial
conditions for the first chaotic system (Kumar
Tiwari, Rajpoot, K. Shukla, & Karthikeyan, 2015).
Nasr et al. combined chaotic Henon, Baker, and
Arnold maps with audio steganography to propose
a secure data hiding method for image encryption
(Nasr et al.,, 2024).

Ghosh et al. combined a chaotic 2D classical
map and a linear feedback shift register,
demonstrating that this approach effectively
enhances encryption security and plays a vital role
in ensuring data privacy and security in medical
image steganography within healthcare networks
(Ghosh, Saha, Pal, & Jha, 2024). Alzubi et al.
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introduced a novel image hiding formula based on a
chaotic map system employing Tent map, Singer
map, and Logistic map for pixel- and bit-level
scrambling, which can be used in sensitive fields
such as military and healthcare (Alzubi, Alzubi,
Suseendran, & Akila, 2019). Kumar and Hussaini
proposed an effective method combining an
artificial neural network and a cyclic chaos
algorithm to select the best cover image, enhancing
visual quality, hiding capacity, and security (Kumar
& Hussaini, 2021).

Lépez Torres et al. proposed a crypto-
steganography algorithm combining chaos, DNA
coding, and edge-based techniques, achieving high
similarity and low error between the original and
stego images (Lépez Torres, Alvarado-Nieto,
Amaya-Barrera, & Parra, 2024). Durafe and Patidar
presented a novel and effective color image
steganography model, combining DNA-hyperchaotic
encryption and DWT-SVD embedding techniques
using unique fractal cover images, which can be
applied across various fields (Durafe & Patidar,
2024). Karakis et al. demonstrated a method for
medical image steganography that conceals data in
non-tumor pixels using discrete wavelet transform
and k-means clustering-based segmentation,
preserving image fidelity while securely storing
large patient data (Karakis et al., 2021).

Ranjithkumar et al. utilized chaotic maps to
propose a video steganography method with three-
layered security, embedding data into the spatial
domain of cover video frames to ensure
confidentiality (Ranjithkumar, Ganeshkumar, &
Senthamilarasu, 2021). Nagarajegowda and
Krishnan  introduced an  efficient video
steganography method embedding audio or image-
based secret data into a cover video, using a hybrid
algorithm combining 2D-Henon and 3D-Logistic
maps for encryption (Nagarajegowda & Krishnan,
2024).

Madhu et al. combined a dynamic 8-bit XOR
algorithm with the AES encryption algorithm to
securely store hidden data in images, achieving
effective results (Madhu, Vasuhi, & Samydurai,
2024). Balkesen and Koger proposed an approach
that embeds AES-encrypted data into random bit
positions of the cover image (Balkesen & Koger,
2020).

The literature highlights the widespread use of
XOR operations and chaotic functions in
steganographic approaches. Their combined
application facilitates the development of effective
and secure data embedding techniques. Chaotic
functions, known for their ability to generate
unpredictable sequences, offer robust solutions in
steganography. Additionally, XORing data with
chaotic functions before embedding can provide
dual-layer security.
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3. PROPOSED METHOD

In this study, a steganography method utilizing
Logistic Map and Tent Map chaotic functions in
combination with the XOR operation is proposed for
secure data transmission. The proposed method
consists of two main components: embedding the
secret message into the carrier data and extracting
the embedded message from the carrier data. The
chaotic functions, which form the core of the
proposed method, are introduced first, followed by
a detailed discussion of the data embedding and
extraction processes.

3.1. Chaotic Functions

Chaotic functions, due to their sensitivity to
initial conditions and their capacity to generate
randomness, are widely used in security-critical
applications such as encryption, steganography, and
random number generation (Yakut et al, 2019;
Yakut, Tuncer, & Ozer, 2020). Although these
functions have simple mathematical equations, they
exhibit chaotic behavior under specific parameter
values. For these parameter values, chaotic
functions produce unpredictable and non-
deterministic sequences.

These functions are highly sensitive to initial
conditions in their chaotic parameter ranges. In
other words, a small change in the initial value can
lead to significant differences in the system's
subsequent behavior. This sensitivity makes them
highly suitable for applications such as random
number generation and encryption, where
unpredictability and randomness are essential.

3.1.1. Logistic Map

The logistic map generates the next value x(
n+1) based on the previous value x(n) using the
following equation:

x(n+1)=r * x(n) * (1 — x(n)) (D

Here, xn: Represents the state at the n-th
iteration, taking values between 0 and 1. r: A
control parameter, typically chosen between 0 and
4, which determines the behavior of the logistic
map.

The value of the control parameter r dictates
whether the logistic map exhibits chaotic behavior.
For instance, values of r=3.57 tend to trigger chaotic
dynamics.

3.1.2. Tent Map

The Tent Map is a mathematical example of a
chaotic dynamical system commonly used in
applications requiring randomness or chaos. It
generates a chaotic sequence by iteratively
updating a value within a specific range (e.g,, [0,1]).
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The Tent Map produces new values through
iterations based on an initial value and a control
parameter.

Mathematically, the Tent Map is defined by an
x value and a parameter y as follows:

_(pxx(n), x(n) < 0.5 (2)
x(n+1) = {u * (1 — x(n)), other
Here, xn: Represents the value at each

iteration. u: A control parameter (typically set to
2.0) that influences the chaotic behavior of the
system. Adjusting the value of u directly affects the
chaotic dynamics of the Tent Map.

3.2. Embedding Function

In the proposed method, the final state of the
data to be embedded and its embedding positions
are determined using chaotic functions and the XOR
operation. The pseudocode for the embedding
function is provided in Algorithm 1. Initially, the
message to be hidden is converted into a byte array
in UTF-8 format. It is then encrypted using the
chaotic sequence generated by the Tent Map
function through an XOR operation. This encryption
enhances the security of the message and allows
decryption during the extraction process using the
same Tent Map sequence. Subsequently, the
encrypted bytes are split into bits and embedded
into random bit positions specified by the Logistic
Map sequence. The Logistic Map determines the
exact locations within the image where each bit will
be embedded, enabling the message to be concealed
by altering the specified bit positions in the image.
This process ensures that the data is hidden within
the image with no noticeable changes to its visual
appearance.

Algorithm 1. Embedding function pseudocode

3.3. Extracting Function

The algorithm for extracting the hidden
message in the proposed method is provided in
Algorithm 2. During the extraction process, the
values of the chaotic functions are recalculated.
These values are then used to determine the bit
positions. Using the same chaotic sequences and
positions, the embedded bits are read from the
image, and the original byte sequence is
reconstructed. The extracted bit sequence is then
decrypted by applying the XOR operation with the
Tent Map sequence, recovering the original
message. In this method, chaotic sequences not only
ensure randomness during the embedding process
but also act as keys for XOR encryption, enhancing
security. By leveraging the randomness properties
of chaotic systems, the message is securely
encrypted and inconspicuously embedded within an
image.

Algorithm 2. Extracting function pseudocode

- Extracting Function
Input: Image with embedded message (stego_image)
Output: Message (secret message)

- Load the stego image, and load into array
- Generate chaotic sequences:
- bit_length = message_length * 8
- logistic_seq = call logistic map function
- tent_seq = call tent map function
- Extract encrypted bits from specified positions:
- Create flat_img_data (flattened image data)
- Initialize an empty extracted_bits array
- Loop for i = 0 to bit_length:
- pos =i mod flat_img _data length
- bit_pos = logistic_seq[i]
- Extract bit at bit_pos in flat_img_data[pos] and add
it to extracted_bits][i]
- Convert extracted_bits back to bytes
- Decrypt the extracted data with XOR
- Convert byte array to a UTF-8 string and return
return UTF-8 string (secret message)

- Embeding Function
Input: image_path, message (secret message)
Output: Image with embedded message (stego_image)

- Convert the message to a byte array
- Open the image at image_path, and load into array
- Generate chaotic sequences:
- length = size of message in bytes * 8
- logistic_seq = call logistic map function
- tent_seq = call tent map function
- Encrypt the message with XOR
- Convert encrypted bytes to bits
- Embed each bit of encrypted message in positions
defined by Logistic map:
- Create flat_img_data
- Loop for i = 0 to length of encrypted_bits:
- pos =i mod flat_img data length
- bit_pos = logistic_seq[i]
- Clear bit at bit_pos in flat img data[pos] and
replace it with encrypted_bits[i]
- Reshape flat_img _data to original image shape and
return stego_image
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4. EXPERIMENTAL RESULS

Various parameters were used to assess the
security and effectiveness of the proposed
approach. These parameters primarily include
robustness and imperceptibility. Robustness refers
to the system's ability to retrieve the embedded
data even when subjected to various attacks.
Additionally, since chaotic functions are employed
in the proposed approach, the randomness of these
functions was also evaluated. Furthermore, the
combined use of XOR encryption and chaotic bit
selection provides a dual-layer security mechanism.
XOR is a simple yet powerful operation commonly
used in encryption and steganography due to its bit-
level functionality, reversibility, and masking
capabilities. Its ability to recover the original data
when applied twice with the same key offers a
significant advantage in security applications. Thus,
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the proposed method ensures both data
confidentiality and security. To demonstrate the
effectiveness of the method, the message embedded
in grayscale images was: "In this study, a
steganography approach based on chaotic functions
and the XOR method was proposed.”

The chaotic functions used in the proposed
approach, namely the Logistic Map and Tent Map,
enhance the security of data embedding by
leveraging their randomness properties. Chaotic
functions such as the Logistic Map and Tent Map are
widely utilized in data hiding and encryption to
ensure data security. The unpredictability and
randomness properties of chaotic maps are
essential for enhancing security in steganographic
applications. In the proposed approach, chaotic
functions form the core of data masking and
embedding processes. These functions were
selected because of their simplicity and

Bifurcation Diagram of the Logistic Map

2.6 30 32 34

Growth Rate (r}

2.8 36 38 4.0

(a)

Fopulation ix)

effectiveness. Parameter values were carefully
chosen to ensure the chaotic behavior of the maps,
as these maps exhibit extreme sensitivity to initial
conditions within their chaotic parameter ranges.

In bifurcation diagrams, it can be observed that
as the control parameter values of the Logistic and
Tent Maps increase, their dynamic behaviors
evolve. For both maps, the system remains stable at
lower parameter values, with the population
converging to a single fixed point. In the Logistic
Map, as the parameter value increases, the system
transitions to periodic oscillations, resulting in
bifurcations that produce 2, 4, 8, and so on, periodic
cycles. When the parameter exceeds 3.57, the
system becomes entirely chaotic. Similarly, in the
Tent Map, the system converges to a fixed point
within the range of 0-1, exhibits periodic behavior
within the range of 1-2, and demonstrates chaotic
behavior for parameter values greater than 2.

Bifurcation Diagram of the Tent Map
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Figure 1. (a) Bifurcation diagram of the Logistic Map, (b) Bifurcation diagram of the Tent Map

4.1. Imperceptibility Anaysis

Imperceptibility refers to the inability to detect
changes in the carrier image after data embedding.
While these changes may sometimes be visually
noticeable, they are often evaluated using various
steganalysis methods. To measure the difference
between the carrier image and the stego image
containing the embedded data, the PSNR (Peak
Signal-to-Noise Ratio) metric was used. PSNR
quantifies pixel-level differences between two
images and compares them against noise levels. A
high PSNR value indicates that the embedded data
is imperceptible. PSNR provides a numerical
representation of the similarity between the
original image and a distorted or reconstructed
image. It is generally accepted that a PSNR value
above 30 dB signifies imperceptibility of the
embedded data. The relevant equation is provided
in Equation (3). In the equation, R denotes the
maximum pixel value in the image.
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2

R
PSNR = 10. lOglo(m)

(3)

MSE (Mean Squared Error) represents the
average squared difference between corresponding
pixels of two images. It is calculated as the mean of
the squared differences between the pixel values of
the original image and the reconstructed (or
distorted) image. The formula for MSE is provided
in Equation (4).

In the equation: m, n: Represent the
dimensions of the image (height and width). I(i, j):
Denotes the pixel value at (i, j) in the original image.
K(i, j): Denotes the pixel value at (i, j) in the
reconstructed (or distorted) image.

n

L0 S QP
MSE = mz PRUDEIII)

j=1

(4)

SSIM (Structural Similarity Index) is widely
used to evaluate the performance of image
processing techniques such as compression, image
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restoration, noise reduction, and others. The
operations for calculating SSIM are provided in
Equation (5).

In the equation: I(i, j): Represents the intensity
of the pixel at (i, j) in the original (carrier) image.
I'(i, j): Represents the intensity of the pixel at (i, )
in the stego image (containing the hidden message).
M, N: Denote the dimensions of the image, where M
is the number of rows and N is the number of
columns.

LB 1602

SNR = 10. 10g10(zi\1=12§\4=1(1(l']) —I(i,j))z) (5)

The SPSNR, MSE, and SSIM test results for the
proposed approach are presented in Table 1. The
obtained results indicate that the differences
between the two images are minimal,
demonstrating that the steganography process has
a negligible impact on both visual quality and
structural similarity. These parameters serve as
indicators of the effectiveness of the proposed
method.

Table 1. SPSNR, SSIM, and MSE test results of the

proposed method
MSE SSIM PSNR
Lena 0.0085 0.9979 68.86 dB
Paper 0.010967 0.9990 67.73 dB
Airplane 0.0084 0.9984 68.88 dB
Barbara 0.0067 0.9994 69.88 dB
Baboon 0.0096 0.9992 68.33 dB

4.2. Histogram Analysis

Histogram analysis is a fundamental tool for
evaluating the security and imperceptibility of
steganography. Histograms assess the impact of the
embedding process on visual quality and reveal
differences between the original image and the
stego image. The histogram results for the proposed
method are presented in Table 2. In the proposed
approach, histogram analysis examines changes in
pixel intensity distributions when the message is
embedded into the image (stego image). The
similarity of the histograms indicates that the
steganography process is imperceptible. Since there
are no significant changes in the histogram, the
embedding process remains undetectable.

Table 2. Histogram analysis results of the proposed method for commonly used images in the literature
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5. CONCLUSION

In this study, an effective data hiding algorithm
was proposed by combining chaotic functions and
XOR operations. In the proposed approach, the
Logistic Map was used to determine the pixels
where data would be embedded, while the Tent
Map was employed to generate data for encrypting
the original message. The original data was
encrypted by XORing it with the output of the Tent
Map chaotic function. By combining two chaotic
functions with XOR operations, the algorithm
provides a dual-layered security mechanism,
preventing the extraction and decryption of the
embedded data. The proposed algorithm was tested
using commonly used images from the literature,
with results evaluated through PSNR, MSE, and
SSIM metrics. Additionally, the histogram analysis
results for the same images were presented. The
test results demonstrate the success of the
proposed method on these images. Moreover, the
randomness tests for the chaotic functions indicate
that the algorithm prevents predictability. The tests
conducted on grayscale images and the successful
application results further validate the effectiveness
of the proposed algorithm.

In future work, the proposed method is
intended to be adapted for video steganography.
The performance of the chaotic functions enables
the algorithm to be applied to such data.
Additionally, the application of the proposed
method to data in the frequency domain could
provide effective solutions for these approaches as
well.
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ABSTRACT
Keywords: Artificial Intelligence (Al) is a rapidly advancing technology with significant impacts across
Artificial Intelligence various sectors. Alongside advancements in healthcare, medical education is also evolving under
Medical education the influence of Al. This transformation is driving major changes in the healthcare sector by
Curriculum improving clinical decision-making processes through increased data utilization and the support
Deep learning of drug-machine interactions. The aim of this study is to examine the current state of Al courses
Machine learning in medical education in Turkey, compare the curricula of private and public universities, and

evaluate the integration of Al into medical education.The curricula of 112 universities providing
medical education in Turkey were analyzed through their official websites, focusing on courses
related to Al in healthcare, computer-assisted courses, and programming languages. It was
observed that Al courses in healthcare have been recently incorporated into university curricula
and have significant potential for further development. These courses are primarily theoretical,
with practical components available only in a few universities. Additionally, Al courses are more
prevalent in the curricula of public universities compared to private ones. The study concludes
that Al courses should hold a more prominent place in medical education and include more
practical applications. While public universities have taken greater strides in this area, there is
still room for improvement. In conclusion, Al is becoming an integral part of medical education,
and healthcare professionals' knowledge in this field will play a critical role in improving future
healthcare services.

Turkiye’de Tip Egitimi Miifredatlarinda Yapay Zeka Derslerinin Durumunun
Arastirilmasi

0Z
Anahtar Kelimeler: Yapay Zeka (YZ), cesitli sektorlerde onemli etkileri olan, hizla ilerleyen bir teknolojidir. Saghk
Yapay Zeka hizmetlerindeki ilerlemelerle birlikte tip egitimi de yapay zekanin etkisi altinda gelisiyor. Bu doniisiim,
Tip egitimi artan veri kullanimi ve ilag-makine etkilesimlerinin desteklenmesi yoluyla klinik karar alma siirecini
Miifredat gelistirerek saglik sektoriinde 6nemli degisikliklere yol agmaktadir. Bu ¢alismanin amaci Tiirkiye'de tip

egitiminde yapay zeka derslerinin mevcut durumunu incelemek, 6zel ve devlet tiniversitelerinin
LA . mifredatlarim1 karsilastirmak ve yapay zekanin tip egitimine entegrasyonunu degerlendirmektir.
Makine 6grenmesi Tirkiye'de tip egitimi veren 112 dUniversitenin miifredatlar1 resmi internet siteleri lizerinden
incelenerek saglikta yapay zeka ile ilgili dersler, bilgisayar destekli dersler ve programlama dilleri ele
alind1. Tiirkiye'de saglik hizmetlerinde yapay zeka derslerinin yakin zamanda iiniversite miifredatina
dahil edildigi ve daha da gelistirilmeye agik oldugu goézlemlendi. Bu dersler dncelikle teoriktir ve
uygulamali dersler yalnizca birka¢ {niversitede mevcuttur. Ayrica devlet {iniversitelerinin
miifredatlarinda yapay zeka dersleri 6zel tiniversitelere gore daha yaygindir. Tip egitiminde yapay zeka
derslerinin daha 6nemli bir yere sahip olmasi ve daha pratik uygulamalar icermesi gerektigi sonucuna
varilmistir. Devlet tiniversiteleri bu konuda daha fazla adim atmis olsa da hala gelistirilecek noktalar
var. Sonug¢ olarak yapay zeka tip egitiminin ayrilmaz bir parcgasi haline geliyor ve saghk
profesyonellerinin bu alandaki bilgisi gelecekteki saglik hizmetlerinin iyilestirilmesinde kritik bir rol
oynayacak.
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1. INTRODUCTION

Artificial intelligence is the ability of a machine to
simulate cognitive processes like speech recognition,
image identification, and captioning (Nilsson, 1998). To
putit simply, Al models are employed to identify patterns
in vast amounts of data in order to generate extremely
precise predictions for a variety of activities. More digital
and dynamic opportunities are provided to pupils. Old
textbooks and the predetermined atmosphere of the
classroom may not always provide these opportunities
(Imran and Jawaid, 2020).

A rapidly expanding phenomena, artificial
intelligence (Al) will soon have an impact on numerous
industries, including medical education. Al has improved
quickly due to the exponential growth in data and
processing power (Lee, Wu, Li, and Kulasegaram, 2021).
Al boosts learning capacity and offers a decision support
system at scales that are revolutionizing the future of
healthcare. According to (Noorbakhsh-Sabet, Zand,
Zhang, and Abedi, 2019), this technology is employed in
the diagnosis and prognosis of diseases, therapy
optimization and outcome prediction, medication
development, and public health. In the past ten years, the
use of artificial intelligence has helped to partially
address several problems in education, including
language processing, reasoning, planning, and cognitive
modeling.

(Kolachalama and Garg, 2018) emphasize the
increasing recognition of the potential value that
machine learning can bring to the medical community. If
this trend continues, in the coming years, we may see
numerous Al-focused products and technologies
integrated into the healthcare ecosystem. In this
scenario, it becomes essential to determine whether a
medical professional is willing to adopt these tools as
part of their repertoire and, if so, how they can receive
training in the art and science of machine learning
algorithms. Medical schools should start creating
curriculum time for machine learning and begin
recognizing the changes in healthcare by accepting
machine learning.

The integration of artificial intelligence (AI) into
medical education curricula is supported for several
compelling reasons. Al is transforming the healthcare
sector by enabling faster and more accurate medical
diagnoses, improving patient treatment, and optimizing
the management of healthcare services. This
transformation underscores the need for medical
students to understand and effectively apply these
technologies. As highlighted by Ejaz et al. (2022), Al is
driving significant changes in clinical decision-making
processes, a shift that is increasingly reflected in medical
education.

One critical aspect of Al in medical education is its
role in data analysis. Al tools and techniques provide
medical students with the ability to analyze large
datasets and extract meaningful insights, which are
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essential for advancing medical research and
understanding diseases (Alexandru, Radu, and Bizon,
2018). Tolentino et al. (2024) emphasize that training in
Al equips students with the skills to draw meaningful
inferences from complex data, a crucial competency for
future healthcare professionals.

Al also has the potential to enhance communication
with patients. By using Al-supported tools, medical
students can improve their ability to communicate
effectively, making interactions more efficient and
empathetic. However, the integration of Al into
healthcare also brings challenges such as security and
ethical concerns. Medical students need training to
address these issues and ensure patient privacy is
protected, as noted by Gupta and Sao (2011).

Moreover, Al serves as the foundation for future
medical applications, including telemedicine and
personalized medicine. Zhang et al. (2024) stress that
medical students must be equipped with Al knowledge to
specialize in these areas and adapt to emerging
healthcare technologies.

Incorporating Al into medical education is not only
essential for preparing students for their future careers
butalso for ensuring that patients receive better care and
the healthcare system operates more efficiently.
Comparing Al-related courses in Turkish medical
faculties, both private and public, highlights several
benefits for students and healthcare professionals.

First, the quality of education varies between
institutions, with differences in course content,
resources, and teaching methods. Comparing these
elements helps students identify universities that offer
more comprehensive and up-to-date Al education.
Second, some universities provide opportunities for
students to develop Al projects or gain practical
experience through internships, enabling them to apply
theoretical knowledge in real-world settings. Third,
collaborations and research initiatives between
universities enhance the depth of knowledge students
gain in Al. Access to research projects and laboratory
facilities enriches their learning experience. Finally,
knowledge of Al can significantly benefit students in their
future careers. Proficiency in Al, regardless of their
university, makes students more competitive and better
prepared to excel as healthcare professionals in an
increasingly technology-driven field. In conclusion,
comparing Al courses in healthcare between private and
state universities helps provide better educational
opportunities and future career prospects. Therefore, it
is essential to carefully assess education programs,
opportunities, and costs when making decisions
(Cleophas and Zwinderman, 2015; Topol, 2019).

1.1. Artificial intelligence and medical education
Due to its capacity to facilitate learning, artificial

intelligence (AI) is mostly used in medical education to
deliver individualized feedback. The assessment of
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students' learning has received less attention, in part
because of the lack of digitization and the delicate nature
of exams. Data integrity must also be protected when
manipulating massive data. The technical difficulties of
developing Al applications and the need for new
approaches to evaluating Al's efficacy must be addressed
if methodological advancements are to promote the
acceptance of Al (Chan and Zary, 2019). This is especially
true given that Al has the ability to provide
individualized learning. It should be remembered that
producing capable and skilled doctors is the ultimate goal
to comprehend AI's potential in medical education
better. The dilemma of whether we should strive to
modify teachers or target learning emerges when
contemplating the learning capacity of Al, just as any
improvements in medical education should be driven by
this ultimate goal (Masters, 2019).

1.2. Curriculum and artificial intelligence

The evaluation of curricula is a complex and
administrative procedure that strongly supports the
need for automation. It's interesting that not many of the
studies we evaluated discussed the use of Al in reviewing
medical curricula. There isn't much usage of Al in
curriculum evaluation, despite any possible advantages
it might offer over conventional approaches (C.-K. Chen,
2010).

1.3. Artificial intelligence and clinical applications

The use of Al in medicine has been covered by
(Noorbakhsh-Sabet et al., 2019) the importance of
machine learning for clinical applications, translation,
and public health has been the authors' primary
attention. They have suggested that Al may be
implemented in medical education at three levels:
curriculum development and analysis, learning and
assessment, and curriculum evaluation, as it is crucial for
the future growth of medicine and healthcare services.

1.4. Artificial intelligence and learning support

As it is crucial for the education of future doctors,
(Garg, 2020) has recommended using Al to control the
effectiveness of the curriculum and the general
happiness of medical students. With the use of Al,
instructional materials can be tailored and adaptive for
students, and they can be further developed with their
input. It enables students to recognize their knowledge
gaps and take appropriate action to fill them, making
learning assessments more thorough, efficient, and
objective.

1.5. Artificial intelligence and data privacy

On the other side, due to technical improvements,
much data must be collected and shared, raising privacy
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issues. Healthcare machine-learning applications require
a broad assessment of the significance of privacy in
clinical, translational, and public health applications,
focusing on data sharing and genetic information
(Noorbakhsh-Sabet et al., 2019).

1.6. Artificial intelligence and telemedicine

In particular, the Virtual Inquiry System is an online
virtual patient system that uses Al technology to educate
hospitals, medical faculties, and interns. The system
aggregates many actual patient records as well as expert
and Al-compiled particular instances. Medical students
make diagnoses through questions, simulated physical
examinations, and additional studies of virtual patients.
Medical remote education is a form of instruction that is
conducted both online and offline in real-time and is not
location- or time-bound. Web-based teaching techniques
like Twitter enable learning, communication, and
sharing. In particular, virtual hospital tours and mobile
nursing in clinical application teaching play a key role in
medical education (Zhao, Li, and Feng, 2018).

1.7. Artificial intelligence and curriculum analysis

Modern information technology, such as data
centers, instructional resource libraries, cloud platforms,
student recruitment, educational process
administration, and evaluation, is the foundation for the
influence of artificial intelligence technology. This
increases the administration of continuous medical
education's efficacy and service quality. Through
computer systems, common elements in the processes of
student recruiting, announcement, acceptance,
instruction by instructors, and course setup can be
exchanged. Through information technologies (web
pages, mobile phones), essential hospitals, health
administrative departments, clinical instructors, and
departments can communicate the same information.
Synchronizing lessons through computer information
systems can facilitate data exchange, information
sharing, and course collaboration (Imran and Jawaid,
2020). It is essential to develop medical education
curricula to include artificial intelligence (Paranjape,
Schinkel, Nannan Panday, Car, and Nanayakkara, 2019).

1.8. Artificial intelligence in medical applications

Numerous studies have been conducted on artificial
intelligence in the field of medicine. These include the
detection of lung nodules from lung X-rays (Deo, 2015),
risk prediction models for anticoagulant therapy,
automatic defibrillator implantation in cardiomyopathy
(Lip, Nieuwlaat, Pisters, Lane, and Crijns, 2010), stroke
and stroke mimicry (O'Mahony et al., 2013), modeling
CD4+ T-cell heterogeneity, outcome prediction in
infectious diseases (Lu etal.,, 2015), arrhythmia detection
in electrocardiography (Y. Chen et al., 2018), and cancer
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susceptibility detection, including histological or
pathological assessments, in the development of high-
throughput technologies such as genomics, proteomics,
and imaging (Cruz, 2007; Kourou, Exarchos, Exarchos,
Karamouzis, and Fotiadis, 2015).

In general, it can be observed that artificial
intelligence is being more actively used in medical
education and is becoming widely integrated into
curricula. However, there is significant heterogeneity
and weak consensus among studies regarding the
content and presentation of artificial intelligence
curricula. To address these inconsistencies and facilitate
the broader adoption and implementation of
standardized artificial intelligence curricula in medical
education, further research is needed to establish a
standard competency framework (Lee et al,, 2021).

2. MATERIAL AND METHODS

This study aimed to evaluate the curricula of state
and private universities providing medical education in
Turkey, utilizing an observational descriptive research
approach. The research was conducted by collecting and
analyzing curriculum data through the official websites
of universities. The data focused on the presence and
distribution of courses related to artificial intelligence,
computer-assisted courses, and programming languages
within medical education curricula. Among the
universities, 81 were state universities, and 31 were
private universities. The examined data were collected
from universities' course programs, websites, and
information packages. The data includes the names of
courses in medical education curricula, their distribution
by semester/class, course hours, credits, and ECTS
(European Credit Transfer and Accumulation System)
information. Information on introductory information
technology/computer courses offered as compulsory or
elective in any university class was excluded. The data
analysis process for this study was conducted using R
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version 4.0.2. Descriptive statistics were employed to
calculate the frequencies and proportions of Al-related
courses offered in state and private universities,
providing a clear overview of the prevalence of these
courses within the medical education curricula. A
comparative analysis was also performed to identify
differences in the availability and structure of Al-related
courses between state and private universities,
highlighting variations in their integration into the
educational framework. Additionally, the distribution of
Al-related courses across different semesters was
examined to wunderstand how these courses are
positioned within the overall curriculum. The tidyverse
package in R was utilized for efficient data cleaning and
manipulation, ensuring the reliability and accuracy of the
analysis.

3. RESULTS

This study provides a detailed examination of the
curricula of private and state universities offering
medical education in Turkey. The investigation focused
on courses such as Artificial Intelligence in Healthcare,
Computer-Aided Courses, and Programming Languages
within the provided curricula. The curricula of a total of
112 universities in Turkey offering medical education
were researched via their official websites and course
programs. Among these, 81 were state universities, and
31 were private universities. Figure 1 illustrates the
number of universities with a direct "Artificial
Intelligence in Medicine/Healthcare" course in their
medical education curriculum and the average course
hours. There were 11 state universities, 9.8%, and six
private universities, 5.3%. Notably, these courses were
offered electives in state and private universities (Figure
1).
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Figure 1. Number of Universities Offering a Course with the title "Artificial Intelligence in Medicine/Healthcare" in
the Medical Education Curriculum.

Table 1 shows the number of universities offering Computer Applications, Web Design, Medical
courses related to computers and technology in the Informatics, Bioinformatics, Web Technologies, Robotic
medical education curriculum, even though they do not Medicine, Network Fundamentals, Medical Computing
have the title "Artificial Intelligence," All of these courses and Applications, and the Use of Computers in Medicine.
are elective. These courses are taught with various labels It can be observed that State universities are leading in
such as Image Processing Analysis, Computer-Aided this aspect with 23 universities (20.5%), while private
Design, Information and Technology Management, universities have two universities (0.02%).

Table 1. Distribution of Universities Offering Elective Computer and Technology Courses in Medical Education
Curricula.

Compulsory/ i . Public University Private University
Elective Some course names in the curriculum
n Mean n Mean
) Image processing analysis, Computer-aided
Elective

design, Information and technology

management, Computer applications, Web

design, Medical informatics, Bioinformatics, 23 % 20.5 2 % 0.02
Web technologies, Robotic medicine,

Network fundamentals, Medical computers

and applications, Computer use in medicine

* Mean (%) values indicate the proportion of universities (state or private) offering the listed courses as part of their
medical education curricula.

Table 2 reveals that when universities were universities, it was found that 6.2% of them offer
examined, it was determined that there were courses programming language courses. However, in the case of
covering different programming languages. In state private universities, no programming language courses

were identified during the survey.

Table 2. Distribution of Universities Offering Elective Programming Language Courses in Medical Education
Curricula.
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. Public University Private University
Compulsory/ Elective Course Names
n Mean n Mean
Introduction to Python Programming
Language, Linux Operating System,
Introduction to Python Programming/Data
Elective Science, Programming with Matlab, Robotic 7 % 6.2 - -

Coding, Python coding, Programming
languages, software, Technology and

Software

*Mean (%) values indicate the proportion of universities (state or private) providing elective programming-related

courses in the curricula

Table 3 provides information on the availability of
artificial intelligence courses in medical education
curricula, specifically focusing on whether these courses
are offered during the pre-clinical or clinical phases of

education. The data reveals that artificial
intelligence courses are not offered during the clinical
phase in either state or private universities. Generally,
these courses are provided in state universities during
Semester 2, while private universities provide them
during Semesters 1, 2, and 3.

Table 3. Semester-Wise Distribution of Artificial Intelligence Courses in Medical Education Curricula.

Public University Private University
Compulsory/ Elective Sem.1 (n- Sem. 2 (n- Sem. 1-2 Sem. 1-2-3  Sem.1 (n- Sem. 2-3 i?;-l?,
Mean) Mean) (n-Mean) (n-Mean) Mean) (n-Mean) (n-Mean)
Artificial
intelligence/artificial (1- (2- (3-
(1-0.012) (4-0,.49) (3-0.037) (2-0.024)
intelligence in 0.032) 0.064) 0.096)

medicine/health

*Mean (%) values indicate the proportion of universities (state or private) providing artificial intelligence-related courses in the

specified semesters.

Table 4 examines artificial intelligence in healthcare
courses in the medical education curriculum regarding
course hours, credits, and ECTS (European Credit
Transfer and Accumulation System) credits. In public
universities, these courses generally have one theoretical
hour, one credit, and 1 ECTS credit per week. In private
universities, however, these courses typically have two

academic hours, two credits, and 2 ECTS credits per
week. Practical methods are available in public
universities but not in private universities. Additionally,
it is noted that in private universities, the theoretical
hours, credits, and ECTS credits allocated to these
courses are relatively higher (e.g, 3 ECTS, 5 ECTS, 8
ECTS..).

Table 4. Comparison of Course Hours, Credits, and ECTS for Artificial Intelligence Courses in Medical Education

Curricula.

Compulsory/ Elective

Public University
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Theoric course hour Pr. Credit ECTS
Cour.
Hour
1 2 Oth 2 1 Credit 2 Credit Oth 1 2 Oth
Artificial 0.0 0.024 0.037 0.024 7 2 2 6 - 5
intelligence/artificial
. . . 61
intelligence in
medicine/health Private University
Theoric course hour Pr. Credit ECTS
Cour.
Hour
1 2 3 2 1 Credit 2 Credit Oth 1 2 Oth
0.0 0.096 0.032 - - 3 3 - 2 4
64

*0th: Other, Mean values indicate the average course hours (theoretical and practical), credits, and ECTS credits for artificial

intelligence-related courses in public and private universities.

The aims and learning outcomes of artificial
intelligence in health courses at public and private
universities in Turkey were investigated. It was observed
that the curricula generally had similar dreams and

learning objectives. Table 5 presents the aims and
learning outcomes of general artificial intelligence in
health courses taken from the medical education
curriculum as an example.

Table 5. Examples of Aims and Learning Outcomes for Artificial Intelligence Courses in Medical Education Curricula.

Section Details
To recognize artificial intelligence (AI) technologies in healthcare for diagnosing diseases,
. improving treatment outcomes, and reducing costs. The course provides foundational
Aim . . . . . .
knowledge on Al principles, applications in healthcare, privacy considerations, and
programming techniques for developing Al applications with medical images and data.
Objectives Students will learn to select and apply modern methods of Al in healthcare.

Learning Outcomes

1. Understand the fundamentals of programming.

2. Learn the basic principles of artificial intelligence.

Knowledge 3. Comprehend the impact of Al in medicine.

4. Familiarize with examples of Al applications in healthcare.

5. Use programming to create Al applications with medical images and data.
Skills 1. Develop Al applications using medical images and data through programming.
Attitude 1. Recognize the significance of artificial intelligence applications in medicine.

4. LIMITATIONS

When collecting curriculum information through
university websites, there is a risk of encountering
incomplete or inaccurate information due to some
university websites being outdated or lacking essential
details. There may have been changes in curricula or
course programs during your research process. Such
changes could impact the results of your study.
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Limitation of Research Method: Observational studies
aim to describe observed situations rather than establish
cause-and-effect relationships. Therefore, this study
seeks to define the current status of artificial intelligence
courses in medical education rather than directly
assessing their effects.
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5. RECOMMENDATIONS

Based on the reasons discussed in the article and the
current situation, we propose a series of
recommendations aimed at enhancing the integration of
artificial intelligence (AI) into medical education
curricula. In the short term, Al courses should be made
compulsory across public and private universities to
raise awareness about its applications and benefits in
healthcare. Additionally, Biostatistics and Medical
Informatics courses should be updated to include topics
like data analysis, Al, and machine learning,
supplemented with sessions led by experts to provide
practical knowledge. Competitions and hackathons can
be organized to foster creativity and problem-solving
skills, while educational resources such as books, videos,
and software tools should be developed and distributed
to support learning.

For the medium term, hands-on training programs
and projects should be introduced into medical school
curricula to help students apply theoretical Al knowledge
in practical scenarios. Establishing bioinformatics
departments with compulsory Al-focused courses during
pre-clinical and clinical stages of education is essential.
Workshops and conferences for interns and specialty
students can be used to teach clinical applications of Al,
such as diagnostic tools and patient management
systems. Collaborating with healthcare companies to
provide internship opportunities and real-world project
experience, as well as developing Al-driven virtual
patient simulations, will create immersive and practical
learning environments.

In the long term, professional development
programs should be created to update existing
healthcare professionals on advancements in Al and
machine learning. Universities should establish
dedicated research centers to support Al research and
innovation in healthcare. Faculty specializing in Al
should be recruited and trained to ensure high-quality
teaching in medical education. Postgraduate Al training
programs can enhance the career prospects of healthcare
professionals, and mechanisms should be developed to
regularly revise Al-related curricula, ensuring alignment
with emerging technologies and trends.

To address challenges in implementing these
recommendations, practical solutions have been
proposed. Regional Al hubs equipped with the necessary
infrastructure and software can bridge technological
gaps, supported by government grants and public-
private partnerships. National Al educator training
programs, coupled with scholarships and grants, can
address the shortage of qualified educators. Streamlined

academic approval processes, including fast-track
committees and pilot programs, can accelerate
curriculum changes. Resource shortages can be

mitigated by creating centralized repositories of open-
access Al educational materials, collaborating with global
platforms like Coursera and edX. Flexible, online
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postgraduate training programs can accommodate
healthcare professionals’ schedules, while university
liaison offices can expedite industry collaborations.

To enhance student participation, strategies such as
gamification, offering certifications, and organizing Al-
themed competitions and hackathons have been
recommended. Reliable evaluation systems can be
designed using Al-based adaptive testing tools, and
advisory panels can be established to ensure continuous
curriculum updates in line with rapid advancements in
Al Finally, cost-sharing initiatives among universities,
along with government and private sector funding, can
address the high implementation costs.

These recommendations are designed to strengthen
medical education in Turkey, align it with global
advancements in artificial intelligence, and prepare
healthcare professionals for an Al-driven future. By
addressing challenges with practical solutions, this
framework provides a comprehensive roadmap for
educators and policymakers.

6. CONCLUSION AND DISCUSSION

In recent years, health-related artificial intelligence
courses have begun to be taught in Turkish classrooms.
This rate is more significant in public universities than in
private universities. In the future, new positions for
medical students and doctors based on their proficiency
with artificial intelligence will become available due to
technological advancements in medical education.
Medical education must engage with technology-
enhanced learning and artificial intelligence in addition
to its conventional biomedical and clinical sciences
concentration. It is time for medical institutions to
update their curricula to include material on artificial
intelligence and machine learning, as well as a focus on
empathy and honesty. This will guarantee that graduates
use these Al technologies and are prepared to operate in
the healthcare setting that Al has revolutionized. The
purpose of education is to gather knowledge and leave a
legacy by passing it on to succeeding generations and
inspiring them to create wusing educational
resources.When the literature is studied, it becomes
clear that artificial intelligence is being employed more
actively and extensively across the curriculum in medical
education on a global scale. However, there is a
considerable variety and a lack of agreement among
research on the delivery and content of Al curricula.
Although there is a lot of research on the subject, there is
little agreement on what and how to teach Al in medical
schools. More study is required to overcome these
discrepancies and provide a consistent competency
framework that can promote increased adoption and
implementation of a standardized Al curriculum in
medical education. To identify the values that medical
educators should incorporate in curricula to adapt
medical education to different healthcare contexts,
including digitalized healthcare systems and the digital
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student generation in a hyperconnected world, (Han et
al, 2019) synthesized and introduced representative
educational programs. Artificial intelligence was used by
(Giiner and Comak, 2011) to predict student success not
only in the field of medicine but also in the field of
engineering.

(Zhao et al., 2018), an Al system may grasp clinical
information, outperform the majority of human test
takers, and make accurate clinical diagnoses based on
electronic medical records, sometimes more precisely
and consistently than humans, according to research
conducted by a team of scientists in China. Doctors and
other health professionals are usually defined by their
knowledge and skill.

(Pucchio et. al, 2021) suggest including formal
training on these topics in resident medical curricula and
continuing medical education. Although teaching big
data, digital technologies, artificial intelligence, and
machine learning is urgent in health education, medical
schools cannot teach students how to use, interpret, and
apply these technologies in clinical settings and deliver
health care. Therefore, the existence of artificial
intelligence courses and computer-aided courses in
private and public universities has been investigated,
and the current situation has limitations when Turkey is
considered within the scope of developing countries
among OECD countries. Within the context of curriculum
development studies, this research is anticipated to offer
recommendations on how much technology should be
incorporated into medical education.

Caliskan et al. (2022) conducted an e-Delphi study
focusing on the competencies required for the
integration of Al in medical education. This study
emphasizes that Al courses should go beyond providing
only technical knowledge and provide students with the
skills necessary to interpret Al outputs and apply them in
clinical decision-making processes. Similarly, in our
study, it was observed that Al courses in universities in
Turkey were mostly theoretical and lacked practical
components. The findings of Caliskan et al. support the
need to add practical applications to curricula.

Sridharan and Sequeira (2024) provide examples of
how Al can be applied in classroom teaching and student
assessment processes. Through a case study on
pharmacology and therapeutics, they emphasize that Al
can enhance personalized learning experiences and
provide dynamic feedback to students. Our study
similarly determined that AI has the potential to
transform teaching methods in medical education, and
this article further reinforces the importance of Al in
course design to improve the quality of learning and
support student success.

Zhang et al. (2024) examined the integration of Al
into medical education from a global perspective and
revealed the challenges encountered in this process. The
study highlights issues such as lack of resources, lack of
instructor training, and lack of standardized curricula.
Our study also revealed similar obstacles in Turkey, and
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the findings of Zhang et al. support the need for Turkish
universities to align their Al education initiatives with
international standards. In addition, the role of Al in
future medical practices, especially in personalized
medicine and telemedicine, is highlighted. This further
increases the importance of our recommendations for Al
education.
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ABSTRACT
Keywords: The Minimum Vertex Cover issue (MVCP) is a significant NP-complete optimization issue
Minimum Vertex Cover in graph theory. Its objective is to find a set of nodes that covers all edges of a given graph
Security Cameras and contains the minimum number of nodes. Many different approaches and algorithms
Graph Theory have been tried for this issue. Nevertheless, as the MVCP problem is an optimization
Malatya Centrality problem, solutions are usually non-heuristic and only work under certain constraints

Moreover, the proposed methods do not achieve the expected effect and the solution sets
may change with each iteration. Having a minimum number of nodes in a network with
a minimum coverage area improves network efficiency, reduces energy consumption,
and allows for more efficient resource utilization. This study aims to control all streets in
a popular neighborhood in Barcelona with a minimum number of security cameras. The
Malatya Vertex Cover method is used to locate the optimal number of security cameras
around the area. For modeling, the area is transformed into a graph using Google Earth.
Each intersection represents a node. The graph was modeled using R programming
language. Then, with the Malatya Vertex Cover algorithm, the Malatya centrality values
of the nodes of the graph will be calculated. This centrality value is obtained from the
sum of the ratio of the degree of each node to the degree of its neighbors. For the MVCP
solution, the node of the graph with the highest Malatya centrality value is selected and
added to the solution set. Then, this node and its edge links are removed from the graph.
When the edges are completely covered, the process is terminated. As a result of this
analysis, a low-cost solution is achieved by using the minimum number of security
cameras to cover the entire region.

Malatya Minimum Vertex Cover Algoritmasi ile Barselona'nin Merkezi Ulasim
Aglarinda Giivenlik Kameralarinin Minimum Maliyetle Konumlandirilmasi

0Z
Anahtar Kelimeler: Minimum Vertex Cover Problemi (MVCP), ¢izge teorisinde dnemli bir NP-complete
Minimum Kése Ortiisii optimizasyon problemidir. Amaci, verilen bir grafin tiim kenarlarini kapsayan ve en az
Giivenlik Kameralari saylda digliim iceren bir diigiim kiimesini bulmaktir. Bu problem i¢in birgok farkl
Cizge Teorisi yaklasim ve algoritma denenmistir. Ancak MVCP problemi bir optimizasyon problemi
Malatya Merkezilik oldugundan, ¢oziimler genellikle sezgisel olmayip belirli kisitlamalar altinda sonug

vermektedir. Bir agda diiglimlerin en az sayida kapsanmasi agin verimliligini yiikseltir,
enerji tiikketimini diisiiriir ve kaynaklarin daha verimli kullanilmasini saglar. Bu ¢alisma
Barcelona sehrinde popiiler bir muhitteki cadde ve sokaklarin tiimiinii en az sayida
giivenlik kamerasiyla kontrol edilmesini hedefler. Bolge Google Earth kullanilarak
cizgeye uygun modellenmistir. Her bir kavsak bir digimi temsil etmektedir. R
programlama dili kullanilarak ¢izge olusturulmustur. Ardindan Malatya Vertex Cover
algoritmasiyla ¢izgenin diigtimlerinin Malatya merkezilik degerleri hesaplanacaktir. Bu
merkezilik degeri her bir diiglimiin derecesinin, komsularinin derecesine oraninin
toplamindan elde edilmektedir. MVCP ¢6zliimi i¢in ise ¢izgenin en yiiksek Malatya
merkezilik degerine sahip olan diigiimi secilerek ¢6ziim kiimesine eklenir. Sonrasinda
bu diigiim ve kenar baglantilar1 ¢izgeden ¢ikarilir. Kenarlar tamamen kapsandiginda,
islem sonlandirilir. Bu analiz sonucunda tiim bdlgeyi kapsayacak sekilde en az sayida
giivenlik kamerasi kullanarak diigiik maliyetli ¢6ziim saglanmistir.
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1. INTRODUCTION

A graph is a fundamental data structure
consisting of nodes and edges(Thulasiraman et al,,
2011). This form is commonly used in practical
situations and the field of computer science(Hark
and Karci, 2022). The strategies and techniques
applied to graphs facilitate the development of
solutions and approaches in these domains.
Nevertheless, graphs encompass numerous NP-
complete problems(Thulasiraman et al, 2016).
Among these, the node covering problem stands out
as a key issue. This problem involves identifying
which nodes should be selected to ensure that every
edge in the graph is covered(Thulasiraman et al,,
2011). When the objective is to cover all edges with
the fewest possible nodes, this NP-complete problem
is referred to as the minimum vertex covering
problem (Khattab et al., 2022).

Minimum Vertex Cover Problem (MVCP) is
frequently used in computer science to model
today's problems (Angel, 2022) and (Wang, 2017).
For this reason, the algorithms and solutions
proposed for MVCP can be utilized in various
applications (Dagdeviren, 2021). For example, the
use of MVCP is important in various fields such as the
detection of nodes for the protection of healthcare
data (Angel, 2022), the generation of non-repetitive
static genetic sequences (Hossain et al., 2020), the
management of traffic, which is a common problem
in today's world (Gusev, 2020), and the optimized
use and positioning of hardware with limited
facilities (Dagdeviren, 2021). In addition, security
applications in wireless networks, routing and
monitoring in wireless mobile networks (Yigit et al.
2022 and Yigit et al, 2021), link monitoring and
formation in ad hoc networks (Dagdeviren, 2016),
etc. are also areas where MVCP has been addressed.
However, because the Minimum Vertex Cover is an
NP-Complete optimization problem, it usually
cannot be solved within an polinomial period.
Therefore, exact solutions are presented for
relatively simpler graphs or specified graphs.
Various methods and approaches have been
proposed to solve MVCP, but there is no method that
produces optimal solutions to MVCP in polynomial
time. Usually, after a certain number of iterations or
processing steps, a set of possible solutions close to
the optimal solution is identified. However, changing
initial conditions and the characteristics of the
method used may prevent the MVCP from
determining the solution set. Real-world
applications make solving the MVCP even more
difficult due to the complexity and size.

In this work, Malatya Vertex Cover
Algorithm(MVCA) is used to efficiently handle an NP-
complete problem like MVCP. This algorithm
calculates the Malatya centrality score for each node.
When calculating this value, the node's own degree
is taken into account as well as the degrees of its
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neighboring nodes. Then, Malatya centrality
determines which nodes to select. The node with the
highest MC value is selected and added to the
solution set. Then, this node and its associated edges
are removed from the graph. For the newly formed
graph, the MVCA is applied again and new Malatya
centralization scores are calculated. The operations
on the graph continue until the vertex cover solution
set is found. MVCA is a robust method with an
efficient greedy approach. Thanks to the stable
solution sets it produces, it can be used in real-time
systems and large graphs.

1.1. Motivation To Work
Our contributions to the paper:

1. The main motivation of this study is to provide a
high level of security in a city like Barcelona, which
hosts millions of tourists every year, and to reduce
the current cost and provide energy efficiency while
providing this security.

2. As a result of this study, many touristic
destinations in the world will be approached with a
similar approach to this study and the concerns
about the security problem will be eliminated. And
the Barcelona region selected for analysis was
prepared specifically for this study and a graph
model was created. One of the most unique parts of
the study is the Barcelona network developed
specifically for this study.

3. In addition, Malatya Vertex Cover Algorithm was
applied for the first time in the Barcelona region,
which is a unique transportation network not
previously available in the literature. Since the
algorithm is an efficient method that provides
optimum or near optimum solutions in polynomial
time, successful results were obtained.

4. MVCA is applied to transportation networks for
the first time in this study and the results are
analyzed.

2. RELATED WORK

Since the MVCP is a popular graph theoretic
problem, many methods with various approaches
have been developed.

Khattab, Mahafzah, and Sharieh developed a
hybrid algorithm using a combination of chemical
reaction optimization and best-first search
algorithms to solve the Minimum Vertex Cover
problem, this approach provides remarkable
performance improvements on large-scale problems
(Khattab, 2022). Dinur and Safra analyzed the
difficulty of approximate solutions to the Vertex
Cover problem, showing that this problem is NP-
hard and the theoretical limits of approximating the
optimal solution, thus providing an important
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perspective on the effectiveness of
algorithms(Dinur, 2005). Wang et al.vdeveloped a
Polynomial Time Approximation Scheme (PTAS) for
the Minimum Weighted Connected Vertex Cover
problem in three-dimensional wireless sensor
networks(Wang, 2017). Oztemiz and Karci provide
concrete data on how the Vertex Cover problem can
be applied on real-world transportation networks by
analyzing the centrality of intersections in the
transportation network of Malatya
province(Oztemiz and Karci, 2021 ). (Angel, 2022)
used graph theory approaches to protect medical
information systems against cyber-attacks and
showed how the Vertex Cover problem can be
applied to the development of security strategies.
Again, the research by (Yigit and Dagdeviren, 2022),
and Challenger made significant contributions in
improving network security and efficiency by
investigating Vertex Cover algorithms with self-
stabilizing capacity in loT-based wireless sensor
networks (Yigit and Dagdeviren, 2022).

Khattab, Sharieh, and Mahafzah improved the
efficlency and accuracy of the algorithm by
developing the Most Valuable Player (MVP)
algorithm to solve the Minimum Vertex Cover
problem (Khattab et al.,, 2019). Guo, Quan, and Chen
achieved significant success in solving the Minimum
Vertex Cover problem using the Membrane
Evolutionary Algorithm (MEAMVC), which aims to
achieve a solution by mimicking biological
evolutionary processes(Guo, 2019). Xie et al. in their
work called Test-cost-sensitive rough set based
approach, addressed the Minimum Weight Vertex
Cover problem and developed more effective
solutions with this method, especially considering
cost sensitivity (Xie, 2018). Jovanovic, Sanfilippo,
and Vof3 used the Fixed Sets Search algorithm for the
Multi-objective Minimum Weighted Vertex Cover
problem and showed that this method is effective in
multi-objective optimization problems (Jovanovic,
2022). Li et al. developed a new local search
algorithm called NuMWVC to solve the Minimum
Weighted Vertex Cover problem and proved that this
method is especially effective for large graphs(Li et
al.,, 2019).

These works provide innovative algorithms and
theoretical analyses then developing solution for the
Minimum Vertex Cover problem, providing
significant advances in both academic research and
practical applications. The analysis of various
optimization techniques, security applications, and
real-world networks makes it possible to address the
Vertex Cover problem with a multifaceted approach.
In particular, innovative methods such as chemical
reaction optimization, evolutionary algorithms and
local search techniques have made great progress in
solving the Vertex Cover problem. In this context, the
diversity and depth of research provides a broader
perspective on the solution of the Vertex Cover
problem.

It can be said that the methods developed for
solving MVCP generally have exac, heuristic and
greedy approaches. Exac methods aim for the
optimum solution and usually all possibilities are
tried. Therefore, it is not possible to produce
solutions for large graphs. Heuristic methods run
more than one iteration and can produce different
results in each run. Greedy methods usually use a
priority value for node selection and proceed by
selecting the node that they think is the best in the
current situation. Malatya Vertex Cover algorithm
also produces deterministic results with an efficient
greedy approach.

3. MATERIAL AND METHOD

There are two important aspects of the
presented work. First, Malatya Vertex Cover
algorithm is joined to transportation networks for
the first time then analyzed. The second is the
network selected for analysis. The region analyzed in
the study is the center of the city of Barcelona. The
reason why Barcelona was chosen is that it is a
popular city known to many people and has a
developed transportation network.In the following
sections, detailed information about both the graph
and the methodology is given. Figure 1 shows a
visualization of the process of transforming the
transportation network of the city of Barcelona into
a graph. The selected region was specially designed
for the study. The generated graph is unweighted
and undirected

Graph Modeling Process

Figure 1. The Process of Barcelona Down Center Graph
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4. METHOD

Barcelona is the region of interest in this study
due to the fact that it hosts more than 10 million
tourists per year on average and the increasing
security concerns in such touristic areas. Thanks to
the successful results of the study on a real
transportation network model, it is thought that it
can provide successful results on any transportation
network. The region under study is shown in
Figure2.

Figure 2. Barcelona Downtown

A bird's eye view of the area subject to analysis
is shown in Figure 3

Figure 3. Bidview of Related Area
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In the process of designing the network, the
popular area of the city of Barcelona was first
marked with Google Earth. During this marking, a
bird's eye view was obtained to model the
intersections and streets more accurately. Each
intersection in the image represents a node of the
graph and the line between each node represents the
edges of the graph. After the whole region was
marked, each node was given a name. At this stage,
the visual model of the graph was complete. See
Figure 4.

Lt AV T i T
Figure 4. Identify nodes

After the visual model of the network was
completed, the graph was modeled again in R
programming language in order to apply the
algorithm. Malatya Vertex Cover algorithm when
applied to the graph, we get. The 169 nodes in the
graph before applying the algorithm are shown in
Figure 5.

The data set we obtained was simulated to the
image on the real map using libraries such as igraph,
visNetwork, shiny and an interactive image was
provided.
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Figure 5. Graph model in R language

4.1. Malatya Vertex Cover Algorithm

The most critical parameter in solving the MVCP
problem is the process of selecting the nodes.
Malatya algorithm is used to guide this processThis
algorithm computes a centrality value for each node
and generates an efficient solution set for MVCP.
Differently from previous optimization methods, the
centrality value clearly defines the nodes. Operations
start after Malatya centrality values are calculated.
The nodes are ranked starting from the one with the
highest centrality value and edge coverage is
performed. A new graph is created by removing the
selected node and the edges connected to it. These
steps are repeated until all edges are covered and
finally the minimum edge coverage set is obtained
(Yakut et al, 2023). The extended code for this
approach is shown in table 1.

Table 1. Proposed Algorithm Pseudo Code

10
11
12
13
14
15
16
17
18
19
20
21
22

Minimum Vertex-Cover (Karci et al, 2022)

23

1 calculateMalatyaCentrality <- function(graph) {

centrality values <- ¢()

vertex_list <- V(graph) # Get the list of vertices in the graph
for (vertex in vertex_list) {

vertex_degree <- degree(graph, v = vertex)

A N A WN

24
25
26
27

neighbors_degrees <- degree(graph, v = neighbors(graph, v =
vertex))

# Centrality calculation
centrality value <- vertex_degree / neighbors_degrees

centrality values <- c(centrality values, sum(centrality value))

1

return(centrality values)
values}

# Return the calculated centrality

# Function to find the vertex with the highest Malatya centrality
findMaximumCentrality Vertex <- function(graph) {
centrality values <- calculateMalatyaCentrality(graph)

centrality data <- data.frame(centrality values)

return(order(centrality_data$centrality values,
TRUE)[1])) }

decreasing

# Function to find the vertex cover of the graph
findVertexCover <- function(graph) {
vertex_cover <- ¢() # Initialize an empty vertex cover

while (ecount(graph) > 0) { # Continue until all edges are
covered

max_vertex <- findMaximumCentrality Vertex(graph)
vertex_cover <- append(vertex_cover, V(graph)[max_vertex])
# Remove the selected vertex and its edges from the graph
graph <- delete_vertices(graph, max_vertex)}

return(vertex_cover) # Return the resulting vertex cover}
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4.1.1. Calculation of Malatya Centrality Value

Centrality plays a critical role in graph theory
and network analysis because it allows nodes to be
weighted and assigned values based on their
location. It is often used to find the most influential
nodes in the network and several algorithms have
been developed for this purpose. The approach,
known as degree centrality, is determined by the
links on the node and is the basis of popular
algorithms such as PageRank.

For solving the Minimum Vertex Cover Problem
(MVCP), calculating Malatya centrality values is an
important step. Malatya algorithm, which is a
pragmatic and efficient method, is used to calculate
these values. Malatya algorithm calculates Malatya
centrality values for each node separately. In this
calculation, the node's own degree and the degrees
of its neighboring nodes are used.

The obtained centrality values are used to
determine the nodes to be selected for vertex cover.
This approach allows the MVCP to be solved in
polynomial time, making it possible to complete the
solution in finite steps and in a predictable time.

The Malatya algorithm uses the following
formula to calculate the Malatya centrality value
v (v;) of each node (Yakut et al.,, 2023)

d@y)
V(@) = Zvjencn g &)

Here, the Malatya centrality value of each node
is the sum of the node's own degree divided by the
degree of each neighboring node. This calculation
shows that the number and degree of neighboring
nodes are as important as the degree of the node
itself.

4.1.2. Working and Spacetime Complexities

The Malatya centrality algorithm has been
applied to calculate the centrality values for all nodes
in the graph, exhibiting a time complexity of O(n?),
which depends on the number of nodes and edges.
Additionally, the algorithm requires a maximum of
two adjacency matrices, resulting in a space
complexity of |[VZ|(Yakut et al., 2023).

5. EXPERIMENTAL RESULTS

Table 2 shows the nodes selected according to
the centrality values taken as a criterion when
applying the Malatya Vertex Cover algorithm. 89
nodes were obtained from the entire graph.
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Table 2. Nodes selected by the algorithm in the
example graph

Al A3 A5 A7 A9 Al11 | A12 | A14
Bl B3 B5 B7 B9 B11 | B13 | B14
C1 C4 Ccé Cc8 C10 | C12 | C14 | C16

D2 D4 D6 D8 D10 | D1z | E2 E4

E6 E8 E10 | E12 | E13 | F1 F3 F5
F7 F9 F11 | F13 | G2 G4 G6 G8
G10 | G12 | G14 | H1 H3 H5 | H7 H9
H11 | H13 | H15 | I1 I3 14 16 18

1m0 112 |14 [1e |18 |12 |14 [|Je
j8 |10 |j12 |j14 |16 |18 | K2 | K4
kK6 | k8 [kio [ k12 [ k14 [ K16

The initial 169 nodes were reduced to 88 nodes after
the algorithm was applied. The selected nodes are
colored in different yellow colors (Figure 6).

These 88 selected nodes cover all edges of the graph.
Considering that security cameras are positioned
only on the selected yellow nodes, an energy and cost
saving of almost 50% is achieved.

The GMin algorithm with a similar greedy
approach was applied on the same transportation
network and the result was compared with MVCA.
GMin, developed by M. Goldberg and colleagues, uses
the degree centrality value to select the vertex with
the lowest centrality at each iteration as a member of
the independent set. The selected vertex and its
neighbors are then removed from the graph
(Goldberg et al. 2005). Using the mathematical
relation between independent set and vertex cover,
Maximum Independent Set Members + Minimum
Vertex Cover Members = Total number of Vertexes
(Alipour and Salari, 2022), the VC locations in the
transportation network of Barcelona city were
determined.

After applying Gmin to the transportation
network, the Vertex Cover value was determined as
92. When the results obtained are analyzed, it is seen
that MVCA produces better results than Gmin, which
is popularly used in the literature with a value of 88.
In other words, with MVCA, all roads can be
monitored by installing security cameras at 88
locations detected in the transportation network,
while this value is 92 with the Gmin algorithm. MVCA
provides a significant cost advantage by using 4
fewer cameras. These results show that MVCA
produces results that are successful enough to be
included in the literature for solving real world
problems.
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Figure 6. Nodes obtained as a result of the algorithm application those collored yellow
6. RESULTS REFERENCES

In popular touristic areas, it is necessary for
each region to install security cameras for tourists to
travel more safely and to monitor possible thefts, etc.
It would be quite costly to install these cameras at all
intersections in the entire region and monitor the
area. However, this issue has been meticulously
addressed in this study. Thanks to the Malatya
Vertex Cover algorithm, 169 intersection points
were initially identified for the region whose
boundaries were determined, but this number was
reduced to 88 by the application of the algorithm. In
this way, the region can be monitored with far fewer
cameras than usual. Both cost and energy savings
were achieved. The transportation network used
belongs to the city of Barcelona and has not been
studied before in the literature. In addition, this is the
first time such an analysis has been done in this
region using the Malatya Vertex Cover algorithm.
Considering that there are many such touristic
regions in the world, this study has paved the way for
other regions and the study can be extended for
other purposes with different sectors and
stakeholders.
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